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A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.
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documentation, and correctly configure and operate the
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A.ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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U. ADMINISTRATOR
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A system producing or utilizing a physical embodiment of
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(multifunction  peripherals)) MFDs (multifunction

devices), “all-in-ones,” and other similar products.
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override portions of the TSP.

A User who is authorized to perform User Document

Data processing functions of the TOE
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