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2. BRER
2.1. CCEE XK

ASTiE, LUFOHMKICHEET D,

THREN X2V T 4 M= b0axer 7747 V7

SR—= P B — IR ET L N—U a2 3.1 BETE 3 R [BIERE 1.0 K]

PN—F2 X2 YT A REa L R—R U b N—Va v 3.1 WETE 3 MR RIS 1.0 ki
N—= PR3 X2 VT g REEa R —R N N—=T g 3.1 WETE 3 MR [FIEREE 1.0 hidd

o XU T o BEREEM - N— b2 PER
o X2V T o REEEME S — 13 A,

2.2. PP ¥3k

A ST A 2% PP IE7auy,
23. Ry r—TFR

AKSTIE, Ny —v  EAL3ICHE AT 2, BINT DMRFET R —R 2 MIZRW,
24. BEEHR

*  Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model Version 3.1 Revision 3 CCMB-2009-07-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components Version 3.1 Revision 3 CCMB-2009-07-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components Version 3.1 Revision 3 CCMB-2009-07-003

e Common Methodology for Information Technology Security Evaluation
Evaluation methodology Version 3.1 Revision 3 CCMB-2009-07-004
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3. E¥aUT,4BREEE

AEECH, Rl REEOEZ S, MR, B, MROTF ) 7 ¢ FEHcoW Rk 5.
31 REXNREE
TOE Dt =7 4 2 t7 bt “2—FOBRIKE L TRESND AEMEOH ST —F DR

# ThHho, MFP Zi@H OMMITETHEM L TWa5E. FAARZRIREICH DL TFO/g 7 7 A
W RERNR LT D,

® BRI ERTFAIL
AT NPCOLEHOT Y 2 KT A4 N IC I — REfli> TERSHEESHD MFP 12
LRI LSBT 7 A L,

& XXy UEBRITAI
MFP T#DBTAX ¥ LIZEBR T 7 A vy ZZTIEAF ¥ L E2{ToT-FIHED A —LT KL AT
E-mail (SMIME) T+ 2EHEZHEEL W5,

A —EER I KD FRIREE L L TIRFSND YV a TOEIE 7 7 A 0t BN Y DR D720
(25RO HEDOHIRM D FHEIRRE & 22> TIRIF SN D ¥ a T DOWIR 7 7 A V& LR L3 5%~
7 A NVLSNE MFP O FEFIHICBWTRiES N D Z ENER SRRV, (REEE LT
(A

—Ji. MFP % U —2&H, BEHET L2 EMMANKT LI25E6° HDD N E#EICH 72 ham s
— P OEFEN R IND T — 2 PPN T L E > 2 HA 1L, 22— FIXTHDD IZEFT 52655
D LT —F OIRBATREE A IR ST D, o TCZDOHAIIUTOT =2 7 7 A Va R4 L35,

e BEEILTIVET7ANL
& RE* v UEETITAI
o FUAEYEBRTITAI
> HEIRREBICH DY a TOEB T 7 AL
o RIFEBRI7AIL
> W b7V b7 s A NVUSNDORFEISNDEGRT 7 A L
® HDD RHFEBZR I 7ML
> 7R HIBRERE (7 7 A VEBESEIEROHIER) 720 TITHIBR S Zevy, HDD 7 — & ko 7%
FT5774L
o EREAETIFAI
> BT 7 A NVIBIZB W TERSNEZT VR T VT —2 77 A )b
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3.2. AiR&H

AHI T, TOE OFIHUREIICE T 2 Aife R F 2l L. Si4 5,

A.ADMIN (BEED ABNEH)
BEEIL, B ONRE L LTHETENS —HOEEICBWT, BEAE - 17413 Tb7Rvn,

A.SERVICE (H—ERI V=70 ABEH)
P—EAT L V=TIE, BREONTZE L LTSNS —HEOEEICBWT, BEAF-T21T4

I THR,

A.NETWORK (MFP D% k7 —% Efisgl)
TOE 3 45#i S5 MFP 2% BT 547 1 AN LAN 3465k v U — 27 L8kt SN A BE1E. 4+

Wty hU—2 0k MFP ~7 2 & 2 TE 720,

A.SECRET (F#F1&E$RICEAT S EASEH)
TOE OFHIZBWTHHINDENRAYT — RRG 5T — Rk, ERHEL SR LRV,

A.IC-CARD (IC h— FIZB89 2:EREH)
TOE OFFICEBNTHEAEND IC h— Fit, EYAQpa—P g sh T b,

3.3. BE

AETIZ. TOE OFIHE O TOE FIHBEICE W THEEINS BB AN L., ST 5,

T.DISCARD-MFP (MFP M) — X&), BEE)
U—2H, £3BEHEL o7 MFP SIS 256, BEELZ - 72& 2, MFP Ao HDD,
NVRAM KON SSD #fgtr3 2 Z L2k, W lb7 Vo b7 7 A0, AFx Y VEBT 7 A0, F
VAEVEBRT 7 AN, RFEBET 7 A0, HDD BFEEB T 7 AV, BEBREET 7 AL, RES

NTWEE R AT — FEDOREFR NIRRT 5,

T.BRING-OUT-STORAGE (HDD OFEXLFHHH L)

B Lo HECEE AR o —W s, MFPN® HDD 2 REICKHH L THITT 5 Z &1
KO, BETV b T AN, AX Y VEBT 7 AN, AT VEBT 7 AV, RAFES
7 7 A v, HDD BAFEEB 7 7 A /v, BEBEET 7 A L, BE SN TV A/ AT — FENF
WT 5,

B Lo BECEE AR oo — 8, MFPN® HDD Z AR EICT V025, TV0zbh
72 HDD ([T 72 1S b7V R 7 7 AV AX Y VEB T 7 A )V A AT VBB T 7 A1,
RAFEG 7 7 A v, HDD A7 BB 7 7 A /b, BEEEE 7 7 A L, BE SN TV FFE AT —
RENERIN, BEAHEREEY b2 —YT, 20T 022 7- HDD 28 HH LT
T2 LICk D, ZROEBRT 7 A VERFRT S,

34. HEDEX) T4 FEt
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A ST Tk, MWEMENEE SN D IRENREFEICKHT DA 7 4 ANLAN LOtv XU 7 ¢ 5K &
LT, 77 ANVDIEBALBER X, T VX NEBELOMIMUTZ A=V ORBIENTF A S b L 9 72kl
W FIAFICHE LI TOE BX = V7 4 BBEZ2HET 5, £/, Ny NI —2IZHETH 2 T
A7 F PCEBIPY—NOERET — 2Ry T —7 2D — T — 2 I3 RiES G 0 &
FETH DM, FAX AREBEIFRONDS MFP #/ L TN ARy NI =2 ~D7 7B A% IE L TWHH
k- FUHFICHIGE L2 TOE v ¥ =2V 7 o REZMBET 5, LLFIC TOE ZFH 3 5k T <
NHexXa VT ¢ HFetE@E L, T 5,

P.COMMUNICATION-CRYPTO (EH{§7 7 1 JLDIES{LE(E)
IT BSERMIC TREZE SN D REM DR WEBR T 7 AV (BT YV > b7 7 A0, A%y ViEifE
T AN) 1, AR SN TR S0,

P.COMMUNICATION-SIGN (BE{& 7 71 ILDER)
MEMEDE VBB 7 AV (AX Y VBB T 7AV) &G0 A—NVTE, TUFNVEBLBRMINEN
R IE R 5720,

P.DECRYPT-PRINT (EH{&7 71 ILDES)
MFP C%/5 LEMEMEOBE WEE 7 7 A v (BEESET Vo b7 7 A4L) X, £D7 7 A & ARK
L7=FIABEZICHRIT S Z E NPT &5,

P.REJECT-LINE (AREBNSDT I 2 REL)
INBRERRED S MFP @ FAX AREFROZ N L TORNE Ry NT—27 ~D7 7 & R 3280E LT
AR B 720,
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4. X2 T4 WMERKGE

ARFETIL, 3 B TR STz AiR gt B, ko= ) 7 1 H#t& %1 C. TOE XU TOE
DR HBREC TR F 2 U 7 4 wRGFEHC WGk %, BT, TOE O& ¥ = U 7 1 %15k )5
Bt BEIOE X 2 VT 4RI EHIE L TRk 5.

41. TOE ¥ T4 KA
AETIX, TOE O&F 2 )T 45 HHEHT OV THBI L, HAT 5,

O.DECRYPT-PRINT (BBItFTV U P72 74 ILDES)
TOE IX. B BTV v 7 7 A NVDAERIZFIA L IC I — RIZD I, BTV v 774
JVOHI 23 5,

O.OVERWRITE-ALL (SE2 L& ZHIRK)
TOE iX, MFP N® HDD OF X CTOT — X @IKIZHIBRHAT — 4% EEE L, HOPHEEBT —X
ZEIARATREICT 5, E-EIENRE LIZHEEDH D5 NVRAM K SSD DAY — K (4
HENRAT— R, BtV —R) OREEZIICT HEZ#ZIET 5,

O.CRYPTO-KEY (F%ﬁiﬁt)
TOE 3. MFP N® HDD IZEXIAETNIEBE T 7 A NV EETeT XTOT —Z B 54k L TIRTET
éfx_&)o)ﬁlﬂ %%ﬁzﬁk‘j—éo

O.MAIL-CRYPTO (S/MIME QF|H. BEE1k)
TOE 1%, A ¥ v VO E-mail #EICEW T HHAZEOERIE L TAFT ¥ B 2R ELT 5,

O.MAIL-SIGN (S/MIME QOFIA. E4)
TOE I%, A% ¥ VE{ED E-mail 2FI2B W T, FIHZEOZERIZIS U TT VX NVBALEOT-HIZ
VBRI B SN AF ¥ B EZET Emall T— 2 DA vt —IVF A= 2 N EART S,

O.CRYPTO-CAPABILITY (HDD BES{Li#ee2 AT 5= DY K— FE4E)
TOE %, ASIC (2 &% HDD B 5{LREZFIM 3 2 1o OIZ BB EZ ¥R — F 95,

O.PKI-CAPABILITY (PKI|#ge%#RAT B=-HDOHYHR— FEIE)
TOE 1. W — U —=ZKOIC I — N L L TEBLIN D STV > b7 7 A /LBERE, Scan To
Me #HEZFIH 3 5729012, ActiveDirectory ZFIH L CH— FU —Z KW IC I — F~DNE/RH)
EZYR— b5,

O.FAX-CONTROL (FAX 2=+ k4ifH#)
TOE 1%, AZEIFME S FAX A%EIR O 28 LT, 4% MFP R SN TWARNEX Y T —
I ~DT 7 A BT HHIHERE A Rt 5,
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42 BERABEOLX1) T4 0EAHE
AHiClx., TOE O5EHABREOEX 2 U7 ¢ %5E #2315,

OE.ADMIN ({E¥ETZ5EEH)
MFP %R f+ 2k D &4 1. TOE 2358 &5 MFP OERICB W Cig b= #&El 42 B3
\CFEATTH N EHRE R ET 5,

OE.SERVICE (H—FRI V=7 DRELE)
- MFP #fR-FEHT DO FEMLE L. TOE OE, &y b7 v 7 LK TOE M #i# <5 MFP
DRAFIZE D TRE DN RFE LEICEITT L5 T — ATy V=T 2 8E T 5.
CEBEIL, B RAZ V=785 TOE BNMEfi S D MFP O A 7 U AEEITNIE S,

OE.NETWORK (MFP &9 d Ry b7 — BiE)
- MFP ZFH3 5k O EEH 1L, M1y h U —27 038 TOE 3 &5 MFP ~0 7 7 & %
MWW D7D T 7 AT 4=V EOMIRERE L T AMEN S ORIERB AR E FEhd D,

OE.CARD-USER (IC A— F®OFIA)
IC 1 — ROFTEHEIL. BTV v 7 7 ANV ZRS LT 51T, ICH—F, MOHEMATY 4
RIAREBRHAL, Ax% Y @7 7 A VERFELT D80Z, IC h— REFIHT 5,

OE.IC-CARD (IC 1— FOFREEH)
- MFP % |4 2 M0 SEH 1T, M CHAT 27208 ITLEIC h—RE&, D IC H—F
OFE NI NDELWFHE A~ T 5,
- MFP #FHT 28O EFEEE 1L, FIHEZICH LTIC — ROMA~DFENE, &5 %8811,
M RREO Ja H Z R S E 5,

OE.SECRET (M#EFHROBEYLER)
BEEIL, UTNICORTEREERT 5,
EIRE SRR T — NI 8 ML EDOEERET D,
CEHE SRR T — R B LT — RICHERIPTRE 2B 2 58 L7220,
cEIENRT— R b — FERET S,
CEHESRRAT— R B LY — ROBEEEEEIT ),
=R =TI IR TERA ST 5,
+ CE /XA U — RIZHERIFTRE 72 E 2 5% 8 L 72\,
cCE/RRU— RERET S,
«CERAU— FOMELEFE %2179,
EEENSAT — REEET LA, SHILLEDEERET S,
AR VT REHEANAT — REET LG EE, FEHEICECHICETE YD,

OE.SIGN (Z£&ft5DHE)
<IC 1 — ROFAE#E T, BEEOEWEET —% % MFP /2527 74 7 > b PC AT 588, &%
TELEMNMT 5,
CEHBFIL, TUXNBLAMEHEREY, EmHNL L AMERICEL EMHNT LR EICT D,

OE.SETTING-SECURITY (%2 YT csBEERE. #F. 8%
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BEEIL, 22— IR S BN TOE (K L, Bx =2V 7 4 idf{bife S e A & v A DF#H
I 2R EZITV, TOE Z#HHT AR ENHR SN S L5 ITEHT S, £7-. MFP % U —
A, BEIFETIHERCTOE KL, HA X v ADEHITH - TEHT 2,

OE.DRIVER (EERZFY 24 KS4/\DOFA)
ICH—FRETEEILZ., 727472 F PCIZLLFTOBEELZWTZITHHA T o7 T4 "% EEET 5,
c SCEORFALIZHAWD T v X ArpEEO £ AR — R LT 5,
- IC 71— FNOABREEE F W - Il OB (LR Z AR — F LT 5,
+ SP800-67 |2 & LIz b 7 /v T U XA, KOEEA AR — KL TW5D,

OE.FAX-UNIT (FAXa=vw FOFIA)
=2 =FI. MFPIZA 7 a =Y ThHhAFAX 2=y Fa#H#EH L, FAX2=v |
DOBEZFIHT 27D OHRELT D,
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43. F 2 T4 /KA EHBERL
4.3.1. EH
HIHESRE. B, MOMBEO X2 VT 4 Jigt e v 2 U T 4 R OXISEFR Z TERIRT,
X2 VTR FHRI DR 1O EORHRSE. BB MotV 7 0 FEHTxe L

TWHZEERLTWD,

® 1 AHREH. BE. BBOEF 1) T4 AHITHI S EF 1) T AKAHDOESH

HBotxXa Y T4 A48
ik

R

NINAVY'V

ADINH3ASY

MYHOMLIN'Y

13403S'VY

advo-oI'vy
dd4IN-@davosIia’L
FOVHOLS-1NO-ONIHg'L
O1dAHO-NOILVYIOINNNNOD'd
NOIS-NOILVIOINNNNOD'd
INIdd-1dAdO3a’d
3NIT-103r3d'd

t&al) T HAEAEH

O.DECRYPT-PRINT [
O.OVERWRITE-ALL o
O.CRYPTO-KEY o
O.MAIL-CRYPTO [
O.MAIL-SIGN o
O.CRYPTO-CAPABILITY o
O.PKI-CAPABILITY (K
0O.FAX-CONTROL L)
OE.ADMIN o
OE.SERVICE o
OE.CARD-USER
OE.IC-CARD [
OE.NETWORK (J
OE.SECRET [
OE.SIGN ([
OE.SETTING-SECURITY e e
OE.DRIVER
OE.FAX-UNIT o
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4.3.2. BREHIZRT B+ 014

AESRIFICRTT 28X 2 U T 4 IR FGTEHCOWTLLTICRT 5,

® AADMIN (EEEDAMEH)
AREMIL, EHENEBELFF -2V E2EEL TV 5,
OE.ADMIN %, MFP ZF|H 7 2 k2 MFP 253 2k W TEEOB T 5 AW x2 &
FIHRET D0, BEHEOEEENSERIND,

® ASERVICE (H—ERI VS =ZT7DABEH)
REHIF, PR V2T REEERZRAVWI EE2EELTWS,
OE.SERVICE (¥, MFP Z{#5FEHT 2BV T — A V=T 2#HET D, - EH
Fix, V=R V=T DT AT T AMEEICELR ) TEPHES N TWD 2D, ¥ —
AT V=T OFEEEIIRESLD

® ANETWORK (MFP DRy kD —4 #E#EH)
AT AT 4 AN LAN OAEEFR v BT — 27 I AR ESEOEI L DB EMThbian
ZEEMBEELTWS,
OE.NETWORK %, #M#BR > h T —2 36 MFP ~D7 7 & A& MWW 57-0DI2 7 7 A4 T 7 4 —
NI OB ERBT D LWL VBN L DORERADOBIEEZRELTEY , REMAIFER X
nod,

® ASECRET (RERBICEIT 5 EMASKH)
A3, TOE OFHICBWTHEA SN A EZ /AT — K, BEEALT — RRERAZE LV IRR LA
WZEEMELTVD,
OE.SECRET i3, HFHENEHE NZA T — R, By — NCET2ENHAIZE_mT 52 & %
HELTWAS, £/-. —b2= =772 CE "2V — RICHETAEMRHAIZEM L., SHE
Zxt LT, BEE NSAU— NICBET 2EMABRAZER ST L2 HELTEBY . REMITES
END,

® AIC-CARD (IC h— FIZBEH9 5:BRE&H)
ALEEL, TOE OMMIZEBWTHEMAENS IC /— FIFELLSEHERINLTEY, ICH—FD
AEFEIFEYL a2 —FTHLZEE2HEEL TS,
OE.IC-CARD (%, f#T& % PKI B&EZIC L W BiT& N7z IC h— FE V., Mo HEE 1T IC
B — ROEFF, U Z#EYNCITH 22 HEL TV D, MO EEENIC I — RO2—H|Z
*f U CHIBREI SO R O3S FEEZ BAAMIE T 2 2 L 2 HEL TRV FIHAREZR IC 1 — K
DO BEEENER LAWRARICHR SND Z L idev, Ko TIC H— ROFTAEENEY A
2= LD, REMFIIEBIND,

433. BREICHRT 5+0MH

BEICHIT 58X 2 U T 4 /R FEHI OV CLLFIZHAT 5,

® T.DISCARD-MFP (MFP @) —RiRH). BEZE)
AL, 2—FSEIL S MFP L0 IESIRMT 2 /e 2 BE LT 5,
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O.OVERWRITE-ALL %, TOE »% HDD O2fEKICHIFRH DT — % % EEX T 54 #24E L |
NVRAM KO SSD Ooff#a##b3sL LTEY, £/, OE.SETTING-SECURITY (X, #A
K ADFLENZ I > T2iEH & LT, MFP 23El S U5 RTZ TOE 3232 EE& K OWIH kT
LFMSRENFATEN D 720, B O WREMEITRE SN,

L7e o TREBBIZHaxtiiEhTn s,

® T.BRING-OUT-STORAGE (HDD OFEXLEFHHHL)
AL, MFP ZFH L TWAEMBREEN S HDD ANEAHEN S, £7-13RIEZ HDD 23 EY
fFFon<T, 22T —ZREFEEIN-LZATRBbESNS Z ik Y, HDD NOE#BT — %
ENIMET B A EEEL TWD,
Z AUz LT O.CRYPTO-KEY /%, TOE 7#° HDD I2E X AN AT —Z 25t T 570 DO =
Bz /R L. O.CRYPTO-CAPABILITY (2 X ¥ ASIC T HDD B 5{be 2 FI M3 % 7= 0 @)
ERH AR — k&, OE.SETTING-SECURITY Tt %=V 7 ¢ ifbife & G e A & v A DFLH
IR S TeRXTE & OHEFFICEAT 2T b D72, BB OFTREMEITERB I NS,
Lo TREBITHosftsnTun s,

434 BOEF) T4 AHITHT S5+
MO 2 U T 0 FEHIHIET A2 U T 4B HEHC DWW T TICEB 33,

® P.COMMUNICATION-CRYPTO (EH{&7 7 1 ILDEEELEE)
KO Ex 2V T 4 FEHE, Xy bU—2 ISR D REEO @ WETE 7 7 A v (K57
VT AN, AR VAT 7 AN) IZOWT, BN EHET IO, BT L%
HEL TV,
O.MAIL-CRYPTO (2 kY, MFP b a2—FHEDI T4 7>k PC~A— /LI TEFESND A
Xy LB 7 7 A zxt LT, 5T e 429 %5, OE.CARD-USER (2 LV, MFP
M7 747 s PC~EMTLHELIIC H— R, 77472 F PCo»b MFP 2R3 58813 IC
H—REHERT) 2 RITANREZRHTAHZ E2ERT S, /2, ZOBOFERTY % K54
X OEDRIVER IZ L Vg T — 2 2 X 2 TIEO O EZFIHT 5 2 L RNTREN D, 51T
OE.IC-CARD 12X »> T IC #—FOHBEENELY 22—V THDHZ L 2ERTDH, £z,
OE.SETTING-SECURITY (2L > CE¥= U7 ¢ biiE s Gie A X 2 ADFHEITH - T-7%
ELTOMEFHCET 2EANTRbND, Lo TAREX2 YT ¢ H#HTERE NS,

® P.COMMUNICATION-SIGN (EH{&Z7 71 ILDER)
Ak OE X2V T ¢ FEHE, A—v (SIMIME) % AW T2 MELEDOE W 7 7 A L (R
¥y EBRT 7 AN) IZONT, BAEZMINTHZEEEELTWD,
OESIGN {2k, MFP 527 547> h PC~A— L TEMNEND ARy LTEIE T 7 A
UK L TR BL A MINEN S, 0.MAIL-SIGN, O O.PKI-CAPABILITY (2 X v, MFP 7>
Ha—VHEHHFDI T4 T h PCA~A—VZTEEINDIAX Y LR T 7 A4 MR LT,
IC 7 — R&EFIH L TEL ZMINT 28 A2 #2475, S 512 OEIC-CARD (2L > TIC #— KD
FIEENEL R —FTHH I LHTRT D, LoTREF 2T 4 HEHIER S NS,

® P. DECRYPT-PRINT (EH&7 74 ILDES)
ik OE X2 T 4 FEHE, 77 ANVEER LI-FIHE IC I — ROFEHE) OLBE LT
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Uy b7 7AMIHTHEIRIATA D Z L 2MEL TN D,

O.DECRYPT-PRINT (%, TOE &, £DW LTV > b7 7 A )V EAERR LI IC 71— FDARIZ,
ZOWE ATV N7 7 A NVOER AT T 5L LTWD, &5 OEIC-CARD (2L ->TICH
—FOFAEZELEHIND Z L 2ERT D,

et b7 7 A NVDESRBIEINIB= T 0T 4 THD IC A— FERMT 255,
O.PKI-CAPABILITY (2 L > TEOENWER Y R— FSh b,

L7eio TR O X2 U 7 4 T, ERT 5701 +2Th S,

® P.REJECT-LINE (AREHEMN DTV REKLE)
KD X 2V F ¢ FEHEZ NE %y NT— 2 IEET D27 54T > b PC B L O — D&
Fe RN Ry NT— 7 BN DS T — 2125 LT MFP IC## S /- FAX ==~ @ FAX
ANREFRAZE LT, ARERENST 7 2S5 Z L2 2IEL TV 5,
THUTHM ORI L Y FAX 2= v b ERE#E L2 BAICB O TH  ARERRME) D 2% &L MFP
O FAX AREFEOZN L THNE R Yy MU — 7 Ik SN D BT — % ZRWZEE CRIER#RE
awR) B, NEER Y hU—ZICHRRSNARANI EE2EK LTS,
O.FAX-CONTROL (2 LV, T — X 2 GTLNEF Yy T —ZIFETHT —F IR LT, A%
[E#E2 5 FAX 2= h® FAX AREOZEH L TCOT 7 AZEEIELTWD, £z
OE.FAX-UNITZ LV H—bE R P=TI2L VAT ar—YThbH FAX == k7 MFP
I SN, BHEND ZENEREND 2D, 0.FAX-CONTROL Z# 4R — kL TW5,
L7eBo TR X2V 7 4 FEHIEHR I D,
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5. R VKR—R2 FERE
5.1 fiaRigaEa U AR—FR 2 b

A ST T, JLRERE= v AR —F > b &2 3 OEHRT D, FEx =V T A EEMFOMBENE, T
VI EHROHBIILLTO®EY TH D,

® FAD RIP.1

FIHET =2 K OTSF 7 — % ORFERERET S22 LA ERT X2 U 7 A HREEGTH D,

> HROEN
TSF 7 — % OB RIAE L HET 20BN S D0, B RREOBS2HAT X2
T MEREERIT, R T —Z 12k % FDP_RIP1 L RM7= 5720, AKERAZmM-4 &+
2 U7 4 BERE B IIAATE LR,

> ALY 35X (FAD) OEH
FIRET — 42 KO TSF 7 —2 DX/, WIFOT—2DF¥ = V7 4 Ziil] L7 BiRd7e
VW FoTH LW FRAZERLE,

> BALEZZ72U (RIP) OEH
FDP 7 7 ADY%7 7 I U BHBTH2NEZFMA LT, TSF 77— X F THEEIEL-H O
ThdriEd, 20773V EFE—FT~ULZEM LTI,

® FIT _CAP.1

TOEMNITERE CTH LB T 4T 4 DX 2 V7 A #EEZ G R T 2722 TOE IZHE 7R

RENEZRET 00X T MEEtETH D,

> RO EN
TOE 23N Dtx 2V 7 2 AT 256, /MO X =2 7 o RN CExF 2T
THHZELEBETHDIN, AEOEXF =2 7T A HEEEXZE L EWZ 722772912 TOE {2342
T _REENIEFICEETH DL, LOLARTRO LS 2&ITEx = U7 ¢ BREEM I3
EL72W,

> #@ALEYSX (FIT) OEH
CCR—=F 2ZF2WHLWERTHL=D, HLWI T AEERLT,

> BWRALKZ773Y) (CAP1) MO¥ERH
7 Z AELERRIZ CC/X— R 2IZIFRWH LWERTH LD, HiLWZ 7 IV EER LT,
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5.1.1. FAD RIP.1 DEZ

® JSRE
FAD : &7 — % O
IEFROEE : FAD (Functional requirement for All Data protection )

o VS ADYE
DU T AL, FAET—4. TSF T — 2 OB R#T D 2 CICBEET2E A2 8T T 5
T7rIUNEEND, AETIZ1 o077 I UDBFEET S,

— &7 =X WIE (FAD_RIP) ;

® J7IDABEL
ZO77IVIE, BIBRESNERN ELT 7R ENT, ROHLER LA TV =2 b,
TSF 57— 4137 7B AARRICT A2 RE THERVEREZZ E2VE 2T HHEHICHIET 5, Z
D7 7 2 UL, FREEAICHIBR E Ik S =3, TOE WIS £ 2AFET 5 Al REMEN & 2 B I &)
T HIREETERT D,

® JAVR—RY D LAJLSHT

[ FADRIP 27— s 0BEEHREE | 1 |

FAD_RIP.1 : THH/RMZREEBIER O 2T — X OFIEE®RSEHE] 1L, TSF (L Tl s E
BEHLA TV 27 FOV Ty bR, BIROEY CTHDWVITEY THRICBWT, COBFEO LY
DOEFHEBRANBRLFIHTERWZ & & TSF 2MRGET 22 L 23R T 5,

EZ® : FAD_RIP.1

WIZRI 70 IHFRIRAIE 2 AT O R s A% 2 3 el 1]

&1 : FAD_RIP.1

FRENDIEHT 7T 4 BT 413720,

FAD_RIP.1 ARNEEERERODET—2 OBREFHERESE

FAD_RIP.1.1

TSF %, BLTFOAT7 V=7 FROUTSF 7 — #1572 WRBRIEERIFICIS N T, EIRICEID Toni
LD EOBERONBEBFIATE RS THZEE2ME LTI RSV [BIff: #7722 fo VX PR
MTSF 7 =4 DY X M,

TR B : 2L
REMH L
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5.1.2. FIT_CAP.1 DES

® VSRE
FIT : ITBRET T 4T 4 & O
WEHRDEBL : FIT (Functional requirement for IT environment support)

® JSAMADBEL
DI TAE, ITREZ VT 4T 4B T 282 ) 7 40— 20FHICEE T 58 %
BETH77IUNREEND, RETIT 1207 7 I BEFEET D,
— ITRE=T 7 4 OF|FH (FIT_CAP) ;

& J7IDADFEL
o777 IVIEITRECCT 474 D8x =2 T A EZFINT 512HT2> T, TOE IZLE L
IRHRESDERIIKIET D,

® JUR—FT D LAJLGFIT

FIT.CAP  ITREIVTATADFRATLIL-HDES

BEFRDE L : CAP (CAPability of using IT environment)

FIT_CAP1: T BRE-T 47T 4 OEF2 VT 4 = ARMREORE] &, IT RBET T ¢
TANRET 2R 2 T A HMEEZIELSHMT 27200 TOE (24 L 72 HREH O BRI 6
IS %

EEE : FIT_CAP.1

FAU GEN t % =2 U7 4 BEET — 2 AWD PP/IST IZEENTWIUL, LLFOT 7 ¥ a V2 EENGICT RET
b5,

a) b ITBREETLT 47 11k 2EED R

b) HEAR ITBRETLT 47 4ISxT 2T _XCTOBWEDOHER (), K50

HIE : FIT_CAP.1

UTDOT 73 a i FMT ICB T 58 FBEREE ZE2 b5,
FRENDIEHT 7T 4 BT 413720,

FIT_CAP.1 TEBEIVTF4T14DEX2 )T H—EXRARDEED

FIT_CAPRP.1.1

TSF %, [t ITHREFz= 7 7 PR St F 2 V7 —EXNIH LT, 2O —ERE2FHTS
7o DICERRRE ) R LR e b2 (B &= V7 o Y — EX DB FIZLZELREE DV X M,

THIFEE L

REFME . L
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6. ITExaUT1EH

ARETIX, TOE X =2V T 1 BRIZHOWTRRRT 5,

<SGRIEERICDOVT>

TOE Ich Bl Snb = VT ¢ e 270l d 5, MREEFa L R—x> M, CC/8—h 2
THESNTWLbOEXEHEMEHL, 7V EFR—-ObOZEHT 5, CC/Y— k 2 IZFEH I e
FLWVIEBIEAIX, CCR—F2 LA LBV T L EHH L THAIL T 5,

<tFal)TqHEEEH “BE OBRATAE>

UToRBOFIZIBNT, A F Y v 7 HOR—/L FTRINDERLIT, “BIFF”, 7213 B
NTNLI LRt Ty =TIV TRENDFEXDERICHENEE TAZY v 7 HOR—/V KT
RENDRELIT, T F =T A ENTFLEFT A FEAE” ShTWD Z & Z2mRd, 7-UrDRIZ
M T TREN D/, GRS VR L” ShTHEM S TS Z 2R,

<IKEMOBETRAEE>
RIFHEORIZ B W TIEEIMT T “( )” ShizfiaRmEns7-Lg, ASTICTHEA SN X =
VT 4 SRR D T~V ERT, £72AK ST IC T T 2 MEMED 2 WREMETH 25E 1. FHEIL
WNICT “WH LW Ll Tnd,
6.1. TOE+tFxa ) T4 EH

6.1.1. TOE X a1 7 4 HEeEH

6.1.1.1. BEEHHKR— b+

FCS_CKM.1 ES®ER

FCS_CKM.1.1

TSF %, LT OLEIN: fZifEn U X FICEET 5, IBESNERSHART VTV X A[EIN: EEats T
LT Y XA EFRE SN B RE B RIS T, BEEREAEMR LT NIER S R0,

[EIfS: gD J X P
I3 2 BEEREN FE - T/ TY AL - BREDEGE 12708

[(Eff: gFE#EAL e 7= XA
(5 2 BEBERE 1E¥ . 7TV IA - BRDEE IZ708

(BN 5]
I3 2 BEEREN FE - T/ TY XA - BREDEGE 17708

TRIRE B : 2L
&7 : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—¥#F&%n#)), FCS_CKM.4 Gi#Ef L7a\)

® 2 WBEREER BE-7LIVXL-BROBE

BED R BEESRAERTILIY XL EEHRE
FIPS 186-2 BEWFELFAER T /v =Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= 3 L F BB EE =2=2 3 /0% HDD BESEALR 7/ =Y XA 128 bit

Copyright © 2011-2012 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
29 /55



bizhub C754 / bizhub C654 PKI Card System Control Software #Fz2 /71 %—5" vk

FCS_COP.1 ESRE

FCS_COP.1.1

TSF %, [FIff: D J 2 MICEET 5. FESNIRE 57 V3 ) AL[EINS: #7577 XA L 54
RIBIS: 58RIt > [BI: gFEHFED Y X MEFAT LRTHUER bRV,

[t B U = F
% 3 WEHRE TAZTY R4 - BE - BERIEOLF IZ7EH

(Bt pgE 7 =Y X A]
% 3 WEHRE TAZTY R4 - RE - BEERIEOLF IZ7EH

(i e
[# 3 WEHRE TNTY XA - BE - HRIEOMF IC7H

(It mr Bt VX P
I 8 IEEHRE T/ T VXA - R - IFERIEDER ICE#

THIFEFE :o L
Ak : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—##H£ D #4)), FCS_CKM.4
G L72vy)

x 3 BSEE FILITVIL-#R - ESEEOBERK

BEDYR gEE7ILTY XL EEHE ESRIEDAR
FIPSPUB 197 | AES - 128 bit | S/IMIME 255" — % DFE5-(E
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 255" — % DEE5E-(E
BEEFY > k7 7 A NDEE
FIPS 186-2 RSA - 1024bit | S/MIME (57— 5 BEBE D 7= oD DI iF5 (h5-68)
- 2048 bit | DEEEE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A A yb—I8 1 X pDERE
FIPS 180-2 SHA-256 N/A Ay b= P X P DERE

6.1.1.2. FIRET— 5 RE

FDP_IFC.1 $ Ity MER D O—HE

FDP_IFC.1.1

TSF 1%, [Blff: SFP I L > THRPASHB IS Y 7 2 NS, EIT T 2 F o6 B S - 15
DIENEG|EHE T 7= 2 b, [FRE OEED U X Mot UCLEI: [F#8 > 7 —#i SFP % 356 U7
DR AR

[Elff: SEPIZ k> TRPASHI Sz 722 NS, Fidd 7= 2 B b B S A7 [FR O &
GlEL TV T2 |, R OHRED Y X F]

YTz p>

cFAX 2= ;06 DFE

<fEFH>

- NER[EIFR D26 DFET— X

<EBIE>

c NEER > p U — 2 ~FEH T3

(Bt fF# = = —ii SFH -
FAX (88 7 o —#I#

TR E : L
&7 : FDP_IFF.1 (FDP_IFF.1)
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FDP_IFF.1 Bt T BH

FDP_IFF1.1

TSF X, LT A 7OV TV =7 EREFERES 2V T 4 BIEICESWC, [BIN: [F#R 7 2 —## SFP
EEME LTSRS, B F&As SFP FIZEWTHISA S Y 72 fEERD Y X P, R
B LA T 5, EF=2 VT G

(B 5 = = —#i SFP -
FAX 58 7 o —#1#

BNy REAESFP FICEWTHIISH S 722 FEERO U X b, ROFZ 2T 5, wF=2 Y
7 B

<YFlz P>

cFAX 2= P26 DE(E

<{EH>

- DIRIEIR D6 DFE T — &

<tF=z U7y EH>

- BT — 5 EME

- BT — S YN DT— L B

FDP_IFF.1.2

TSF 1%, U TFORAB RS TONE, S8 E2@ e <, fiflshzy 7= b Lfillsns
THREOHR 7 0 —2FFA L nid7e b 2o [BIN: &4 DHFICK LT, 472 =2 FEFROEF =
I 70 BIERJICRIFEALR 620, EF= V7 1 FIEICHED S B

[EIff: Ao DIBIEIZSS L T, V7 2 fEERDOEF = U7 BRI REFERAE 6000, EF=z V7
S NBPEIC S A
FAX 2= PP OZE L EEGHT —ZLUNDT —5 2NBER > PO —2 ~FEHL 20,

FDP_IFF.1.3

TSF 1%, (B BHOFH = 7 —#fi# SFP AN % Fhi L 72 F1iE7e 570,

RIS Bmfg#R = = —#ili# SFP A Al -
xL

FDP_IFF.1.4

TSF 1%, LT OB, (Bt &= V7 s BIHEICEDS O TR 7 7 — & Bragic7F i 73 BANZFES3 VT
7 v — 2 BRIICFE AT L e 57220,

(B = V7 BIEHICHED O TIFHR 7 7 — & Bnigiz 7 a3 3 4240 -
zrL

FDP_IFF.1.5

TSF X, UUTFOMRAN [BIft: EF= U7y BIHEICHESO TIER T 7 — 3 WRi9iZ #7793 BIANZ IS\ T
1HM 7 v — 2 BRBICHES L i b7,

(Bt =2 V7 BIEICHEES O TlEHR 7 7 — BRIz a7 S HAI

xrL
THIFEFE oL
iR : _ FDP_IFC.1 (FDP_IFC.1). FMT_MSA.3 C#ML7v>)

6.1.1.3. #Al & 525

FIA_AFL.1[1] PR MDY KL

FIA_AFL.1.1[1]

TSF 1%, [BIft: @Bar#go UV x MBI U<, GRIN: (B E0BZEE], [FA: 728 if a2 e D #E I Ic 5
17 3 EHEE ZGE A REZR IE DBEFAB R O AR FRAERAT N A UTe & & 2 L2 i 720,

[Elf): ZRarEg oV X P
-#—EXf—FK7itzf5%@%ﬂ
c CE R D — P E T3 BD R

(IR [V IEDBEENA], [FVfS 772 I REZRNE DG IC F517 S B PEE ZIE A RE 74 IE DHEXAA] -
(Bt FEEATEERME DRG] - 1~3 I 1T S B EEE RE FIEL IE DEESHE

FIA_AFL.1.2[1]

R ORFERITAERE LI BRI (o8, & Lialoxe &, TSF I, [Eift: 72 2a 0l X}
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LT IE R 570,

(BIR: (oS5, & LA
IZET 3

[Eift: 72z X M
<BHLEBEDTZ 52>
s BEPTHAIL, V—EXE— F~DRFRENPS T L, CE/NX T — FEFIFT S RABE
ray293,
c BEFF TRIIIL, CE/NR D — FEFIFT SRG8E?2 22935,
< EEEIFD =D DIBIE>
FEEHRIEL U CE FRFE D v 2 fEBRIRRE & 1T T B, (FFEHBRIED 5 CE FRAE DERIEZ ILAELRIF IR EIZR
JEIN T BRI & T 5 &R B T bivd,)

THIREE L L
&t . FIA UAU.1 (FIA_UAU.201))
FIA_AFL.1[2] BAEREF DR Y &L

FIA_AFL.1.1[2]

TSF 13, [ @ar#Fgo VX MBI LT, IR [ IEDBENE], (B 7F5 TR fE DA I %
1} 3 BRERARE ATHE 2 IE D BEHAA Bl D R R INGRAERAT N AE Ul & & 2 L 2T hid e 5780,

(Bt Bar#sgo Y = F -
BHET— NIZT 2R T 3EEDRBAF
c BHENRT— FERE T SEDFRAE

GRI: [ZV111E DEHAE], [ 7FFE A REZNE DIEI IC F5 17 & B BEZ R GE Al RE /2 1E DFEH ]
(Bt FEEATEEZRME DRG] : 1~3 I 1 S B EEE RE FIREL IE DEESHE

FIA_AFL.1.2[2]

R OFEFERIT N E S LI R ORIN: (2SS,  Lfaoxle &, TSFIE, [&ifl: 72 a0 ) x F
 LRIThIEZR B0,

G&IN: (2T S, 2 LA 7]
IZET 5

[t 72 a0V X M
<BHLZEEBEDTZ 52>
c BEAP THIIL, BEEE— FP~DRFTRLENPS T L, BEEENI T — FEFAFT SRAHE
ray293,
« BRAFF TRIFHIL, BBEENAD — Feflfid 3R s 2 2 735,
< EEEIFD 7= D DIBIE>
* TOE DEGHAFEEFIT 5, (BB b BEEZ R DIRIEE I ARRIFRIREIZRES N T SRR 28
BB IR R TP B, )

TRIRE : 2L
5
&K7FE : FIA_UAU.1 (FIA_UAU.2[2])
FIA_AFL.1[3] ERRESBRBFDER V) $R Ly

FIA AFL.1.1[3]
TSF 1%, [BiIft: @ar#so V. x PMCB U T, BRI B E 0B E], [FIff: 773 Al aE 2 g DI Iz 5
17 3 BPEE RE A BEZ IE DS R O R RINRRGERAT O AE Ul & 2 BRI LT b,
(BIff: FarFRo U < M -
c NENL Y Y —ERE— FIET 2 ERT B0
« WNRN L Y EHE T — PIZT 2 7 X9 3 BDRGE
URIR: [#)f11E DBEHAE], [EI11: 7FA [ REZ N8 DFE LI IZ 7517 & PR RAE 7l pE 7o IE DIEH ]
(B EEDESE] : 1
FIA AFL.1.2[3]
RIEH ORBFERAIT N ESE LIz BRI (2T 5, & Lozl &, TSFIi, [Eifl: 72 a20) 2}
Z LT e,
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(BIR: (oS5, & LA
IZET 3

[EBify: 7oog>0l X A
<BUHLEBEDFZ 92>
WNRIDPE DT RTDALZHEE
<BEHEIFD 7= DEEIE>
5 BEEEHIZ 5B

N EE] L

ik :  FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])

FIA_SOS.1[1] BE DR

FIA SOS.1.1[1]

TSF (X, fi8 (CE/NX D — R) NEIff: EFESALRBERBNCEET D2 L E2RAET 5 A 1 =X A&t
L2 uidZe 7a0,

(Bt EH S zd BRI
< Hr# 8HTLLL 64HTET
« XFHE : 161 XFLIEDF 52524 7T gE
BRI D F—DIXFEEG THEESI TR,
C £FET 556, EEEDEPFHERESN TV SEEEHELLY,

ThIfE = : L

IR . L
FIA_SOS.1[2] BEBEORI
FIA_SOS.1.1[2]

TSF iX. B (BEE NI T—F) BE EFShEmARCEET 5 2 L2 RilT 2 A=A bk
AL 23 NIER 520,

(Bt E Shd BRA
< Hr# 8HTLLL 64HTET
« XFHE : 161 XFLIEDF 752524 7T gE
BRI D FA—DIXFEEG TEESI TR,
CQ E£ET 556, EEEDEPFHERESN TV SEEEHELLY,

ThIfE = : L

IR . L
FIA_SOS.1[3] BEBEORI
FIA_SOS.1.1[3]

TSF 13, B (BFET—F) BEN: EZIArmBRBNCEET 2 2 L 2R d 2 A = X bz fitfit
LT IER 5720,

[Eff: EFESALRERAE
- Hr¥ - 2047
o XFRE : 88 LFLIEDH D6 2R AT g5
HRE @ A DXFENTEEII TR,
© ZFEF 5L ERHEDEPFERESH TV SEELEELLRL,

T = L
REHE L
FIA_UAU.2[1] 7 a RiOFI RERE
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FIA UAU.2.1[1]

TSF X, TOFHE (F—EXz>2=7) 247720 TSF 47 7 > a v 27T 5R0c, &FH

H (PR P=7) [SRRREN DT 5 Z LA ER LR E R b0,

i EE] . FIA_UAU.1
K7FH . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] TOa viiDOFRER

FIA_UAU.2.1[2]

TSF X, ZOMME (BEZE) #7500 TSF T 7 v a v 2FFrT 500, #FHE (BEE)
ZRBREDSEREN 4% 2 L ZBER L 2iF T2 H7aLy,

TR . FIA_UAU.1

REHE . FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 BT

FIA_UAU.6.1

TSF 3. FMF[EUS: A ER IS RO Y X MO b & TRIAE & fRRGE L2 T uide H72RLy,

CEI;: BaRar R IS %D U X P
Y — XL = TR CENAT— FEEFT B354
- BEENEREENID — FEEETSHE

THIFEE C L

REFHE . L

FIA_UAU.7 RESNFRBE T« —FNv Y
FIA_UAU.7.1

TSF 13, BRAEEIT-> TV A, [BI: 77— ANy 2o VX M 2 FHE IR L 2T E7R 520,

(Bt 7 — v 70 % ]
ADENLELET—5 1 XFMIE “%” DEF

ThIfEE : L

REH . FIA_UAU.1 (FIA_UAU.2[1], FIA_UAU.2[2])
FIA_UID.2[1] TP a3 RiOF AEER

FIA UID.2.1[1]

TSF 1%, TORMME (F—EXx2=7) 2479 DM TSF M7 7 v a v 2783 200, A FH

B (PR Z=7) \THBINENT D 2 L AER LRI NIER SR,

THIRE S . FIA_UID.1

&KEFH 2L

FIA_UID.2[2] T a RiDOF REHER
FIA_UID.2.1[2]

TSF 3. ORI (BEZ) (1712100 TSF W7 7 v 3 v 238+ 480, &% (BEZ)
CHBIBRINT 5 2 & BER L AT HIER bRV,

i EE] . FIA_UID.1

&K L

Copyright © 2011-2012 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
34 /55



bizhub C754 / bizhub C654 PKI Card System Control Software #Fz2 /71 %—5" vk

FIA_UID.2[3] T3 RiOF AEER

FIA_UID.2.1[3]

TSF 1%, ZORME ACH— FFrAEZED IC Z— F) 24TT o TSF A7 7 o a » 23§ 210,
FHAE ACH— FErEZEDIC % — F) \Z#H % 2 & 23R L adhide bn,

TIPS E : FIA UID.1

REFHE . L

6.1.1.4. X2 T4 &

FMT_MOF.1[1] X)) T A BEDSDIFENER

FMT_MOF.1.1[1]

TSF (. BERE[EINS: sagD UV X MBI DS F 0 ERET S, #1FIET S, FEFSES, DS3ED
FE T Sl & (Bt 7FF a7 /iy S 2 REMTHIBR L 22 T ud 72 5720,

(RIS pgED VU = ] -

tF =z U7 BERE
DRI DSBEOFRET S, FEUT S, FEEIES, DSSEFOFHET 3] :
#EITS
BV oy S 7=kl S 7= 720
- BHE
c YP—ERXT =T
ThIbEE ;L
REH . FMT SMF.1 (FMT_SMF.1). FMT SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2])
FMT_MOF.1[2] X)) T BEDSDIENEE

FMT_MOF.1.1[2]

TSF (. BERE[EINS: #agD UV X MBI DS F 0 ERET S, #FIET S, FEFSES, DS3ED
EE TSI & (Bt FF a7 S /i) S 2 REMTHIBR L 22 T uE 72 5720,

(Bt pgRED VU = ] -

- LHEH L HGRHEEE
DRI DSBEOFRET S, FEUT S, FEFESES, DSSEFEOFHET S :
EHESIHES
[BIf: 7P Sz S =77
By
EE L
REH . FMT SMF.1 (FMT_SMF.1). FMT SMR.1 (FMT_SMR.1[2])
FMT_MOF.1[3] X)) T BEDSDIFENEE

FMT _MOF.1.1[3]

TSF (. BERE[EIN: #agD UV X MBI DS F 0 ERET S, #FILET S, FEFSES, DSL3ED
FHE T SN & (Bt 7P Szl S e #EMTHIBR L 22T E 72 5720,

(Fft: pgED VU = | -

 FEOSNEL MG
GRIN: D5BENFHET S, #1FIETS, FEHESES, DSESFENFEETS]
2T 5
(EIf;: FFAf S zikhll S =243 -
EHE
ThIfE = : L
REHE : FMT_SMF.1 (FMT_SMF.1), FMT _SMR.1 (FMT_SMR.1[2])
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FMT_MTD.1[1] TSF T—42 OER

FMT_MTD.1.1[1]

TSF i, [Elfl: TSF 7 —4 DV X MBI 7740 MEZEE, FEdE, &, ik 5L [ <
DREDHIENT 2 HE)) % (B 7F 7] X 7zl S 2 REMTHIPR L 22 F 1UiE 72 5 720,

[EIff: TSF =—5D U X ] :
e WNRNF— P T FEFR
- FRAESRYETHC B
« SMIME IEH-(L#E (HFET7/TYXA)
cSMIME # »&—244 2z X P =
- BPEEFRAF DIRIEEE L AEBRIF T

BT —F
GRIR: =7 0 MEZFE, fJoEbe, &, ik HE [Ff: ZoMoEE]
XE
(B ;7R ] S =i Y S v =420
BB
ThrpsfE : 2L
KA :  FMT_SMF.1 (FMT SMF.1) . FMT _SMR.1 (FMT _SMR.1[2])
FMT_MTD.1[2] TSF T—42 OE®R

FMT_MTD.1.1[2]

TSF i, [Elfl: TSF 7 —4 DV X MBI 7740 MEZEE, Fo Gt &, kR 55 [Ff: <
DRIDHIENT 2 HEN) % (B 7F 7] X0 7zl S 2 REMTHIPR L 22 T 4LiE 72 5 720,

[Biff: TSF =—4 D X F] -
EHEZNZ D — N

IR =770 MEZE, Fabt, K&, Bk 55, [FI: € DM ORED

XZE
[EIf;: 77 ] X727 Y S 1 7= R
- BHE
Y —ERT =T
T = L
REHE : FMT SMF.1 (FMT_SMF.1). FMT SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2])
FMT_MTD.1[3] TSFT—42 DER

FMT_MTD.1.1[3]

TSF i, [Elfl: TSF 7 —4 DV X P[P 7740 MEZEE, FoEoE, &, kR 5L [Ff: <
DRIDHIENS 2 HEN) % (B 7F 7] S 7zl S 2 REMTHIPR L 22 T 4LiE 72 5 720,

[Elf: TSF =—5 D J X M

«CENRXDT—F
- CE FBFAEDIRIEZE I AR LR FIRT

(IR =770 MEZE, Fabt, &, Bk 55 [FI: € OMORED
HE

(BT 77 7] Szl S 1 7 RAN
Y—EXTP=F

ThIfE = : L
REHE :  FMT_SMF.1 (FMT_SMF.1) ., FMT _SMR.1 (FMT_SMR.1[1])
EMT_SMF.1 EEHMEDRE
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EMT_SME1.1
TSF 13, U FOEEKIEL FITT D 2 ENTERTII R LR\, @ [BIff: TSF (2L o> TIEHES 15 BRI
FED Y X}

(It TSF (2 L o TS 1S EPERERED U X 1] -
o BEEEIZ L 5 BBEE NI T — FOXEREE
- EEE T I B BB R DB IEEL I AR RFRT D K B HERE
o BHEIZ L ZNFAT— PRI T D FEERIDK BB
- EEEEZ I BERATER (AL I BEREIZ 15 1T B SRAE S (T BB 7D e B E
- BHZIC L 5 SMIME BFEE#E (BET/LTY XA) DXREHE
- BEEIZ F B SMIME X vt —8 Px X p R DK EREEE
o BEEIZ L BIEEED — FOXEHHE
o BEEEIZ L 520 L& &N
- BHEIZ L B F L NEBE LR
« BHEEIC L ZEF2 YT BEBREDEILBEE
P —ERT =TIk B F 2 YT B EBERE DI ERE
e P —ERTP=FIZ ) B CE /¥R T — FDKEREE
c Y—ERT =TIk SEEEE NI T — FOKERHGE
PR P=T It B CE RADIRIEE I B FFRI DK EHEEE

i E] 2L
&KFE L
FMT_SMR.1[1] t¥al) T &E

FMT SMR.1.1[1]

TSF 13, &BIEIS: 77 Shath] $iv/e REN /R L2 nid 2 b 7auy,

CEIST: FFAf S /zat) S e RN
Y—EXT =T

FMT SMR.1.2[1]

TSF (X, FIHFE 2 &ENBEEAT T 20 d 722 6 0,

ThIfE = : L
R7FHE : FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] t¥al) T &E

FMT SMR.1.1[2]

TSF 13, &BIEIS: 77 Shzath) Sz REN /R L2 nid e b 7auy,

(Bt 7Fa] S zeahl] S i/ #
BHE

FMT SMR.1.2[2]

TSF (X, FIHFE 2 &ENBEEAT T 20 d 72 s 2w,

EE] : L

REHE . FIA_UID.1 (FIA_UID.2[2])

6.1.15. TOE7 Y X

FTA_SSL.3 TSFEEI-LP¥T

FTA_SSL.3.1

TSF 1%, (&I FYFZRHT 2 7 1 7 T SRR G > a V&2 #& T LR b,

[(BIfk: B E DI T2 7 1 7T S REHFRE -
RS ) BEEEDRIET, RREEIED 6 NFNd— a2 T 0 MER] (1~92) 12k o TRESHS
FFR
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i E] : 2L

&K : L

6.1.1.6. i3k : €T — 2 DEFFERFE

FAD_RIP.1 ARNTEERERDET—2 DREFRESE

FAD_RIP.1.1

TSF X, U TFOAT7 =7 FROTSF 77— Z 57 2 BRI RIEEREICS VT, BIRICE Y Y Tonlk
LRIO EDERONEHLRIATERLS T DI LA RIELRTIER S 20 [FIff: 772 = i rDOY XL
OTSF 7—4 DY X M,

LEf): 7222 pD VX PRNTSE Z—5DY X F]

<F Tz ;>

HEFBETY P T A

- RIFIER Z 7+ /b

- HDD #77igj5 > 7 1 /b

- EBEEZ 7 A

<TSF>—%>

- AN

 BEENIU—F

TR E : 2L
REM . AL

6.1.1.7. M5k : ITIREI VT4 T4 DFRET 5-0DHE

FIT_CAP.1[1] TREIVTAT14DEX21) T4 H—EXFIAKOREAD

FIT_CAP.1.1[1]

TSF 1%, (&l ITHRET 7 7 PEMEFT S F =2 V7 ¢ H—EXNIH LT, ZOF—ERAZFHTS
Te OB RE ) AR L iuE e b2 [EIN: &= V7 2 — EXDBYEIZ R ZELRE D U X F,

[N IT B 7 7 PHET S ¥ F 2 U 7 =]
ASIC 73%387 35 HDD i 5L

[Eff: EF= VT = EXDBEIZLELRGE D Y X P
Bt~ 7+ /L% HDD Ig5-{E#E5E THEE X #5750 D F N — FKegE

ThIfEE : el

RFHE kL

FIT_CAP.1[2] TREIVTAT14DEX21) T4 H—EXFIAKOREN
FIT CAP.1.1[2]

TSF (%, [Ffd: IT 5ésgz 7 7 ¢ PIRHET S F =2 V7 F—EXNIX LT, 20— 220AT5
TS E RN iR L F e b2 [N = V7 o Y — EXDEYEIZSELRRE D Y X .

(Bt ITE T o 7 DT S EF 2 U 7 — K]

IC & — FIZ TEH T3 LI FOBBEE

Q@ BETY > F T 7o e hEEE T 5 BB DE SHeE

© S/MIME HEEIZ TR F + A EBICEL TEEDDA vt —28 o Pz X FEFBEHEEE
@ RBREFFT S0V — Mg

[UH tF =z Y T P EXDEEICLELRFE D Y X ]
_LFEDD 7= D DEFEHE S 7= FEFRR D XS T OBFEHE S 1 7= HaF R D 15 BHLBE D G RE e
FEOQDEDDA =8 Pz X fDRER A =8 Pz X DB EEAEE D IFREE
LFEQDEDDLFBRDE &P HHE

THIFEE L
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| ik7tE . AL
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6.1.2. TOEDtEFx 1) T4 RIIEH

TOE (X, — R4 7 4 ZABREEC THIM S5 M FH R TH D72, o8 R DO IRGE &

LT+~ ThHD EALSEAIC L o THERTOE X2V 7 4 REEHZEHT 5, FFRIC
WHENZ2 TOEDEX=2 U7 {RirE k2 £ D5,

x4 TOEDtEFxa T4 BRIIEEH

TOE& % = U 7 ¢ {RFEEM IR —FR b

X2 T 4T —FT 7 F vk ADV_ARC.1

PRYE SEARTR IR & P O MR TR ADV_FSP.3

T —%7T 7 F ¥ i%kat ADV_TDS.2
WA A ﬂﬂﬂ%&%f’?ﬁ% H R AGD_OPE.1
el Fhor & AGD_PRE.1
FFA O ER ALC_CMC.3
FIERBLD CM HiBH ALC_CMS.3

FTATHA T NP R— b B f+f e & ALC_DEL.1
t¥ a2 VT ¢ FEOMNI ALC_DVS.1

BRFICLATA TV A I LVETLOESR | ALC_LCD.1

A ER ASE_CCL.1

R VAR — 3 NER ASE_ECD.1

ST A% ASE_INT.1

X2 VT 4 ¥ =5y Nl X UT o xR E ASE_OBJ.2
RELEEXT =2V 7 0 Bk ASE_REQ.2

X2 T o TR ASE_SPD.1

TOE ZLH AR ASE_TSS.1

TR L— T DT ATE_COV.2

_ T AN ARG ATE_DPT.1

T AR

HEET A b ATE_FUN.1

MSLT AN - BT ATE_IND.2

WSS RE E WS S bT AVA_VAN.2
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6.2.1ITEX2) T4 EHIEN

6.2.1. ITE¥X ) T 1 HEEEHRAL

6.2.1.1. HhEM

X2 VT kR GEE IT B 2 U 7 ¢ BEE OISR E TRISR T, IT B =2 U 7 ¢ e
FBHENDRL EDH 1 DU EDOEX2 )T 4 PR GFEHIZHIE L TWNWDZ EE2R LTS,

XS5 EX1VTARARAHIIHTDITEF2) T HEEHOESHE

X271 ®EAE

INIdd-1dAdD3d 'O
TIV-ALIIMEIAO O
ATIN-OLdAHD O
OLdAYD-TIVIN'O
NOIS-TIVIN'O
ALITEVdVYO-INd'O
TOHLINOD-XV4'O
ulpe19s X
90INIBS19S 3¢

ALINEYdVYO-01dAdD'O

tFa )T o HEEEN

set.admin
set.service
FCS_CKM.1 [
FCS COP.1 [ J
FDP_IFC.1
FDP_IFF.1
FIA_AFL.1[1] [ J
FIA_AFL.1[2]
FIA_AFL.1[3]
FIA_SOS.1[1]
FIA_SOS.1[2]
FIA_SOS.1[3] (]
FIA_ UAU.2[1]
FIA_ UAU.2[2]
FIA_UAU.6
FIA_UAU.7
FIA UID.2[1]
FIA _UID.2[2]
FIA _UID.2[3] [
FMT_MOF.1[1]
FMT_MOF.1]2]
FMT_MOF.1[3]
FMT_MTD.1[1] [ J (] (]
FMT_MTD.1[2]
FMT_MTD.1[3]
FMT_SMF.1 [ J (]
FMT_SMR.1[1]
FMT_SMR.1[2]
FTA SSL.3
FAD RIP.1 [ J
FIT CAP.1][1] (]
FIT CAP.1]2] [ J

7£) set.admin. set.service i, Bty FE2RLTEY., (@) BNERENAMSEERHD & END
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Yo T X TENT. Mt X set.admin, ¥ set.service |Z THST I H b —HOE R
v IS, YR ) T /R FHICHRELTND Z & ERT,

6.2.1.2. +5 1%

X2 UTF R EHEHCH LTINS IT X2 U T 4 REEMICOWTLLFICHT %,

® O.DECRYPT-PRINT (ST UY FI72 71 ILDES)
AKX T 4 % EHTENT, BTV o b7 7 A CKT B H#EHRBE LTV 5
O.PKI-CAPABILITY (2 L W i#&Bl sz IC — REHAWT, BTV v h 7 74’» X9 HH]
Rl EMN TS &, O.PKI-CAPABILITY (2 X 0 IC I — Kb BLT U o b7 7 A L&
T H7ODOE L HiEgt (K58 2 ftEi, FCS_COP1LIZLVWKERLT Vv F 7 7 A LV DIE
LB ENET B,
LoTREX 2V 7 o #RFGEHIR - SN 5,

® O.OVERWRITE-ALL (522 tE=HIkR)
AvF =V T 451K EHE, HDD O _XTHFT — &pﬁﬂz%ﬁwéb FIH# 238%E L= NVRAM
KON SSD EoORERFHRAPIGET 2 E L TR, HIBRICEBRT 2 EEANETH D,
FAD RIP1IZX Y, ZnbxBRET D fﬁi&ﬁ\{%j&%’éf/ﬁ WL CURIDO EOBFEHRORNRTLAF T
T HIEEBRIET D,
KoTAREX 2V 7 4 R GEITW =S b,

® O.CRYPTO-KEY (RS @4nk)
AKXV T kK GEHT, HDD IZHE & /’\EZWLAT@T % % ASIC #FIH LT BT 257-9
2, MERRBREARTDE L TEY., BERAERICERT 2 EHILETH D,
FCS_CKM.1 I2&Y, 2=h3 /LXK %ﬁ%ﬁﬁ Peotma=7n3 /% HDD K 58AER T
NTY XLEFIH L, 128bit DR S8EA LT 5, 708, BES#IIER ON THEMEAE Y Th
% RAM EIZfEps4v, &I OFF IC L WiHkT %,
ORI Lo TAE X 2 U T 4 RIS S5,

® O. MAIL-CRYPTO (S/MIME MFIA. ES1k)
KXo VT 4 ﬂ%ji%r . MFP %% H LT%@iﬂfx Xy LB E A NI Ca—FHEE
WCEET ORI BT L2 HMELTRY, BRIl TIHEENMLETH D,
FCS_CKM.1 a_ot v . FIPS 186-2 |29t - f_i%efumzkiﬁjﬁw Y XA EFIF L 58 (128 bit,
F 7213 168 bit, F /=1 192 bit, F7=1% 256 bit) & ERKT 5,
FCS_COP.1i2& v, FIPS PUB 197 ® AES (W54 : 128 bit, F7-1% 192 bit, F 721 256 bit)
ERHLTAF v LG E2REB{LT 5, (2 SIMIME ORET— 2272 5,) F-REM
IZ X v SP800-67 ™ 3-Key-Triple-DES (K554 : 168 bit) ZFIH L TA ¥ ¥ L7-Hig & i =1k
5, (ZNLEEIC SMIME OXET—ZI1Chb,) Zhbdkms () 1X.
O.PKI-CAPABILITY (X vi#kpl&sns= IC #— K& W\WT, FCS_COP1 {2k v, K5idkod
S/MIME FERAE D2 BHSE (1024bit, £ 7-1% 2048 bit. F£7-1% 3072 bit, F7-1% 4096 bit) Z{EFH
LT FIPS 1862 ® RSA IZ X W E{b &N D, EkFET 2 ) XA EILZ FMT_MTD.1[1]
WLV EHREICRESND,
IR OBEETIC LI VALY X 2 U T 4 xR FEHIM S5,

<EHEFEELX 2 TIHERFT B 72 DI A B >
= set.admin &
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<Y —bE AT V=T %2R TICHERT D72 DI LB 7 Ei g >
= set.service

<KEPRDO T DE|, EERRERE >
IHHEHEEAITHIKENL, FMT_SMR.1[1ic LW —bv 2z =7 FMT _SMR.1[2]ic kL v &
A & LCHERE SN D, £ 2B EEEAEIX. FMT SMFE1ICX v Esh 5,

® O. MAIL-SIGN (S/MIME OFIA. E4)
AKEx a7 45 HKHEHT, MFP 2FH L CZOHTAF v LEEEiBE A — /W Ca—FHH
WCEETABRICEBA AT D 2BE LA v =P A V2 A P EERTHZEEHEL
TEY, Avb—IF AP A MCETLHEGRNLETH D,
FCS_COP1(C kY, BAWFICHKETHEA v —IF (VxR M, FIPS 180-2 NHET %
Ny BB (SHA-1, & L< X SHA-256) L VAT 2, 7oA vbe—VF 0V =& MK
OFEIZ FMT_MTD.1[11Ic L EHEICREEN D,
ZOMREEMHIC L VA2 U T xRN S5,

<EBHEZVX 2 TICHERFT 572000 B B>
= set.admin &R

<Y —bERZ V=T X a TR T 572D LB B>
= set.service

<EEHOT- D DOXE] EIERE >
IHHEHEAITHOKRENT, FMT_SMR.1[1Ic L9 —b 2 P=7_  FMT _SMR.1[2]ic X v &
A& LCHERR SN D, £ 2B EFEAEIX. FMT SMFE1ICX v Esh 5,

® O.CRYPTO-CAPABILITY (HDD EEE{t#eEZFAT 51=-HDYHR— FEhE)

KtFxalT 46K G#HE. TOEHNDT T 47 4 ThDH ASIC 2LV, HDD RIZRFSND
T =2 AT 27D OEEL TOE WY R— 2L LT ST 17 1 OEEZ Y
R— b T2 2RETLHEMNLETHD,

FIT_CAP.1[1lic X v | ASIC #3819 2% HDD Wi7{bBrelZxt LT, HDD O3 X THOTF— 4 %
HDD W5 S LB RE TUEE S B 2 72 DY R — MEREZ FI T 5, S LIV Lo bY —
1%, FIA_SOS.1[3li2 & v SE A3 EE S 4, FMT_MTD.1[111C & 0 3@ L2 OEIRFIZIRE S 415,
ZOMRREMFIZE > TAREF 2 U 7 4 /R GEHIR - SN D,

<EHEFEEEX 2 TIHERFT B 72 DI B A B >
= set.admin &R

<Y —VCRZ U V=T EEX o TICHEET 572D LB e B>

= set.service &

<KEPRD T DRE|, EERRERE >
IHHEHEEAITHIKENL, FMT_SMR.1[1Ic LW —bv 2z Y =7  FMT _SMR.1[2]ic kL v &
HFE L LCHERF S NG, 2 0EEMEEIZ. FMT SME1ICX VW BEIND,

® O.PKI-CAPABILITY (PKI#EEZFIRT 3-8 DY HKR— FEIE)
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AKX VT 4 /R ITEE. TOES DT 47 1 T D FIA_UID.2[3lic L v ikl & iz IC &
—RiIckY, TOBRTAF v LEEBRT =2 Ik T584., ROBES{LT) v v 77 A LV E&HE
BT o EHOE EEOEEL TOE XY AR— 4+ 25L LTEY IMB=T 17 4 OFEE R
— NI ERETIHEMHNLETH D,

FIT CAP1[2lic kv, IC H— RN3FEHT 5 PRI BEREICK LT, A% v LIZETE., KOSk
TV N7 7 A% PKIERE CULE S H 5 720 DR — MERER BT 5,
ZOMBREEMHIC Lo TARER 2 U T 4 IR GEHTM - SN D,

® O.FAX-CONTROL (FAX =+ k)
KExa T x5 FeHT. AREIEEEND FAX ARFEROZE L T, 4% MFP 38k sn T
WAHRNER Y bU— 7A®77tx%§¢¢é_k%ﬁmbfwéo;ﬂi&%@ﬁﬁﬂ%éﬁ

i, MFP %4 LTW%Z — 7 A SN DB T — X RV EEE (RERBFEa~ >
) 2, WExy b %ééﬂ@w EEERLTEY, FAX 2=y Fo 7 o —HlfEIz B

Té%?@ﬁﬂgf%&

FDP_IFC.1, %O FDP_IFF.1 (2X Y, AEREBEIEI O OZEHENZ(E Lo litg T — % Uo7

~&%Vﬁw%ybU~¢Md%mLﬁbQﬂ\97m~ﬁWﬂ%%ﬁﬁé
ZOMREEMIC L o TARE R 2 U T 4 /R FEHIR =S5,

> setadmin (EBEZ# X 7ICHBETH-HICRELZEHDEY )
<EBLE O FERE >
FIA_UID.2[2]. FIA_UAU.2[2lIc LV . 7 7 B AT HRAENEHE TH D Z & ZikBFRiET 5,
FREICIE, FIA_UAU.TIZE D, NRVICRESINT-T7 4 — RNy 1A 1 XFT LT “%7
PRL, Bz R— 75,
thAFLl[N Lo, REANLRITLER %thﬁ®ﬁ‘*i KGO REE 5 FPR SR D
FTRTCOANZZHES L, FIA_AFL.1[2IIC X 0 | i U CRBRPIFEFES LRE (1~3 [a]) |
$¢é&\m£$f%him77ﬁkb u% @%Ax7~%%ﬂ%¢éﬁmf@m£%
oy 745, Zowy 2k, B OFF/ON 72 X2 L % TOE OEE)C & » THEBRMEREN 21T
SYOR ﬁﬁ%mﬁ@%WﬁEm%ﬁﬁﬁ%%% BRSNS,
EHE RGBT D AR ERAE ORI TEIER T b 5 SRR IR A 0 B O 3% & K OVE HLE ZRRE D 1
VERE 1L fRIRIFRT 028 812, FMT _MTD.1[1lic X v . BEEZFIHTEN 5,

<RBIRSRES N EHEOE vy v a VOB >

FRBIGERAE SN EHE OF v v a Y OFHRREIX, "x b u /A v LEEYE1E FTA_SSL.S
LD, XA — el Ty MEEARR LR, By arEKTTAD & ZXoT, ~i
ety v a VERICHE ) RO S5 2 EICHEIL TWD, B <\x vt —ta s
77 M OZ T L, FMT_MTD.1[111c L v FHEEICHIR S5,

<EHHE OFIEROEH e &>

BWELE SA T — KX, FIA_SOS.1[2lic kv, WMEBRIESND, FEE AT — KOZLT X

FMT_MTD.1[2]ic kv, FHER Y —E R V= 7*%@3%5Mﬁ%ﬁME%NXU—
RE2ZEFS585481%, FIA_UAU.6IZ LV HBIESN D, ZOHERIECHBWT, FIA_AFL.1[2]iC
L0, i L CARRRIRRGES LRE (1~3 [[]) _%Té&\wwﬁ¢f&ﬁLim77ﬁ7bb LIR%
ﬁﬁ%®mn% EXfRbr L., BHE AU — REHHT 2T X CORMKEEZ2r v 755, 20O
oy 7 fkBEIE, B OFF/ON 72 X2 & %5 TOE ORENC L » THSHREN EIT S, R RG
@%Wﬁiﬁ%ﬁﬁﬁ%ﬁﬁ R EN D,

<KEPD T DYEE|, E IR RE >
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CNHEH AT O ZEL. FMT_SMR.1[1JIc kv H—bv 2 2=7 & FMT_SMR.1[2lic L v &
FEICTHER SN D, £ 6 MEREIL. FMT_SMFE.1 I L v #E S, FMT_MOF.1[1].
FMT MOF.1[2]. FMT MOF.1[8lic kW 2D 5B EFVRNEHIND,

> set.service (W—ERIVC 7% EXaT7ICHBETI-HICHELEHDOEY )
<P =V RZ T =T OFRBIFEEE >
FIA_UID.2[1]. FIA_ UAU2[1Jick Yy, 77 24T 30HHEN Y — A P=T THHI %
AR 5.
SBELTIL. FIA UAUTIZ L0 . /SRl ST 4 — K8 Z 1A L TF D LI %7
L, RiEEYR— 75,
FIA_AFL.1[BlIZ £ 0 | RO, 5 B SH AN OTRTOAT)Z a4 L, FIA_AFL.1[1]
W20 e U CARKENREREDS ERRME (1~3 [B]) (2T 5 &, it Thiixrn 77 v h L. CE
NRAY— REFAT 5T X CORHEREEZ 0 v 745, Zon v 7 ikiEIX, CE BiftkiEn v 7
FEBRIERE NN FAT ST, CE PRI D ERIEES I fRBRIER 2 R 32 LR S 5,
P— b RAT L V=T RIAICEIT A AR RIERE O RITEIEL T b 5 FWEF IR o BE O % E 1
FMT _MTD.1[1]iz & f@?iﬁ%‘t IR &N D, CE FBGE D H (AR Ik iR B o 3% 1,
FMT MTD.1[8lic LV, V—E R =TI ICHFAESh 5,

<P —E R V=T ORIEROEEI L >
CE /AU — Ri%, FIA SOS.1[1]ic kv, MEIHKiESL D, CE NA T — ROET I
FMT_MTD.1[8lick v, y—bv R V=7 :ﬁ@éné F£7- FIA_UAU.6 I i@ﬁmﬁém
%, ZOHERICEBWT, FIA_AFL.1[1lic O U CARRTIERGESS EIRE (1~3 [E]) |
TAHE, B—E R V=T ORELIRHE %%HLT CEsz—b%ﬂm¢é¢~f®m£%
xRy 735, 20wy Z7iREIL, CERIE#ER v 7 MRERED 21T ST, CE SRAED#EAE
A L EBRIEM 2 RS 5 LR SN D,

<KEHDOT-HDOEE|, EIEREERE >

INLEHEELT O KE Jli FMT SMR.1[1lIck W —b 2= P=7 L LTHFI SRS, £7-2
NS EFEEREIX. FMT _SMFE.1 (X v e s, FMT_ MOF1[1lick v 255 VW NEH SN
60

6.213.ITEFal) T 1 HEEHOKEHE
IT £% = U7 ¢ BREEF 2 AR —3 0 FOERFBEGRE FRICKRT, CCX— b 2 THEINDK
M Z T S e WA, TR ST IR 2KIFRMR) O Ol 25k 3 5,

£6 ITEXa)TAHEEGHDIDR—R2 bOKEEEKR
N/A : Not Applicable

K ST DH#EEZEN CC/8—Fk 2 e
IVR—R b DiKTEHE A STI2H1T2&kEFER
FCS_CKM.2 or FCS_COP.1. | FCS_COP.1 (—#BELDH)
FCS_CKM.4, 72 L CWDES  BPEERERT LT U XA LD
FCS_CKM.1 ERSNT-#EBIETD L
<FCS_CKM.2 or FCS_COP.1 % —#liwi7= L TV W EE
>
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A ST DHEEE 4
IVR—R2 b

CC/N— k2
DIRFFHE

K ST I2H 1T HIkEFRER

ca=#3I /% HDD K E8AERT VI X AIZED
AR S T8 E V2SI FIT_CAP1[1]iz &
D IT BRREIZ L > Tt 5, TSF IXE DS ZFIH
THDOHRTH Y, BN K OB SHRIEDSLEMIT A2,

<FCS_CKM.4 % L7g\WEH >
CERIELEER T LY R ALY AR S s, —
FERIC T D & 5 SRR SEIRICEE T 5 23, MG
TR ATHMENELS | HEMICHIE SN D 72D
R EES D LENEIT RN,

ca=#3I /% HDD K 58AERT VI Y XAIZED
ARS8, —FICERMEO & 2 5 E R ICTF
TETBM, SN T 72T 2 MNENES BEIRIC
WIIND7-D, HIEEBET DB RN,

FCS_CKM.1 or FDP_ITC.1 | FCS_CKM.1 (—#44:DH),

or FDP_ITC.2, FCS_CKM.4,

ifi7z LW HES : SIMIME #57 — % Ol 57
DOIWEEE KT D Z L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 % —#ii7= L

TR UWEE >

BT N T A NDIE S EAT O @
FIT CAP1[2lic k0 o1 v R— T 570, gAERL. 4+
BN DA R — b OB IR,

+ SIMIME #(8 7 — & O b 7= O i@gk o 5k
1T 9 ABEEIT FIT_CAP1RIICE W B R—bEND
728, ERK., SN DDA AR — FOMEMEIT R,

FCS_COP.1 Ay —UH AV A NDERICHND A v E— U
HRREHDLET—FZZDOHEDThH D=0, HAR,
GRS DA AR — S OMEMEL R,
<FCS_CKM.4 Z5H L7323 >
+ SIMIME #{E7 —# O 5t ROWEb7 Y v b7
7 ANVDEFIZHN D8, —REITEERE D B DT
TERIRICFAET D03, SN D T 7 & A 5 LB
<. HBWICHEE SN D bk E BB 5 LB
720,
- SIMIME #{5 7 — % O 5k D72 O ILEFEORE (b
ZAT 9 ABBIIABREHR TH Y . BB HEAEEEO LB
R,
FDP_IFC.1 FDP_IFF.1 FDP_IFF.1
FDP_IFC.1, FDP_IFC.1
FMT_MSA.3
FDP_IFF.1 <FMT_MSA.3 % ffl L72\ Bl >
X2 VT o BRSNS TS b S D T8, AREL:
CR L ERAYAS JEAETANE
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]
FIA_SOS.1[1] L N/A
FIA_SOS.1[2] L N/A
FIA_SOS.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA UAU.6 L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA_UID.2[1] L N/A
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AR ST OHEEEH CC/S—F2
. STIZHI %
aVR—%> k DR X 126 1+ Hi&7FE &
FIA_UID.2[2] 2L N/A
FIA_UID.2[3] 2L N/A
FMT_SMF.1, FMT _SMF.1.
FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[1] . FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[2] FMT SMR.1 FMT SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[3] FMT SMR.1 FMT SMR.1[2]
FMT SMF.1, FMT_SMF.1.
FMT_MTD.1[1] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[1]. FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1
FMT_MTD.1{3] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA SSL.3 2L N/A
FAD_RIP.1 2L N/A
FIT_CAP.1[1] 2L N/A
FIT_CAP.1[2] 2L N/A

6.22. ITEXx2 ) T 1 RIEEHRA

A TOE 1T, WER) - N« BRI 072t 2 U 7 ¢ Zfelf U7-BRER ISR E SR S5 23,
AR TOE R HT 2EBREICE N TR EIMELRAET D LENH D, g HFERGL E LT
BEREATAR, TOE BXEHEICE S 7 A b, BERETREE 04T, MEgstEDIRBENEM I N TV DL MERDH Y |
F R BEOHIE, TOE OFKREHE, ¥X a7 M TFRESARONA WD I ENEEND, i
S THERRGE L~V & D EAL3 OBRITZ Y TH 5,

Ied . RAEEMHEAFIESHT I,

ARG e,

Ny r—=UTh2 EALBERSNTNDTED, Y THDHELT
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7. TOE ZE#ft#k

HDEwt%;)?4%%E#iD%wMéTOE@t%JU?4%%%uT®%7K1*£%%

T, AAEEEE, BRI THAT A,
£ 7 TOEQEFa) T EEEEHEHINFO—F
Hi% TOE Ot ¥ = U 7 ¢ Hhe TOE Fa#AYHiH & B4R
7.1 | FADMIN (& HLEHERE) ERE SR
7.2 | ESERVICE (#—t Z%— REfE) P—E AT U= TR
7.3 | ECARD-ID (IC »— RilkpIF&ne) FEAERE
7.4 | EPRINT (Hi5{b~7"U » M%#E) N
7.5 | FOVERWRITE-ALL (£ 58 & & 4Rk sE B R
7.6 | FCRYPTO (I =4t/ pipkhe Z D OFERE
7.7 | FRESET GEiERMIEHY ¥~ FERE) BHEIE, bR U= TR
7.8 | FS/MIME (S/MIME I 5-4LBRKE RE N
7.9 | ESUPPORT-CRYPTO (ASIC ¥R — hHfE) Z D OFERE
7.10 | FSUPPORT-PKI (PKI #&— k&) Z D OHEBE
7.11 | FFAX-CONTROL (FAX === b #HIfH#&6E) Z D OFERE

7.1. FADMIN (EIEE#EE)

FADMIN & i, AR AnDT 7 & 2§ 58 HEE— FIZB T %8 HE R A RE

NIE 526 A

V= ROEFEREDOEX 2T ¢ BHERE L Vo EHENBRET 2 — Dot x =2 U 7 A HEETH

60

7.1.1. EEREEAIFEEI#EE

BHEE— RN ~O7 7B RERIZK LT, 7 7 B 2T 2FHE Z2EHE Th D Z & 250 & OFRGE

T 5,
® K SILRENDF YTV HMMBLRDEHENRAT—RIC
g5,
° mf@%zfx U—RAHDT 4 — KRy 7T
® HFEICHThT D & RRERMIEEE Y By N T D,
® 15
° %iﬁ%‘/\xv RNz FIH T % K- RERE
Do
> REREEEEIL. RET 7 & 26 B R SRR
® RiFfksEm 1 v 7 1%, FRESET 2 EhE L TR 5,
L EIC kv FIA_AFL.1[2]. FIA_AFL.1[3].
b,

712 EEEE—RFOA—+OT 7o MR

WCRIT % &R D AT E 5 BB T 70,
IZBWTHEE LT 1~3 [ H & 72 238GERZ a5 & |
%iﬁ%‘/\%? ]\%ﬂ:‘uﬂqﬁ_‘é‘é—’\(@uuuﬁ*& %—f‘j ‘)7’9‘“5@

FIA_UAU.2[2].

it uﬁﬁéﬁﬁ%wu uIE)l 7= X-ZA;&TE

130 %7 2T,

(BHET— R~DT 7 B A ZERT

RVEBENEET D,

FIA_UAU.7, FIA_UID.2[2]A 5 E]

NENADLEREE— NIZT 78 AP TR A— a7 7 7 NEEILL RS OB E2 = T4+
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TR0 oG alE. BBNICEREE—N4r 7 v M5,
VL B2 &Y FTA_SSL.3 BWEIH SN D,

F 8 NRRT—FRICHEBEIhBXYS9 42 L4 °

& Ik *r50%
HERE /SR T K 8~64 fi S A RE 161 SCFO H10 b IR AT RE
‘CE 2V —F 8~64 Hi FAS AR 161 RO A b BN AE
il bl 20 RS2 83 SCF O i b AT HE

7.1.3. EEHEE— FICTIEH I 516

BEEE— F~DT 7 & ZAERITBWCTE A HGRREMAEIC L 0 FHE & L GRARRRES L D
&L FIHFEZRITT 22 27 I HE RBIESBEE ST S, MT®%¢\%%®ﬂ%ﬂﬁTéhéo

7131 EEBENRT—FOLERE

NRENVEVERRETHLZ L 2HRGES I, BOFBIRE SN/ AT — RRRE 2L TN D
Ba. NAT—FREEETD,
® £ SIITINDEIFY TV ANLRBEEEFENRAT— RIC L HRAT G HERIFA =R L%
k%,
® RN T B &, LRI E Y By b5,
® FFNIETIL, ﬁ@%Ax7~hﬂﬁ@74—lﬂ/7 1 3Fm %" AR,
® HHIH N AT — REFIHT 5K REEREICIH W THEEE LT 1~3 [H & 722 3L A AT 5
L. RNRANLT VAT L EHEE— %m&?&hb\ﬁﬁﬁﬂwih%ﬂﬁféﬁmf
DO EEE R v 7 55, (BHEE—RFR~OT7 78 A EZELT5,)
> RIEEEEMEIL, RIEY 7 & 20 B ERRRIC L0 ERE P EET 5,
® Lifkgfem v 713, FRESET 2@k L TR 5,
® HIHHEINDEHENAT— RILFTOMEEMHZLTND I EERIET D,
> R SOEFHENRATU—RIIREINHME, ¥ T 7 X 0DERIN5,
> 1O0F v T 7 X THERINRWY,
> BERTEINBMEE—H LAV,
L bz X v FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT _MTD.1[2],
FMT _SMF.1. FMT _SMR.1[2IREH SN 5,

7A32. FET7 UV RABEZRDHRT

® RET7V RARHEREDERTE

FFHRIEEE I REIC B A RIET 7 & A HBIE 2 1~3 [ TRET 5,
o EHEIMDIRIEZ IR DT

EEE DI DRIEEILAZRRIFE 2 5~60 /> TRRIET 5.

Pl EizX v FMT MTD.1[1]. FMT SMF.1. FMT_SMR.1[2]3FEH S 5,

7133. F— 0T 7 MEREDRTE

2% 813, EFXa VT (AL LTRADARY — REMZFRT DO TH D, Lo THAT— FREICE LTV oA
FRALSINTND XX 77 XPRINTWVDEN, BRIy 77 ¥R RE r — A IR EIN 5,
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F—btu 7y MERICBITORET —F ThDHV AT LA — MUty MEEEZ LT IR 3 REH

HPATRIET D,
® L XFLA—FUty M 1~9%

YLkl XY FMT_MTD.1[1], FMT _SMF.1, FMT_SMR.1[2]»EH s 5,

7.1.3.4. HDD R SL BERED BMEERE

<WFHF LD — RZEHE >
WbV — FEETT 5, FRRESNOIE Sy — FRMEEZWHEZ L TWLIHEAICET L,
F.CRYPTO REfT&N 5,
® THIRRE SNDHEBALY — FIZLL FOME 272 LT\ D Z & 2 MEET 5,

> & 8DOKFFLY — NITRENAHE, ¥ T 7 2R INS,

> 1ODOX ¥ 77 XTI,

> BUERESNDMEE—E LA,

YL B2 &Y FIA_SOS.1[3]. FMT_MTD.1[1]. FMT_SMF.1, FMT SMR.1[2]23 B I 5,

7.1.3.5. SIMIME ZE{E#8ED T

EEHEDEYET 5 SIMIME H#EREICBIMR T 2 HEREIZLL F D@ v ,
® T UM NELHORE

S/MIME #REFIHIRF D7 ¥ 2 VB Z E AR, RERRIN, L OVE I ) &R 6
® S/MIME K S LiE (K57 /LY X L) OEHE
® SIMIME A vt —U XA P2 A MOFRDOTNTY XLEE

P kiz kv FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]3FEH X %,

7.1.36. ¥ )T BRILHEEEICERE T HHEE

BEENBRET 2% 2 U T o« BALHEEOBOE ST DIREIZLL T O Y,
® k= U T sRLIKRE DEIERR E

XU T o s EBERED AR, BERh AR E T DKRE,

T U T o i EBERE OB ELISMT b . HDD @il 7 + —~ v MEREC Ak L35 & HIbRieE
FERTTHILT, bXa VT 4 BEORTEZ DT D ENTE D, TRHDOBRIEITET
BEEICIRE STV D,

Pl ko X v FMT MOF.1[1]. FMT _SMF.1., FMT SMR.1[21EH Eh 5,

7.1.3.7. NRAT7— F{EALi#EEICBRE T S HE8E

BHEDNBRET 2327 — FOWHMLIZEIR T 2 HRBIZLL T O v
o AfEi X KRG

LRI D FEXGIBOEITICL Y . BHE AT — FE TERHEO VMG RET 5,
PLEIZE Y FMT_MOF.1[2], FMT_MTD.1[2]. FMT_SMF.1, FMT_SMR.1[2] 38 X 5,
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7.2. ESERVICE (¥ —EXE— Fi##E)

7.2.1.

7.2.2.

F.SERVICE &%, "RZANLT 7 BATEHH—EAE— RIZBIT 5 —b R =7 i#AE0G
HEBE. CE XA U — ROLEHERGHERAT— ROLEREOEX 2 U T  BHBEL WoT-—t
AT V=T REET L EHOE X2 U T A HEETH D,

H— EXI: -~/ V 7uﬁkﬂlj DIL\HIE*%ﬁE

NRENVNHP—ERAE— R~DT 7 AERIZH LT, T 78 AT 2R HEEZ - A V=7
ThDHZ EZWHILORIET D,
® K BIIREINDEXFY TV ENELAS CENAU— RICKVERIFET S CE #REEA B = X b &7
%,
® CE RXRU—RANDT 4 —RKN\o 721 XFE “*%7 2T,
omn WZEhT 5 &, REERIEIEZ Y By b5,
® FREEIZKMT 5 & /\Z\/W%E@)\jj% SR EAPEREDRANAN
® CE AU — RE&FIHT 2 KRB O THER LT 1~3 B H & 2R 5852 RmT 2 &
CE "AU—REFHT LT XTCORGHELZ vy 7§56, (M—ERAE—F~DT7 7 ALZER
T5,)
> RIEEEEEIL, RIET 7 & A8 B EHERIC L0 EEE PN EET 5,
® HiFfksEm 1 v 7 1%, FRESET 2 EhE L TR 5,
UL EIC kv FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»33#
b,

Y—ERE— FICTIRHt SN DHi¥EE

P —ERAE— F~DT 7 EAERICBW T — b A o P =7k LY  — 2
T ELTTHRIEERES D &L LT OBREORIH TR SN 5,

7221.CE/NRT—FKDZLEHRE

P—bERAT V=T THDHIEEFHFIEIN, OB ESNDI NNA Y — RRNME &2z LTV
57ﬁm Wﬁﬁ—é
® K BILFREANAF YTV EMNDLARD CERAY— RIZL Y FHHFET 5 CE FEFA 7 = X L& #H{ik
T 5,
® FHFGEICRIT 5 &, FERKEHEZ Y By M5,
® FERIETIL. CEAxv—hﬂﬁ®74~IAy7a11*”“*”%L¢
® CE AU — REFHT L ERIERRICE O THEEE LT 1~3 B H &R 558RE R EZ BT 5 &
N*ww%77ﬁxﬁé%~tx%~l%m77vlLCEA17~h%ﬂ%¢5¢«f®mn
Hrexz v 2735, C%—Ex%~F«®77ﬁz%%€¢éJ
> REREEEREIL. RIET 7 & AR M ERMEER EHRIC L EEENEET b,
® FPiERkRED 1 v 7 1%, FRESET 2 EifE L CHEERT 5,
® il ESIND CENARY — RILLFTOME AT LTWD Z & A REEd 5,
> F 8D CE/NART— RIIRENDHHNE., T¥ 77 2ok Ehb,
> 1O0F v 77 X THERINRWY,
> BIERESNDMEE —~FH LR,
YL klz & v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT_MTD.1[3],
FMT_SMF.1. FMT_SMR.1[1IREH &N 5,
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7222 EEENRT—FOER

BWEE NAT — REEWT 5, i E SN EHENRSAY — NI FOMEEMIZLTNDH I &
ERRAET B,

® % SOEHME NRAT— NIRENDIHNH, F¥ 774 0bHERIND,

® 1 ODF v T X THERINZ,

® BIEHEINDEE—FH LA,

Lz kv FIA_SOS.1[2]. FMT_MTD.1[2], FMT_SMF.1, FMT_SMR.1[1]3EH S %,
7.2.2.3. CE B DB F 2 1L BRI DS E

CE FBRED AL ILAEFRIFH &2 5~60 73 TRRIET %
YL B2 &Y FMT_MTD.1[8]. FMT _SMF.1, FMT_SMR.1[1]»E#H x5,

7224 F )T ¢ BICHEEICERE T HHEE

=AU V=T REET DX 2 U T o BUEHEREORRE I BT HHERBITXLL T O Y
® HDD #&H 7 +—~ v MERE
HDD&774w/X7ATﬂ%Té£ﬁT Z OYIHIE % & S AT KEE, ZOmBEL Y +—~ > b
DEITIZHEN, X2 U T ¢ B{LREORR E & BNz 5,
® HDD W7 —~ v ~ERE
HDDIZ b T v 7 &7 ¥ —1E@RR EDEZINEZDTT 4 A7 BEERE Y — 1 [ERER
A, ZOWELT +—~ v b DOFET ﬁw\t#1)74%m%b®&m%ﬁ@_¢éo
® (=% 71 AtknE
NVRAM K O} SSD (2 %Liﬂé%@mﬁm%I%mﬁ%%:ETK@@%%Q:@4:V??
A AHEBERFEITTHZLICL Y, BX = U T 0 MIBLBREDRE X EIICT 5,
Pl k2 kv FMT_MOF.1[1], FMT_SMF.1, FMT_SMR.I[ ImEH D,

7.3. ECARD-ID (IC 71— KR4 aE

F.CARD-ID &3, Wy{b7" U o MMERE. KT Scan To Me #ie 2 F|JH 3 2 Al MFP IZ# ke S
TW% IC 71— R% MFP 23504 28ETh 5,
PLEIZ XY FIA_UID.2[B]AFEH &b,

7.4. FPRINT (BE=1t 71 > MH#EEE)

FPRINT &iX. B 517V > MEREICB T 28X =2V T 4o #iETH D, HIBIEEICK L T,
F.SUPPORT-PKI (2 X » AF L7-3timsE (K554 (X0 @5 AR EET 5,

ek v N7 7 A NVEEET D700 ma (K4 (168 bit) 1%, FIPS186-2 THIE S

N5RSAICE->THEEEINS,

LIz X FCS_COP1 NEHIND,
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7.5. FOVERWRITE-ALL (&&= = HIpRisaE

FOVERWRITE-ALL & [ HDD O 7 — & 8l EEZHIBRAZ FEIT3 2 & 12 NVRAM XU SSD
ICRESNTWDHANRY — FEORBEMAZEIET 5, HIER, 30 E S 2 XEHRITLLTO
WY THD,

<HIffgENHxK : HDD>
® IEEfLT ) hT AL
® {RIFEE 7 7 AV
® HDD EAFEg 7 7 A /v
® [H{gEE T 7 A L

<L TN S XK : NVRAM - SSD>
o HHENRAT — R
® HDD s 5{biére o & {E%E (OFF) < s R LT — R EESND,

HDD (2F ZiALeT — &, FEZ AT EEZ EHIER) L, FADMIN ([ZHWTROE S 5 i -
HEHIBREREOHE A (R 9) IS L THEITSN S, HDD K5 {LREIZEIERE2S OFF S5
TEIZEA T, RESH TR ST — FAFHTE <25,

PLEIZX Y FAD_RIP1 EBIND,

® 9 LEHOLEZHIROS A TELEEEDAHE

W LEEXIWDT XA T LZDIEF
Mode:1 0x00
Mode:2 filf = &3 = 0x00
Mode:3 0x00 = 0xFF = {iL¥ = #ir
Mode:4 filZk = 0x00 = O0xFF
Mode:5 0x00 = O0xFF = 0x00 = OxFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = OxFF = {LI#K
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = i

7.6. FCRYPTO (F&S 84 pictdat)

F.CRYPTO &3, = I /A EWRESHAREREIC L > THESN S 2= 3 /L% HDD 54
AT LT XLEFHA L, HDD IZEZIAEN D TR TOT — X Z 5L T 5 720 Ol 58 % Ak
T 5,

FADMIN (ZBWTT 7 & AR =425 HDD Wb EE D EMERR E 2BV TIE b D — R3RGE
Enhabe, a=h3 /% HDD B84 7L 23U X A& HWTH 5D — K225 128bit £ DEF
AR AEKT D,

VLRI Y FCS_CKM.1 NEB D,

7.7. FRESET (ERSF&EE$) v FHEgE

FRESET &3, EHEFRGE, CE AR W TT vy hry 7 LIZSGAICA Y > b LTIERRRER
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Wz )y LT, By 7 ZfEBRT2OEETH D,

O CE FRiI#ssE O v U fEFR L ERHERE
FEEBREIC L 0 34T &, CE SRGED HAFELE LR FRIFF 74 12 CE BRAED KRB Z 0 7 UV T+ 5 2
LlZE ey s BERT 5,
PLEIZX v FIAAFL.1IAEHRH S5,

@ BEEEDIMAED v & RN IEHAEE
FEID OFF/ON XY Ef7 S, BIRETRIEOHERIEES I AR BRI 2 | 2 FLE FRRE O R BI%k % 0
JIVTTHEICE ey BERT D,
PLEIC LY FIAAFLARIDNEHR SN S,

7.8. FS/IMIME (S/MIME BE5 ALIE#EE)

FS/MIME &%, (205 T) AF v Lc#ifgz SIMIME Ca—HHHIZHEET LB, A¥% ¢
v LIzl 2B b, ROEAT DHEETH 5, B4 AT FSUPPORTPKI (2 &Y IC 71— K2MT
DM, AHRIZBWTELAIIHNN DA v =V F A V= X M EERT D,

<M EHEAE R >

® FIPS 186-2 W ET AHPIELBAER T LT XA LY . AF v o LI-EG 2RS35 7= DIt
e (R edt) 2T 5, (BFE#R 1%, 128 bit, 168 bit, 192 bit, 256 bit DWW\ Th 5,)
PLEIZX Y FCS_CKM.1 NEH S5,

< AF v VEB OS>

® X%y L7-mifgik, Hamst (K58 (128 bit, 192 bit, 256 bit) % T, FIPS PUB 197
WX o THEEND AES I L > T E{LEN 5,

® X%y LML, Homgdk (K28 (168 bit) Z MW T, SP800-67 (k> THESND
3-Key-Triple-DES I L > THFE{b &b
YL EIZX Y FCS_COP1 NEHEND,

<WF T EEORE 5>

® XX ¥ LIlBEE T bz odmid (K58 13, FIPS 186-2 3 HiET 5 RSAICL V|
Kb Ehd,

® ~ O F.SUPPORT-PKI (Z L W FIH &+ 5 ABHSE O R (X, 1024bit, 2048 bit, 3072 bit, 4096
bit DWW NINTH 5,
PLEIZE Y FCS_COP.1 REBLIND,

<Aob—UFA T A MNMK>

® XXy LM%, FIPS 180-2 WHET /vy v = B¥ (SHA-1, & L <% SHA-256) 12X
D, Ave—UX ATV A MPAERIND,
YL EIC LY FCS_COP.1 RNEREIND,

7.9. ESUPPORT-CRYPTO (ASIC H/R— ~#%4E)

F.SUPPORT-CRYPTO & (%, TOE 7»& ASIC (2 & % HDD W S LFERE Z BIE S H 5 720 DHERE T
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7.10.

7.11.

b5,

HDD ([CEZAEN D TR THOT —ZIZx LT, FCRYPTO T L 0 Ak S-S54t %2 ASIC I &
v b L., ASIC IZ TR LA 21T 5, £7- HDD oA InsiEs{b a3z —# Ikt L
T, [AL< FCRYPTO |2 k0 ARk &=k 544 ASIC (2 v b L, ASIC (2 CIE BALHEH 2 {Thd
%,

Pl Bk v, FIT CAP1IINEHRH NS,

F.SUPPORT-PKI (PKI H7R— ~#aE

F.SUPPORT-PKI & (%, TOE 75 F.CARD-ID (Z L Vil S 72 IC 4 — R EESE 5720 Dk
RETH D,

<18 B ALER R E >
o EEfbEn-dmEE (a8 % IC h— RIZEfT L, IC — Ric @ (58 oE s
HAiThY, ELLES Ltme () 2% 0D,

< B4 L ERRAE >
® FSMIME (2L VAR LIZA v E—V XA P2 A b (X vE—V Dy v afl) % 1C 71— RIigik
L. BALBEZITDE, Avbt—U XA V=X MIHTHELWEAZZTTRD,

</APBHFERUS A HE>
® IC 7— RiZfiWE&bEa1T\, IC 11— FNOARRE (FYZViFHE) 2% 082,

PLEIZE D, FIT_CAP1RINEH D,

F.FAX-CONTROL (FAX L=y k#l{EH%RE)

F.FAX-CONTROL & (%, FAX == &l U T, MFP [ZHEft SNI=NIR Y T —27 ~D7T 7
t A%, TOE D42 Z LIk VEEIET 2HRETH 2,

TOE 13, ARERRHE OZIT SN DT —F 2 Wil LAN (ST e 2 fil# 9" %5, TOE Ol
M X0 ARER SIS Y 8T =7 ~DT 7 A (BT — 8 &< T — 4 OliRRk) Ok % %
By 5,

PLEIZk Y, FDP_IFC.1, XU FDP_IFF.1 3K &N 5,

.-.uj:.-.
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