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20290 | 7> | L50O | 49800 | 260 | 45000

20230 | 71 | K20 | 50000 15 45000
20160 | ek | P35 | 55800 120 | 50000

=P a— \ \/ W
H b5ty Uill

20220 K18 30000
20230 K20 45000

14-8 : 22— a—RKRLEIRDH2—FEKRLORR
=P 2—REKEIL, SHIZ2 =P a—REERTDHIEL AFETHD,
T— P2 —RICHHT AR T —2IEIL, 2 — P EREFRTHD, 72750, O —VRELITE
FLIo 2 — P a—ROINATRBUNOBAEDGREEICR ATREL /20 3 — e 2 —F, BLOFIE#H
DIFEIZEVITRB LU OBIENEE L SN D2 — P 2 —ROZEEFTHASHFHE 2 — LIS,
Z— WU 2 — RIS TDTRBLUSN DO BRIEOFE BT, 2— P 2—ROKAKIZRD2—FERITKMEIND
T RIS D,
a—Pra—KIX, T/ ERHEOBLE DL PRI 2RI T2 LM TED,
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(RARER D=V ERDT R TIHEEARAANDLO THLHL—HFE 2—FK)
ZDa—YE 2—ROT VB AMERE 52 5N -FHEL, ZO2—Pa2—RE2 N L TRARTHL—FFEE
DT —RITIVBATHIENTED, ZOK, KRR THDHL—WEERDT 72 AMERIT L T2,

(RARLZ2 D2 =P ERITTAERALUNDEDONEENDLT— P 2—FK)
ZO2—HPEa—RENLTOT —ZBAEL, ZOFTAFEICLNFFAISNRW, 12720, 7 —48ERo7T /7
AR, TR DMADZ—FERDOT 72 A RO BAAKLTFT D,

Q2 Tarvarvk

FyrvarVEkRET TOE ANEINCHIAT T — 220, ZOBREEHERT27200ROZETHD,
RIS ESERT 47 atVERHY, DB 22— FOKFEHERICBE T 51EH, =—VROERNE AXT
—X) I EEIISIND,

DB =—H O AFEF-, /NAU—R, DB 2—W|Z5 2 DILOMHEIRIE H, /AT —RCREREIC BT 2 Al XL
ORI ATREREE A R ERIY, BFE AR SQL OEITIZL S TT 47 aURICHEHFIN, WESCHIFRLITOIL
%, ZNHDEFR SQL OFEITIX, TNENE IR B ENDOHRTFAISND,

T 47 aFIRICHLTUL, 22— REFRICT —2#EMA O SQL TG (THEHR) 2 FITTHZENTED,
72721, DB & —HFIZ 52 LI HERRICIS U TS B ATREZR E A HI RS D, DB —H D/ SAT —R&4&HA
25I%, SQL O &HTHM 52 LITTER,

}) HEhT—X

Bt T — XIS A LS A OENR DY, fiE T4 7 Vo7 MR 7 7 AL THY, %
RN T DA 7 U VNN AREIR THD, LLF, WA 7 Y=/ MIOW T2,

[ R 7 A 1]
BB RER ORI, ARESNAER T — 25N T 54 7V 2 VS EEFENN 7 7 AV T D, BB
DEERZE 7 7 A0S, TOE I THER S, BFIEN5,

(B A e ]

BiARERI R 1T, BT — 2 ONEELRMIL1OIMEHSh L L THD, 2RO AT — 7 (B A&
DT =23, BT 7 ANV DT — 2 BB RIOR IR 2L ko TR SN D, BEE NBLOEEA
AEBR S IRE S, BRI R IO L TITRREEIT IO THRAT — 222 M5 ENTED,

1.4.2. TOE®DYIE &R

1.4.2.1. TOEZMEKRT Y7 =T
® HiRDB Server Z&R T 2L F DWW U
» HiRDB/ Single Server
» HiRDB / Parallel Server
1.4.2.2. TOEZAER T DU AKX AN HE
® HiRDB Version 9 £¥=U71# (K (3020-6-459)

[10]
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® HiRDB Version 9 EX 2T A HARNEIRTEHE~=2T /(8.4 B R)
1.4.3. TOEDRIERELFH

TOE OimFEakIE, 11.4.1.3 FHlHELI 2SO,
IR ST D 2 ) T AREEEIZLL T CTHD,

o A

® T U&AHIH

® i -FEE

® R - HEPRAE B

1.4.4. TOEELEDF AERE

TOE |2 B3 o & & H &7 1 35,
1.4.4.1. HlRDB%w\@OSﬂ&#ﬁénéil MEBEE
HiRDB #— 30 0S THEFFSHDFIHABHZENCOWT, LLFICHAT D, 7ok, ZNHOFHHEENTL,
HiRDB $— 24 35K~ 0D OS IZB W CRBRICHERF SIS (OS 7T M kED)
(1) A—Rza—¥
A==, 08 BLOZEDO2—HFOEHET S 0S 2—Y ThHhdH, A—I2—H % 0S 2B\ Trs (v
£ L/RAT —RIZLDFRA - FRES D, A=/ R — PN T —F X =G RF DT80, OS BRIE THEME T <&
FRVEEERLUTITRT,

® HiRDB & HiE O 4k

® TOE OAAR—/1

® DBA HEMRRRE, BEEN, AF—~ATAEIZHIV Y TS OS 7T HT7 bk
A—s3z2—H1%, HIRDB & EEE S DB = — W& H(LL ThD2au,
(2) HiRDB#HH
HiRDB % ## %, HIRDB »— OE#H A% 08 =—H¥ Tho, HIRDB FHAE 1T OS 2B\ Tas (4
LAY —RIC LV FRAES LD, HIRDB B HLE N F M2 ER 552 L FIoRT,

® DBA HERRIRFFH DXk

® i NGk

® TOE O {51k

o  EHIRIR AT T DHUGG
HiRDB % PE# 1, TOE 2MEftd 53~ REFIHLC, RS RE EL RO IZE D DT —4_X—Z (P4
TV xIh, ) EAREEINE BT R EI A,
HiRDB & HE 1L, —f&A0iZ, DB =— LT DBA HERRIRFFE 2 (LT 5,
@) —fOS=——H
—f% OS =—%, =—H#%K, DB == —, FIIEEEHEOA T V27 MNF TS OS 2 —HThd, —fi%
0S = —HL OS IZBW\TrT A4 /AT —RIZLVG#H - RFES LD,

[11]
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[1.4.4.2 TOE CHEFFSNDHIAZE X E THAT 5 TOE O&EI DL, A% —~<Hif#, HIRDB & #HE LISt
@ DBA #ERREEFE, BLXOEE AN TOE O~ REE T 584, HIRDB % —30 0S8 ([cn/ 145
VERHD, —f% 0S8 —HD 08 THIUNE, uZ A Dibic, Ax—~FA 4, HIRDB &HE LSO
DBA #ERIEFRE, BLOEE NI THZONDLOTHY, ZOMDOHEIIHL THEZOHNDHDTIIR,
1.4.4.2. TOE CHERFSHLDFI 1 HI

TOE CTHERFSN DB FIHEELENZSWT, LLFIZEHAT 2,

(1) DB=—¥

DB = —W%, kB 182U —RE2EL, HODONNAY—RE2EEFTLHZENTED, A NZR< DB = —
1% DBA HEIRRFFE (T k> OB BRSNS, DB —%1% HiRDB H— (2Bt 9524 T SQL 2517452 &
INTE, 526N TT 7B AERICHE S Ca—FROT —FEEEITOZ LN TED,

TR AR, 2=V EROT —Z e ET DI DI ERMER THD, 77 B AMERIZ L — VRIS
DIEMRTHY, DB 22— IZNEND2—FRIIKIL T, FEOFIHDO T 7w AMEIREFFOZENTED, Jo
T, TR AMERBMOMEIRFIRR, FIHE BT 282V T 4B THD, 77 B AMEROFEEZF 1.4-1 (I
R, TR, [T 7R AR &1, £ 1.4-1 TRTEHERORHEL THOONAHFETH,

£ 1.4-1 : T/ RRHEROREE
T AHERR A

SELECT #[R | = — W ROITMRBETAIT 5,
INSERT HE[R =P ROITEALZTF AT 5,
DELETE #BR | = — Y EROITHIBRE 7[5,
UPDATE #[R | = — Y ROITHHET 7[5 5,
LU TR HENTT_T DB =2—¥&5L 3T 5, TOE OFHH T T DB =—%THY, LATFITRT
BN ZFI TV DB 22— Y% T—f DB —F | LIE5,
(2 AX—~HrHE#H
AX =V AHIAF—~Z AT D DB 2—HFTHY, TOAX—<IlHENHL—FROFTAEE TLHD,
AX =< HEIL, A —~BIAFETIEHRE THY, RARITAE T DDA —vEZEHT5H, A%
—vEEZRLTITA T DL, AF—~ERMERPMLETHD, 727121, AF —~vERMEREZFF> T THAF
—<ZITA L TRV AIE, AR —~FTA & ICITE S LAV,
AR —v T EBE NI D EREFE L TIRT,

® - —VROER, HIFR

® (il DB = — Tkt 35—V ROT 7B AMERDOA 5, BiEL
(3)  DBAMEFRFRFFE
DBA HE[RIRAFFE 1L DBA #EfR%H 9% DB —%ThY, TOE 2AROEFHE Tho, DBA HEBRIRFFE I3 E
Mg & LA EEEH R AL TR T,

® DB =—H DGk, HIBR

® DB —WIIxfT DA —~ERMEROM 5, Bl

[12]
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® DB=—HIx9 2 DBAMEIROAF 5., BHL (M E CTHIVX DBAMERRFFE ZH T 2L TED)
0 AU —RRRFEIET DX 2T A/ RTAZORRE
DBA HE[RFRFFE 1L, HIRDB H— 28535 DB =—H#¢LC, TOE OEHEHHIEEITHD,
DBA HERIRFFEIL, ADMRAT—~ A HLRDIENTED, 72, DBA HERMEREE 1T, thOAFT—~FTH
FDTATH2—PREHIRTHIENTED,
TOE %Z A Ah—/V 1%, S8 kS5 DBA #ERIRFF#H (DB —-—4) 1%, OS =—#LLToD HiRDB & #
FHDFALT 5, DBA MERIRFFE 2L 128546, OS = —H &L C1X HIRDB & ELE &—fi% OS = —V Dili 5
FAET DT 21272275, DBA MERRIRFFE LU THEAT AIREZRBRREIZ 2120,
(4) BEE&HEAN
Bt NI LB AR 2> DB = — 1 Ch o, Bt A\ ESE T & EREBEZLL IR,
o EIEXREZDRE, R
® IR DT — X Dk
® BRI ERDITHR (AT —2DF =v7)
it NI, HETHIUR (REICAERSNDDS LIV WERT —XDF =y OVEZES, HDHNITEEAIC
IASEF =R HELC), AN O SELECT #[R2 Mo DB —WIC 52 52812k, BT
—ZDF xv 7 (ZIR) LR CTEMT DL TED, ZOI[FE Ehid ORI Z AN S RE 1 L),
(5) EEAFEH SR
B AT REN 2 IR XS REF 22 O SELECT #EBR%E 52 517z DB —ThY, Bt NOFERIZHEV, BEARE
BRERDITIRR (BT —2OF = 7) %179, BRGNS RE T E N> TIEmILDDS, £ OFEIHM T
HThD,
1.4.4.3. UAPIZBEE 325 FH#E & E
UAP (2B # T 2& R HFEENZSWT, BLUFICH T 5,
(1) UAP#EPEHE
HiRDB 7747 N CH1TT % UAP OB LIRTICEEZA T 5 AN ThHS, UAP EEHFE (L, TOE DI A4
VAT EF 2T IR UAP 2T BRI SN D ZE A RAEL 2T HUERH720, UAP 238, £ ORI TS T
HiRDB H— N ZHeke 9258 ARk A - &/ AU —R &R E T 2% 6, OB AERA]7-&/ AT — R UAP &8
FPEONEILRTIUTRB720, 2056, UAP 847 DB 22— i 4 15,
UAP HFHENR, 08, H5E TOE THERF SN AMOFIHEZFNZFITT 228U EE ThD,
(2 UAPFIH#E
HiRDB 7747 NCEITT 5 UAP 2 #E3 5 A TH 5, HIRDB H— 83258 Al 1L/ S AT —
K% UAP FIHE BN EET DG, FORAE 1L/ AT —R 12 UAP FIHZ BSOS ELL 722 U 7e b re
W, 2086, UAP FIH#H 2 DB =2 —HIZ3% 4 775,
UAP FIHF#ED, 08, 55 NE TOE THEFFES LA OFI A E & EIZ T 2 LIHTEE TH S,
1.4.4.4. EHE LFHBLEEI ORISR
1. FPF (administrator)iX, LL FOWT D, HDHWIIEE D, FIHEZEZL SFIHE THD,
® X— N—a—+F
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HiRDB & 2%
DBA HERIRFFE
YN
Ax—~AE
2. FFAEEE (authorized administrator)ld, LLFOWT by, HDHWITHEELD, TOE IZL-> THERFS LD
FIHZEEE S SR HE THD,
® DBA MERRRFFH
o HHAN
® X —<iifFHE
1.4.4.5. FIMFEEHIHEAE ORIR
1. FIA#E usen)iX, L FOWTNH, HENIHEED, FIFAEEREIZE D,

® DB=—
o UAP EHH
e UAPFIH#
2. FFATFIA# (authorized user)lE, LA FOFIHEEEZL SFIHE THD,
® DBax—
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2. MHER

2.1. CCHE&E X

A ST IZLLF D CCIZHEH &L TV,
® STHEGFERTLCCONN—Tar
» Part 1: Introduction and general model
July 2009 Version 3.1 Revision 3 Final
» Part 2! Security functional components
July 2009 Version 3.1 Revision 3 Final
» Part 3! Security assurance components
July 2009 Version 3.1 Revision 3 Final
® CC Part 2 IZxd 21 &
» CC Part 2 extended
® CC Part 3 IZxt7 D&
» CC Part 3 conformant

2.2. PPEIR, \whr—T iR

2.2.1. PPXIE

A ST @A FHET 5 PP IRV,
222, Iy —TER

A ST OFHfifRFE L ~L1E EAL2 Augmented T 5,
BIMENSEF 2T ¢ (FFEEMIE ALC_FLR.2 Th 5.
2.3. EIRIEHL

2.3.1. PP#E& EiREHL

AKSTIE PP S Z LR LRV, 235 U.S.GPP @ TOE fil&iE—BL T\,

[15]
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3. EXa T AHREER

ARETIL, BB, ARG, kO X274 HEHTOWTRRIR T 5,

3.1. BB

U.S. GPP ¢ [REIU# Ei% Table 3.1-1 12777, 7235, U.S.GPP LRIUZEIZHOWTIE, BRI eNAEZBHT5
ZEIZIVi R T 5,

Table 3.1-1 :Applicable Threats
Threat Definition

T.MASQUERADE A user or process may masquerade as another entity in

order to gain unauthorized access to data or TOE resources

T.TSF_COMPROMISE A malicious user or process may cause configuration data to
be inappropriately accessed (viewed, modified or deleted).
T.UNAUTHORIZED_ACCESS A user may gain unauthorized access to user data for which

they are not authorized according to the TOE security policy.
T.UNIDENTIFIED_ACTIONS Failure of the authorized administrator to identify and act

upon unauthorized actions may occur.

3.2. {ADEXa)ToAE
U.S. GPP L[RICHAkDOEFX 2T ¢ F#t% Table 8.2-1 (2~ 7,

Table 3.2-1 :Applicable Policies

Policy Definition

P.ACCOUNTABILITY | The authorized users of the TOE shall be held accountable for their

actions within the TOE.

< BRI, DB 22— ¥ 047 VeI Ma—F RN 5T 7R %158
Ll iud7ebren, Eo, 778 AR BIE § 5% AL (O SAT —R,
DBA HE[R, A —~ERMHER, 77 B AMEIR, B AR SELECT
BB R GRELRITFIUEIR DR,

P.ROLES The TOE shall provide an authorized administrator role for secure

administration of the TOE. This role shall be separate and distinct from

other authorized users.

[16]
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3.3. HIREH

U.S. GPP LFIUHIfESAF% Table 8.3-1 2, IBNL7Zfii#2Z % Table 3.3-2 (Z7R7, 7245, U.S.GPP LU

AR RIFIZ OV T, BRI NA LB 5282k 232,

Table 3.

3-1 :Applicable Assumptions[1]

Assumption

Definition

A.NO_EVIL

Administrators are non-hostile, appropriately trained, and

follow all administrator guidance.

A.NO_GENERAL_PURPOSE

There are no general-purpose computing capabilities (e.g.,
compilers or user applications) available on DBMS servers,
other than those services necessary for the operation,
administration and support of the DBMS.

< BRI, TOE OBMEIZ VB IT BREEDSFFAR SHLD,

A.PHYSICAL

It is assumed that appropriate physical security is provided

within the domain for the value of the IT assets protected by

the TOE and the value of the stored, processed, and

transmitted information.

< BRI, FFR SR ADDO BRI BRI IR TE
L3910, ERaTICEHEN Y — L — LD % —/NZ TOE
RETHIENEREND, TSF 77—, FIHET —413,
TOE Nk EINL Y — NIRFINDTID, X 2T 72—
HNEHNERSND, P —SHDORY N —THH—rL— A
NARESID7RE, YIBRRB ) OIRGES LD Z L ER
SN,

Table 3.

3-2 :Applicable Assumptions[2]

Assumption

Definition

A.PASSWORD

DB 22—V /AU —RE, M A 2SN AL > TE
BEND, 7SAT—RIFHERISIUIO S OD3GR E S, Y] 786
TEEIND,

i

H

A.UAP

HiRDB 7747 N CRIHE LS UAP 1%, TOE W A¥ 2 AZHE-
T, Zubzr, FEGX, EETANMEHTEOR A THHI LN

R TE-L DO TRITFIUTARBZR U,

[17]
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4. £Fa) T4 KA

RETIL, TOE O 2 U7 (5P 784, MBI w20 73R8, BLOE R 2T R HEH SR

[ZOWTREIR T,

4.1. TOEQtxa)T14xtEKAE

U.S. GPP L[EIC TOE X 2T %15 57814 Table 4.1-1, :8IL7= TOE Ot 2T 1 xf5 Ji$+% Table
4.1-2177, 728, U.S.GPP L[FIL TOE O 2T 4 %K FEHIZOWTIE, BRI NEZIBRLT 5812

FOHi T %,

Table 4.1-1 :Security Objectives[1]

Objective Name

Objective Definition

O.ACCESS_HISTORY

The TOE will store and retrieve information (to
authorized users) related to previous attempts to

establish a session.

O.ADMIN_ROLE

The TOE will provide authorized administrator roles to

1solate administrative actions.

O.AUDIT_GENERATION

The TOE will provide the capability to detect and create

records of security relevant events associated with

users.

< BRI, DB 2—YOF4 7 Ve Ma—F RNkt
LT 7 EAERRELRTIUT B, £, 77 'R
R DR E L H(SAY —F, DBA MR, A% —=
TEFEHMEIR, 77 B AMEIR, B A iR # > SELECT #R)
HRFRLELRT TR,

O.MANAGE

The TOE will provide all the functions and facilities
necessary to support the authorized administrators in
their management of the security of the TOE, and
restrict these functions and facilities from unauthorized
use.
> BARAICIE, EEHERAF OB EENIST T, LLTOE
B RE AR L2 T b7, 7ok, —fiX DB —
WX, EHMERAFFZ72W0 D B B O/ — R B EE
AR LU 2T IUT R0,
[DBA HERRIRFFE]
DB = —HOEH, DB =—HIfT 55T 7 B AHER

[18]
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Objective Name Objective Definition

OE BTG, TIHL), EFEHERE DR & Gl i [n]
B, vy, RAT— RSN BE T DR RE

FRUN

BEBANCIOE B, BEARERIZR T 57 7 AHERR
DE (G, TOHLICEET 28R

(A —~FTH &
A—YPRITK T DT 7 L ARROE B (T 5, ERVIEL),
T 7 H VA B OBGEIZBI o RE

O.MEDIATE The TOE must protect user data in accordance with its

security policy.

BRI, FIAET =2 (= R)~OFF s
T 7R Az RURT TG, Fiz, 772 AHIN
FHEND TSF 7 —2(T 472 a VRN, srshi-
AR T =B L TORITHIEZRBZR,

O.TOE_ACCESS The TOE will provide mechanisms that control a user’s

logical access to the TOE.

Table 4.1-2 :Security Objectives[2]

Objective Name Objective Definition

O.AUDIT_PROTECTION TOE (AT — 22 REL 2T RB 0,
O.AUDIT_REVIEW TOE (38T — %5l 3 2DIER S DT 7B AR R
FE 2R HEN, AT — 5Lt a—3 5 FERARMIEL2
D AU ECASYA AN

42. ERREQOEX1)T4 KA

U.S. GPP LFICEMBREED B2 T % 57812 Table 4.2-1, \8MUIZEHBRBEO £ =) 7 (X W78 2
Table 4.2-2 |77, 7243, U.S.GPP LRIUEHBREEDO X 2V 7 xR T #HI DWW T, BRI A 2B
THIEITIOR T D,

Table 4.2-1 : Environmental Security Objectives[1]

Environmental Objective Name Environmental Objective Definition

OE.NO_EVIL Sites using the TOE shall ensure that authorized

administrators are non-hostile, appropriately trained and
follow all administrator guidance.

OE.NO_GENERAL__ PURPOSE There will be no general-purpose computing capabilities (e.g.,

[19]
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Environmental Objective Name Environmental Objective Definition

compilers or user applications) available on DMBS servers,

other than those services necessary for the operation,

administration and support of the DBMS.

< BRI, 1.8.3 17T TOE OBWEIC KB N—R T =T
TRT =T DY — BRI T D,

OE.PHYSICAL Physical security will be provided within the domain for the

value of the IT assets protected by the TOE and the value of

the stored, processed, and transmitted information.

< BRI, EUNE SN — UL — A, MUNE RS
NI =Ry b —JZRLEL, £DOHIZ TOE A Ah—/L
T HZEIC IV B R B DIRES N D BRIE AL 52 L

DLEEEIID,
Table 4.2-2 : Environmental Security Objectives[2]
Environmental Objective Name Environmental Objective Definition
OE.PASSWORD DB =—#%, By BH O/ SR —REFHL, A IZRSLTEn

72, F72, TOE OHAX U ALEINES T, )i/ SAY—R%

REL, WUHEE T/ RAY—REE T LT uEabian,

OE.UAP UAP HFHFE X, L FIORTHERTFONLIDNCLRTF TR D20,

® TOE CTEDLNTWAT B UZHEST-E XD A% HiRDB
—NZEFETHLD, TOE OHTAHX U A THE->THRFE S
UAP 200 F S5,

4.3. TOEQtxa)T14xtEH B

TOE OEx V7 4kRFEHI Lo TSN DB, K OVESN LMD X207 1 HEte, ZORME
Table 4.3-1 (27”9, 728, U.S.GPP LFRILEZE, L TOE Ot&Fx =7 xR G #3287 CT,
TOE OEFXaU7 %R ITEHARMUZDONTE, BIRRNZRNAZIBRR T 52812302 95, £7-, US.GPP |2
O.AUDIT_REVIEW X O.AUDIT_PROTECTION ZiBMNd 52120, MO 27 x5 5 #4580
fEL TS, IR IAEZNENRF TR,

Table 4.3-1 :Rationale for TOE Security Objectives

Threat/Policy Objectives Rationale

Addressing the Threat/Policy
T.MASQUERADE O.TOE_ACCESS O.TOE_ACCESS mitigates this
A user or process may The TOE will provide threat by controlling the logical

[20]
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Threat/Policy

Objectives
Addressing the Threat/Policy

Rationale

masquerade as another
entity in order to gain
unauthorized access to data

or TOE resources.

mechanisms that control a

user’s logical access to the TOE.

access to the TOE and its
resources. By constraining how
and when authorized users can
access the TOE, and by
mandating the type and
strength of the authentication
mechanism this objective helps
mitigate the possibility of a user
attempting to login and
masquerade as an authorized
user. In addition, this objective
provides the administrator the
means to control the number of
failed login attempts a user can
generate before an account is
locked out, further reducing the
possibility of a user gaining

unauthorized access to the TOE.

T.TSF_COMPROMISE

A user or process may cause,
through an unsophisticated
attack, TSF data, or
executable code to be
inappropriately accessed
(viewed, modified, or
deleted).

O.MANAGE
The TOE will provide all the
functions and facilities
necessary to support the
authorized administrators in
their management of the
security of the TOE, and restrict
these functions and facilities
from unauthorized use.
BRI, EEHERRZEF O
BAEBENIEUT, LLFTOE R
{7 TiEg e R BN R W RAN YA
W, 72ds, —fi¥ DB = —HT,
EEMERA R0 B & D
AT — N E B RE A TR L 72
FHUTTRB7R0,

O.MANAGE is necessary
because an access control policy
1s specified to control access to
TSF data. This objective is used
to dictate who is able to view
and modify TSF data, as well as
the behavior of TSF functions.

[21]
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Threat/Policy

Objectives
Addressing the Threat/Policy

Rationale

[DBA #E[RIRFFH]

DB =—#0EH, DB =—#
(A 5-SNDT 7 B AKERDE
(5, BU0VEL), FRGEREEE
DFRE CaLfge R B4, w2,
IRAY — R CSCTFNC A9
B

EZIN|

BEA AN OB, BEAGEYT
FNKIT BT 7B AMERDE
PR 5, BV BI9 28
fiE

(A% —~ T #]
=PRI T DT VLA
FROE B 5, BEL), 7
T AR EOREICE TS
s

T.UNAUTHORIZED_ACCESS
A user may gain
unauthorized access to user
data for which they are not
authorized according to the

TOE security policy.

O.MEDIATE
The TOE must protect user data

in accordance with its security

policy.

<>

BARBIZIL, FIAE T —2(=
—YR)~OFF RS\ T s
BREHIR LT LB
VN, F2, T AR R
SNDTSF 7 —X(T 17 a)
VRN, EEhicar R —x
YMET—BLTWiFhiEZz
YRR

O.MEDIATE ensures that all
accesses to user data are subject
to mediation, unless said data
has been specifically identifies
as public data. The TOE
requires successful
authentication to the TOE prior
to gaining access to any
controlled-access content. By
implementing strong
authentication to gain access to
these services, an attacker’ s
opportunity to conduct a
man-in-the-middle and/or
password guessing attack
successfully is greatly reduced.
Lastly, the TSF will ensure that
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Threat/Policy

Objectives
Addressing the Threat/Policy

Rationale

all configured enforcement
functions (authentication,
access control rules, etc.) must
be invoked prior to allowing a
user to gain access to TOE or
TOE mediated services. The
TOE restricts the ability to
modify the security attributes
associated with access control
rules, access to authenticated
and unauthenticated services,
etc to the administrator. This
feature ensures that no other
user can modify the information
flow policy to bypass the
intended TOE security policy.

O.ACCESS_HISTORY

The TOE will store and retrieve
information (to authorized
users) related to previous

attempts to establish a session.

O.ACCESS_HISTORY is
important to mitigate this
threat because it ensures the
TOE will be able to store and
retrieve the information that
will advise the user of the last
successful login attempt and
performed actions without their

knowledge.

T.UNIDENTIFIED_ACTIONS
Failure of the authorized
administrator to identify and
act upon unauthorized

actions may occur.

O.MANAGE

The TOE will provide all the
functions and facilities
necessary to support the
authorized administrators in
their management of the
security of the TOE, and restrict
these functions and facilities

from unauthorized use.

The threat of an authorized
administrator failing to know
about malicious audit events
produces the objectives of the
authorized administrator
having the capability to use the
mechanisms (O.MANAGE) to

review audit records.

[23]
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Threat/Policy

Objectives
Addressing the Threat/Policy

Rationale

> BRI, EERHERA RO
BRENISEUT, LF & B
G Yt el A DA B AW A YA
W, 7285, —fiX DB = —,
(et A e s YA RV EF= €0)
IRAT—RE e Atk L 72
FIULIRBR,
[DBA HERRIRFFE]
DB ==—# D8, DB = —#
(At 5 ENDT 7 B AKER D
PR(RH 5., BU0VEL), RRERERE
DR E Catfge R B, w2,
IRAT — R SCTFNC R
s
EESIN|
Bt AN B, B AR
RITHT BT 7B AMHEROE
PR 5, BV IICEE 28
[[5
(A% —~ T #]
=PRI T DT 7B A
FROE B 5, BWiEL), 7
THVNITREOREICRE TS
s

P.ACCOUNTABILITY

The authorized users of the

TOE shall be held

accountable for their actions

within the TOE.

< BARMIZIE, DB =—Y% 0
F TV = M —F NS
TOT IR AR GELIRT
UL, Fz, 77k
AN B T DR E A

O.AUDIT_GENERATION

The TOE will provide the

capability to detect and create

records of security relevant

events associated with users.

< BARMICIE, DB=2—Y 047
T Ma— RN T 57
IR AZRIRE LT IIUTRD
720, Fe, TR ARIEICE
DR ELL (SR —R,

O.AUDIT_GENERATION
addresses this policy by
providing the authorized
administrator with the
capability of configuring the
audit mechanism to record the
actions of a specific user, or
review the audit trail based on
the identity of the user.
Additionally, the
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Threat/Policy

Objectives
Addressing the Threat/Policy

Rationale

H (AT —K, DBA #EBR,
AF—~ERMER, 71
ZHERR, BEATREMR R O
SELECT #£[R)bxi5éL
TRTIUTZRBTR0,

DBA FE[R, 2% —~EH

PR, 772 AKERR, AR
o SELECT #[R)% 5t gL L7
BF A FEASYAN

administrator’s ID is recorded
when any security relevant
change is made to the TOE (e.g.,
access rule modification,
start-stop of the audit
mechanism, establishment of a

trusted channel, etc.).

O.TOE_ACCESS
The TOE will provide
mechanisms that control a

user’s logical access to the TOE.

O.TOE_ACCESS supports this
policy by requiring the TOE to
identify and authenticate all
authorized users prior to
allowing any TOE access or any
TOE mediated access on behalf

of those users.

O.AUDIT_REVIEW

TOE 3E&T — X &rHli 95012
FRENDT 7 AMERAR R DF]
MR, EET =22 Ea—15%
FB AR L2 T eblany,

FAEHECERET S ERER
ROV 2 — T o EL R4
60

O.AUDIT_PROTECTION
TOE 13EE T — 42 R# LT
I,

FAEN T RNWT 7B ARERH
WMOWBERNOEETER ZREL,
S SR AN

P.ROLES

The TOE shall provide an
authorized administrator
role for secure
administration of the TOE.
This role shall be separate
and distinct from other

authorized users.

O.ADMIN_ROLE

The TOE will provide
authorized administrator roles
to isolate administrative

actions.

The TOE has the objective of
providing an authorized
administrator role for secure
administration. The TOE may
provide other roles as well, but
only the role of authorized
administrator is required

(O.ADMIN_ROLE).

4.4. BRABEOEX1)ToxEKAEIBEH

U.S. GPP LRICEHBRED BX 2V 7 45K F#HT Lo TR B SNDRTHRS L, £ DOMRAE Table 4.4-1 1T
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7, 7238, U.S.GPP LFRIUATHESM:, FCEMHBRE O X 27 %R G EHI T 0BFLITIG U T, EHERE D
TX 2V T A RITEARIUZ ST, BRI B L IBRLT 22 LICIVMIE T%,
Fo, BMUTZEAREOBX 207 45 WG #HI L TRESNDATR S L, TOMHMLE Table 4.4-2 (R

K
Table 4.4-1 :Rational for IT Environmental Objectives|1]
Assumption Environmental Objective Rationale
Addressing the Assumption
A.NO_EVIL OE.NO_EVIL All authorized administrators

Administrators are
non-hostile, appropriately
trained, and follow all

administrator guidance.

Sites using the TOE shall
ensure that authorized
administrators are non-hostile,
are appropriately trained and
follow all administrator

guidance.

are trustworthy individuals,
having background
investigations commensurate
with the level of data being
protected, have undergone
appropriate admin training, and

follow all admin guidance.

A.NO_GENERAL_PURPOSE
There are no
general-purpose computing
or storage repository
capabilities (e.g., compilers
or user applications)
available on DBMS servers,
other than those services
necessary for the operation,

administration and support
of the DBMS.

OE.NO_GENERAL_PURPOSE
There will be no
general-purpose computing
capabilities (e.g., compilers or
user applications) available on
DMBS servers, other than those
services necessary for the
operation, administration and
support of the DBMS.
< BRI, 1.8.3 1R
TOE OEHEIZN T2 N— R

The DBMS server must not
include any general-purpose
commuting or storage
capabilities. This will protect
the TSF data from malicious

processes.

< BAR#ICIE, TOE O#EhfE =TIV TR =T DY — B,
(LB IT BREEDIFA S DT D,
na,
A.PHYSICAL OE.PHYSICAL The TOE, the TSF data, and

Physical security,
commensurate with the
value of the TOE and the
data it contains, is assumed

to be provided by the IT

Physical security will be
provided within the domain for
the value of the IT assets
protected by the TOE and the

value of the stored, processed,

protected user data is assumed
to be protected from physical

attack (e.g., theft, modification,
destruction, or eavesdropping).

Physical attack could include
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Assumption Environmental Objective Rationale
Addressing the Assumption
environment. and transmitted information. unauthorized intruders into the
<> BAREQIZIE, FFRrsinvieny | < BRI, wEYl ’mfﬁéﬁ% TOE environment, but it does
)\7,)“5@%@5’3723&%3 (5] 7‘:’5‘_‘/\/1/_ \Z, #YNZE | not include physical destructive
PLCEHI0IT, BXaTIC BN —"ERy T —2% | actions that might be taken by
BHINIZ—L— 4D BliEL, ZOHIZ TOE A A | an individual that is authorized
P — N2 TOE % &5 — T HZEIZTVERRY72 5 | to access the TOE environment.
ZeMmERkENnD, TSF 7 BNOIRESN DR GG
—4&, MI&ET —21% FTHLIENMBELEIND,
TOE 73 %éﬂé"j‘*‘/\

IR ESNDT20, 2T
Tpth— NE BN RS
5o = D A NI —2
B — UL — AR AR ES
o728, MBI B
SIRESNDZENERS L
Do

Table 4.4-2 :Rational for IT Environmental Objectives[2]
Assumption Environmental Objective Rationale
Addressing the Assumption
A.PASSWORD OE.PASSWORD TOE ZH 357> D /AT —R

DB = —H# D 2T —RiZ, fitl A
(BRI NIZE ST
FBHINS, AT —RIIHEAIX

DB =—%%, BB H D/ XA —
REEBIL, N IZIROL TS
2N, £7-, TOE D AKX L ALE

%, DB 2—%¥ARANIZESTC, A
WZENDLNR NI E B ESND, £
7=, DB =—#1%, TOE OH A&

FULKWE DR ESIL, W7 | 1T/ T, WU AT —R&RE | ALEINEST, M/ AT —R

BHECERIND, L, WU CANAY —REAET | 2% EL, WY E T/ AT —R
LT IR 725670, EHEAT,

A.UAP OE.UAP UAP i, TOE ODH AL AIZhES

HiRDB 7747 N CRIHIE#L | UAP B ERF X, DL PR ERT | TRIHESNSZE2ED, TOE TE

ZUAP I, TOE DHAX L AT | bIALINCLARTIUTRBZ U, DO TND T aha VI ~T2

W-T, Zubar, K55, | @ TOE TEDLN TSI rha | XDFHZ HIRDB H— NEET

HEE T ADNMEHTEHEATH IR TZEILD It Do

HIEDER TEIb D TRITN HiRDB #—/ NZiXE 75K

72257200, 9, TOE OHAX A>T
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Assumption

Environmental Objective

Addressing the Assumption

Rationale

FAFE STz UAP 721 03I HE
N2,
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5. iR vAR—R 2 FER

51. ¥a)Ts#eeEH

A ST T, BEFas R— FTRILTERWELTD 3 DDA R—R M EFRT Do A R—x
RALIRL T2, A R—k U MERME RO 7 74 D% AL, T_(EXDZBINT 25281280, BEfFo=
VIR ML EDORISEAREIZ T DB, ZO EEEREL TORfRE R,

® FMT _MSA_(EXT).3

® FPT _TRC_(EXT).1

® FTA_TAH_(EXT).1

The selection operation is used to select one or more options provided by the CC in stating a
requirement. Selections to be filled in by the ST author appear in square brackets with an indication
that a selection is to be made, [selection:], and are not italicized.

The assignment operation is used to assign a specific value to an unspecified parameter, such as the
length of a password. Assignments to be filled in by the ST author appear in square brackets with an

indication that an assignment is to be made [assignment:].
5.1.1. Static attribute initialization (FMT_MSA_(EXT).3)

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA_(EXT).3.1 The TSF shall enforce the [assignment: access control SFE, information
flow control SFP to provide [selection, choose one of: restrictive,
permissive, [assignment: other property/] default values for security

attributes that are used to enforce the SFP.
5.1.2. Internal TSF consistency (FPT_TRC_(EXT).1)

Hierarchical to: No other components.
Dependencies: FPT_ITT.1 Basic internal TSF data transfer protection
FPT_TRC_(EXT).1.1 The TSF shall ensure that TSF data is consistent between parts of the
TOE by providing a mechanism to bring inconsistent T'SF data into a
consistent state in a timely manner.
Application Note: In general, it is impossible to achieve complete, constant consistency of TSF data
that 1s distributed to remote portions of a TOE because distributed portions of the TSF may be active

at different times or disconnected from one another. This requirement attempts to address this
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situation in a practical manner by acknowledging that there will be TSF data inconsistencies but
that they will be corrected without undue delay. For example, a TSF could provide timely
consistency through periodic broadcast of TSF data to all TSF nodes maintaining replicated TSF
data. Another example approach is for the TSF to provide a mechanism to explicitly probe remote
TSF nodes for inconsistencies and respond with action to correct the identified inconsistencies.
Application Note: This requirement is trivially met if the TOF does not contain physically separated

components.

5.1.3. TOE access history (FTA_TAH_(EXT).1)

Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_TAH_(EXT).1.1 Upon successful session establishment, the TSF shall store and
retrieve the [selection: date, time, method, location] of the last
successful session establishment to the user.

FTA_TAH_(EXT).1.2 Upon successful session establishment, the TSF shall store and
retrieve the [selection: date, time, method, location] of the last
unsuccessful attempt to session establishment and the number of

unsuccessful attempts since the last successful session establishment.

52. X aUTARIIEH

AR ST Tif, PriEa R— R M TR LA,

53. EXaUT14EHIEH
53.1. t¥alT #BEEEHTEERBEHN

5.3.1.1. Static attribute initialization (FMT_MSA_(EXT).3)

The CC does not allow the ST author to specify restrictive values that are not modifiable. This
extended requirement eliminates the element FMT _MSA.3.2 from the component FMT _MSA.3 and
makes the component more secure by requiring the security attributes of the objects on creation to
be restrictive and not allowing any user to be able of override the restrictive default values.

5.3.1.2. Internal TSF consistency (FPT_TRC_(EXT).1)

FPT_TRC_(EXT).1 has been created to require timely consistency of replicated TSF data. Although
there is a Common Criteria Requirement that attempts to address this functionality, it falls short of
the needs of the environment in this ST.

Specifically, FPT_TRC.1.1 states "The TSF shall ensure that TSF data is consistent when replicated
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between parts of the TOE." In the widely distributed environment of this ST's TOE, this is an
infeasible requirement. For TOEs with a very large number of components, 100 percent TSF data
consistency is not achievable and is not expected at any specific instant in time.

Another concern lies in FPT_TRC.1.2 that states that when replicated parts of the TSF are
"disconnected", the TSF shall ensure consistency of the TSF replicated data upon "reconnection".
Upon first inspection, this seems reasonable, however, when applying this requirement it becomes
clear that it dictates specific mechanisms to determine when a component is "disconnected" from the
rest of the TSF and when it is "reconnected". This is problematic in this ST 's environment in that it
is not the intent of the authors to dictate that distributed TSF components keep track of
connected/disconnected components.

In general, to meet the needs of this ST, it is acceptable to only require a mechanism that provides
TSF data consistency in a timely manner after it is determined that it is inconsistent.

5.3.1.3. TOE access history (FTA_TAH_(EXT).1)

This ST does not require the TOE to contain a client. Therefore, the ST cannot require the client to
display a message. This requirement has been modified to require the TOE to store and retrieve the

access history instead of displaying it.
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TREIF US. GPP TEHRSN-EF 2T BIETHY, LFiox=U7 1 BT

ISy AR
® Security-relevant database roles
> DBA HER
> AX—~ERER
B A HEIR
AR T AT A TOE O4MBIZdH->T TOE EXIGETHIENTEHLAMEIZIT O T 474
(external entity) ® HiRDB &HHE
® DB=—1

® TOE O T THMET50S

6.2. X TAHEEEH

K§FED L IR— % b4 Table 6.2-1 1277,
U.S. GPP IZ&Fn7 2\ SFRIZIKFETRT,

Table 6.2-1 :Security Functional Requirements

Functional Class

Functional Components

Functional Components Description

Security Audit FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SAR.1 Security audit review
FAU_SAR.2 Restricted audit review
FAU_SAR.3 Selectable audit review
FAU_ SEL.1 Selective audit
FAU_STG.1 Protected audit trail storage
FAU STG.4 Prevention of audit data loss
User data protection FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
Identification and FIA_AFL.1 Authentication failure handling
authentication FIA_ATD.1 User attribute definition
FIA_SOS.1 Verification of secrets
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action
FIA_USB.1 User-subject binding
Security management FMT_MOF.1 Management of security functions

behavior
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Functional Class

Functional Components

Functional Components Description

FMT_MSA.1

Management of security attributes

FMT_MSA_(EXT).3

Static attribute initialization

FMT_MTD.1(1)

Management of TSF data

FMT_MTD.1(2)

Management of TSF data

FMT_REV.1(1)

Revocation (user attributes)

FMT_REV.1(2)

Revocation (subject, object attributes)

FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
Protection of the TSF FPT_STM.1 Reliable time stamps

FPT_TRC_(EXT).1

Internal TSF consistency

TOE access

FTA_TAH_(EXT).1

TOE access history

FEREZLI: D #{E (selection, assignment, refinement, iteration) (2O C, FFL i EELL TR,

6.

selection 1%, [[E#R L= DIDNFHATETLT D,

assignment (3, [[EIfFLIZNE] OIHICFHKLT D,
refinement (%, Refinement: FEMLLIZNE DI KFEHEHL CHKLT D,
iteration (%, [T R—R M M) | DIHNZETLT D,
iR Z MO N CRRai T 2% 61%, THER: 12RGELTEDOFERT,

2.1. Security Audit(FAU)

6.2.1.1. Audit data generation (FAU_GEN.1)

FAU_GEN.1.1

auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the [not specified) level of audit; and
¢) [Start-up and shutdown of the DBMS; Auditable events listed in Table 6.2-2 and Table

6.2-3].

The TSF shall be able to generate an audit record of the following

FAU_GEN.1.2 The TSF shall record within each audit record at least the following

information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, [information specified in column three of Table 6.2-2 and

Table 6.2-3 below].
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Table 6.2-2 :Auditable Events[1]

Security Functional

Auditable Event(s)

Additional Audit Record

Requirement Contents
FAU_GEN.2 None
FDP_ACC.1 None
FIA_ATD.1 None
FMT_MOF.1 None
FMT_MSA.1 None
FMT_MSA_(EXT).3 None
FMT_MTD.1 None

FMT_REV.1(1)

Unsuccessful revocation of

security attributes

Identity of individual
attempting to revoke security

attributes

FMT_REV.1(2)

Unsuccessful revocation of

security attributes

Identity of individual

attempting to revoke security

attributes
FMT_SMF.1 Use of the management Identity of the administrator
functions performing these functions
FMT_SMR.1 None
FPT_TRC_(EXT).1 None
FTA_TAH_(EXT).1 None

Table 6.2-3 :Auditable Events[2]

Security Functional

Auditable Event(s)

Additional Audit Record

Requirement Contents
FAU_GEN.1 7L
FAU_SAR.1 B AR DDIF R OFEA L B A REBIR O IE R
(BE A REB R DITHR]
FAU_SAR.2 B AR DO R L2 o T i
HOFAHL
(S A REBR R DT TR R (RI))
FAU_SAR.3 2L
FAU_SEL.1 All modifications to the audit The identity of the authorized

configuration that occur while
the audit collection functions

are operating

administrator that made the
change to the audit

configuration
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Security Functional

Requirement

Auditable Event(s)

Additional Audit Record

Contents

FAU_STG.1

L

FAU_STG.4

BRI Lo TEBNDT
NN
(G ER D FEXFHLE)

FDP_ACF.1

Successful requests to perform
an operation on an object
covered by the SFP

The identity of the subject

performing the operation

FIA_AFL.1

AR OFBFEAATIZ R T DR fE A~
DEE K NFUSHENTESNDT
svar@lz RO L), H L
GIchiug, EFIRE~DOEIFE
ZALIRAR D FIRZED)

e GRS )=87278= 0274 1425

AT -

FIA_SOS.1

TSF (285, T ARSI DR
B EITZIT AN
(RAT — R DRk - 28 5 ]

FIA_UAU.2

FRREAH =K LT RTOf
(H0¢

W Al Rl -

FIA_UID.2

RS NAOH HE G WA &
Te, FIABFTANAT =X LDF T
D]

(ke

ek Al AR 1

FIA_USB.1

FAE X 2T RO 7V =
N T DA D RED e VR
B zix, 7V bD KO Th
EJES i)

(i)

] el

FPT_STM.1

7L

6.2.1.2. User identity association (FAU_GEN.2)

FAU_GEN.2.1

user that caused the event.

[36]
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6.2.1.3. Security audit review (FAU_SAR.1)

FAU SAR.1.1 The TSF shall provide [B# A, B AFEW 2 H3E ] with the capability to
read [FRO 0 AF- W4, LR, V7 V=7 NRBIIEH, FEOHREH (%
EIFRI) , B oA E#] from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the
user to interpret the information.

6.2.1.4. Restricted audit review (FAU_SAR.2)

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except
those users that have been granted explicit read-access.

6.2.1.5. Selectable audit review (FAU_SAR.3)

FAU SAR.3.1 The TSF shall provide the ability to apply [#:5Z, W~ 2] of audit data
based on [BH T — & DEE O IE RO K/NEIFRC R BEILR].
6.2.1.6. Selective audit (FAU_SEL.1)

FAU SEL.1.1 The TSF shall be able to select the set of events to be audited from the
set of all auditable events based on the following attributes:
a) lobject identity,event typel,
b) [success of auditable security events,failure of auditable security events].

6.2.1.7. Protected audit trail storage (FAU_STG.1)

FAU _STG.1.1 The TSF shall protect the stored audit records in the audit trail from

unauthorised deletion.

FAU STG.1.2 The TSF shall be able to [prevent] unauthorised modifications to the
stored audit records in the audit trail.

6.2.1.8. Prevention of audit data loss (FAU_STG.4)

FAU STG.4.1 The TSF shall [overwrite the oldest stored audit records| and [ - EXEH
W T B Ay B — IO T 7 a ] if the audit trail is full.

6.2.2. User data protection (FDP)
6.2.2.1. Subset access control (FDP_ACC.1)

FDP_ACC.1.1 The TSF shall enforce the [HiRDB Access Control policy] on [all

subjects, all objects and all operations among theml].
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6.2.2.2. Security attribute based access control (FDP_ACF.1)

FDP_ACF.1.1 The TSF shall enforce the [HiIRDB Access Control policy] to objects
based on the following:
® [the authorized user identity associated with a subject;
® access operations implemented for objects; and

® object identity].

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:
[The HiRDB Access Control policy mechanism shall, either by explicit authorized user action or by
default, provide that controlled objects are protected from unauthorized access according to the
following ordered rules:
a) If the requested mode of access is denied to that authorized user, deny access;
b) If the requested mode of access is permitted to that authorized user, permit access;

c) Else, deny access

FDP_ACF.1.3 The TSF shall explicitly authorize access of subjects to objects based on

the following additional rules: [no additional rules].

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the

following additional rules: [no additional explicit denial rules].
6.2.3. Identification and authentication (FIA)
6.2.3.1. Authentication failure handling (FIA_AFL.1)

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive
integer within/1~10/] unsuccessful authentication attempts occur

related to [[F]—38 rIaki! 1245 & 9~ 2uife L 7idk!] - FRRERATT].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [med, the TSF shall [LL FDOT7 7 a].
(773 =]
o GRFHHFERy L, vy 7RI RGE L TR AL Cry 2 AR T D,
6.2.3.2. User attribute definition (FIA_ATD.1)

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes
belonging to individual users: [LL F D& =27 ¢ @ k]
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[EX=U7 1 JmiE]
® Database user identifier
® Security-relevant database roles
® T UEAKER
6.2.3.3. Verification of secrets (FIA_SOS.1)

FIA SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [LL ™D
o RE]L
(B RUE]

®  6~15 NIZHBITHEBRHE R E AR/ AT — R/ CFHEL 1 80 SUFLL RO 305 (JER
X, ¥, @, #, BT, T
6.2.3.4. User authentication before any action (FIA_UAU.2)

FIA_UAU.2.1 Refinement: When using SQL interface, the TSF shall require each
user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.

6.2.3.5. User identification before any action (FIA_UID.2)

FIA_UID.2.1 Refinement: When using SQL interface, the TSF shall require each
user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

6.2.3.6. User-subject binding (FIA_USB.1)

FIA_USB.1.1 The TSF shall associate the following user security attributes with
subjects acting on the behalf of that user: [FIA_ATD.1.1 |ZffESN -t
FX=U7 4@ ME]L
FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of
user security attributes with subjects acting on the behalf of users: [LL
TORHI.
G3El)!
7oL
FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the
user security attributes associated with subjects acting on the behalf of
users: [LLF O]
[HLA]
7L

[39]
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6.2.4. Security management(FMT)
6.2.4.1. Management of security functions behavior (FMT_MOF.1)

FMT_MOF.1.1 The TSF shall restrict the ability to [disable and enable] the functions
[ &SI D FROIEEICBH T DL T ORRE] to [DBA MHEFRPREFH]:

® 'f‘JLwL‘ PE%H&%%U BE#%)H /7*&
® AU —AER T2l RS D RE
6.2.4.2. Management of security attributes (FMT_MSA.1)

FMT _MSA.1.1 The TSF shall enforce the [HiIRDB Access Control policy] to restrict the
ability to [/managell the security attributes [all]l to [DBA MERR{FFE, B
BN, Ax—~FTAE]L

6.2.4.3. Static attribute initialization (FMT_MSA_(EXT).3)

FMT_MSA_ (EXT).3.1 The TSF shall enforce the [HiIRDB Access Control policy] to provide
restrictive default values for security attributes that are used to
enforce the SFP.

6.2.4.4. Management of TSF data (FMT_MTD.1(1))

FMT_MTD.1.1(1) The TSF shall restrict the ability to [/select/] the [auditable events] to
ERSINE
6.2.4.5. Management of TSF data (FMT_MTD.1(2))
FMT_MTD.1.1(2) The TSF shall restrict the ability to [/L{ FD#&/EN the [LLFd TSF 77—
#] to [LL F o E.
# TSF 7 —% A P E
1| DB 2—H¥D/2U—F | KAND/SAT —RE§k-% | DB 22—
W - HIER
2 B N BB AN D 32T | DBA MERIREEE
— Rk 255 - HIBR
3 | HHGERERGIA R | BRE £ DBA HE[RERFFE
4 | /XA — R/ N BT E IR R DBA HE[RERFFE
5| By ZIREH] BT E IR bR DBA HE[RERFFE

6.2.4.6. Revocation (FMT_REV.1(1))

FMT_REV.1.1(1) The TSF shall restrict the ability to revoke [security attributes]
associated with the [users] under the control of the TSF to [DBA HERR{%
FrE.
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FMT_REV.1.2(1) The TSF shall enforce the rules [LL DRI
[H00]
® B/ NDAX—<HRE, AX—<IZENRNGAICIRY, Y% AX — v ERMEREIIETZE

NTED,
H %> B & A0 DBA #ERRZEIH T 2L TES,

Bit NLISR D, DBA HEIR, BL AT —~&Ff/272 22— % D CONNECT #E[RAHOIH I Z&

MTED,
CONNECT HERAZTDIH T &, AF—~ ERMERBIIESND,

6.2.4.7. Revocation (FMT_REV.1(2))

FMT_REV.1.1(2)

HE]
FMT_REV.1.2(2) The TSF shall enforce the rules [LL DA
[H00]
® NI LT 7B AMEREBOIE T ZEMTED,

6.2.4.8. Specification of Management Functions (FMT_SMF.1)

FMT_SMF1.1

functions: [TSF (ZX> TSN DLL FOvF 27 45 BFRE]

(&= )78 Pk RE

PR RIERA T DX Bk, HIBR

DBA HEFRMRFFZ I LD/ 82T — R 2k, 2570, Mk
DB = —H#ARNIZLD/SAT —RXR§k, 2550, HIBR
DBA FEFROAS 5, BHL

AX— TERMERDOAT ., TEL

B AER 2 O SELECT HEFROAF 5-, B L
TR AMERROA 5, BOTHEL
BRI R F L OREE, HIbR

EfE R RE KA IR T 5y ZHRe DBR kA, 15 1k
> R RIGTA R DR E, R

> By JRERIORE, fRbR

IRAT — RIS A IR 3 DR RE O B AR, 15 11
> AU —RE/INCFHORRE, ffbR

6.2.4.9. Security roles (FMT_SMR.1)

FMT_SMR.1.1

[41]
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The TSF shall restrict the ability to revoke [security attributes]
associated with the [objects] under the control of the TSF to [A&%—~

The TSF shall be capable of performing the following management

The TSF shall maintain the roles [LL F OFF Al S 7=ik Bl S 7= 2E].
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(]
® DBA HERR{RFFE
o &N
& XX—~iif#HE
® DB=x—
o EAEFEEIS A
FMT _SMR.1.2 The TSF shall be able to associate users with roles.

6.2.5. Protection of the TSF(FPT)
6.2.5.1. Reliable time stamps (FPT_STM.1)

FPT STM.1.1 The TSF shall be able to provide reliable time stamps.
6.2.5.2. Internal TSF consistency (FPT_TRC_(EXT).1)

FPT_TRC_(EXT).1.1 The TSF shall ensure that TSF data is consistent between parts of the
TOE by providing a mechanism to bring inconsistent T'SF data into a

consistent state in a timely manner.
6.2.6. TOE access(FTA)

6.2.6.1. TOE access history (FTA_TAH_(EXT).1)

FTA_TAH_(EXT).1.1 Upon successful session establishment, the TSF shall store and
retrieve the [date and timel of the last successful session establishment
to the user.

FTA_TAH_(EXT).1.2 Upon successful session establishment, the TSF shall store and

retrieve the [date and timel of the last unsuccessful attempt to session
establishment and the number of unsuccessful attempts since the last

successful session establishment.

6.3. EXaUTARIEH

A TOE OFHiifRGEL ~~/L1% EAL2 Augmented THY, 1815 SRR —5h ALC_FLR.2 THD, #%
HJDRAET RN — M Table 6.3-1 (2R,

Table 6.3-1 :Security Assurance Requirements

Assurance Class Assurance Components | Assurance Components Description
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Assurance Class Assurance Components | Assurance Components Description
Development ADV_ARC.1 Architectural Design with domain
separation and non-bypassability
ADV_FSP.2 Security-enforcing Functional
Specification
ADV_TDS.1 Basic design
Guidance Documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative User guidance
Life Cycle Support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM coverage
ALC_DEL.1 Delivery procedures
ALC FLR.2 Flaw Reporting Procedures
Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — conformance
Vulnerability Assessment | AVA_VAN.2 Vulnerability analysis

6.4. EXaUTAEHIEH
6.4.1. EXa)ToEREEHRM

U.S. GPP LRICEF 2T B E > TEBEIND TOE OB T 4555 6tE, ZORHL% Table 6.4-1
R T, ETe, BILTEEX 2V T BRIC L > TERBLESND TOE O'X a7 133K FEte, ZOMRHIL%E Table
6.4-2127~ 7, 7235, U.S.GPP L[EIL TOE DX 2V 7 4 k5K 7 #HIx T 2IBFUTIG U T, E¥ 27 o Bae 2
RAUZDONWTEH, BARRNEZIBRL T HZ LIl 2 35,

Table 6.4-1 :Rationale for TOE Security Requirements[1]

Objective Requirements Rationale
Addressing the Objective

O.ACCESS_HISTORY FTA_TAH_(EXT).1 The TOE must be able to store

The TOE will store and and retrieve information about

retrieve information (to previous unauthorized login

authorized users) related to attempts and the number times

previous attempts to the login was attempted every

establish a session. time the user logs into their
account. The TOE must also
store the last successful
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Objective

Requirements

Addressing the Objective

Rationale

authorized login. This
information will include the
date, time, method, and location
of the attempts. When
appropriately displayed, this
will allow the user to detect if
another user is attempting to
access their account. These
records should not be deleted
until after the user has been
notified of their access history.
(FTA_TAH_(EXT).1)

O.ADMIN_ROLE FMT_SMR.1 The TOE will establish, at least,
The TOE will provide an authorized administrator
authorized administrator role. The ST writer may choose
roles to isolate to specify more roles. The
administrative actions. authorized administrator will be
given privileges to perform
certain tasks that other users
will not be able to perform.
These privileges include, but are
not limited to, access to audit
information and security
functions. (FMT_SMR.1)
O.AUDIT_GENERATION FAU_GEN.1 FAU_GEN.1 defines the set of

The TOE will provide the

capability to detect and

create records of security

relevant events associated

with users.

< BARMIZIE, DB =—Y 0
ATV Ma—F RN
TOT IR ARG ELRT
AUTRBIN, Fz, 77k

events that the TOE must be
capable of recording. This
requirement ensures that the
administrator has the ability to
audit any security relevant
events that takes place in the
TOE. This requirement also
defines the information that

must be contained in the audit
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Objective

Requirements

Addressing the Objective

Rationale

AHIEN BT D% A
H (2T —K, DBA #IR,
AF—~ ERMER, 71
AHERR, BEATREMIER O
SELECT #£[R)bxt 5Ll
DR N ALY

record for each auditable event.
This requirement also places a
requirement on the level of
detail that is recorded on any
additional security functional
requirements an ST author adds
to U.S. GPP.

FAU_GEN.2

FAU_GEN.2 ensures that the
audit records associate a user
identity with the auditable
event. In the case of authorized
users, the association is

accomplished with the user ID.

FAU_SEL.1

FAU_SEL.1 allows the
administrator to configure
which auditable events will be
recorded in the audit trail. This
provides the administrator with
the flexibility in recording only
those events that are deemed
necessary by site policy, thus
reducing the amount of
resources consumed by the

audit mechanism.

O.MANAGE

The TOE will provide all the
functions and facilities
necessary to support the
authorized administrators in
their management of the
security of the TOE, and
restrict these functions and
facilities from unauthorized

use.

FMT_MOF.1

FMT_MOF.1 requires that the
ability to use particular TOE
capabilities be restricted to the

administrator.

FMT_MSA.1

FMT_MSA.1 requires that the
ability to perform operations on
security attributes be restricted

to particular roles.

FMT_MSA_(EXT).3

FMT_MSA_(EXT).3 requires

that default values used for
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Objective

Requirements

Addressing the Objective

Rationale

<>

HARBZIX, B PRHERAFF
DEEENIECT, AFD
(Egails =g e N DAy AN
RBIRN, 7eds, —fiX¥ DB
—Ix, B EMERA R

security attributes are

restrictive.

FMT_MTD.1(1)

FMT_MTD.1(1) requires that the
ability to manipulate TOE

content is restricted to

{>

The TOE must protect user
data in accordance with its

security policy.

BRI, FIRET —%
(=P R)~DF A SN2
W 7 AZHIR LR

(Xen72\0, Fiz, 77EA
flEZ R HEND TSEF 7

WA H B D/SAD — R administrators.
BEREA R AL 20 IE7RD | FMT_REV.1(1) FMT_REV.1 restricts the ability
720N, FMT_REV.1(2) to revoke attributes to the
[DBA #E[RERFFE] administrator.
DB =—H# 0%, DB = | EMT_SMF.1 FMT_SMF.1 identifies the
— It HInsT7 7R management functions that are
MERRDE (-, BUOTH available to the authorized
L), RGERE D% E GE ot administrator.
K, vy 7, SAU— | EMT_SMR.1 FMT_SMR.1 defines the specific
RAERSCFNC B3 DR security roles to be supported.
ERSIN
AR ARUNOEH, B
AER R IR 27 7 AKME
PROEFT G-, BiEL)
(2B D RE
(A% —<Fr A E]
=PRI T DT 7 EA
MERR D& BR(fF -, ELDH
L), T 7ANNITAH D%
TEC RS DB RE
O.MEDIATE FDP_ACC.1 The FDP requirements were

chosen to define the policies, the
subjects, objects, and operations
for how and when mediation
takes place in the TOE.
FDP_ACC.1 defines the Access
Control policy that will be

enforced on a list of subjects

acting on the behalf of users
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Objective Requirements Rationale

Addressing the Objective

—H(FT 47 arVFNT, attempting to gain access to a
IR ENar AR —FR ok list of named objects. All the
I CT—HLTWRITTA operation between subject and
DRV, object covered are defined by the
TOE’s policy.
FDP_ACF.1 FDP_ACF.1 defines the security

attribute used to provide access
control to objects based on the
TOE’s access control policy.
FPT_TRC_(EXT).1 Replicated TSF data that

specifies attributes for access

control must be consistent
across distributed components
of the TOE. The requirement is
to maintain consistency of

replicated TSF data.

O.TOE_ACCESS FIA_ATD.1 FIA_ATD.1 defines the

The TOE will provide attributes of users, including a

mechanisms that control a user ID that is used by the TOE

user’s logical access to the to determine a user’s identity

TOE. and enforce what type of access
the user has to the TOE.

Table 6.4-2 :Rationale for TOE Security Requirements[2]

Objective Requirements Rationale

Addressing the Objective
O.AUDIT_GENERATION FPT_STM.1 TOE %, BT —# Ok 5l
The TOE will provide the TR ENE RS A LA T H i
capability to detect and Do

create records of security

relevant events associated

with users.

< BARMIZIE, DB =—Y 0
F TV = Ma—F RN
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Objective

Requirements

Addressing the Objective

Rationale

TLT I RARERRELIRT
HUTTeBIpu, £, 77k
AN B DRk E 2
H (2T —K, DBA #IR,
AF—~ ERMER, 771
AHERR, BEATREMI R O
SELECT #[R)bxt5é L
T AUTZRBTR0,

O.AUDIT_PROTECTION
TOE [3Ei &7 — 2 &R LS
AU ECAN VAN

FAU_STG.1

TOE %, Bt 7 —# & RN IEZRHIBR
MoREL, BT —FOREEL
B2,

FAU_STG.4

TOE I%, B GEWI AR e o7
By, b EITHS BT
— D EFEEETY, LEEBMG
TN DAY=V M )T 5,

O.AUDIT_REVIEW

TOE (3E&T — &7t 1%
DIZEERENDT 7 e Az R
Ry 2RI HED, EET —2%
Ve a— o FRER LT
AN ECAN VAN

FAU_SAR.1

TOE I3, BE&E N, BIL OB AREHS
ZHRED, BET —Fami At
AN S) Ny R

FAU_SAR.2

TOE I, BRI 3 AL T 7k

REEKRINTFIHEZIRE, 3
TOFABIEET —2Di
LT 7 eREERIET 5,

FAU_SAR.3

TOE I3, Bats 7 — 2 sk, A
BT DA R 5,

O.MANAGE

The TOE will provide all the
functions and facilities
necessary to support the
authorized administrators in
their management of the
security of the TOE, and
restrict these functions and
facilities from unauthorized

use.

FMT_MTD.1(2)

TOE /%, DB =—% AR AD/SAD
—REF LSBT, TSF 5—
KR DB EE B B I BR T
éo
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Objective Requirements Rationale
Addressing the Objective
O.TOE_ACCESS FIA_AFL.1 TOE 1%, — &%k E ﬂfﬁ“é?fg%ﬁ
The TOE will provide DIPEERRHL, ORI
mechanisms that control a — ERFEE T &2V KRR ?‘
user’s logical access to the Do
TOE. FIA_SOS.1 TOE 1%, B (32T —R) D g
REEZAMERT 2,
FIA_UAU.2 TOE 1%, FEREA R T DRIz
ZFFAT DT LT,
FIA_UID.2 TOE 1%, #57pEh 3 Dl
ZEFRAI T &R,
FIA_USB.1 TOE i%, DB =—#IZE 735
FIA_ATD.1 [ZfeESN Iz Ex 2T
< @MEEZ D DB :L~4f%rﬁﬁbf
EET 07 Vs b BT

6.4.2. EXaUToHREEHKEFLE

T U7 A EE B ORI % Table 6.4-3 127”7,

Table 6.4-3 :Functional Requirement Dependencies

XU T AR EA: CC D7 ST DOk Satisfied
FAU_GEN.1 FPT_STM.1 FPT_STM.1 Satisfied
FAU_GEN.1 FAU_GEN.1 Satisfied
FAU GEN.2
- FIA_UID.1 FIA_UID.2
FAU_ SAR.1 FAU_GEN.1 FAU_GEN.1 Satisfied
FAU_SAR.2 FAU_ SAR.1 FAU_ SAR.1 Satisfied
FAU_SAR.3 FAU SAR.1 FAU_ SAR.1 Satisfied
FAU_GEN.1 FAU_GEN.1 Satisfied
FAU_SEL.1
FMT _MTD.1 FMT_MTD.1(1)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 Satisfied
FAU_STG.4 FAU_STG.1 FAU_STG.1 Satisfied
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 Satisfied
FDP_ACC.1 | FDP_ACC.1 Satisfied
FDP_ACF1
FMT MSA.3 | FMT_MSA_(EXT).3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.2 Satisfied
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XU T o RE B CC DO EE ST ORAFE Satisfied
FIA_ATD.1 2L 2L N/A
FIA_SOS.1 72l 72l N/A
FIA_UAU.2 FIA_UID.1 FIA_UID.2 Satisfied
FIA_UID.2 7L 7L N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 Satisfied
FMT_SMF.1 FMT_SMF.1 Satisfied
FMT_MOF.1
FMT_SMR.1 FMT_SMR.1
[FDP_ACC.1 FDP_ACC.1 Satisfied
or FDP_IFC.1] | FMT_SMF.1
FMT_MSA.1
FMT_SMF.1 FMT_SMR.1
FMT_SMR.1
FMT_MSA.1 FMT_MSA.1 Satisfied
FMT_MSA_(EXT).3
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1 Satisfied
FMT_MTD.1(1)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1 Satisfied
FMT_MTD.1(2)
FMT_SMR.1 FMT_SMR.1
FMT_REV.1(1) FMT_SMR.1 FMT_SMR.1 Satisfied
FMT_REV.1(2) FMT_SMR.1 FMT_SMR.1 Satisfied
FMT_SMF.1 7L 7L N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.2 Satisfied
FPT_STM.1 72l 7L N/A
FPT_ITT.1 FPT_ITT.1 TSF 7 —4(FT 427 a7V
FNFVP— N THEESR
D12, BEERWE ATHE
FPT_TRC_(EXT).1
L, OE.PHYSICAL {2V
IT BREE CIRGESNLDTD,
BIETHMEIINRRN,
FTA_TAH_(EXT).1 72l 7L N/A

Table 6.4-3 £V, X =2UT 8RB B 1S, BERMKIFRRA T Tzl T\D,

6.4.3. X)) TAREIEHRA

TOE 1L, BHOT —# =28 THY, FIHREIZL>TUT X271 EOmmWEEMED RO LND, 7272
L, BET— Y= FOKERETIHES, BF 2T AR EFORT RO THLHLBESND, LIZA-T,
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TOE ORI ~ L% EAL2 %58 35,
F7-, K ST TlE, EAL2 ORFFEED FARa L R— 2 M A, KMMETE B L O MRS O Fiixr Efit
HZEIZED, ALC_FLR.2 2 R—3 N5,
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7. TOEE#L+k

7.1. TOEtFxa!) T8

AHITIE, TOE X =2U7 1418, L TOE REDIHITN6.2 BF 2V T AR CRlib Lz a7
ARERE B AT 2 L TV DD &L IR 975,

7.1.1. EEZ(SF.AUD)

7.1.1.1. HERetEE
TOE %, IROEAEMREZIRHET 2,

0 N BHGBITOEAT —XDEREL

® T —HOMK, Wz

® EHT—HDOUHE
B 7 — 21213, ORI LR2DF TV 2/ M Lo T, 2 FEOREE (5 — 2R W FEET D, —0ld, BEA
AL 7 A RIS N DR T — 2 THY, b — FITE AT RIS NDER T — 4 Tho, B il
T 7 ARSI NDER T — 21X, BEMRERREAMCHNISNIERT —X2ThY, TOEETIIBRT
HIETTE RN, BEEFER IS NDBEE T — 213, BEEFE 7 7 AV 2 A ) e U ORGSO T
—X2THY, ZRAICHWONS, WHFITNERICFEZETHD,
7.1.1.2. AT —2/E(SFAUD.GEN)
TOE 1%, AR HERIAERNCEE T —FE IR, XA A8 7 (AFEREA) 200 T, A SHES,
Y7V NG HR, FROME, BIOZOMOEEFHREELIZ, AN 7 7 /VIZFLEkT 5, TOE I,
OS HEMEAFIRL, HA LAY T LT D REA EBLT 5 (FPT_STM.1),
EEATHERE D BB L OME T, HIRDB & HLE 12X -» THIEIS LA,
R 7.1-1 1T, FLM], BEEMRELR, BIOBEEGRERT LICEATLEIGBIMS DA Ho i B
tRERT,
TOE I, #& 7.1-1 CRIEENREGORERICEET — 2287 5(FAU_GEN.1),
TOE %, & 7.1-1 TR T HRMEBIOHNL T, BET —FE BT DEE MR FGA R 58, BRI 758
REATRHET H2(FMT_SMRL), 72721, BEAEMAFRICE T OB AR FGIL TOREINTEY, ZhbHD
TG HEGERNTHIETTER, o, YiZRE Tl AR RERDA T Vo VNIRRT HI LN TED,
DI, AR REGO RN ENIIILFIZO AR T — 2T H IR T HZ LN TED, TOE 1,
B AP R FROBRNOFE %, Bih NZHIBRT5(FAU_SEL.D)(FMT_MTD.1(1)).
e T —2I2IE, AT OBEEF RN END,

® HZD AL (FA LA THAE5)

® ATIGHG (BIIE, T T/ B AMEROL57)

® T U= INHRBNE R (P — T e REE T B0 DB 2 —H O AHRA] 1 (FAU_GEN.2), 33X

[52]



HiRDB-ST-5.22

(¥R B Sr AR

Heim )

® HHOFE (RN EIT L)
® SQL=—RFiFf& Ta—R
I, BRI L ESMICEMSNAEERRL, £ 711 IR T@YThHo,

#£ 7.1-1 FHRE), EENRER, BIUEEHRBERTLICEETLITEMENSEEFROX ISR

il BRI R ESR BN DA H
BE A H R HiRDB DL H) B AR O RR EfE
HiRDB O#& 1 7L
A HERE D RLEN K T 7L
BEEREBN 7 ANV DAY T 7L
BEAGEIR OITIRR, ATHIBR | BE A REBF R OIS &
BRI R F R DEIR 7L
EE ARk FEXBLA 7L
AR Dwyr, o bR | G R T
HFRRERGIAEEROLEE | RERHOHE
IRAT =R/ NUFERD I 2 HE i3 DA
SV 2 H i #% DA
Pefoi Pefoi AT Rl
HEFR DAt 5- AR L SAT — R OB | BERS I ER AT -
(GRANT LD 3T) INAT—R DT IRAT —REZEFEZ T2 DB —F OFR Al k)
+
DBA HERDfT 5 DBA #[RZ A+ 5-&i 7= DB =—H OB Al k5!
T
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B A REBI R DR IE )
HEMRDEHE L R L SR =R OHIBR | BIBRSALZER ATk
(REVOKE X ?D%E{T) | DBA #EROTIHL DBA FERRZEHS 4L/ DB = — OFR A5k
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F7 V= OHIER L —HPROHIFR =W RO
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1. TOE %, T X COEAEMNMAEATEERI Ot MR E I 2, BaT — X THRB O TH
B, WX EATHITENTE, TOMRNPMNSND, BET — X OB, WAL, TREOEAEH
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TOE i%, DB =—H¥&RATL CEIET DY — 7 A28, DB —H 2047 L CTIfET Hthoh— 7 et
[CTFWTHZEEBE, L TENESE D,

7.1.3.3. FERH(SFI&A.LCK)

TOE 13, Heal b R A B A #il (R 328408, BD, DB — 285 R — O Al FB 12 W 72785 ED

[57]



HiRDB-ST-5.22 (BR) B Sz BERT

AT, ZOHIMREE (DBA HERRIRFFE 2L oC, 124 E 10 LU F O TR E Al 6E) 2l 2 Gl L TRkl
=3t TORB AT Ay 7T HREREA RIS (FIA_AFL.1), TOE 1%, uy /& C B8l 144
BT DR E R AT 2, TOE (X, BB F0uy s, vy sk, —ERR (a7 REHE) #HE% 12 B 81
(ZIRBRT 5, £z, A~ Rizkbry 7 fifk% HIRDB EHE O LG 35,

7.1.4. FF%E-#EREESFPRY)
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TOE (%, DB =—¥ D5 EkEHIFRE FE4T A FEL L(FMT_SMF.1), B A%< DB =—¥&%f4L LT DBA
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HiRDB & 4 0S =—# &L C TOE OF# - 1 B 2 O E B,

HiRDB 7747k SQL XZEFEITT 520D %E L% HIRDB — N EL, TOMREEZET507
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SQL VL —rat T —a_R—ADEESHE, SQL 2 WD LT, 2—FROEHRST

— SR, U — s a VT — SR — R BIT B R E AR AT i T AR LT
kTS,

SQL A #7xz—2A

SQL i 145 TOE ~D7 7t AFE, TOE (2L 5l - A2 M ET D,

UAP FIRFEDBRE ST LT 7V r—arrar I a8, TOE OTAX A E>THHS
N
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