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T.MASQUERADE A user or process may masquerade as another entity in

order to gain unauthorized access to data or TOE

resources
T.UNAUTHORIZED | A user may gain unauthorized access to user data for
_ACCESS which they are not authorized according to the TOE

security policy.
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T.TSF_COMPROMISE | A malicious user or process may cause configuration

data to be inappropriately accessed (viewed, modified or

deleted).
T.UNIDENTIFIED_ | Failure of the authorized administrator to identify and
ACTIONS act upon unauthorized actions may occur.
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P.ROLES The TOE shall provide an authorized administrator role

for secure administration of the TOE. This role shall be

separate and distinct from other authorized users.
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ANO_GENERAL_P
URPOSE

There are no general-purpose computing capabilities

(e.g., compilers or user applications) available on DBMS

servers, other than those services necessary for the

operation, administration and support of the DBMS.
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It i1s assumed that appropriate physical security is
provided within the domain for the value of the IT assets
protected by the TOE and the value of the stored,
processed, and transmitted information.
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