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HFik3 % SMTP % — D7 KL RAERIEICET IS, £720E RAAL A ORFEIZE - T SMTP
P—ROT KL AZFHTH5EIC b%%/%%WwAbﬁéDNS#~A®7hvz%TE
EHREINDHZLICL-T, BEEZFSOEN Ry NV —VBREMEEZZE 2T ElZfEEEhD
P—RAR Y 7 AT 7 A NABEEFEENTLE D AH @#%é_&%%ﬁbfmé FTP £fETh
AU, FERIC R AL U4 ORBEOHAAZFIHT 55603 0 . E-mail RO TREMENRE SN
5

S 62, MFP O7 RUAIZERT 5y NV =V REAZRNEICEL I N5 . TOE Th 5
&Eofﬂﬁﬁéi—%ﬁ\KE@EV%4%4H7747/bPCW%7)/h%%%ﬂ%L
TLE ) AREMEZEEL TWD, Bt 7 4 ANOMO 2 —H 125t L THRMEENER SN
Xa VT A XET AN, BIE& TV N7 7 ANVPRERTZ T 4 T 4 IZEEESND L MEE
5,

Z O PC-FAX ZE# . TSI ZE#&EIX. FAX ZEOHEAICRAEL I D, BERLARWER Y 7
x774w®%r#%$¢575r%@mbfwéo

Z 2% LT O.CONFIG (Z ;DJDEﬁ%EK%%#é*ybv—&&ﬁJwiAXxiﬁﬁ\
TSI ZEREEHET HEFNZEBEITHIRT 5L LTV, RGO TREMEIIRESNS,
OE.FEED-BACK &, FEHEOFEREICB W T AN SN DK AT — K| ﬂbf% =7 4
— KNy I HRTT AV r—varERHTLHELTEY, £/ OE.SESSION (2 &V #EKT
BlZiIn s/ 73 ERANERES NS 29, O.CONFIG iZ+4oH0HR—hEhTn5

L=l o TREEIT ot S Tnd

® TACCESS-SETTING (£Fa ) T« ICEART IBERERHBDOFEERE)

AEBITEX 2 T 4 ICBMRT 2B EOKREREE LR SN Z ik, FREMICRy 7 27
FTANRE X2 VT A LET 7 AV, FBAE& TV > 7 7 A VOPRERIZFHEIET 5 afRetE 2 48E L
TWb,

O.CONFIG I LV, —#HDEx =2 U7 4 ICBET 5% EMEZHIET 2% 2 U 7 1 si{birED
REXEHERL O — A V=T EHICHFT5E LTEY, BROWEENRESND,
OE.FEED-BACK 1%, HFHEOFGEIB W TANENDEFE AT — RICH L CIR#ESNTT o«
— KRy 7 Z2iRT T FY r—ra &4 5E LTEY, £72 OE.SESSION (2L &L+
— R —bERXE— ROBER TRIZIZTZENEha 74 7T 5 EHANER IS 729, 0.CONFIG
o AR—rshTns

Lt#of$Mﬁi+ ﬂ#éhfvé

® T.BACKUP-RESTORE (/Aw#H 7w FHge, YR F7HEEOFRELER)
RGBT Ny 7T v THEE, VA NTHRENAREICFAEND ZLIZLD, Ry 7 AT 7 A0
X2 VT A LET AN, BRE&E TV U N T 7 AV DA REMEDN B S, NAT — R
FEHO®H DT — 2 NIRRT D, FHEFEESENUSASNEREER, Ry 7 A 7740, EF =
VT A XET 7 AN, BiE& 7TV > v 7 7 A VBN T 5 et 2 BE L T 5,
O.CONFIG ik, Ny 77 v 7kstE, )V A D THBEORIA 2 E IS+ 5L LTEY,
BB DOAREENREIND,
OE.FEED-BACK 1%, HHEOFILCBWTAN SN DK RSAT — RIZk L TR#ES N7 o«
— KRy 7 BRTT 7V r—va v R+ LTEY, £72 OE.SESSION (2 X 0 #{EKT
BiiIn s 7T HEANER SN S7Z®, 0.CONFIG 2% R —FLTW5,
L7=l o TREEITZ ot S Tnd
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A34 MARBOEX L) T« AHRHICHT S5 +5K

MO F 2 U T 4 TEHTHIET 28 F 2 U T WG NI DWW TLLTIZHT 2,

® P.COMMUNICATION-DATA (EH&7 7 14 LDt F 17 7EEE)
KO X 2 U T ¢ e, z/bv 7 FICHNATEG 7 7 A MZHONWT, FUEME & T
B0\, ik - FAELIFETIHERICBWTIE LWEFEEMEEEN D A2 LTIZAH %
ﬁi\itﬂ%%k#é:&ﬁmtfwéo%%_mbfﬁmféni;wtw\ﬁmf@@ﬁ
WCBWCEx o 7 Rl EHELZ IR T 20T R, EX2 VT4 XE, Ruv 7 27740 %2H
51272, MFP LRIFEDES 7 54 7 >~ PC I THRARIR 1 SO FENREEEN D LENR D
Al
O.TRUSTED-PASS (2L 0, MEMEOHIEBRTHD, Ry 7 AT 740, ¥Xa VT 0 LEY
TAN, BAE& TV N7 7 AN LT MFP 2627 547 FPC, £72137 747 k PC
5 MFP & W o 7R OEZFITB W TIE LW REICHEEET ¥ rv 2t 5720 flfiko
X2 VT 0 FEHNERT S,
%72 0.CRYPTO-MAIL (2L VW, MFP /527 74T b PC~A— M TEEENDIR Y 7 A7
7ANEELWHTEAESL L CRETAMELZIRMIT T2V 7 o xR GEHI LD
MEROEX 2 U7 ¢ FEHIFEB S,
é%iﬁﬁﬁ%¥*W%%ﬁET B, A= EDRY I AT 7 A4 VORFELOERR, %55
%7 %1%, O.CONFIG |2 L W HHEICHIIR S TW5, £7- OE.FEED-BACK (%, &HE D
EaE kwTAﬁéﬂénxv—F XL TIRESNTE T A — NN P B2 RTT Y r—a v
ZRIHTHELTEY, £7- OE.SESSION (C X V#EKR THIZIZn 74 7+ HEANER S
572, 0.CONFIG # ¥R —hLTW5D,
LN o TARMBO X 2 U T ¢ FEHE, ERTH7-010 0 Th 5,

® P.REJECT-LINE (AREENSDT VY RAEL)
AFRE OV X 2 U T ¢ I, WEEFR v NI —ZIZFZ 5T D7 74 T > b PCEB IOV —OEM
T =AW Ay T =7 BN DT —Z1Zx L C MFP I8 S 72 FAX == v + @ FAX
AREFRO 2B LT, AREFRENST 7 v AENHZ L& EIEL TV 5,

IO ALEIC LY FAX 2=y M E#HE L7258 I28WTH  ARBIRED b 2T S, MFP
O FAX AREFRAOZN L THNER v b T — 7 [ZEIEE SN D ER T — X #2815 GERg 2k
AR ERBEa~ LV R) BN, WXy b —Z ITIESNRNI EEBWRLTWD
O.FAX-CONTROL 12 kv, — T — X 2 GLeNE Aty NI — T I(FHET DT — &’ﬂbf NS
ERRN D FAX 2= v b @ FAX AREFROZRB L TOT 7 A& EL TS, £z
OE.FAX-UNIT 2LV P —E R P=TI2E VAT a =Y ThbH FAX == h» MFP
I SN, EHEND Z ENEREN D720, 0.FAX-CONTROL ZH7R— K LTW\W5,
L= o TARMIB O X2 U T 1 FEHIFERSN S,

Copyright © 2011 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
31/106



bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 / bizhub 7828 / ineo 423 / ineo 363 / ineo 283 / ineo 223 / N607 / N606 / N605
2E#I#ZFo 7 ALUDOY0-0100-GMO-04 tF2 YT E—T Wk

5 ¥R VKR—RY MERE
5.1. ¥isRkiggEa Vo iR—F% > b

& ST Tl BRI D LV R—F > b & B 0EHT D, HFa )T HIEEFOBINE, T
L7 EROHEIE T OMY T 5,

® FAD RIP.1

FIRET — 2 L ONTSF 7 — X OB EREIRET S L2 ERTH X2V 7 A HEEECTH B,

> PR EM
TSF 7 — % OEAFERILEE BRET DM ERN D DM, BEEREEOB S 20HT 522 Y
T 4 BEREEERIL, FIHE T — & 1Cx+ % FDP_RIP1 LcRM7- 5700, RERZW -1 F
2 U T ¢ BEREERIIAFAE L2\,

> BALEY 53X (FAD) OEH
FIHET =2 KO TSF 7 —% OR[RL MEOT—2 DX 2 U7 ¢ il U EEE72
W, ToTHLWI T RAEBER LT,

> #@RELE=773) (RIP) OEH
FDP 7 7 ADY%# 7 7 I U BT H2NEFEFA LT, TSF 77— X ETHEEILELZHD
ThHHD, ZO77IV ER—FUvE#EH LT,

® FIT CAP1

TOE N ITERE CHAHIMBT T 4T 4 DX 2 U T 4 #iEZ AR T 5729012 TOE I 25 e

BEHERETE-00tx2 ) T A SEEHRTH D,

> WSRO EMS
TOE MM DX =2 VT B E2FHT 256, IMBOEX2 U 7 4 BENENICEX 2T
THHIZEHLEBETHDIN, MIDOEX2 U T s HREZIE L <MW Z 723 7HIZ TOE #7234
PP REBNIHEFICEETH D, L LARERO L) ei&iTEx = U 7 ¢ e B ICI3f7
ELZRWN,

> BALEYSRX (FIT) OEH
CC/R—h 2ITIFRWVH LWERTHDLTD, HILWI TAEER L,

> @RAL77 3 (CAP1) MO¥ER
77 A LEREIZ CC /28— F 2123 VWH LWERTH L0, HiLnwZ 7 IV EEHRLE,
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5.1.1. FAD_RIP.1 DES

® VS RE
FAD : &7 — % Offi
WEFRDEM : FAD (Functionaly requirement for All Data protection )

0 IS ADPE
ZD7 T AKX, FMAET—4%. TSF T —2 O[S fi#E+T 5 2 L ICBET 5 B2 e 15
77 IUNREEND, KMETIZ1ODT7 7 U BNFEET D,

— &7 — 2k iRE (FAD_RIP) ;

@ J7IDABHEL
ZO77 IV, BIRENTHERN ELT 78230, ROBH LIMERLIZAT V=7 b,
TSF 7 — %037 7 B AARRICT 2 _R&E TIERWERZZERWVWE DT HRBEMEICHICT 5, 2
O7 7 VX, WEEANCHIBRE 23 S o3, TOE WIC E 7217 ET 5 Al REMED & 2 1F iz %t
T HRELERT D,

® JIUR—FT rDLAILGFIT

FAD_RIP &F—4DEFIEHRIZE |

FAD_RIP.1 : [B/RIGLEBAER D2 T — X OBRAFERIRE) 13, TSF ([C K-> THIE SN2 E
RFAAT V=27 OV Ty b, BROEETH 5 WITHEEE TRERICEWN T, CORFO L
DEIFERNE BRI TE 20T L & TSF BMAGET 2 2 L 2R T 5,

EZE : FAD_RIP.1

BRI 70 1 RRAE 2 AT O FIRE BRI 2 & el

&1 . FAD_RIP.1

FRENDZEHT 7T 4 ET 413720,

FAD_RIP.1 ARG HERFRDET— 2 DERFHERRE

FAD_RIP.1.1

TSF X, UTOAT7 V=7 b ROTSF 7 — #1572 BURIZRIEERIEICB N T, HRICEH Y Y Tonk
LR D EDERONF BRI TERLS T2 2 LA RIAEL 2T NER SRV [Ny 772 =2 fo VX PR
OTSF 7—4D Y X M,

THRIBEfE i L
KT : L
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5.1.2. FIT_CAP.1 DEE

® VS RE
FIT : IT 855= 27 4 7 1 & Oififh
WFrDEM : FIT (Functional requirement for IT environment support)

® 75Z0)5\ZD_3’5L\
COr7 AR ITRET T 47 4 BT 28 %2 U 7 4 — X ORI AN B 5 Eif %
FETD77IVMEGEND, AMETE 1207 7 I U BIFET D,
— ITRE= T 17 4 OF (FIT_CAP) ;

[ J 77 E U 0),5\635“
ZO77 IV ITREZ T 4T 40X T A HEEZFIHT2ICHZ-> T, TOE (243 L
72 DRESIDIEFRIHINT D,

® JIUR—FR bDLANILFIT

FIT.CAP  ITHREITATADFATEI-HDEES

IEFROEM : CAP (CAPability of using it environment)

FIT CAP1: NIT BB T 4T 4 DX VT 4P —ERAFAFORES ] 1T, ITREZVT 4
T ARS8 X2 U T A HEEZIELS AT 57200 TOE (24 L 72 5 HE 0 BAR LIk
I D,

& : FIT_CAP.1

FAU_GEN %= U 7  Bf 7 — 2 EMN PPIST IZHENTOIUE, LT DT 7 ¥ a2 Y EEAEMRIZT & T
b5,

a) b ITBEIT T 4T TR HEIEO KL

b) HA IT BT T 4T AT DT~ TOBMEDHA (k2h, K

&I . FIT_CAP.1

UTOT7T 73 a3 NI FMTICBIT 2EHEgE L E 20N 5,
FRENDEHT 7T 4 BT 413720,

FIT_CAP.1 TREI>TFA4AT40EX2) T+ H—EXFIRABOREN

FIT_CAP.1.1

TSF 1%, [Blf;: IT#H Gz T 7 PSS F 2 V7 —EXNR LT, £ —E R &2FHT 2
72D R RE N 2R Uit iE e O BN F = U7 Y — E X DENEICLZELRFE D Y X [,

T : 2L

R R/
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6. ITEXxalT+EH

ARETIE, TOE X = U7 ¢ BEZ >\ TRtk 95,

<GRILEREIZTDOVT>

TOE ICHE L ENDI X2 7 o HEEEHZER T 5, #iEEd a L R—xr> ME, CC/X—F 2
THESNTWDLIHLOZEEMGHL, 7~V ER—OLOEEHT 5, CC/— bk 2 Z5E# Sz
BrLVBINEMEIL, CC/3— b 2 LA LW T L2k LTl L T2,

<tFxal)THEEEEH “BRE° OBHTRAE>

PLFOFRoFcBNT, £ XY v 7 BOR—/L RTRENDRLIT. “BIM”, £/ @I X
NTNDLZEERT T —FA L TREINLELDOEBZIHENEXTAFZ Y v I HOR—/L KT
IRENDEELIE, T H—T A SNFCEFTN FEE” ShTnbd 2 EE2RT, 7LDk
FEIUT T TREND BT, Yk E R B IEL” S TERINL TS Z L ERT,

<IKREFEHDOBFRAE>
CIEME ORI B W TR “( )7 SnFiornEnd 700 %, ASTICTHEAESN D EX =2
U T A BBEEIED T~ L h T, A ST IZCHEMT 2 LEMDORUVMEIEETh 25413, R
NIZT “@WH LW L L TW5,
6.1. TOEE XU T4 EH
6.1.1. TOE ¥ 7 4 HEeEH

6.1.1.1. Y R—k

FCS_CKM.1 BEREM

FCS_CKM.1.1

TSF 1%, LA FOLEI: o J X FICEET 5, BE SN ERAERT NIV X LB stk
LT Y XA EFRE SN BEEE B AR > T, BEEHE AR LT ER b0,

I ZVERE
[# 2 WERHLH BEE - T/0TY XA - @R ISR

[t A gtk 71 = XA]

It AR -
[# 2 WERIN (B 7T ) XA - ROLEI ISR

THIFE R ©oL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1), FCS_CKM.4 GHH L7Ze\)

® 2 BSRLEM RE-T7LIUIXL-BROBRK

EBED R K EERERTILTY XL EERE
FIPS 186-2 BB T /L =Y XA - 128 bit
- 192 bit
- 168 bit
- 956 bit
2= 3 /LSRR =2 3 /% HDD BEE@ERT /LT Y XA - 128 bit
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2RI 727 A1UDOY0-0100-GMO0-04 tF2YTrE—rwk
FCS_COP.1 S 1RE
FCS _COP.1.1

TSF X, [ElIft: fZED U X FICAEBT 5, BESNEREST A IT) XA[ES: 1FE 717 XAl LG
E Bt gERNCHE > T, (Bt #FEHFED VX M a7 LT b0,

[BiIft: fZiEp J < B -
1% 8 BEHHEEE T/A=VUXL - 8BF - IFHFHEIEDBE) IZ788

[Ef;: B 7= Y XA
[% 3 BEME TATYRL - BE - BBEBIEDEIE I25#

(RIfs: 54 -
[% 3 WEMBE TATY XA - E - BEHEORIF IZER

(RIS s 5 #Fo V) < M -
I3 3 WEGHRIE THTY XA - BE - IEGHRIEDER 1278

Tk oL
rgead . FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—##E %0 4)), FCS_CKM.4
GE A L72u)

x 3 BSEME 7ILIVXL -8R - BSREORER

BEDYR K EEs7ILTY XL SRR ESRIEDANE

FIPSPUB 197 | AES - 128 bit | SIMIME {57 —% DEFHE
- 192 bit
- 256 bit

SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME #(57"—25 DR 5L

FIPS 186-2 RSA - 1024bit | SIMIME (57— 5 BFB-{E.D 7= 0 DIF S SR DIFEE
- 2048 bit
- 8072 bit
- 4096 bit

6.1.1.2. FIAET— 2 RE

FDP_ACC.1[1] YTty b7 X

FDP_ACC.1.1[1]

TSF 1%, [Biff: #7722 b, 47522 b, ROFSFP TRPNSV 72z 2 PG T2 2 FDHEE
DY X MK LB 72 & X SFA % F25i L 22 1 7UE 72 5720,

[t #7722 b, 72 b ROSFP TRPAS Y7 x 2 N 472 x 2 FEOMBIED Y X R
[% 4 Ry 2 X727 EIHH _ HIEY X P IZ5#

[&ify: 72 & xHi# SFH -

D2 X7 XEH
Tk oL
RKEMN :  FDP_ACF.1 (FDP_ACF.1[1])
K4 RYDRATOERGHE BEIVXE
HIJoxH bk I H bk Z=1E
FIfHE AT SR | Ny X - —BFT
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HyIoxH) b AI7oxH k R1E

Ny I X774 /b - Hify

- X5 (E-mail 5, FTP /5. SMB#¥/5, FAX 215,
WebDAV #/5)

cFora—F

DI I X ~DEE)

DN T ZA~D T E—

c NBERE T ~D 2~

N I T w7

FDP_ACC.1[2] Iy b7 XM

FDP_ACC.1.1[2]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSYV T2 fE 7= 2 DM
DY 2 Nk UCLEIS: 72 & X5 SFA % 356 Ui hude 5 7a 0,

[BIff: #7Pz2 b 47522 b, RINSFP THRPAS Y 7= 2 fE 7 2 MEDHED U X ]
(#6565 tF2 Vs XE 744 T2 G HBEYX P IC508

(& 72 & X758 SFP :
CF2 V7 XEZ 74T 2 I

ThIfE B : L
&R7FE . FDP_ACF.1 (FDP_ACF.1[2])

£5 tXaAUTAXEI7AILT IO IGEH BEEJRE

H$ITxH k Iy b B1E
FUFE T 8522 tF2 YTt XET 7L - —EFr
- Hifey
s NPT 27

FDP_ACC.1[3] YTty b7 X

FDP_ACC.1.1[3]

TSF X, [Bff: 7= b, 772 b, BROOSFP TIRPAS Y T2 G 7= 2 FHDOHRE
DY Mk L& 72 & X B SFRA % % L 72 0 3728 6720,

[Bift: #7Px2 b 472 b RNSFP THRPAS 7z 2 N T T = 2 FNHDEED U X F]
I# 6 REGTHET 7 EIHH BEY X P 12708

(&Gt 72 & X 4)# SFP -

REGH T 7+ R
T E L
&KEFE :  FDP_ACF.1 (FDP_ACF.1[3])

x 6 XEBETIVEAGE #BEUYRL

HJoxH bk IS H k #=1E
FIFZEEAITT LR | « SMTP V—N20—747 = 2 F - RE
« DNS H— NI —7472x 27 f - UXpAT

cMFP7 FLRAIZN—FF 72 b 8
« PC-FAX ZGREFT 7= 2 P

8 MFP 7 RVAZN—TFT Py h&id, IPT7 KU A, Appletalk 7'V v #4732 & MFP RIKDT KL R T3
— DT —HDZ L THD,
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H$Ioy k Iz H) b 1R1E

RS — ST D=7 |

FDP_ACC.1[4] Iy b7 XM

FDP_ACC.1.1[4]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSYV T2 fE g7 2 FEDHRE
DY 2 NIkt UCLEIS: 72 & X5 SFA % 3466 Uit ude 5780,

[y # 7Pz 2 b 47522 b RINSFP THRPAS Y 7= 2 P Ed 7 2 MEDHIED U X ]
I3 7 BIFLTV P77 T 2GR HIEVX M) (2508

(& 72 & X758 SFP :
BAEE 7V > P 7 7 AT 2 B RHH

TR : L
&R7FE . FDP_ACF.1 (FDP_ACF.1[4])

RT7 BERTUUEI7FANLTHOEREIE BEYRF

Iz H Iz H kb B1E
FlfFEE AT S5 BEEG TV T A . BN
- Hifgy
Ny I T
FDP_ACF.1[1] X2 )T BEICKD TV ERGE

FDP_ACF.1.1[1]

TSF (X, LT OEIS: FEhe SFP FIZHENWTHIh S V722 f o472 fOY X ROE4
IZSH T 5, SFPRIEEF =2 U7 ¢ G, E/L SFPEEF =2 V7 ¢ FHEDE Gl i) Sz 2 n—71
BT, A7 Y= Mext LT B 72 & X## SFA % M L iz 572,

(Bt REAz SFP FICHENTHMSA S Y7 2 f G722 POY XM, ROELITIST S,
SFP Bt = U7 ¢ Gl E/2id SFP BT = U 7 1 [GHEDE B Sz 2n—
<Pz p> <H Tz pEHE>
- FfFEEAITTE LR 2 = cz—FEMH (=—FID)
- BB ESFT (BP9 ID)
Ny 2 @M (2 X ID)

- BHEEBM
<Az ;> <Az FEH>
By R = ca—¥EM (=z—FIDor #£F or F5F5ID)
P TR T A = Ry B (A2 XID)
(Bt 72 & %) SFP -
Ko 2 X T2 R G

FDP_ACF.1.2[1]

TSF . SNV 7 V= s FEFHENTAT V=7 N TOBERTFINDNE I DERET D720
(2 WOBRINZ I LT L2 oo (Bl iS22 =2 FE#HS 472 =2 M T
I oA 72z 2 KT B IR/ 55 7 2 & X 35T 35,

LB IS e 722 2 P EFIISET T2 2 YT BIISHh a7 2 MK T 3HE SR
JERRIEIZ T3 7 2 X 58T 3 HH)
<BAIF > 2 X IZ5FF B BRIEFIET >
FIFZEERITTEBERL1E, V72 FEMED2— BN (2—F ID) *—FT 377 =2 ME
D2 —FBYEIFOR Y 2 RICH L T, —BHE RErT S EBFTINSE,

S TI—T0RK > 2 25T B ERIEHIHT >
FUYFE &7 d 35 X2k, #7x2 FEBHEOTBEF (8577 ID) & —#&%7 547 =2 FEHED
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FTBH & FFoR > 2 RIZH LT, —RETHIEET S EPFTINS,

<SHEEFHR w7 XICHT S BRIEGIH >
2 —FEM (=2— ID) BEESIT SN SFFEEAITTEZR 2N, 4752 MEMED=Z —F
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ID SBEEAHT BN D, E-EMERFES S & FIA_ATD.1, FIA_USB.1 (IC LW FIHAZRITT 5
Z A7\ ZEP ID 25EE AT B b, FDP_ACC.1[1], FDP_ACF.1[1lic kv, FIHEZRITT D
ZAZX, Y7 V27 bO®Xa VT ¢ BHEOITEEM B ID) & —#HT 52—V RUENRHE
ENDLRY I A (TN—THRy 7 R) 1Tk L TERRBENTFISNS,

FIREIRE TRV 7 V—T Ry 7 ANDR v 7 27 7 A VEEETDIE, 207 L—
TRy 7 AORAEH A EINTZ2—FTHILEND DM, HFRGESF N MEARFGESFX] @
4. FIA_UID.2[6], FIA_UAU.1[2lick Vv, 2O 7 V—TKRy 7 AOFA &2 #HF ] Shiza—W
ThbHZEEMBRIESND, WMHFRIEF R T —VRRiEEE R Th 585A THEmMA
BEESNTWRWERIE, ZOHMOFHEFTF SN2 —FThHhdH Z L%, FIA_UID.2[6],
FIA_UAU.1[2lic X v | &BIRRFET %,

FRREICIE, FIA_ UAU.7TI2L D, RRNMVIRESNT T 4 — Ry ZIZATE 1 XFIT LI “%7
R L, B AR — T 5,

FIA_AFL.1[8IIC L 0 | /R BakdT LIe ANRIERAEDO S &1, KIRDE, 5 B/ SFx b D
TRTOANZ A Z2ESR L, FIA_AFLA[TINC X0 REBhEBaER 1~3 [BZET D &, LIEZE D
PRI HRRGHEREZ 2 v 7 95, Zor v 7 IREE i"ﬂ%@%%@w Lo TSNS,
FOITN—T Ry 7 AORNAEH A SNTZ2—FTh D Z & ORFEITH T D AR AED R TIa]
@T%émﬁ%ﬁﬁﬁ®%ﬁﬂﬁﬁijmwjﬂnﬂﬂuiw‘ﬁﬁﬁt WZEFRT SN D,
FIA_ATD.1, FIA_USB.1 {2k V., FIHZRITTH X A 712K v 7 2 ID BEEMT O D &
FDP_ACC.1[1], FDP_ACF.1[1lick v, 7Y =7 Fatko#MID, Ry 27 2 ID & —#HT 54
TVl NEMERFOR Y 7 AT 7 A /WIx LT, HIM, ¥oyrr— K, £%XE, BH#), a2—
DOEMENFFA S D,

<TN—T Ry 7 ADEBIT MBI B>

FMT _MSA.1[Bllc & v, [ ID) 3B ESNDHR Y 7 A0 —F@EEOETHRIEIL, T/
— 7Ry 7 AR EFFA SN2 —W, FEEICHTFAT SRS,

Ry 7 AT 7 ANDRy 7 Z@thix, FMT_MSA3[BIIc X v, BRiEgs L GRERENEZR v 7
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ADR v 7 ZJgHE L —BT DEBPRES N D,

<TN—T Ry 7 AR T 237V =7 MNEtkOBEEIC LB B>
FMTNWDHHLFMLMHMH@K&U\%WID&U%WNXU—F@ﬁﬁ\ﬂ%@E\&
OFBIEL, BEEZTICHES NS, £72 FMT_MTD.1[3]ic . BB ID KON SR T — K
OUWEX, EHEHELFICHR SN D, 22— wét%héﬁﬁﬁﬁw %§%1Z . FMT_MTD.1[12]
WX EHEE R NZOEMAOF A Z 7 Sz —W 7 IcHR S5, FIA_SOS.1[1ic kv,
PN AT — ROSVENRFES N5,

<HBPIRRRE ST D B >
FMT_MOF.1[3Jic £ ¥ | HPIFRAEERE D 5 5 F WVEBE A L EE BLIEBLE 72 HIR S D,

<EBHHE VX 2 TICHERFT 5 DI E A >
= get.admin &M

<P —bE R V=T X 2 TICHERIT 2 72 DI E A >
= set.service &

<KEHOT- D DOEE], E G
_hgﬁﬁ%ﬁﬁ&nm:FMTSMRH]@i@ﬁ@%‘FMTSMRH@’;@%@ﬁw—fﬁ
v 7 ADFIREFT R SN a—F & LTHER SRS, £ 2 6EEREIL, FMT_SMF.1 (2 X
DEFESILD,

I OBEBOBEREBEM M- SND Z LIZLY ., KeFxa U T 4 (RTINS D,

® O.SECURE-PRINT (X UTA4XEI7AMI., REKTV Y FIT7AILT Y RGHIE)
AKX VT 4R RTTEHIL, BEXF 2V T 0 LET 7 A T 2 8t E2HB LT D
FTEXF2VT A XLET 7 ANMITONTTHDIN, X2 VT 4 LET7 7 A VOHINMEZ ZDEF
2 VT A LET 7ANVORHEZTF SN2 —FEHICHIRB L TR, 77 & AHI#ENZE%RT
HEERMETH D,

<EX2VF4UET 7 ANT 7 AHIE>

a—H L UTHBEGEES NS & FIA_ATD.1, FIA USB.1 2 X W FIHARITT 5% 27 |[2a—W

ID A3 EdfT ) 55, FDP_ACC.1[2]. FDP_ACF.1[2lic kv, ==—H% ID #E-oFfIHE 2 R179
HHEAIE, B X2V T 4 LET 7 A MK L T ERREBENRT TSN D,

X2 VT 4 XET 7 ANVERNMT I, 208X 7 0 XE Y 7 A VORMAZTFT SN

2—HPFTHHLEND HA, FIA_UID.2[4]. FIA UAU2[BlICLY ., 20k F=2 VT 4 XLET 7

ANOFHETF A ENTc2—FThHD 2 &2 BERRES D,

FRREICIX, FIA_UAU.TICX Y, NSRS NT=7 4 — Ry Z I A 1 LT 8T “x7
L, M&%ﬁf—h#é

HAAHJ[] L RBRDBE, BRI SR AN L DTN THOANZA AL, HAAHJB]

X, Tﬁ%mn#1~3@_$¢ék WX VT 4 CET 7 A MR 5 R EE

/yﬁéo_mm/yh %, BERE OMBRERIEIC Lo TR S D,

Jz#:L)74I¥77/r/b0)%lH%%rﬁTéht:L—#f&;é L DFBFEIZE T D AR EIFRRED R
Eﬁf%émﬁ%%@ﬁ®%ﬁ®ﬁﬁiZMHJHDH]LJD\ﬁE%K IZFFRT SN D,

FMJEDLFMJBBluiD\ﬂ%%ﬁﬁ?é&X?K?#:U?%I%W%ﬁﬁﬁDﬁ%@
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i s &, FDP_ACC.1[2]. FDP_ACF.1[2lick v, 7V =7 NEtkotxa VT 1 TEN
I ID & —BT 547V =y NEtEaE ot X2 VT 4 0ET 7 A LTkt LT, FIRIEER T
Eib,

BB Xa VT ¢ SCENEHIE ID 1. FMT _MSA3[21L 0 ¥ =2 U T ¢ 0ET 7 A L ORAFR
W —EIZEM SN AN G 2 5TV D

<ﬂ%;9%4iéﬂxv~ﬁ>
FMT_MTD].[S“:J: D utuu *IJ)EH éﬂéﬂ?ﬂ?; ) T/f )‘Ci/\x J— ]\ @ﬂﬁ :L’_“]j:flbj—ér_gﬁF
X d, FIASOS.11lick VX =2V 75 4 XE AR — FONEIIHRIEEIN 5,

K quuE&7 U M7 7 A1 ;/DI/\VCVC&)éﬁ NLHE&7 J v ]\77/])/1/0)&])%”%_’%@;%;1&&7
VY b7 7 ANERG L2 —FEFICHIRL TR Y . 77 & AHIENCERT 258 BB M ET
»H5D,

<EHEE& SV v N7 7 AT U & X >

FDP_ACC.1[4]., FDP_ACF.1[4lick v, =—% ID 2R HEEZNRITT DX A7 1%, ZTD2—
FID & —H T 22—V EMEEFTIREE TV > N7 7 A Mkt LC—EER, FIRHERIEN AT
b,

RERIEE TV 7 7 A NVICERES NS 2 —VFEMEIEL, FMT_MSA3M4lIc XY, M%7 7 A v
DERIF SN DBE, BRI T2FIAFO—H ID BRE SN D,

uunE&7 N ]\H‘% 0)@]{"’5%’5}%>
ZOEEET— FOEHIZ, FMT _MOF.1[2Iic kv, FHEZFICHIBENA TN D

<EFHEEZVX 2T ICHERT 572 DI B EAf: >
= set.admin =&

<Y —bERT U V=T 2 X o TICHERFT 5 72 DI B 23 >
= set.service =M

< EZEHOT-HOME, e
;mgﬁﬁ%ﬁiﬁJm FMTSMRH]Li@mﬁ%xFMmsMRﬂmmi@n—%kbf%
FInsd, £ 0EHEEIL. FMT SME1ICLVEESINS,

TN O EBOBBEEM NSNS Z EIZED . KeFxa U T 4 /R GEHTM - S D,

® O.CONFIG (EEHEE~DT U & XFIR)
KXoV T ¢ xR GEHEL, SMTP H— NICERT 5% E, DNS — NZBfRT 2% E, EX =
)%4@&%*’%%#6%E\Ny&7yf%% U A NTHSRES 2 F A ICHIPR L TR,
— DR TCHERECEFIERE IR LT T 7 v A ZHIR T A 720 D EMENNLETH D,

<F vy NI —J OREEGHE>

FIRERITT 2 2 2 7 (EHEBENSEE-SIT 55 & FDP_ACC.1[3], FDP_ACF.1[3ic X v
FIAZEZRITT 22 A 271%, SMTP 4— T N—FF TP =7 b DNS h—_TN—TFF 7 =
7 b MFP 7 RL AT N—TF 477 h, PC-FAX ZEREA TV =7 b, FMEWET — 2 F
TV x s MIRIT DRREBRENTF A S D,
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<Ny 7T w7 VA NTHEEEDEERIIR >
FIA_ATD.1, FIA_USB.1 ({2 L W FIHZRATT 5 % 27 ICEBEERENSBEE ST b & FIAE
ERATT D Z A7 0%,
- FDP_ACC.1[1]. FDP_ACF.1[1lick W Ry 7 277 A )V
- FDP_ACC.1[2], FDP_ACF.12lic k0 &x=VF 4 CET 7 AV
- FDP_ACC.1[4]. FDP_ACF.14lic XV §FE& 7TV > b7 7 A L
EXRELT, N7 v TBIENFTEND, F-
- FDP_ACC.1[3]. FDP_ACF.1[3lic XV SMTP V— T )V—F A7 =7 b,
DNS =N NV—74 7=/ . MFP 7 KL AV —TFH4 7V =7 b, PC-FAX #ifEik
EAT Vs b, EEHEILET—F ATV b
EXRELT, VA RNTEEZTFAIESND, HIZ
FMT MOF1[1lic kv ¥ =V T 4 if{biRET — X
-FMTNmFHﬂ £V, 2 — VAR OBERET — 4 |
S/MIME H§EEIZ 331 DI B HRERET — 4. SNMP /X2 U — REBGEEEEDBIER ET — ¥
-FMTNMFHN L0 EEET v RVSRERET — %, Wby — K,
H PRI RE O BNMER E T — ¥
- FMT _MSA.1[1]. FMT MSA.1[2]. FMT MSA.1[8lic LV R v 7 20— W@
- FMT MTD.1[2lic L Y =—HF 2T — |
« FMT MTD.1[3ic X » ==—+# ID., SNMP X2 U — F, ,xLA4— R 74 7,
PRFERMIEEEIME., B2 VT 0 LEARART — K, SR — EREERRET — # . 5 ID,
AU — K SIMIME GEHIZE, @i, & B 3RRE O B VEES 1L fRBRIR ]
TSI ZEHRET —F. WebDAV — 2T — K
« FMT MTD.14lic XV Ry 7 A/RAT— K
EXRBET 2L LTEBEEZTIC) A MTHE (T2bbsE®RIE) NFATEn 5,
FMT_MTD.1[7lic X Y SNMP /SAU— K, a2—H#F AT —F KRy 7 ARRATU—K &F¥2UT
4 LENRAT— R XA T — R, WebDAV H— X2 U — KO 77 v 7i#E (T72b5
WA DEERIE) NEBEEZICHFTSR D,

vy

<tFx =V T 1 BILHERE D ERIERI R >
X2 UT b LR EIX. FMT MOF1[1lick v, BHEL Y —C R V=T 77
TIZFFRI S 4L 5,

<HELT — RO >
FMT_MTD.1[3] iz & » BT — R T 28U B BENEHELTICHETIND,
HAﬁOSHMKiDH%kU~F@ WENBEFES D,

<MIBA7 V=7 NMIkT 27 7 AL T >

SMTP #— NI )V—T47 =2 b, DNS =RV —F 47 =2~ MFP 7 KL A )L—

TH TV NI MIBA 7V e LTHUIFEET 5720, SNMP IZ L 57 7 & A2 H R

VETHD,

FIA_UID.2[2]. FIA_ UAU2[2lic kv, MIBHA 7Y =2 MIT 72T HHMENEHRE TH D
Z L ERRRIRERET B,

FIA_AFL.1[BiC & V. RERPIFEAEN 1~3 ENZET H &, MIBA 7 V=7 MIT 7 EBATH20
OHiEEZ v 7 35, ZDnR /74?( I EHEICE D e v VRREBEIC L - TR S LD,

SNMP /N2 U — RHIH L7 B EE RGBT 5 A EIhFRGEDORATEIEL T & 5 BFER A O B E
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OFEX, FMT_MTD.1[8lic kv, FEFEFICHIRE 5,

FMT_MTD.1[3lic X W SNMP /S 2 U — ROZEH L EHEEICHIR S 5, FIA_SOS.1[2]ic
SNMP /<2 T — b @qu:MﬁiaEéMéo

SNMP /2 U — RRiFRED %, FMT_MOF.1[2lic kv, &EHEZITFICHIRS N5,

<X EBKEE (WebDAV 2RI L7277 B A) (T B/ 8>

FIA_UID.2[2]. FIA_UAU.2[2lic kv, WebDAV ZF|H L T7 7t 2T 5 FHENEHETH D
Z L EFRIRERET 5,

FMT_MTD.1[71iC & ¥ B SN2 E A 1T 2 — V2T — R RO XA T — ROV
DENRFFRIEND,

FIA_AFL.1[O1iC X 0 | RALEFEGED 1~3 [EZiET D &, WebDAV H— 32U — R&FIH L7-
BHERISREE 0 v 795, Zon v ZREIT, BEEICL D0 v 7 REREEIC X o TRER
ns,

WebDAV H— 3,327 — R U7- EEREFEREIC 1T D ARIhRAE ORI T 5 T & 2 AR A
¥oREoREIZ. FMT_MTD.1[8lic X v, ﬁf@%t FIZHlIR =5,

FMT_MTD.1[3]iZ £ ¥ WebDAV #—/ X2 T — RO L, FEHITHIIR S5, FIA_SOS.1[1]
12k V. WebDAV Y — "2 T — RO ENRRIEI N5,

<EEHET ¥ RBERERRE T — & O ERERI IR >
BRI T v R ERED 5 5 E VKO IERGEIE, FMT_MOF.1[BliCc & | &HF 2T IZFF A S
60

< S/MIME #&8E 7 7= 8 DR VEHI PR >

S/MIME GERAEOBEIL, FMT_MTD.1[111ic X v FFE 72 ICiF S, &S b SIMIME
AEAZEOZEH X FMT_MTD.1[8lI2 X 0 BEE 72 ICFF Rl S b, £28 G507 — % O EIL,
FDP_ACC.1[3], %1 FDP_ACF.1[3lic X v BEE 72T S5, SIMIME #EED 5% F
X, FMT_MOF.1[2]ic L v | FEEZTFICFFAI S D,

< FAX BEBE D 7= 8 O HERVEH R >

TSI ZEIZB TS LD AR v 7 2 (TSI ZFFRE) OXekiT, FMT_MTD.1[11]ic X v FH
TATICHF T &, B Sz TSI ZERTEDETIL, FMT_MTD 1Bl L 0 BRE 72 I #F A &
b, F72 PC-FAX ZERHMRAFT OB E (PC-FAX Z{55% &) X, FDP_ACC.1[3], X
O'FDP_ACF.1[3lIC & 0 EHH 2T ICFFrI S v b,

<EHEE VX 2 TIHERFT B 72 OIS BE A g >
= get.admin &

<H—VERZU V=T HEF 2 TR T 572D E R EA R >

= gset.service &R

<HEHOTODORE, EHE >
INBEMATT ) &ENL, FMT_SMR.A[ICE Y h—v 2= v=7 FMT_SMR.1[2liIc XV &
HE L LT SN D, F 2o BRI, FMT_SME1LICK Y RESND,

INOBBOBRBEMENMI-SND Z LR, Kex= U T R TNz s D,
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® O.OVERWRITE-ALL (522 tE=HIER)
A¥ =T 45K FEHE, HDD O _XCoOTF — X2l L, FIAZENRE L7 NVRAM
FORERREIPIET DL LTEBY, HIBRICERT 25 EHRLETH D,
FAD_RIP1I2X Y, ZhoxRETHHERBIEERIEIZL > TLRHTO EOFHRONE LRI T
B TH EERIET D,
KoTREX 2V 7 4 xR GFEITW - S b,

® O.CRYPTO-KEY (FEEBB4&ER)
AKX 2T xR GEHEL, HDD IZEZ AL T X TOT —# % ASIC ZF|H L TR 5k 5729
LB BHEAE AR T D E LTERY ., BERARICERT 2#EHALETH D,
FCS_CKM.1 (2L Y, a=h I ) VHESHERIEREICE T2 =0 I /7 /v% HDD W58k T
NI ZANEFIF L, 128bit OWFS8EA Ak 95, 7, K SHIEXER ON THEBMEAT Y Th
% RAM EIZfERE S, IR OFF 2 L W HKT %,
COBREEEMIC L TAREX 2 U 7 4 R ITEHIR =S 5,

® O.TRUSTED-PASS (B{E#EF ¥ RILDOFIA)
AKX VT xR GEIE, Ry 7 AT 740, ¥F2 VT4 XET 7 A0, BGE& TV F 7
TANDEZFBICBOWTEGBET Yy XV EEKRT S E L TEY, BEHET ¥ RVICBERT 2 24
NULETHD,
FTP_ITC.1 (X, i@ E4E IT &5 0ERIZIGE U CEEET v F NV EAEKRT S E LTEY,
Ry T AT 7 AN X2 VT A LET 7 ANV BIE& TV N7 7 A NVOEZEITER IS,
COBREEMRIC ko TARE X 2 U T o RIE NI SN 5,

® O.CRYPTO-MAIL (BEELA—ILDFIA)
AKX T o REFHIZ, Ry AT 7 ANV E AN TEET IR Y 7 A7 7 AV EKE
FETHZELEERELTEY, BPICET 2 EERLETH D,
FCS_CKM.1 {2 & v [ FIPS 186-2 (29t o 7L ELE A T v T U X L ZFIH L, 58 (128 bit,
F 721 168 bit, F 721X 192 bit, F 721X 256 bit) &ALk T D,
FCS_COP.1 (2 kv, FIPSPUB 197 ® AES (K58 : 128 bit, F721% 192 bit, F721% 256 bit)
ERRHL TRy 7 A7 7 A VR FbT 5, (23U SIMIME OF T — #1272 5,) £ FZE:
{2 & v SP800-67 ? 3-Key-Triple-DES (K5 5#& : 168 bit) #FIHL TR v 7 A7 7 A L& =1k
T 5, (ZNHFEERIC SIMIME OX[ET—X12725,) ZnbiEE#x, FCS_COP1i2Xkbv, %
56450 SIMIME ZEFHEOABRSE (1024bit, F£721% 2048 bit, F£7-1% 3072 bit. F7-1% 4096 bit)
ZfE i L C FIPS 186-2 ® RSA IZ X Wi b & 5,
INHEEOMREEEENG - SN Z LIk, Avxa VT xR GsHTb-sn 5,

® O. FAX-CONTROL (FAX 2=y kH#H)
KX VT o RGEHT, AREIRRED S FAX AREFRRA A28 L T, 4% MFP 238 ST
WHNERAR Y KT =T ~DT 7B AZEIETHZ L EZHREL TS, TIUTARMBIFGED DT
i, MFP #4r L TN v B U — 7 |[Ziak SN D BB T — ¥ 2Rz GRIFZHiEEECR
ERBfEa~2 R) B, WilRy N —Z kS22 L2 ERLTRBY, FAX 2=y +®
7 a—HlENC BT S E A LETH D,
FDP_IFC.1, %O FDP_IFF.1 (XY, ARERED D OZEHRENZE LcBB T —2 SN0 T
— R ENE Ry U= 2k L&) 7 o —Hlill 2 £+ 5
T OMBREEMIC L o TAREX 2 U T 4 KT EHI =S5,
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® O.AUTH-CAPABILITY (A—YZRI#EEZFIRT 5= DY KR— FEIE)
AKX = VT 43K GEHE, TOESNDO=> T 47 4 ThHLHZ—PHEREHE —ANEFIH L2 —
PRAEREL TOE AR — b2 L LTBY BT 47 4 OBEE R — T 52 L 28
m#é%gﬁﬁﬁgf%éo
FIT_CAP.1[1]iz . —PIEFRE Y — SN EB T 5 ActiveDirectory (2 K 5 = — W iRGEERE
W2 LT, n&%UmhuExT§?0>:lb—if WX T 2 RRREE SV A R RE, FRBIRERERT SR O = — P Tk}
T2 RAEE RIS RE & BT D,
COMREEMHIC L > TAREX 2 U T 4 R TEHI - SN 5,

® O.CRYPTO-CAPABILITY (HDD FEEc#teZ=FIAT 5= DY KR— FEIE)
AKX =V T 435K 5L, TOE SO T 47 4 ThH5H ASIC IZL Y, HDD NICRFEEID
F— A RS T 52D OEEEZ TOE BV R— 325 L LTEY W7 47« OFEEY
R T2 EEBETIHEMHRLETHD,
FIT CAP1[2liz L v . ASIC EH+ % HDD KE{biételcxt LT, HDD OJ _RTCOF—# %
HDD s 5{LRERE T S B 5720 DOV R — MEfEE FEBT 5,
COMREEMHIC Lo TARE X 2 U T 4 1R GEHT - SN D,

> setadmin (BEEZ X1 7ICHBZETLIEHICBLELEHOEY )
<BHEH OFEBZEFE >
FIA_UID.2[2]. FIA_UAU2[2lic LV . 7 7 AT 2R HENEHE TH D 2 & ZBERiET 5,
FOAEIZIE, FIA_UAU.TIZE D, RRVIHRESNTZ 7 4 — RNy ZIZ A 1 LFT 81 “%7
R L, PBiEEYR— 15,
FIA_AFL.1[8ic X V. RH A BRRIT LI ARRIREEDH AT, KD, 5 B/ SR L D
FTRTOANZA 2GR L, FIA_AFL.1[2IC &V | RERZhEBAEN 1~3 BIZiET 5 &, BFEFH T
bhitue 747 L, UBEEHE AT — REMHAT 2T X CORM¥EL vy 755, 2oy
7 REEIX, FEJR OFF/ON 72 EiZ2 X % TOE OEENC X » THEERSREN AT S, BELEERREO#
Wﬁmm%ﬁﬁﬂ W IR S AL D,
EHEFEIEC BT D ARERAEORI TRk T & 5 R8REIR MRS 00 B D 3% & K OV B 78R O
W%i%%%ﬁ@%ﬁi@ﬂﬂjﬂ@ﬂﬂ» D\Aﬁ%tH;ﬁTéhéo

<FRGRFEESNT-EEHEDOE vy a VOEH>

RBIFRAE S NV EHE OF v v a VOFHgREIL, Sxanbe 7 A v LA 1: FTA_SSL.3
IS Y e N =l vl 15 P ST A Dk ﬂy/a/%%Tﬁé_k_;of\x%g
Ry va VEERCEE D BB OME A S TS Z EICHIRL TWD, RB/AxLAd— e st
T OZEE X, FMT_MTD.1[3]ic & v EFHEICHIR SN D,

< EHFEOFEIEROEE R L >

R SA U — Rid, FIA_SOS.1[1Jic X v fWERMEES D, F£72 FIA_SOS.1[5lIc L v x v
T — 7 Rl LT E AR W TR SN 2 v v g UERO B RGEE, FIA_SOS.2 2LV
R ENTHHAINR 2By v a VIEROMEDHEREIND, BEHENSATY — ROEET

FMTNWDH]F&U\%@%&@#%t%:/?”?’%@éhﬁ>m@%ﬁmﬁ%NXUM
NEEE4T 55513, FIA_LUAUGIZ XLV HRGEESND, ZOFBIECB VT, HAAHAD]
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- FIA_UAU.2[3]. FIA_UAU.2[4]. FIA_UAU.1[2]
FIA_UID.2[1] 2L N/A
FIA_UID.2[2] 2L N/A
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FMT_MTD.1[1] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[2] . FMT_SMR.1[3]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[3] FMT SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{4] FMT_SMR.1 FMT _SMR.1[2], FMT_SMR.1[4]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{5] FMT_SMR.1 FMT _SMR.1[2], FMT _SMR.1[3]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[6] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[7] FMT_SMR.1 FMT _SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[8] FMT SMR.1 FMT_SMR.1[3]
FMT SMF.1, FMT SMF.1
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FMT_SMR.1 FMT_SMR.1[2]. FMT SMR.1[5]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{11] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[12] FMT_SMR.1 FMT_SMR.1[2]
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FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[13] FMT_SMR.1 FMT_SMR.1[2]
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FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]
FMT_SMR.1[4] FIA_UID.1 FIA_UID.2[5]
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FMT_SMR.1[6] FIA_UID.1 FIA_UID.2[6]
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FIT_CAP.1[1] L N/A
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4 | FUSER o — YRR
5 | FBOX R 7 AKERE
6 | FPRINT X a U7 ¢ CEKE, BEE& 7Y v MEERE
7 | FOVERWRITE-ALL ik b X HIBRIERE
8 F.CRYPTO 5B P Rl B BE
9 | FRESET AR IEIE Y & > M FEHE
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11 | F.S/MIME S/MIME I 5- 4L B i e
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LRIz XY FIA_SOS.1[1], FMT_MSA.1[3]. FMT_SMF.1, FMT_SMR.1[6]3EH I %,

7.6. FPRINT (%2 57« XEHEE, T T > e

FPRINT &%, %=V 7 ¢ SCEHRE, RUGEIE& 7Y > MEREICB T 21802 8X 27«
WEETH D,

A=Y ThH D EHBFRIE SN2 —FITH LT RN DEX 2 T 4 LET 74 L ~D
TI7RAIK L TEX2 VT 4 BT 7 A VORI EFTAI SN 2—FTh D Z & 250G L, ik
WYX 2 )T 4 LET 7 A NVO—RFRKR, BRMEZFFRT 57 7 & AR 2 72492,

FIHF A2V TH D EFAFRRES N2 —IZk LT RS OFBFE& T Y > 7 7 A b~
DT 7 ACx L TCHFE—FPMRIFE LEGRRE& 7 ) b7 7 A VT & — B #or, FIRERAE % 7 o]
T 57 7 & AHERERE & 1R T 5,

76.1. X2 T4 XEHEE
76.11. X2 T4 XE/NRT—FIZKBBEH#EE

HA2—YTHDZ NI END & RNRBANLEX 2V T A LET 7 A N~DT 7 AE
RIZH LT 77 BATHRHEEZ L X2V T A LE T 7 A NVOFHETF R SNT2—FThD
Z & ERGET 5,

O £ 12 ITRENDAXY T IXNOLRDZEX2 T 4 LERAT—-RNIZLVRETHEXF2 Y T 4

SCERBFEA = A L Z it 5,
® X2 UT 4 LEDESIINNRIANEDT VB ADIRIAT=0, Mgty a fFRicksE

Fa2 UT ¢ CEFEA DAL BN L L,
of%;)%41¥N1U—Pﬂﬁ®74—Fﬂyﬁm11?@“*”%ETO
FRREICEREh T 5 &, RRRERMEERE Y vy N5,
® FERAFCRHT D &, NRANSLDT 7 A% 5 WEIZ AT R0,

Copyright © 2011 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
100/ 106



bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 / bizhub 7828 / ineo 423 / ineo 363 / ineo 283 / ineo 223 / N607 / N606 / N605
2E#I#ZFo 7 ALUDOY0-0100-GMO-04 tF2 YT E—T Wk

@ YUHtXa T A UET 7 A MK LT, @R 1~3 B H & 72 2GR R AT 5 &, KX
2 VT 4 ET 7 AN DRI RE R v v 7 T 5,
> RIEEEEEIL, RIET 7 & 28 B ERRIC L 0 FRE D EET 5,
® 11 /7 RHEEIZ, FADMIN (2B W THEE X2 VT 0 LET 7 A MK LT v 7 fERSRENS ELT
INBZ LI THBREND,
UL B X v FIA_AFL.1[5], FIA_AFL.1[8]. FIA_UAU.2[3]. FIA_UAU.7. FIA_UID.2[4]»3325
b,

7612 X2 )T A XET7AIINIHT BT Y X HIEHERE

MAEEND L, X2 VT 4 XET 7 ANT 7 2 AHIEIEMEST 5,
@ AERIF SN —Y 2 RITTH X 271X, 77 A VEMHIC, szt Xx2 ) T LE T
ANDEFR 2 U T o SCENEHE ID 25,
®@ TDHFAIIE, TOTrANBHE —ET LT s ANVEEEROEX 2T 4 LET 7 A MK
L CHIMZFFT b,
LA iz X9 FIA_ATD.1. FIA USB.1. FDP_ACC.1[2]. FDP_ACF121FEH & 5,

7613. X2 ) T4 XET 714 ILDEERERE

X2 )T 4 LET 7 A NVORFERIZIBNT, niFTéﬂ“Lt:L~4j‘k LTRRESND &, B2V
TAXENRRT =N ReRDeF2 )T A XET 7 ANV EIITREFS D 2 L 2FFAT D,

@ LX) FAXENRRT—FDEE
BEkEINdEX 2T 4 LERAT— KR TFTOFRMEE2HTZTZ L 2RGEET 5,
> £ 120XV T 4 LERRATY— RIRENDIHH, ¥ T 7 XNDHERINS.
> 1O0F v T 7 X TR IR,

® X1l T4 XERNHIEID DS
k#;)?41$774w®%f%ﬁ*£wf X2 VT 4 LERRY— RORIENRZET T

Ll i En s ttx =2 U T 0 SCENEHIE ID 243X VT 4 LET7 7 A NVICHRET D,
JAL;iD FIA_SOS.1[1]. FMT _MSA.3[2]. FMT _MTD.1[8]. FMT _SMF.1. FMT_SMR.1[3]
NEHIND,

7.6.2. BEF& T MgEE
7.621. B TY U T 7 A ILDBERHERE
uunE&7 ) Ve }‘77/])/1/@@%#%:* }OV\VC\ uq:Téj/Lﬁ_:l‘—‘H-& quunﬁéﬂé &uunE&7 ) N
N7 7 ANVDRIEES D,
® (AFETAFIHFZFOD2—VFID 2YUFHBM& TV 77 ANV Da—REIEE LTRET S,
PLEIC XY FMT MSASH4INEHREIND,

7622 ATV I 7AIIZHT BT 0 & R FltHHEEE

PRES D & WRE& TV v N T 7 ANT 7 AHEDENET D,
® HHRGES N —VPEMRITT 4 A 71X, 2—WEMEL L Ta2—HID £,
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® COXAIIL, ZOa—WRIEL —HT B2 PRYEEFOBAE T Y > T 7 A MK LT
BeoR, HIRIBEL 7T SR D,
LRIz XY FIA_ATD.1, FIA_USB.1, FDP_ACC.1[4]. FDP_ACF.1[4]nFEH x5,

7.7. FOVERWRITE-ALL (&% & = HIPR#aE

F.OVERWRITE-ALL & (3, HDD O 7 — ¥ fflic 1# X HlFR 2 %175 5 & 45 NVRAM IZRE &
NTNWH/RAY — NEOREMEZ YL 50 HIBR, Z3ME SN2~ EHEUILTO@EY TH
2o

<HIBEEh DR : HDD>

& X UT 4 ET A
® Ry AT 7 AL
PAE& TV v R T 7 AV
FAERVERT 7 AV
PRAFEIG 7 7 A )V

HDD #A7 it 7 7 A /v
B 7 7 A L
EEeET—F 7 7 AV
2—H 1D

=P RRAT— |

Ry ANRZAT— R

T )T 4 LEART— R
A9 ID

ERFH R A D — R

S/MIME FERH &

SSL FEHE

<HEEN B3R : NVRAM>

® HHIHE N AT — |

® SNMP /X217 — R

® WebDAV #— /82T — R

® Wby —F - -WEBEY — FANKE S, HDD BB REO B ERED OFF 12725,

HDDIZEXiATeT — & FEXiATeEIEZ EHIBR G RT, FADMINIZE W TRRE S5 2
ZHIBREREDTE L (R 13) IS L THEITS N5, HDDRF S{LERRIZENMERR ENOFF &b 2
LIZE- T, RESNTWEESLY — RBFIHTE RS RS, o, AEEOFEITIZBWTEFx 2
VT i LS RE DR EITENIC 2 5, (FADMINIZE T 5t X =2 U 7 ¢ MALEERE O BER E DL S
i)

VL EICE Y FAD_RIP1 NEB SN D,

*® 13 2EHOLEZHIROZ A TELELEZDAE

75 LEEINDT—F AT LZDIEF

Mode:1 0x00
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2EFI#/ 7~ 7 A1UDOY0-0100-GMO-04 2T E—owk
e LFEEXINDIT XA T L ZDIEF
Mode:2 L = &3 = 0x00
Mode:3 0x00 = O0xFF = {iL¥ = Hir
Mode:4 il = 0x00 = 0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = EL&
Mode:7 0x00 = OxFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = IRiF

7.8. FCRYPTO (RS 824 RBERE)

F.CRYPTO & (%, ::ﬁ¢/»&F%&%ﬁﬁ’iofﬁﬁéhé::ﬁi/w&HDD%%%
AT T XLEFIH L, HDD IZEZIAEN DI TR TOT — X 25T 5 72O DR 585 AL
T 5,

FADMIN (3BT 7 7 R HIR S 415 HDD B S{bEERE O EMERR E I B W TS Y — R3RE
Ehde, 3=k /L% HDD B 24tAl 7L ) X0z W THB{LT — R225 128bit & O
BHEEAERKT D,

Pl bick b FCS_CKM.1 REH SN D,

7.9. FRESET (FREEkEam% Y v FHEE

FRESET &%, &PEREE, CE SRl W T T v bay 7 LEBAICh 7 v b LRk
WEEEZ 2y LT, oy iR+ 2ETH D,

O CE Rif#ae 0 v ¥ fERR N IRHE B
FRERMEIZ XV FAT &4, CE BREOEEEL ILiBRIFR %1 CE SRED KRB A 0 7 UV 7§25 2
Lok ey BRI S,
PLEICX Y FIAAFL.1NIAER SN S,

© EBERIHEED v U ERRLIEHEE
EEIO OFF/ON X 0 EIT&h, EHEETERED BVEEE LM RREEM % (OB BEE RO Mm% 0
JVTTHI Ik ay s BT D,
PLEIc X v FIA_LAFL.1RIRFEHR SN S,

7.10. FTRUSTED-PASS (E1{E%EF v R JLHERR)

FTRUSTED-PASS &ix., 7947 b PC & MFP I CULFOEB T 7 A NV E k25T 58RI

SSL £721L TLS 7' v ha vz LT, SEBETF v RV Z AR, KOVEBT2HIETH D,

@ Ry I AT77A4) MFP 57747 hPC~DF 7 a—K)

@ Ry I AT 7 ANELTRFINDZ EICRDEB 77 AN (7 T4 T s PCHo MFP ~D7
v 7 a—R)

@ bX VT A LET 7 ANE L TREEINDZEICRDIEER 774NV (F 74T PC 25D
MFP ~DO7 v 71— K)
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® NI TV U T ANE LT{%féﬂé e pEE T > A4 (PCoOB MFP ~O7 v R
— )
PLEIZEY FTP_ITC.1 RAEHEIND,

7.11. FS/IMIME (S/MIME RS ALIRHERE)

FSMIME &%, Ry 7 A7 7 A% SIMIME & L TEETHERIC, Ry 7 X7 7 A V&1
THIZODIKRETH D,

<Ry I AT 7 A VKB HEA R >

® FIPS 186-2 WHET DB MLELE AR T VTV XL XD Ry 7 A7 7 A VB b T 5720 DK
FHEAAERT S, (B 58REIL, 128 bit, 168 bit, 192 bit, 256 bit DWW TN TH 5,)
PLEICE Y FCS_CKM.1 NEHREN 5,

<Ky I AT 7 A NEFL>

® Ry AT 7 A NERFILT SO S8t (128 bit, 192 bit, 256 bit) (Z X ¥V, FIPS PUB 197
WXk THESNS AES IC L » Tk an b,

® Ry I AT 7 ANEFLT HI2ODOR A8 (168 bit) (2L V., SP800-67 IZXk->THEEND
3-Key-Triple-DES (Z kL » T 5k & 5
YL Eizk v FCS_COP1 NEHEND,

<Kw 7 AT 57 A NEERROKEEAL>

® Ry AT 7 ANERFALT D200 58X, FIPS 186-2 WHET 2 RSAIZLV ., HELE
nos,

o ~“DOBEFIH ENLRESHOE 1L, 1024bit, 2048 bit, 3072 bit. 4096 bit DW\F N1 T 5,
PLEICE Y FCS_COP.1 NEHEIND,

7.12. FFAX-CONTROL (FAX L= ~#l{EHaE)

F.FAX-CONTROL & (%, FAX =y ;%21 U C, MFP ([ZE#i SNTZNERFR Y N T —27 ~DT 7
A%, TOE Sl 2 Z LI L VLT 286 TH D,

TOE 1%, AREFMENOZ T IESIND T —F 2N LAN (22 T ETHRE 2 HIH9 5, TOE Ol
B L0 ARERDS LN R Y NI =7 ~DOT 71 A (BT — % 2R T — % Olri%k) OFEIE%E
BT 5,

Pl kizk v, FDP_IFC.1, X U'FDP_IFF.1 BNEHEND,

7.13. FSUPPORT-AUTH (4VERH—/\EREEEN{EH-7R— HHERE)

F.SUPPORT-AUTH & 1%, ActiveDirectory (Z J:él*‘*j‘f%%ﬁ“@fi"j‘*‘/\k Bk | C o — YRR A%
BEERETH-DOMIETH D, (FUSER &ILICHEET DHERETH D)

2 —WREEHF U [IMBY — NGRRE] MBI E N TV DA T, 22— Bl BIGEAELBE A Rk X
N5 &, 2—WEREELY — NIk L TS 2 —FIC T 28GEE RO WS b 21T 9, ZHUTk
L Ca—PEREET — "D ORI HRAEEHRZ TG L, = —F OMAIGERELE A BT 5,
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Ll ki . FIT CAP1IREH NS,

7.14. FSUPPORT-CRYPTO (ASIC H7R— h#5E

F.SUPPORT-CRYPTO & 1%, TOE 7% ASIC (2 X % HDD B S{LEERE 2 BifE S & 25 72 ORERE T
H 5,

HDD (& XA iﬂ’bé'@—“\f@T ZIZ%kF LT, FCRYPTO |2 & v Ak & 7-k554% ASIC i2&
v h L. ASIC I 1tﬂfi%ﬁﬁoﬁé F7- HDD oA SN a5 S5 —ZIZxt L
<, A< FCRYPTO LV ARESNR % ASIC (2t v R L, ASIC IZ CE B 21Tt
%o

PLEIZX v, FIT_CAPIRINEHR SN,

7.15. EADMIN-WebDAV (‘SIEEHEAE (H > 4 SIRMEAE))

F.ADMIN-WebDAV & (%, PC 725 WebDAV %*Ufﬁ LTxRy NI—=2 % LT 7B RIZHENT
R 2 RONRERE L #IRR nftéﬁm’ﬁﬁfi%‘t A EBREOBRIEZ TS ot X2 U T«
BeECThs, (W2 EEHEREICIX, TSF 7 — ?b)aihéo AR LT OFEMICFEHL )

7.15.1. WebDAV H—/\/S R 7 — FIZ &k A #H RIS ET 4 AE

WebDAV # MW THy NU—2 2N LTCT 7 AT HFHENEHE THD - &% WebDAV
— R AT — R L - CERBIEREET 5,
® K 12 [TRENDF Y TV Z NS HWebDAVH— 8 2 U — RIZ X 0 ZB3ET 5 WebDAVERAE A
T =R WA 5,
> WebDAV OAIL, Bligt v v a VIERICEDEBEERIEA W = A L2 B LT ERO
* v ¥ a2 WebDAV H— 827 — RFIH4 5,
® EEIZKINT D &, RRERIEEE Y & %ﬁ‘é
® WebDAV H— 332U — REFIH T 5 Kb fEiBIC W CIlE 2, 4, 6 [BIH & 72 28GRI % 1%
M35 L. WebDAV H— 82 7 — F%?FIJﬁHTéTJ\T@meH% Ex v 2795, (WebDAV %
FH L7 7 B2 &2HET5,)
> RRREEBEIT. RIET 27 & A8 B e e DIEHEENRET D,
® - 7 REEIL. FADMIN ® WebDAV #REEIC ﬂ‘én /Mﬁpfﬁﬂ%&% ENFETEND Z LIk~ TR
BREns,
LIl iz kv FIA_AFL.1[9]. FIA_UAU.2[2]. FIA_UID.2[2]FEH EN 5,

7.15.2. WebDAV ##|F L - EEHaE

WebDAV H—/ 3320 — RIC KV EHE TH D Z L SHHRRAES LD &, WebDAV A L7=7
7B ZMFFAI S, L FIORTRET —Z ORERIEZIT O Z L NFFr S5,

7.15.2.1. A—H/RT— FORE

FR R — IS T 22— PR AT — N2 BfFT %,
YL bz &Y FMT_MTD.1[7], FMT _SMF.1, FMT_SMR.1[2] " EH s 5,
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7.15.2.2. BIF9/NR 7 — FO &G

BHRIFRANSIIE T D EINA T — REBIST 5.
PLEIZE Y FMT_MTD.1[7], FMT_SMF.1, FMT_SMR.1[2]3EH i 5,

___uj:___
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