TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E)

1S

X2 VT 4 —HF—5 v |
% 0. 80 ki

% KYOCERQA

2011407 A 07 A
e 7 I 2 RAatt

© 2011 KYOCERA MITA Corporation



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit () WESM €% =07 ¢ —¥—4 v k

- SR -

EEDY Version FHTNA e TERCE
2010/11/01 | 0.50 | - FrEERL e AR
2011/04/21 | 0.60 | - {EHOFHH e AR
2011/05/19 | 0.70 | - fRf§HEAE OEE Ve HAR
2011/07/07 | 0.80 | - fRf§HEAE OEE Ve HAR

© 2011 KYOCERA MITA Corporation

i




TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

m,fayk ~

L. ST AR o 1
1. 1. ST R 1
1.2. TOE R 1
1.3. TOE B 1

1.3, 1. TOE DR Bl o e 1
1.3.2. TOE DFEREL O TEELR X2 VT o —EREDRME ... 1
1.3.3. MERTOELUND N N—RT =T /)T NI =T/ T —AET =T ... 2
1. 4. TOE BT ettt e 3
LA L. TOE DB e e e e e e e e e e e 3
1.4.2. TOE OB o e 3
1. 4.3, TOE OFaFRATRERR « et 5
LA A T B A 7
L 4. 5. TOE DA e e e e e 8

2 IR . 9
2.1 CC T A e e e 9
2.2 PP 0 9
2.3 PN T 9
2.4 DR 31 L/ 9

3. X2 UT o —RETERR . ... 10
3. 1. e o e 10
3.2. FRE DT X o U T =78 10
3. 3. BB o 10

4 X2 VT o —dRGE . 11
4. 1. TOE DF X = UT =R 58t oo 11
4. 2. AR DX 2 U T = e . 11
4. 3. X2 UT =R . . 11

5. JEEE T VR — R BT 14

© 2011 KYOCERA MITA Corporation

ii



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

6. X2 VT =B 15
6. 1. TOE B3 = U T 4 — BB 15
6. 2. TOE B3 = U T 4 B e 18
6. 3. T U T BRI . 19

6.3.1. BXxaU T 0 —BEREBEARIL . 19
6.3.2. TOEE®Xx=VUT ¢ —MEEEEMMOMKITBR ..o 19
6.3.3. BXa U T 0 —REFELEARIL . 20

7. TOE BRIHAS . 21
7. 1. B B B . o 21
7.2. T B . 21

8. M&EE « FHEE ... 23
8. 1. T B D . o et 23
8. 2. B B DD T 2R e o e e e e e e e e e e e 24

© 2011 KYOCERA MITA Corporation

iii



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

~ XHK ~
B 1. L R R R .

B 1.2 TOE MR . o e e e e e e e e e e e e e e e e e e e
X 1.3 TOE OB I . . e e

© 2011 KYOCERA MITA Corporation

iv



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

~ %
%= 1.
%= 1.
%= 1.
#*= 4.
7= 6.
7= 6.
7= 6.
%= 7.
#*= 8.
#*= 8.

Ak ~

L TOE DR i 2
2 B RIBED Web 7 7 0 6
3 TOE RS T D A B A 7
LRk OEx 2 U T 4 — R OS2 U T 0 =R FE OIS ... 11
1 TOE B2 U T ¢ — R 18
2 BX a2 U7 0 —kRGEHE TOE BFX 2 U T 0 —BEREE R ORbG .oo 19
3TOE X =V T ¢ —HEREEEMIDIRAFBILR o 20
I TOEEF=2U T —REL R U T 0 —BRBEEME o 21
L ST O S D R D 2 ot 23
2 ST T S DMETE D IETE < oot e 24

© 2011 KYOCERA MITA Corporation

\4



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

1. ST A5

1. 1.

1. 2.

1. 3.

[u—y

ST ZH#

ST 4 #5 - TASKalfa 6550ci, TASKalfa 7550ci Data Security Kit (E) V4N &%
2T 4= =7y b

ST /XN— g > =5 0. 80 i

ER A 2011/07/07

TERfcE w7 ket

TOE & #

TOE 4 #k : TASKalfa 6550ci, TASKalfa 7550ci, TASKalfa 6550ciG, TASKalfa 7550ciG,

CS 6550ci, CS 7550ci, CDC 1965, CDC 1970, DCC 2965, DCC 2970
Data Security Kit (E)

TOE /N\— g 0 V1. 00E

TERE kT I RS

TOE #E%

.3. 1. TOE &I

ARSTHEFKRT HT0EIX, FE L Tav—E, Ay —faE, 7V ¥ —Her2 a7 584
% (Multi Function Printer : LA TFMFP EBEFR) Z#HlfHTH 7 7y —2 v =7 X2 T 4 —
TRBEREAREZ1T D ASICEZ G A+, Mt T I XA SHERIMFP [TASKalfa 6550ci, TASKalfa 7550ci,
TASKalfa 6550ciG, TASKalfa 7550ciG, CS 6550ci, CS 7550ci, CDC 1965, CDC 1970, DCC 2965
DCC 2970 |ZH# AU S b, TOERET 5/t X = U7 ¢ —HeEiX, MFPOMEHIZL Y
MFPAS N3~ 2HDDICAS I S LT i 7 — 2 %, RIERA v 2 —T7 =4 ALV RbHahb 2 &
NHRETLHHLDOTH D,

.3.2. TOE DFEHEKL O FE X 2 U 7 0 —HERED KR

ARTOEZNMEHL SALHMPPIE, FIRED W O Mix e CEEa e — (ER), 7V b (D). x
v NU—27 %5 (BT T2 ENETHD, MFPIX, IR A 7 ¢ AR E S, H
MCHERT LT TR, LANCE RSN T, *y NV —VBRETHHEAINS, *y FU—
JEREETIX, 77 AT U — AR ETHMBR Y N =7 DRIET 7 & 2705 IR S vz N
Yy NU—=7 T IA4T  FPC, ==L TSN FZBEL TWD, £z, =
— VAR — K (USBAR—h) IS THEHSNL2FELEEL TS,

ZOFRHBRERIZB N T, BIERFV EORY VEESCTR Yy N —7 ER e — I VRO T
AT FPCOHLOEMEIZ L Y . LEtkEREE Eiid 5 Z LK D,

© 2011 KYOCERA MITA Corporation

1



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit () WESM €% =07 ¢ —¥—4 v k

X1. 1 & — )72 Fl A BR B 2 7”4,

Imternal Metwork [

Fire wall

Client PG f Server

B 1.1 —fRAY2RFI RS

TOEDE ¥ = U7 4 —HEREIX. MFP [TASKalfa 6550ci, TASKalfa 7550ci, TASKalfa 6550ciG,
TASKalfa 7550c¢iG, CS 6550ci, CS 7550ci, CDC 1965, CDC 1970, DCC 2965, DCC 2970 fii/H
\ZBIT DA 7 a v [Data Security Kit (B) ) 8T 5 LICEV IFA B ABEKT DT
& TIEMEEN D,

TOEIZX, FIRE D 5 Wi T — X 1Tk L, AR O WU/ JLER 1% [ ZMFP NIZ#5 3 S 41 HHDDIC
—RERIZORAE SN D IR T — & OIRIBI T D IR 2 1R T 5, BT — 2 BMRfFSND
BRICIImE o b2 E e L, £72, W7 — % OHIBRBE R SN BRICIET — % A H 2 R AEe7e
RIEICT D Z & T, IDDEFREBH L, HDDDOA > X —7 = A AZEHBET 782952 LKk D0
%7 — & OIFRAE LT 5,

.3.3. B/ TOE LIANDNN— R =T/ V7 N =T/ T 7 —LTxT
TOEOEMEIZIE. 5t T I X HASHBIMFPO — I OMSFE NV E Th 5, ATOEZ $4# 7l RE 72
A FEL 1CRT,

# 1.1 TOE Oxtsfls,

TOE 4 #R / RN—T 3 *f gt

© 2011 KYOCERA MITA Corporation

2



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

TASKalfa  6550ci, TASKalfa  7550ci, | TASKalfa  6550ci, TASKalfa  7550ci,
TASKalfa 6550ciG, TASKalfa 7550ciG, CS | TASKalfa 6550ciG, TASKalfa 7550ciG, CS
6550ci, CS 7550ci, CDC 1965, CDC 1970, DCC | 6550ci, CS 7550ci, CDC 1965, CDC 1970, DCC
2965, DCC 2970 2965, DCC 2970

Data Security Kit (E)
V1. 00E

F 72, MFPO—fREEEEZfE 9 570121, 1. 1 ORTRIAREICBITS 7 947~ hPCIZT
Yo d—RIT A~ TWAINRZ A N— (A X AZTHBD . Web7 T oW —_ H——|C
SMTPY— 3—_ SMBY—/3—_ FTPY— _"—N B L 72 5,

1.4. TOE ik

1.4.1. TOE @B
TOE 2358 S AVHMFP OF|HIZESHET 5 A\ D& E % LI TIZERT D,

o B .
TOE Z#5# L 7= MFP RIEDEHE & L TREINTWD A, HEREFE L. MFP AREZx
HRHER A L, TOE Z 448 L7- MFP Z &9 2828 L O TOE (239 28 A LEHEE 21T
50

® TOEFIf%E :
TOE Z#5# L7= MFP ZF|H 35 A, TOE FIHF X, 2 —, U b, Xy hU—Zi%EF,
Ry 7 ADHREZFIAT D Z LRk S,

® J—bE xiHYE .
TOE Z## L7- MFP 0¥ —E ZHYUHZ L L TRE T I ZRBO A, —E 2L H1T,
TOE 3 AREZ, TOE DIHFMALZFTVY, TOE D7 BT (@ERREICT %) 2479, F£7-. TOE
ZEHE LT MFP 259 DS B L OV TOE (S4B A T F v A %119,

1.4.2. TOE OWERAIRERL
TOED BRIt & OBEERK %2 [X1.2 TrR7,

© 2011 KYOCERA MITA Corporation

3



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit () WESM €% =07 ¢ —¥—4 v k

54 5 1
|

MFP I

Bk T3 T+ — I
AUhS
T
ALIF—F
? @ Ethernet EEFROM AVFA-377— DT
— 1—tHF— 8- T AR
» UsB mgﬁﬁ
AE N
— JE— s E.';%Hf 07 L a— e | i e
A5 = E
O=Allk
=t {04 — 7 o Al —=rgns o
& f@mi : et e
BRLE [ ana F5 kTt~ s IR
Fallo— e e
v & SR B S 1t tEE

TOE

X 1.2 TOE DO¥yFERIHERX

TOE 2ME# =415 MFP 1X, B~ AFx v 8, FIREER, A A > AR— R, HDD O/— K
7 =7 TR E NS,

B —RERERIE, R BT — 7 BEMERERIEE. Y X —HERERIAE, A > 7 ARERERIE, L
BIREERERIE, VY 2a—T a7 Ty b7 — A, EEE W EERERIE. S LERER]
BEITHITZDDAAL L AR—REDary =777 =AU = TIXTOEIZEEND,

ary b =977 —AyT7 el X 2 VT A —HEORELZSHETLIHEH I AL L IC
(ASIC) & TOEIZ&END, ASICIZIE, B =2 U T ¢ —HEMEEL S, BG4
— 7 = A AEE SR EEND, ZDI b, XU T o —HAEMEE N, EEX W EEEE
(23RN TUE, HDD DR ERE A~ B AL, B S (LHERE TI HDD (ICHEiAEH & T HBROME 51k
PR T B,

L3

IOST T, 77— UxT7OfET. a0 b —F9 77 =AU xTIZMZTASIC 251 E
WCHEHT 5,

TOE OFPAS & 725 D%, £ 1.1 T &7z MFP R, o2—W—A X —7 = A AEHET
HHENAEEB I 7 ANKLRY ) a—2a T Ty N7+ —h FIZEEEINLT Y r—
a7 N 2T RIS T S,

© 2011 KYOCERA MITA Corporation

4



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

F 72 MFP 2T 5/ — R =7 (ASIC Z&Te) OMERRRIMN & o /S—PEIEEHME S du7e w0,

1.4.3. TOE OPRAAERL
TOEDFmERAE O &K 2 X1.3 TrRT,

MFP | |
) L
®itAFfAFr -8 | - D
i —
t | .
21— -y - FrAAMEE | L
I | |
; | |
PUEEL/EV) v ; IS
ER R e ; - b o— 7 " ]
Te-d | | Whp | PUvE-8
! I I
A 1 S 3 -
Mot ,m%t&m;

Tl THEES

ENRIZR | AP UPC

TOE ER -7 r
(REF-2BE-H

________ P JE-SEROF-I0FhN
_____ »p FLRD-SREHEDOT - A0ThH — ETREVY
_______ p o FULA-EEEOF - 208 — L S&HAEMIE
SR P Kb AMEEED F - S

X 1.3 TOE DiaFEpIEER

1.4.3.1. TOE 234 2 F AR HE
TOEIL., EAMERE L L CUL T OMEREZ 24t 5,

® —H— oL H—T = AEHE
Beas B TOE FIHFE ., H— & R Y703 MFP OREZFIH T 272012, B2 b
DA/ BAEZ 52 T4 T DRERE, BAE SR ~DFRIR BT I,

o EIIANGIAE
AR E HE 2 BE S0 B AT SRS EFE N REE 512 L 0 . FIRERE S 2 BaE,

© 2011 KYOCERA MITA Corporation

5



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

7272 L. AREREIL TOE M2t 5% = U 7 ¢ —BERE TIT72Ruy,

® bt —fkiE
TOE FIFHZE DY, BAE AR DO AT/ BAEEATO 28I X0 BT — % % MFP D A% v
— B @tiAA, MEP OFIRIE 2> )19 5 #HE.

® xv hU—7kEHERE
TOE FIFHZAE DY, BAE SRV AT/ BAEZATO 28Ik BT —% %27 747 L PC
(ZEE T D RERE,

o U X —iue
TOE FIFHZE 23, LAN b, T —h A Sni=7 74 7 FPCILEMET S Z L2k v,
KA SN T —F % MFP OEIRIER > & H /19 D HhE,

® R AfkRE
TOE FIFH#& 2. HifgT — 4 % HDD _E\C RWIRTET S HERE,
TOE FIHFE D, BAE XA DD ATI/BIEEZIT S H, b LI, LAN b, Xidme— 8
WINT27 T7A4AT 2 FPCIOOEMEEITY Z EICL D A SN T — % % HDD LIk
RS 2,
FEWRF Szl — 21, A, 72947 2 b PC~DERIET H Z ENRHKD, &
7o, ECHHBIZT 7 BATHZ EHES,
MR Szl — 2 2145 2 L L AEETH 5,

@ Va—Tar7Ty 74— (HyPAS)
TOE 23E#k S b MFP X, BEOERE LV ENATO b7 S r— a7 K
VT A A=V LTHERTLZERHRD, V) a—a 7Ty hTF—A LI
TV —2a YT NI =T A A —/LLMFP FCEWESE A7 DDMIETH 5,
2L, AVAN=AENDT TV r—aryy 7 hy=7E, TOE OFFHANTH D,

F7-. Ry AEEEIZBWT, 25 A4 T2 FPCHS DOFAEIZ, Web7 T U —Z2fiH+T 52 &
DHED, TOERY R — K3 BWeb7 T v — LaHlixtgi &3 HWeb” 7 U — (3 kD@D TH
éo

# 1.2 FmRRD Web 7T 7Y —

TOE 23R — k9% Web 7 7 74— HEPSE

Microsoft Internet Explorer7 LA « Microsoft Internet Explorer 8.0
Mozilla FireFox3.5 LL%&
Safari4. 0 LI

1.4.3.2. TOE DMtk d 2% =V 7 ¢ —HRE
TOEIZ, B =V T 4 —HEEL L CLL T DREZ M35,

® i {LikAE

© 2011 KYOCERA MITA Corporation

6



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

HDD \TARTFE SN BT — Z 125t L, 7 — % ORISR T 2B ICkHiT 5 2 L 2 Bl E L
T, KBS EALBERENTFIET D,

MFP 1%, 2 B°—HERE, Ry U — 7 EEHKEE. 7Y ¥ —HrE. KOVR v 7 AEEL W 5 K
AHEREZ FEATT 5 & HifgT — % % HDD IIR1FT 5, W 5biRBIZ. 2 DmEitgT — % % HDD
WZORIFT DB, BT — 2 W5 b L CIRFT DB T D, £7o. RO EAMEREL E
17U, DD IZPRAE SNl 7 — & Z g AT BRIC, Wb Sncmigr — & 2185 L (it
AL BITI,

B AVIZFE 3 2 kG 28213, MFP OFEJR ON FFIZREZ: = LI —E R E CaERlA R S i, 8%
PEXEVITHEFEEND, 2FE YD . MFP OEJRD OFF X 372 4REE T MFP PNERIZIE S8 0 R &
IWTWABZ &R,

I EHRE

FREREY 7R PE R OHIBRLERIC N 2, FICR 22 M ESED 2 L 2HE LT, EEEHER
REDMFIET Do

MFP X, =& —H&RE. x> MU — 7 5EHRE. ') 7 —HEE. ROVR v 7 AHRE L\ 5 B
AFEREDMBENTE T 1%, 721X, T OLBEF O FIEEEIZ X 25 IRLBED5E T #1Z, HDD
\ZERIE STz T — 2 OFIBRZ Fr T 5, EEZTHEMKRRIX. 2 O HDD IZARAF S 7z mifg
T — X OHIBRB R SAUTZERIC, HDD IR SV B T — % % | GmEMIC G T — & O
BIGHMIZT ZHIBRT 5O TIEAR, EF—XHEEkbL 2T EEZHET LT & T, 7 —F 4
& ARATREZREBIC T 2 6ETH 5,

1.4.4. TA XA

ARTOEZAERL T DA X v A% LLTFIRT,

# 1.3 TOE 1R D HA ¥ R

T AR N—=Va nn[ap:it
Hy #% % | Data Security Kit (E) Operation Guide Rev.3 2011.3 | ¥gsh
W Notice 303MS56320 EZaS
2011.5
Data Security Kit (E) Operation Guide Set—up Edition | 303MS56710 M99
2008. 12
6550ci/7550ci OPERATION GUIDE 2K9KMEN101 BUTAN
Rev.1 2011.5
CDC 1965/DCC 2965 CDC 1970/DCC 2970 Operation Guide | 2K9GEEN0OO1 YN
Rev.1 2011.5

© 2011 KYOCERA MITA Corporation

7




TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

H# — v | TASKalfa 6550ci/7550ci SERVICE MANUAL 2K9SM060 N
A v = 2011.4
=7 )b

1.4.5. TOE OfR#EEFE

—WREYZRMFP (X, a2 —/7 U v N/ Ry hT— 7 EEDOLFRELT HBE, —H., —BHRIFEEIC
TR LT DA ETT ), £io, WK TRIZZOT —X OHIBREZIT O 23, BRIk
ZmBERICHIBRT 2720 Th D, Z D70, BHEBEDOLIR RS, HR OIS CTRIFFLER (7))
DHERZRWGAIZIL HDD RICHEG T — 2 X RFS NI EETH Y, EMUHKE THTE,
FT = HZ DA HRE LTS TLE S, —FHRFSNLTWDEIGRT —ZIZbHAADZ
L. ZOERFERICO SO TITo 72T — X ERILT —Z B A>T 572, HDD 23FF
bHiEns &, N7 — 22T ERHBHSINTLEI ZENEIVED,

% 2T, TOE MR & EELLITITRT,

W T — 4
HDD _EiZ, —HHRFSUIRMRFE S N-E8 T — & 2 HDD 2> O im BRI HIBR L 7214 12517
—é—é 53‘— &O

B R FET—X

At —/7Y bRy N7 REDORE AT S B HDD R —RE RS DG T — 4,

KR EIRDT—HITHD EOEBET —X 7 7 A VKM I N TV 5,

© 2011 KYOCERA MITA Corporation

8




TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

2. WA TR

2.1. CCHE&FiE
AST BLOTOE DOCC HWAETIEIZ. LTOLEBY ThHD,

ST &TOE 3G Z FEHRT HCC D=V
SN— R RLE —RET L

2009 7 A N—Ta 301 ET B3R AR
N—h2: EXxa VT —HEarR—x2 b

2009 7 A N—Ta 301 ET B3R AR
N—=hR3: EFX2 VT 4 —RFET AR —FK b

2009 47 A N— 3 3.1 WET FE3RR AR
CC /X— h2 1T 5ST DA : CC /X— k2 #HWE
CC /X— F3 IZx%fT5ST DA : CC /X— k3 #HWE

2.92. PP EE
ARST AT HPP 1T 7euy,

2.3. Nl —TUFEE
ST 1%, Ny A7 —  FAL3 I2EE81 5,

2. 4. A ARHL
L,

© 2011 KYOCERA MITA Corporation

9



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

3. B U T 4 —iRETER

3. 1.

3. 2.

3. 3.

ATTI, B, MOE Y 2 ) 78 A SV TIIET 5.

BB
TOE 23R E T D& L,

Wik X 2V T 0 — 8t
TOE e 72 T X B2 WO X2 V7 40— FH#tE LTUT 20 E LT 5,

P.OVERWRITE : BET—X D LEEXHZE
MR DZERE LT, BHET — X 2 AREICH A SN0 K I HDD OEFET — X 2 HHH
ARRFEIZ LT U 5720,

P.ENCRYPT : —BHRIET —4# D&k
RS OBERE LT, —FHRET — X ZRIEICHEAH SN2 K 9 I HDD O —WpFET — &
X, B b2 5720,

HIFESRAE:
A TOE OFHESRIEIILL FTo@EY Th b,

A.LOCATION : EAHREIZEIT 5 TOE DEZEM:DORER
MFP D/N— R = 72X LITOND S LIV WKERIZ LD TOE DX =Y 7 4 —REEES
728, EFHINEREICCERTA L0 EEET A,

A.NETWORK : TOE DHMER v hU—27 0xb DREM
TOE [F/ME Ry U= DRIET 7 B ANORESINT-NE R Yy N — 7 128 S THEH S
NAHHDLEEET S,

A.CE : V— ¥V RHEYEDEHEME
TOE O — v ZAHYE L, EHEERLZ AW THY . REIX ThRnb o EEET S,

© 2011 KYOCERA MITA Corporation

10



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

4. BX 2 U7 0 —XFR 78

4. 1.

4. 2.

4. 3.

AT T, TOE BF 2 U7 ¢ =/ GE EHREO X2 ) 7 0 Wi, 8L UtEF =
U7 o =PRI EHMRAUZ SV TRLR T 2,

TOE D& ¥ =2 VT 4 —%I5FE 78+
TOE D& X = VT ¢ —*xtK G % LLFIZRT,

0.OVERWRITE : BETFT—X D LEEXHEZE
TOE %, M9 % HDD DT —& 7 7 A B W TEIFRE ) 4 T OMA S -k (7
—ZfElk) OLIRTO EDERLEFHATE W & 25RFE L e 5720

0.ENCRYPT : RfFET — & DfEHRL1E
TOE (&, HDD (ZfRTFT DT — X 25t L. RIEICT — X BPEFe S 2 & A REL 72
SR OIEC YA AR

EABRBEO X 2 U 7 o —% K I8t
TOE OEABRBENE T D52 VT ¢ — Kt 2 L FIORT,

OE. LOCATION : TOE L &EDREEIZ X 1%
MFP I E S N/-BREECHEM L, MFP 2483 5/ — R U = 7k 2 BB A2 Bh 1R L iud
A SVANAN

OE.NETWORK : TOE OAEBXR v b U —27 b DEh#
TOE DNRESNDIHNEX Y NT—T1%, 77 AT T4 —/L7p EOMERZRE LT, x> b
T — 27 5 TOE ~OBEZF|R LT iud7e 57220,

OE.CE : ¥ — b R{EYEDRER
P—ERAHYEZEN TOE DA T T AT HIBEEL. TO NN IEROY —EAHYETHL
EERMER LR IT T B0,

X 2 VT ¢ —xR T EHRIL

ARG, B, MUY OEX 2 V7 ¢ —F#t et =2 U7 0 —xR Tt OxeBfR % &
T, BX 2 VT xR &b 1 DL EDORHRSEM, B Milkotx 2 )T o
—FEHZHE L TWD Z EER LTV D,

£ 41O 2T 4 —FHEORREME X2 ) T 0 —X R HEH O

© 2011 KYOCERA MITA Corporation

11



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit () WESM €% =07 ¢ —¥—4 v k

kOt X = VT 4 —J7 8/ FifE AR

HLTIMIEAO *d
LdAY¥ONA *d
NOILVO0T 'V
YIOMLAN 'V
oM

XU T xR E
0. OVERWRITE

0. ENCRYPT v
OE. LOCATION v
OE. NETWORK v
OE. CE v

AN

LIFIZ, TR 4.1 Mot x =2 U7 0 —F# M ORHESRIFE L B X 2 U T 4 —d R R OS]
DIRILZ 7R

P. OVERWRITE

HfEkOE X 2 U7 0 — 5% P. OVERWRITE IZ L 0 | Mk DDEERE LT, HfFT — ¥ 2 RIEIC
B S ARV K DT HDD DFRAFT — & Z BAIHARARRIZ T 2 Z EMRO LA TN D, Z D%t
% & LT, 0.0VERWRITE OXIEH#HT LV . HDD IR SN TW A BT —Z 7 7 A LB
T, BIRED Y THOLEBINTZFEHROLUAIO EOFEROBRHATE NI L2 RIET 52 &
T, P.OVERWRITE #8425 Z &3 kD,

P. ENCRYPT

HfkOE X 2 U7 0 — 58 P.ENCRYPT IC XV | Mk O DERE LT, —FRIFT—Z A IE
IRt A SN2V X DI DD O—KRfFT — X113, BB bEnbd Z ek o TWnD, 2D
%% & LT, 0.ENCRYPT ORISR EHC L Y, HDD IRESH TW A g T — & i 5{k L. [A
— O FHETEST 5 2 LUIMNIIET —F Zgi S 22 & 2 RGE3 % Z & T, P.ENCRYPT
FRBTHZ ENRHEKS,

A. LOCATION

A. LOCATION O HIHFESMIEL MFP On— R = TR LT 00 LIV WIKEIZ X% TOE O
X2 VT4 —REZSTD, BEINTRREICCGEA SN Z EANEETH, Z0Z L
IZ, MFP ON— R =TIk 258X 2 U7 4 —ZENS TOE 2555720, WEHE, KUK
B L HIIRT 5 2 EANEME 72 %, OE. LOCATION DO%[5RIZ XK 0, MFP [ IE PR S - Br g T
L. MFP Z#ERT o/ — RO = TIZHT OB AHIRT 22 &L 2179 OT, WBHGIE, W8
SN HIBR X 4L, A LOCATION 2 EH T 5 = & 3k 5,

© 2011 KYOCERA MITA Corporation

12



TASKalfa 6550ci, TASKalfa 7550ci
Data Security Kit (E) WESM %= )7 4 —4—4y k

A. NETWORK

A.NETWORK DRETHESA:IE, TOE 23R v h U —27 ORIET 7 B A BIR#ES NN R v b
U—JilEHR SN THEHENS Z 20 ET 5, 2O i, TOE (IZx LT, SMBxRy bY
— I DO DREFESHOEGT— = ML DB A, MOBEBEEE % HIIRT 5 72 DI R
FEZE D NI TOE 2T 7B ASHRNWZ EXRHME 7D, OE.NETWORK OXFHIZ LY, TOE
DRESNDONERY NT =21, 77 AT U+ — N7 Oz E LT, My hU—
7B D TOE ~OKEZHIRT 2 2 L &21T5 DT, MRy MU —7 b OREEESHDE
T—Vx MIRDHWEESE, BB HIFR S 4v, A NETWORK &2 B4 25 Z & 3 Hk 5,

A.CE

A.NETWORK DRTZESAEIZ, TOE DA T F v A%4T 9 — ALY ENEHEE DL AW TH D
TEEMELTDL, ZOZ X, TOE DA T F U AELT )V — B A Y F IRIE 2@ )70
ZENEML 72D, 0. CE ORPFIZE D  H—E RS E N TOE D A T F 0 A E1T 9 BRI I,
ZDONDPEROY —EAHYETHD Z L OWREITI) DT, TOE DA T F U A%E(THH
— B R Y FH N RIEZ @72V THD Z LIRS, A CE Z2FEBT 5 Z EAHkD,
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5. VhiEa v iR— 3%y NER

R v AR—% MIEZE LR,
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6. BXx =T ¢ —2MH:

ARETIH, TE X2 VT 4 —FHIZHOW LT 5,

6.1. TOE &=V T ¢ —HEREZL(}:

FCS_CKM. 1 rE S R4 K

ThIFERE : 7o L

HeEME © [FCS_CKM. 2 B B4t ff $£7-1%
FCS_COP. 1 M§H-H#/E]
FCS_CKM. 4 W 5-4pk e

FCS_CKM. 1.1
TSF X, AT OEIS - O Y X NICEET 5, FBESNTRESHAERKR T LT U XA [EH|
fF: BE S8R T VT X L] EFRE SR S8R [BIM - B #E]I/E-> T, Bad#s
R LR UE e 57eu,

[FIF D Y A 1]
R T S p i

KON = % W 2= N
BT I X EBEEOR AR T LT Y XL

[ - it
- 128 bit
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FCS_COP. 1 s B e

TALPERE : 72 L

WA o [FDP_ITC. 1 &%= V7 4 — @R LAAET —% A4 AR — b, £700F
FDP_ITC.2 €¥ =2 U7 4 —@MEZEIRHET — 2 A4 R — b, £721Z
FCS_CKM. 1 W58k Ak ]

FCS_CKM. 4 WS-8

FCS_COP. 1. 1
TSF &, (RIS  BRHED Y X FPNSEET D, FESHIME ST V=Y XL [EIR w57 L
Y A L] LSRR (RN SRR ICE- T, (BN B S #fED Y X M2 T LR
NIFZR B 7,

[EIfS : IR Y 2 1]
- FIPS PUB 197

(I T L) X4
- AES

IS - W SR
- 128 bit

CEIF) : B #fED U X ]
« HDD ~E X AALRFOE{E T — & Z K51k
« HDD 2> &5 Fe A LEFO B[R T — & DIE =
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FDP_RIP. 1 Y7 v MEREE

TR : 72 L
WA e L

FDP_RIP. 1. 1
TSF (&, [ : A7 =27 POV R MOFT V=7 FEER : ~OBFROEE T, nHOD

BEIROEL TREERIZBW T, BIROLETO EOFERONEHLRIH TE72< 35 Z & Z4RiE
LT 5700,

(Bift . A7 =27 DU R K]
- HDD EOWEBT—% 7 7 AL

DR : ~OFIROFY T, 75 OEPOE Y THER]
« B OEPOEY THREER
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6.2. TOE &=V T ¢ —{fLIFE/}:
AR TOE OFAMEZEL LT EALS Th b, E6. 1ISEH S5 TOE O X = 5 ¢ —{RaFEff:
rELDBH,

# 6.1 TOE X =V 5 ¢ —{RIFE

7T A AR —R M(T7 7D ETD)

ADV_ARC. 1 X2 VT4 —T —FT 7T ¥ —jlik

P ADV_FSP. 3 | 527 8K & (S REALAR
ADV_TDS. 2 T XTI F ¥ —iKs

s AGD_OPE. 1 ﬂ%%@%ﬁ%ﬁyz
AGD_PRE. 1 | %&fif T4t
ALC_CMC.3 | PR D& B
ALC_CMS.3 | 2IERBIO CM #iH

St o g i o | ALCDEL. 1 B AT e & A
ALC_DVS. 1 | BFX =2V 7 0 —FEOA
ALC.LCD, 1 %?ié%c:;é?4’ THA T IETF LD

EFE

ASE_CCL.1 | @A+
ASE_ECD. 1 | JEIR= > R— % NEFR

B U S Bty ASE_INT. 1 | ST ¥

k2T ASE_OBJ.2 | X = U T ¢ —x}KHEt
ASE_REQ.2 | JRAELZEX 2V T ¢ —ff
ASE SPD.1 | ¥ =2V T ¢ —ifEER
ASE_TSS.1 | TOE BELKIfAE
ATE_COV.2 | IR L— D43
ATE DPT.1 | 7 A b @ FEAEE

T A b —
ATE_FUN. 1 | ¥¥8E7 A b
ATE_IND. 2 MNET AN - T

Jesa PR E AVA_VAN. 2 | Mag5E 4T
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6. 3.

tF 2T 0 —E R

6.3.1. BX =2 U7 ¢ —HEREE R IL

X2 )T 4 —REGTEHNCKT D TOE B 2 U 7 ¢ —HSREE RO XHS &2 =T,
# 6.2 X2V T4 —xtEHF#E TOE X2V T 4 —HEEEGFOIG

X2 VT 4 —RRGE o =

(e} (ool

< =2

m a

= =

2 | 5
T =

TOE &% = U 7 ¢ —HERESES

TOE FCS_CKM. 1 v

®%=Y7 ¢ | FCS_COP. 1 v
— FDP_RIP. 1 v

FERE T

PLITFWC. T3 6.2 BX=2UF 0 —%PE e TOE % = U F 0 —HREE O3 e] ORILE =9,

6.

0. OVERWRITE

FDP_RIP. 1 %7t v MERIRHESEHZ LV | HIFRT 5 HDD OEGT —5 7 7 A D6 OEJR
DENE THEERICIB N T, BIROLIFTO EDFHRONEBFIHTE RN 2 RIET 5 Z L3 H
5,

1>, 0.OVERWRITE {35 AF7T — Xk L CHAH CTEX 72\ 2 &2 RGET 5 Z LIk D,

0. ENCRYPT

FCS_COP. 1 DR SHEHEHI LV | HDD IZIRFFT DB T — & DR 5L 2 IRFET 5 2 & A3k
%, FCS_COP.1 Z3fid 5 7=, FCS_CKM. 1 (2L V., B EALEAT O 12 DOR; S#n Ak & h
HZENMEEEND, ZOF, B S#ITER ON FRoRt 7 I X EHEORT S84k 71 3) X
LW TEEAERIND,

E- T, 0.ENCRYPT |IfR1FT — Xk L CAREILT = BEFE S NN T & ZRFET 5D 2 &2
Hk 5,

3.2. TOE &% = U 7 ¢ —HERE M O AF B
TOE © % = U 7 ¢ — e B O IRFREIfR &2 LL R IR,
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# 6.3 TOE E¥x = U 7 ¢ —HE B4 0K 7RIt

TOE
No | BX =2 U7 ¢ — | TARERE | KEFEEER | ZH No %5
FERE L1

1 | FCS.CKM. 1 L FCS_COP. 1 | 2

FCS_CKM. 4 | RE& 6.3.2. 1 HizR
2 | FCS_COP. 1 2L FCS_CKM. 1 | 1

FCS_CKM. 4 | "3 6.3.2. 1 iz
3 | FDP_RIP. 1 2L L —

6.3.2. 1. FCS_CKM. 4 DAKAFMEZ B & L7 VR HL

5 B8 T SEFEYR ON R ICZAE R S v, FEIR ON X7 — & % HDD IZFtAE & T DR B o 7-
DIRIFEENZOBWILISNCT 7B AT EHA B —T = A AT, DT Oh St i34
D EMIISLE L L,

6.3.3. ¥ =2 U7 ¢ —{RIEEHIRIL

AR TOE X, KL~V OBBEFIZ L HEGT — X OBBEOBEIIKTTHZ L E2HME LTINS
72, RSNV OREADORFIEDRGED LI L 72 5,

EAL3 1% TOE (21T DBARBRE DX 2 U T ¢ —( RO CRIRIE S 727 A b D Ffi & 5347,
F QBRI BREE PRI AL FEM D BRI OFHI) 2 574, EX¥ =2V 7 4 —HiEE2 22 HT 2
72DV AL AERPNEENTNDZ EDGINEEND, FiEEMEIL, FAL3 AT
H D572, EAL3 OFRUIZ Y TH D,
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7. TOE BEHIfLAR

ARETIE, TOE AR 2% 2 U 7 ¢ —He D ZRERIC O W TRIIR T %,
#6.1 1L, TOEEX= U7 ¢ —BEREL B ¥ = U T ¢ —HREEE O BIMRZ R T,

7. 1.

7. 2.

£ T1TEEXF=2V T —eEE X2 Y T 1 —BEEH

X2 U T o —HERE = 7

T e
o] (]
2 <
) =
= =
— —

TN E

HERE T

FCS_CKM. 1 O

FCS_COP. 1 O

FDP_RIP. 1 O

S bAkRE
TSF. ENCRYPT
MFP %, B —¥EE. X v FU— 7 EEMEE. 7V X —HE. KRUVR v 7 AEHE &\ 9 FEAR

P&RE

EERITTDHE, BT — 4% % WD IR TFT 5, BE o bAgREIE. Z OmEigT — 4% % HDD (2 1R

I DB, BT — 2 205 b L CRIFT DIERETH 5.

(1)

(2)

FCS_CKM. 1 B 58k,

TOE IZ, AES 7L 3 U X LITEHT 2 128bit B 8% it 7 I ¥ RUEOR; B84 pk 7 v =
U X L% RAWTAERT D, 20T, BEOEHZ T, MFP OFER ON RF IR Z L 12—
BEMETHERAER SV, FREAT VIR SND, M, KBS0t s 225 ERIEHBR
PERFIC DB E S AL, EHFICER SN D Z &3,

FCS_COP. 1 B =-#fE

TOE I %, HDD (ZH{§T — & ZRAFT 2 BE, EENRFIZApK U 72 5884 5k (FCS_CKM. D12 XL Y
YERL L7- 128bit K5 B-4% BV, FIPS PUBS 197 |25 < AES BF B 7L Y X AIZHE- T
%7 — % ORF5{t & 17\ HDD (2 EiATe, & 72 HDD (ZERAF S 7= i T — & & fe A T B,
AR IR BN I CVERR L 72 588 % FV, ABS BE S 7 03U XAICHE-> CHlitg T — 4 2155
T2,

EEEIHEKRE

TSF. OVERWRITE
MFP %, B —H¥EE. X v FU— 7 BEHEE. 7V X —EE. RUOVR v 7 AEHE &\ 9 FoR
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BEREDMEENTE T# ., F721k, 2D OWMEF O IEEEIC K 2 PIEER OS2 T2, HDD (12
R SNTEg T — % OHIRZ R T 5, EEXEEHRIL. 2 O HDD ISR S - Eifig T —
X OHIBRPFER SNT-BRIC, BT — & OFET — X BRIk L CREWR AR Ty %2 FEE L,
T — H I A SRR E L L CHEBT — X OFHEEREHIRT D2 LT — 2 HAHE
RATREZIRREIC T D HEBECTH 5,

(1) FDP_RIP. 1 %7 v METFHE MRS
TOE |%, LEHFHRIHEORR L LR MEHMEET — 2 2 HDD EORFEOHBICES, Z0
REDHEBEERT 57 n e ALY EEESWEEZIATT 5, HIOEAMEI RS,
B E RN FHARAEIC 2 o TG RS RRR SRR T, BT R R IT kY
EEEWEEFATT D,
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8. M&FE « Mk
8.1. HFEDER

AST CHEHAINDLHEOERZFK 8. 1 TRT,

# 8.1 STCHERINDHENER
FGE EF

W T — X TOE FIH#E 2, 2 & —HRE, v MU — 7 &EHE, 7Y 72—
FERE. ROVR v 7 ARSREZFIIH L7-BRIC, MFP NERCAUEE S b
EIEHRDO - & E2FET,

—RERAT ZAFT - -G T — % 22 O £ £ ) TR I — I
HDD _BIZARFF U720 | I ALERIZ 35\ C—REAYIC HDD I PREF
5L, AIRAENERT D Z &R EAKOLIIERE CTHEIR
21T 9. RHIRTE &3ttt

FWIORTF Wi T — % % FIHEDNER L CTRIFERIEZITV, HDD B ERFF
THZ L, R L 5,

7747 KPC X MU —Z I S TOE ICXF LT, Ry b U — 7 [T

LT TOE O¥—bE & (Ba2) #fHT A Ba—TD I b
R i=h I

Fw MU — T EE

AXp SN EBT —Z RNy 7 ARAE STl T —#
. 7747 PCICAET DHAE, LAN R TEET 5 PC
WIE L, E-mail #RETEET S E-mail %F, 7 F4 7 b PC
O OBIETE v b SIVIZFRRZ2 D AT TWAINBRREDYN B 5,

W — 2 O T, FOF —Z OEHIERNE S - E, W
%7 — % ZimBRICHIRT 5 &%, 2 OMEES T 2R AT RE
RHEDIZTHZ EEET,

g7 — X OHF T, EBEOBBEERT DT —F NI n-1E
I, WifgT — X ZimERAICHIBR L2 AiE. Z omEEsiIEE
LCLEY, ZOERGFELEHEREZE L C FBET—4 ] LIRS,

EEEHE

HDD (ZfRATF S NIz it 7 — Z DOHIBR M E/R S B, mifg 7 —
ZDFET— 2 BT L CERRR T e EEE L, T —
Z A RIS E L ETlR T — 2 OB IR EZHIFRT 5
ZlEiET, 29752 TT—HAMAEARRERRIEIZT
52 ENHRD,

Bl L

BEERED—F EIBICERE S, 7SN RV TR SN D,
NHA L E—T A ATHY, FIFEL, BIERxLEZELT
TOE ZFHT 2 Z LNk,
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VVNVa—aroy
k7 4+—2 (HyPAS)

IVVa—ar 7Ty N7+ —AEIX MNP OHFEDOEBEZ LV
WRANAT O T2, 77V r—v a7 =T %A A
F—/L L TCMFP ECEESED7-DDIERETH 5,

8. 2.

W RE D EF

AKST THEHSNIMEDEFRZF 8.2 TRT,

# 8.2 ST CHEAINIKEDESR

G TE 7%
cC Common Criteria (ZEL 27 F5A4F1U7T)
ST Security Target (B =VUF 4 —X—47 > })
EAL Evaluation Assurance Level GEfREEL L)
SFR Security Functional Requirement (3= U T ¢ —HEEETL{E)
SAR Security Assurance Requirement (& = U T ¢ —{RIFEM:)
TOE Target of Evaluation GEfixt5:)
TSF TOE Security Functions (TOE &3 = U T ¢ —H&HE)
AES Advanced Encryption Standard
EEPROM Electronically Erasable Programmable ROM
HDD Hard Disk Drive
MFP Multi Function Printer
USB Universal Serial Bus
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