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1.3.

Xerox Color 550/560 Printer ZFz/714—7wf

ST #%&% (ST Introduction)
ARETIE. STSEBR. TOESHE, TOE#IE, LU TOE SEbICOWVCERHR TS,

ST &M (ST Reference)

AETIE ST OFAERHREFCLT S,

"4 M- Xerox Color 550/560 Printer #¥aU7458—5'v bk
N—=33v: V1.1.8

F178: 2011 %06 B 06 H

ERE EXPOVIAMA =4t

TOE &8 (TOE Reference)

AE Tl TOE DFEAIEHRZERIRT S,
TOE (3 Xerox Color 550 Printer. Xerox Color 560 Printer EUTCEI{ET %, TOE (ZLLTD TOE
ZEN—=T3VTHEHANT B,

TOE 4 Xerox Color 550/560 Printer
*Controller ROM Ver. 1.203.1
. IOT ROM Ver. 62.23.0
TOE ®D)N\—23Y:
-IIT ROM Ver. 6.13.0
ADF ROM Ver. 12.4.0
BRE: ErPFOvOAkK St

TOE #1Z (TOE Overview)

1.3.1. TOE#ABLUEELFa1)T188E (TOE Type and Major Security Features)

1.3.1.1. TOE M#&%R| (TOE Type)

A TOE [F IT MATHD, JE-HERE. TUUA—HRE. ATv—HEE. D7D AMBEEE 5T JAIIES
B (Multi Function Device B&Fi MFD)T#&% Xerox Color 550/560 Printer( LABE. B(CTMFD |
EEET)THD, TOE &, MFD £ 0H!{EH ., TOE EVE— FMEIOAERY M) —D LEZRNEIXET—A.
J3770-  HERYIA TOERET—A(TSF 7))LV 1) T EEONTTAZEBBNIRET
BIHOEESLBIETO N IVICLSRIET —HDRECH T T IR THS, Fz MFD (CLDLEEH
. AN FFAAVRECERBINIXET . ARFHANET AT ELGRENLRET S
HowEES TOE ICEFN5,

1.3.1.2. TOE DO#£8EFERI (Function Types)

Tablel [CTOE MR T 3R MOAEERI EREL T B,
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Table 1 TOE h4R#t 9 S AEL HE AETE A

FEREFE R TOE H'{Z £ 218

RENNRIVIEEE

-CWIS #ge

-JE—HRE

OVERL: -

- A% v —HEE

e LEDEDYESV: 313

- I7D AR RE

“HALD N IO AR RE (R R R DA )
N=RFTAADERET A LEEHERRE
N—=RFAADER T —IE 5L RS
-1 - —EREERERE

- VATLEBEECF1UT BB
TX1UTH8E DAY —I VI T eI PR HERE
-EF2TAEEOT B

‘AERRY FI—D TS {RFEREE

‘B TAMERE
AVTAR—ayTIO—t XY T #EE

Nt

« JPDAMERE . HA LD R IPD ARREEE T R0ICIE. SMT D IPDAR— F(TOE 3t 44 ) DiEkEh
WHETH?,

- TUVA—HEEE A v e AM LD IO ABRERE AT 320(CIE. TOE SAO— & FIAE DS
PUNBLUIATLEBEDFATIMIT)IA— R4 AFvF—FIANBLUET7D ARSI N Y
AR=ILENTVBENBETHD,

- 1R RRICII R RFEREC SV ERERELE D 2 FEEEDFRRE A XN BN. B FE(CLD TOE (FEBOHD
RELAXTENMET B,

ASTATIE. CO 2 FBEDRIMAXTEENELSIHFEEHREIND, T, FICHRKELTENGE
(F. EBLDRIA AKX TERILEIMEETHEEERT B,

S}EBEREE A R IC(E LDAP FREEE Kerberos RREEN'$HB M. Kerberos FREINZEICFIAEZEICL
TSA(VATLEEREIER) 2 ET 21583 LDAP Y—N—t b EEHB D,

1.3.1.3. TOE MERZETELF1T1HRE
(Usage and Major Security Features of TOE)

TOE 0EBFERZEELUTITRT,

- JE—-HERECIRAE) SRIVBEREICED B4R SRV oD — MR FI R E OFERICHED., IIT TRIEZHHA
& 10T LNENRIESTI. R—RBOEHMOIE-—DERSNIGE . IIT THRAPAVEXET A,
—B MFD OR#EN—-FT(ADEE(CERIN. SHEEHHKE ., AEN- FT1ADEENbHH HEN
TEIRIENS,

- TUUB—HERECED, FIREDIM7Y M oEESNTEIRIT -3 71V IR— XU CEIRIT %,
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- CWIS ##EICED. MFD [CR LTAF v —HBEICENAF v LT BRINYDAICH SN X ET—
NERRBEDIA7V MOEDET,
SHIEVATLEEEL. Web F50H&HELVMFD (Xt LT, TOE RET—R(TSF 7—2)DHERPE
EHZEITo

- AF v —HEECIRVEIRIVBEBEICED. BRIV DRI AEDIERICAEL, IIT TRIE\ZFHAH .
MFD OREBN— RTAADEE(CEONIEBRBRYDACETET B,
ERSNEXET-RF. —iR#I%G Web T35 &HALT CWIS hoEIH T CEL ATRETH S

© FYRD—DAF v UHRECIR IR IR IVBEICEND . AR IR ORI AE DERICHEL IIT TRIEE
A AR EIC MFD [CERESNTWSIFRICHKST, FTP ¥—)\—, SMB #—/{—, Mail #—/1—-AX
ETHDEEETY

© TPDAMBECARENRIVEREICED, D7D AERIEEITI. TPDAEBRIRENRIDOOFIAED
HRICHEWV. IIT TRIEEFRHAH . AR BEERBICINERNHFRICXET HEXET
%o IPVARERARBERGRACIVEBBFHILOENTXET - FEREL. BERYIAN
i ERSN

- NALDRIPDABERECED ., T—RET)Y b TaTdeLT MFD (T3ED. MRICENRIT 3 e T7D AREE(C
SNARBEFERIREEERALTEET S (R KEBELRFDH ),

TOE QU TOEF1UTAHEEZIRILT B,
(1) N=FFAADERT A LEEHE MR
AE— TVVA-BIUAF v T —F OB/ EEEDENER . \— FTIADEEICERSNEFIAFH DX
ET D LEEHERETOMEETHS.

AE—. TUVA—BIUAF v T —F O AN BN RO Z B AR R E R CN\— FTAADEEICETES
NIXET IO SLEITOMEETH S,

(3) 1—Y—-5EHae
FFRISNIZREDFI AELIHC TOE OHREEHE AT HHERERFE A RF IRV FE— AR
FAEDSIA7VbDITPIARSAIN, CWIS Hho1—H—ID £1—H—)I\AT— ke A hSB THAIERR
THHARETHD

(4) YATLEBECX1)TEEMEE
BENRNFERYATLEBEIFA7Y Mo, BB LURESN VAT LEEEN, TOEOEF
AVTAHEREICRAT SR ENSRBSLUVEREVATLEREDHNMTADLIICT HHAEETHS,

(5) HAMNR-IVIZTRERIRHERE
AARI=IVIZTH TOE DX YT HREICRT IR EDS BB LU L EETELIHIVATLE
HEEDREMETHD,

(6) tFaUTAEEOTHEE
WD, FEDY, EDIIBEREITOIDELVIBERPEELGAAY MHIZIEEZPBREE, 1-—1&
EBE) & B CERT T DHEETH D

(7) AERYEI-DT—H{RFEHEE
RNERYII-DECERTIXET A, Ya770—  BRAYIA, 1T/ EEDTT-4H LU
TOE BRET—H(TSF 7=V W2 BIET R ERETHHEETHS.
— RIS S L BIE O ML (SSL/TLS, IPSec, SNMPv3, S/MIME)(Cx T3,
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(8) 1V74A—Yav70—tF1)T1HE
SLERA VA=D1 —AERNERRY M —DRAICHFREF A SN ZLBISEHIR T 548 TH D,
(9) BETAMERE
TOE ) TSF £171— FBLU TOE FRET—H(TSF T—4) DL M ERII T 27O DIERETH D,

1.3.2. TOE #|AEE (Environment Assumptions)

ATOE }., ITHRMELT—MMBEFA (1AL, 774704V BETHERY I -DOE BN HIRFES
NEERERYEI—D, AR BFERFRSLIURABED M7V beERSN TRRASNSEZEEEL T
%o

TOE 0EETSFAREER 1 (BT B,

o
‘\\ *YED=H ,
~~—I-—”
—."‘ | =47
jﬂx*]ﬁﬁ%"]?’“ 2l : pEIEE
- FUVE— K54 /5= | i =17
ey L BFAEIIA TV
Y : ! FUSE— K51 )5~
— R RE 1 I7A7 - IPHA RS54 )N —
L oA=L
N USB
E; VATLEEE ) R T .
A ’7547) ~ p ’ W% S
] R NORVRD=D
$25 1 Web 750 ) et .
EHE
USB
| Mail y—)i—
| REsEE
[ sMBH-/i-
LDAP 5—/— o anpEE
[ ] \\\ @ﬁﬁ?ﬁ /) A
[ Kerberos §—/i— | Tt T —RFIARE AN VATL
IVvIZ7 EBEE

1 TOE 0B FETZFIRIFE
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1.3.3. TOE LWSDON—FII74EREY T oI 7# B (Required Non-TOE Hardware

and Software)

-1 [SRTFAREOHPT TOE (& MFD THYD, Ticd TOE USNDN—FII7HELUV T MIIPHiEFE
#9%

(1) —&RABEIZMTH
N=FDI7ERRAD PCTHN., TIVB—FIANELUVTPDARSA N VA= ILENTHN. MFD IC
HUTXET-IDTIVMER, BLUXET-IDTPIABEREITIENTED,
Fz. Web 7505 ZEALT MFD OAFvF—HBEICEDAF v LI X ET-IDEDE LEXKREITI.
F—REFIRAEN MFD [CEEFRUEZHEBRYIADRID AL T, NAD— R, POEAGIR., BLUXE
DEEHIRIEEDHRELEENH KD,
USB TAO—NILEHRSNTNBIES . TUVE—FIAN BLUITFDARSANDA VA R=ILENTHEN.
MFD [ERUTXET-IDTIV MER, BLUXET-IDTFDAEREITIENTED,

(2) VATLEEEDI(TUL
N=FII7ZAAD PC THN, Web 7505 &ERALTTOE ICxtLT TOE & ET—2(TSF 7—43)
DEHBPERZITIENTES,

(3) Mail H—)%—
N—FD17/0S ([ZRA®D PC F£izdH—N—THD. MFD [ZA—=)L.7ORILZAT, Mail —)\—¢&
XET-HANEZEZTI

(4) FTP H—)\—
N—=F917/0S [FRAD PC FzlFH—/\—THN. MFD [F FTP 7OMLERWT, FTP H—/\—(C
XET-ADEEEITI.

(5) SMB H#—){—
N—=FH17/0S (FRB®D PC £(EH—)1—THN. MFD & SMB 7O L EA VT, SMB H—)\—I(C
XET-ADEEEITI.

(6) LDAP H—)\—
N—=FH17/0S (ZRE®D PC £EH—)\—T&HN. MFD (& LDAP 7O FILEFHVT, LDAP H—/\—
W oAl FRREE RO EIG 21T ). FLFABRBIIELTO SA 1BEHREMFT 5,

(7) Kerberos H—/)\—
N—=FD17/0S FRAD PC £#FH—)N\—THN. MFD (& Kerberos 7O FIILEALVT. Kerberos
F—N—h o R R EHRDEIGFEIT 0 o

(8) Z7IAR—F
HHER AR EIHRICERFR SN THD G3 JOMIICH ST B T7DAR— FTHB. MFD &[& USB D13 —
JI—ATHEGINIFPDAT—ADEZIEEITI.

(D). QO—EFNBEEDFATPV I ATLEEEDSM47 Y D OS [ Windows XP, Windows
Vista. Windows 7 £33,
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1.4. TOE & (TOE Description)
AZETIE. TOE OF| AEKRE]. TOE OREREEHE. BLUWBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETIFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAEKE
Designation PP Definition iR EREA
U.USER Any authorized User. FAEICEKRETS,
U.NORMAL A User who is authorized to —RFIABEICEZHTD,
perform User Document Data TOE hR#t %I —HERE.
processing functions of the TOE. | FUVA—#aE. J7DAMEES
O TOE HREDFIAE,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (EHEEE
granted the authority to manage | £ SA)ICE& %73,
some portion or all of the TOE and | TOE DY AT LEEEE—FR
whose actions may affect the TOE | CHaREBEEZITOLHDFFA
security policy (TSP). BERZRFOFIAAET. TOE
Administrators may possess DRIENRIL. BLY Web 7
special privileges that provide FOYEFEALT, TOE #3238
capabilities to override portions of | DENMEERTEDSER/E#H. H
the TSP. SU TOE 1) T1BE8EER
EDSH/EHEITI.

TOE Owner A person or organizational entity | #AOEBEEICEKET S,
responsible for protecting TOE TOE#EALGERT 3%
assets and establishing related DEREBF-IEESE,
security policies.

HAN—IVIZ7 - NAMN—IVIZTPERDAY

N—J1—-A%FEALT, TOE
DHBEMEREEITOE,

1.4.2. TOE mim¥EMIEEE (Logical Scope and Boundary)

TOE 0iwEMEE I TOTILDOEHEETHD,
2 [CTOE MimEHIERMECIR T D,
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-—RRMABIFMT7UL (WebTF0H, TUVA—=RIAIN, T7DARSAN)
“DATLEBEDIATUL (WebT50Y)
-H—N\— (FTPY—/\—, SMBHY—/)\— Mailf—/)\— LDAPH—/)\—,
Kerberostt—/1—)
-NREEEIRE O7HR)

TOE

Input

Channel(s)

1R E )RV RE

-CWIS#HEEE

-JE—HEEE

=TIV —HERE

- AF v —tae/ Ry b —DAF v OB RE
- JPDABERE/HA LD R I70 AR RE

"N—FTAADETET S LEEHEMAE
N—FT4ADEET IS LHaE

o R 1L 312

“VATLEEE X1 T EEHEE
NANR—IV I ZTREHIBR I RE
¥ T EEOTHRE

"RERRY RD-DT - S{REEHEE

AV TAA=3aVIO—tF1UT 11 RE
‘BT AMERE

Output
Channel(s)

User Data TSF Data
User User TSF
Document| | Function Confidential
Data Data Data

RNEN— FTF4 AV E/NVRAM/SEEPROM

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [ZIZLLT®D 4 2031 THH3.
Private Medium Interface
BHROFAENRFICPIELATEEDTERVMEERILPO-DIAVE—T1— A,
Shared Medium Interface
BHOFRAENRFICPILATEIENDTEDRY N I—DFEDIVRI—T1— 2,
Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s

a)

b)

)
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d) HardCopy Output Handler
User Document Data %/\— FIE—T TOE OMIERET I AN L
1.4.2.1. TOE MR TIEKRMEEE (Basic Functions)

TOE Z—#&FIAFICK LT, TEE Table 3DLIICIE—1RE. TUVA—HRE. AFvF—H#HE. XV ID
—D2F v UBkRE. TrDAKRE. S LD N IOPDAMRE (R REREERF D ) BAE SRV ERES LU CWIS
HREERET S,

Table 3 TOE Q& AR#gE

HRE M=
OE—-HaE AE—#aE( . —R&FIAEN MFD DIEME)\RIUNOIERETHIEICED. IIT

TERWZESH I I0T hoERIEITIHEETHS.

B —EROEREOIE-—MERSNTGE . IIT THRADAVEXET R
(. —B MFD OREN— RFTAADEEICETESN . f5EARKE. REN—F
TAADEENOFHEH HESNTHRISND,

TU5—HhE TU5—Haeld . —RFIREN—RFIREIFAT7Y Mo TIV METET S
EFNRIT—3D MFD AZE{EEN . MFD BEDRIT—A&#EHTLEY by T T—4
(CEH(TIVIR—X)LT, IOT hoENRIZITOWEETH D,
ENRIT—R(ET)8— F54)\& LT PDLICE{ELTiES A iEE CWIS i)
XETPANVEEEEELVGESHENHD,

FETVU—HEEEICIE, B IOT hoHIRIZEITOBETIV be, EvbIvTT—
SE—BFRICRERN— FT4ADEECERL T, —RFIREMEE) RIS
FNRI$ERELIZERE R T IOT A oRIZITOEE TV MBS,

AvF—HERE. AFvF—HEEEE. —RRFIFAEND MFD ORENRIVNDIETRETHEICEN.
FYRI—D2AXvURERE | IIT TRIBEHRAH TN, XET - IELTREN-RFTAAVKEICETET HHAE
Thd.

BRNEXET AL, —RFAIREN—RFIREIFM7Y MeE>TCWIS
HEEICINEDHE T CENTES,

FEFY I =DA% v R MFD [CERESNTVSIFHRICH-T, — AR FIA
ED MFD 0#4ENRIVDoRTEZEFRH EDRICEBRIC—RFAEDS(17
Vb FTP #—=)\—_ Mail =)= SMB 4 —N\—AE5iX T2 1FETH3,

TP ALEE. TPDAMERE . TPDAEIBETPDARENDD. I7DAEEG—RFAEN
NALDRI7DOAMERE | MFD O4EISRIVDOIETRET BCECED, IIT TRigEERHS IR0, AREE
(FARFRERLFF D) EHRAICID RSN FHICXE T —EEETS. T7DARER AR
BEERIRMEET U TERETFEIOEN TREXET 5. RIETHHAEE
Thd,

NALDRI7DARERES . —RFIRED —RRFIREII17V Mo A5EEL
TIPHAEERTET BE, TPDARIANEN LTER SN EN R T — A0
MFD ANiE{ESN . MFD [FENRIT—8EMHTL., By by T T—RICE#(TIY
IR—=2)LT, IPDAEET - BICEMRICARBHERRMPEEALC. XET
—HEEIETHHAETHD,
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B4E) I HRE BRAENKIERER—RFIAE. VATLEEE  DAMN—-IVIZ7H MFD
DHREEFI AT HEHDREICBRER I - Y- A V3-J1-AKEETHS.

CWIS #8E CWIS Haeld. —RRFREDN—RFAEIF17V D Web T50HZNLT
RIFTIMAETHS. .

FEVATLEEER., YATLEBEDI(TV D Web T50YNEYAT L
EBEDIDENAT—FEANULTMFD (CRRFESNSE. VATLEBEE LS
UTAEEHEEICED TOE RET—R(TSF T—R)IC7DEALTT—R=ZEHT
BENHIES,

1.4.2.2. TOEHW{RETStF1)T148E (Security Functions)

A TOE FFABCHLT, LTOEF1UTHREEIRILT S,

(1) \—FT1ADERT I LEEHEREE
REN—RTAAVEEICERINDIXET A, FIANR T LTHIBRENIMRICE B IFEREZ(IHHE
frEn . BEESNEXET-SBRBHIBRESNG D, COEHATN-FTIAVEE LICFIAFH X
ETAELTETFULKREICES, COMBEZAERTZIZHIC. IE—#EE. TV —HEE. AXvF—
BERE. RYRD—DAXVUBBE. D7D AMBES LUHM LD FI7D ARBED YT T RIC. RERN—RT
A AVEBICEBRINLFAFHAXETACH LT, EEEHEEITI,
LRICMAT, VAT LEBEN R E UEBZFELEII17IE R CEEXEFHIRLTLEESEE
3 HHE(ONn Demand Overwrite)£i2#9 3,

(2) N=FT4ADERT -IESbikae
REN—-FTAADEEBICIHBRNYDAADIE T —IDLICERNT TSN TEEIRETET 3%
%, CORIEERRRT B0, QE-HAE. TUVA—HEEE. A v —HEE. Xu D —DAFvUHEE.
POARBES LUHA LD b7 D AR REB M R O B B M AR ER E R ICRERN\— FTAADKRECETESND
XETHOESIEEIT,

(3) 1—Y—-R5EHaE
TOE (&, BFRISNFEDFIABELFIC MFD D REEFE R T HHERZFL BB, BRI,
FREDIA7VMDITPIARSAN, BLY CWIS Hhol1—H—ID 21— —NAT—FZ2ANSETEH
REREL T B EEEH T B,

FEED RN LIZFIREOH W T LD REZEE AR 8EEB 5.

a) KRR THIEISN D HERE
OE—HEEE. D7D ABBE(E(E) . AFvUREE, XY RD—DAXvUHEE . BRIRYD R VEH
BE. TUVA—#EE(TVV8— FIANTOI—F—ID £1—H—)NAT— FORFE M THOEN
il B (T4 ) SRV TEREE T B)

b) CWIS THlfHESNSH8E
BHREORT. VaT k& -BEORT. BENYDANOOXET—2HH UEE. T71)L

BiE(CLD T MkRE
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c) FABIFMTVIDIPIARIANEFERT SHHE
FABEIFMPV M LEOT—5%. MFD ' RIRFTREG T —RICEHEL MFD AT—53%%{E0L. B
BIPDARIETS(HM LD N I7DAMEER). FIREDNRAEISA TV FDTFIARSA 61
—H'—ID &NAD— FERFE LR TIPIAEIERRET & MFD B Z{EHEHMEMERCE
BSNEI1-Y—ID & AAV—- R =T Bh2TFIvIL. —HUIHEEDH ZIET-REEY I
VITRICER(TIVIR-X)LCIPIRAEEERET 5.

TFIVT R L TOI - —RREMREL . MBEHNERDOMABCBNTELTREN-FT1AD
RERNOXETHEFIEICHHH T CEMCHAETHD ., LEEDZEECLNFHIESNSHEEF D
AR RIDOFREET BI5 S DERT VY MERE(TI1RX— MUV MERE) B SUBRRIRVD AR
fEtkne

-CWIS 1oi2GET 3158 OHRIRVDANODXET —HEH U RE RNV D 241 AE) .
CWIS hoDT7MIVETEICLSETET )Y MERE(T 1 K- MUY MERE) I e F 1T HBEICER ST
%o

T5AR—TUY Mgk BRARYDAREE . Y37 J0—#EOREJ0—5E 3 (TR T,

FAEDIIATVE

TVB—RAN Web 7594
(1—4—1ID 5% 5%) (CWIS)
| / W _
ﬁf v / \ \
———— e ——
v .
Ja770— = AF¥¥UT—43 FRRYDA
IPHARIET—A

BAE I EEER
\ ENRI /

3 AR TV bEBRRRYDADEREE IO~

o TIAR-NTIUMERE(BIRT Y MERE
MFD &l 754 R= IV MIRFIDRFEELIIGS . FIRENFREIS(T Y OTVIE— AN
hol1—H—ID ZERE L)Y MERETSE. MFD [FENRIT—AZEY by T—AICE R (TIViR—
ALTTFAR= TV pELTA—Y—ID CEICHELTREN- FTAADEEIC—FEET 5,
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FHERYD IR RE

BICREBRENTWEWIIT ETPDAR— R0 BIRYI AL AT v T —RETPD AZIET — &N
FHENTTRETH D,

AFvUTAEBRAVDAICEMTBICE. FIAEN MFD OiEE)IRILHD1—H—ID £1—H—)1
AD—FEANSBT, BEESNBEAFT v U RBEDFI AN AT RECED ., BRIENRIVDOAX Y UIERET D
CEICED IIT W RFRZESZH BN, REBN— FT1ADEEICETET D,
TPDAZET-IEHEBRYDAICHEMNT ZI5S(E1—Y—RIEEThT . AREZERERENLT
BTN 0EONTEREIZIARIET —ADI5., EERFICREBRYIARIEE LEHREI7IAZ
ET-INENFNIEESNEHRERYDAICESMICHEINSNZ ETHREER S,
FEEHRCEDFEBRYI RN D FE A RER DT AR TOIFIAZET —AERBIRYD AICKMTZC
ENRIBETHB.

FEfRShz1—5—ID CtoEABRRYDAL. FIAFMEERIVFELIF CWIS ho1—-H-ID &
NRNAD—REAHNTBE MFD FRERICEEFINEI-F—ID &ESAD— B —E T3 EFIvHL, — &
UmZ & DA RN T LRV AR DT — &R TS e T gee iz, Bt URENRI. HIBRDIEE
WaIBEEE D,

J3770—#EE

I3770-tF, AFv U XEPTFIAZEXEDNIEZITIEHIC. SMB/FTPERE ., A—JLiE{E. 77
DAEERBED., T—ADEAEFiE/EIERTBE—EDWNEBOFRN(FIE)E. HoMUHHEERICERTELE
LT, ERMBEREXBICERTD.

J3770—-(ERE)IFEVHRBRVIAEAZRMATEIET. BERRVIAICXET AN EMHSNE
FFRCEEMICERFEOUNENEITINIHEEE. BRRVIAICERBINLEXETIEERUVTEE
DUEEIE R T DHEEEERITTHENTTRETH D,

(4) YATLEBECLFIUTEERRE

A TOE 3, H3FEDFABNFABERERLEILHIC, VATLEBREE-FAOT7IEAEVA
TLEBECOHCHIRLT, BEASNEIATLEBREDHC, #ERINOTEROEF1UT4HEEE
DEREXTEEITOEREFAIT S,

s N=RTFAADERT A LEEHEHENDSBERTE

- N—FTF4ADER TS S HEENS BERTE

- N—FTAADERT IS T—DOFRE

s RENRIDLDOFREIFRFD)SA)— R A REOS BERTE

- HWEEE ID EAT-RORTE HHEEEDH AR

- SA. —&FIAE ID DSBERELLVENAT—FERTE  AARIIFFDOH
- VATLEBERIMRRICLITIVEAESHEENS RERTE

- A—Y-NAD—R(—REFIAEE SA)DXFHFIREEENDSBERTE  ANMARIIFFDH
- SSL/TLS BIEWEENSREERTE

- IPSec BIEHRENSRERTE

- S/MIME BEHEEDSRERTE

- On Demand Overwrite #4EENSBEHRTE

- 1-Y-FRAIREEDS LR TE

- ERTVVMEREOSRBEETE
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- Bft. BRIOSBERTE

- BENRIA—MUTHEEDS BERE

- BETAMEREOSBENE

- UiR—MHAOBEBEDSRERTE

FEARTOE BYATLEBEDFMT7Y b Web I35 %@ UT CWIS #EE(CED., BREESNE VAT
LEEENDHC, CWIS #RECIN T DT 1T L EENS BEREEITOEREHT TS,
- HEIEE ID &R RFORE HBEEEDH ATRE

- SA. —EFRAE ID OSBERERLUNAT—REE  NAZEIABHOH

- VATLEBEBIXRICLIZITICAEEHEEDSBREETE

- A—HY—NAD—R(—REFIAEE SA)DXFHFIRIEENDSBERTE  ARRIFEFDH
- BEBEOTHEEOSHREETE

- SSL/TLS BIEHEEDSREETE

- IPSec BIEWEEDSRERTE

- SNMP E{EH#EENDSHREETE

- S/MIME BEHEENSREETE

- X.509 FERRE DR/ 7y7O— K/Aoo0—F

- On Demand Overwrite #RED S BEHR T

- A-H-RAEEDSRERTE

- CWIS #— M7 EEDS BERE

(5) BDAMNR—IVIZTREHIRRHERE
AR TOE[F  AAMN-IVIZPH(4)DVATLEBECFIUTIEEKEEICRETIREOSRELUY
EENAHELGWELIIC, BBEESNZ VAT LEEEDHCEE)IRIVE CWIS ho DA -IVIZY
BRIEFIRLEEOE D/ EIDSREREETOHEREZFAIT S,

(6) tF¥aUT(BEEATHAE
AR TOE &, L2, 3D, EDLIBEREITNELIBERPEERGAARY MBIZEEELIERERE,
IA-Y—1RERE)E. BHERIILHOLF1IIT(EENTHAEERIETD. COMRERYATLE
BEDHFIFATRETHN. BE PAEHTOZHIC Web T505 2R UT CWIS [CEDATREINDTF A+
TPAIVTHADYO- RS BIENTRETHS. YATLEBENEFIIT(BEEDTT-AEIOVO-RY
BIEWHICIE, SSL/TLS BENERICRE SN TVRIFNERZ LI,

(7) RERYRI—DT—R{REREE
ATOE &, REBRYMI—D EICHFEETIXET A, YaJ70—  HERVIA tX1) T EEDVT
—ABLU TOE BET—A(TSF T—A) LW IEBIET—HZRETILHOLUT O— ML IES L@
E7OrUSH ST S,

- SSL/TLS 7O rdl

- IPSec 7OrIL

- SNMPv3 7ORJ)L

- S/MIME 7O0bJ)L
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(8) 1Y74A—Yav70—tF1UTkE
A TOE (&, SV 83 U A—J1— ALRERY M) —DRIICH TR EF I SN G LB EZHIR TS EEEHR T
%,
TOE RAKATLavNI77D AR— REIY FO—FiR— FE USB M VA—J1—ATHE#HRININ . AR EBEE
BN TPIAR— FEEUT TOE OREPHREBRY T—IOA RIEICTPDERTEEEH KL,

(9) BETAMERE
A TOE ($. TSF R4TA-FBLU TOE BRET—H(TSF T-R) DL M ZRILTILHOB 2 TAL
WREERITI S ENATRETH S,

2.3, tFIVT1HEEEEICTBHDERTE (Settings for the Secure Operation)

1.4.2.2 0EFaUTAHEEERRCTIEHICVATLEEE[ TOE CLUTOREETHENBETH
%o

N—RTF1ADERET A L EEHEREE
[1[E]HBME[3 E]ICERE
N=FTAADERT IS L HEE
[(B#h]ICEEE
KAENRRID b DFREERFD) VAT — R At e
[B#h]ICEERE
VATLEBERIMRBICLSI 7V AIES#EE
[5]EICERE

SSL/TLS @158k

[(B#]ICEKRE

IPSec @{EHEEE

[(B#h]ICEEE

S/MIME ;&S #8E

[B#]ICEERE

-9 325t R
[ARARRRRE1FII[ SV EREREE ) ICER E
EHETUU MERE

[FAR= TV MIRFICEETE

ZA— DT HRE

[(B#h]ICEEE

EEOTHEE

[B#N]ICEEE

SNMPv3 @{EH##E

[BR]ICRE
NANI—IVIZT7REHIBRHEHE
(AR E
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tFIYT I~k

1.4.3. TOE O¥EmEEE (Physical Scope and Boundary)

A TOE OMEMEHEIEEKEA THS. B 4 (C MFD ADOEIZY MERE. TOE OYEREFEZ

LIk T3,
L [VasLEEE
P iR
: AANR—-IVIZT
ADF 997‘_?;%?%
o . — | 547
ADF ik— :Ilt"—*ﬂz“ﬁ  EN=FF1 A0 '$*1'ﬁ/w»: ml [P | —RRBEEISATVE
ADF :-_-_'_'_'_'_'_‘_'_': VBT Y o HEEE i VRS Mail #—/{—
ROM T ii?iff ] S—— ] §<+——> FTP #—){—
,&*/Hj—" BE Ve ey i SMB H#—/\—
| IS HAMY—-T! Q1 | .
1 5’27\:\1‘\:)*&: i)inf:;'“i: | V- pig i - LDAP H—\— )
B el IR | seep |1 | Kerberos #—/\—
84) | 7’%;9— oSt 1 RomM (O |
IIT K-k ||k L OHEE LD B ORI o
......... | Gmpy et g 2l —RFREDSI TV
e B R ket <77 wse
s VO ANE
iz | SRR ey B
LR e 1 1-TR)
B 702 B oenseneas | BETERE
| jwae | UATLE ) TITIIIIIIT
LA LB ek | WEAYE
10T 71_\—I‘ din I__(_:_VK/_I_S___'E IJT,fEIE i :'j _’jT Agi
10T ||| | e M [ REESEE
ROM e F!b____H:::::E:::‘
TBETAN _
| e | T7DAR—F
""" Controller ROM (AREFBEIRIE)
| CPU |
R — GToEE
REBN— FT1ADEE B2KT3

MFD 3V bO—35Hh—

dybO—5ik—

ZaV bA—3ik—

4 MFD RMO& 1=y & TOE DY i & B

R.IIT. IOT. ADF B LHEIE RV DRSNS

REARESRIV ORI, FIET —ADBIEETOINEA VI-JI-ATHEMGSN TS, &

RETPDARN—

Fofdl, IV bO—3ik—

RE& IIT iR—

FORE. LUV FO—FiK— FE IOT

K KORIE, XEF—ABLUHIET—ADBEETIHO. ERONEA VA—TI-ATHHEIN TN

%o
IV ba—-Sik—

RFld. MFD OJE—#8E. TUVR—HEE. AF v —HEE. BLUT7DABEDHIHE LU
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X IUTABEDTZHDEIBRERTHD ., 2y I—D(1U3—TJ1—A(Ethernet), O—HIL1VB3—J1—2
(USB)Z#5. IIT ih— KX 10T h— FAMER SN TS, 7OY S LIE Controller ROM (S & EN T
%,

B ANA—IFIV(IT)E,. TE—. AFvF— 7D ARBEDF| FAFIC. [RTaziksAH . EfRFE#RE]
VA== RAERETRANTIMATHD. TOTI LI IIT K—FROD IIT ROM [CHEEH SN TS
B HA-3FHIL(IOT)E. IV bA—Fh— FhoERiE SN B EZIFEHREH HTET /MM ATHD, 7O
SLIE IOT R—FA® IOT ROM [CHEBEEHIN TV

BEIRTEXEDEE (ADF)E. RBEBEBMICIIT (CHETET /MM ATHD ., FAJSLIE ADF K— KRR
M ADF ROM [CHE&EHINTLVS

BRIV MFD OOE—#8E. T)UA—HERE. AT v —1ERE. BLUTPDABBEDIRES LURTE
(CHERRIY, VT BVF IRV TAATVIADEBRESNEZ R THD,

TOE #1® NVRAM EREN— FT4ADREFEDS LA RETII G LVERIE A TH S,

4 347FM Channel (X TOE 2 TTFEHNHEHT S,
Private Medium Interface
##1E\%)L. USB
e Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE ZHERHTIHIIVAXER L TOERENTHD,
e Xerox Color 550/560 Printer User Guide
e Xerox Color 550/560 Printer System Administrator Guide
e Xerox Color 550/560 Printer Security Function Supplementary Guide
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOEESENTHS,
STETOE H#EAEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (July 2009 Version 3.1 Revision 3)
Part 2: Security functional components (July 2009 Version 3.1 Revision 3)
Part 3: Security assurance components (July 2009 Version 3.1 Revision 3)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XE3E./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFREEEZERT B,

2.2.2. )\wh5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®;EH0(EAL3 augmented by ALC_FLR.2)%#F 3T 3,

7z PP 2R 0:ERATBET SFR Package WA, FiED/Wwhi—J%)\Wwh— Y@ & (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

2.2.3. #EEIRM (Conformance Rational)

A ST [&. 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CE2iENTLV% Common HCD Functions & Print Functions, Scan Functions, Copy
Functions. Fax Functions, Document Storage and Retrieval Functions,
Shared-medium Interfaces Functions Z#3#& Lz L C— &t aE 2 BN L CEEBEN TS,

AR ST [CHD TOE MFEAIE. QE—HERE. TUUA—HEEE. AX v —HEEE. JPDAKREZ A T35 T UAIE
&#(Multi Function Device B&#5 MFD)T#&D. PP M 4.1 Typical Products [CEEiR SN TLVB
Hardcopy Device tRIZTHIEREREZTEZ LTS,

FETRICRTLIICEFLITREER. tF1)T KA EH . tF1UT1EZHL PP ERFEL TELRS
ncusd,

PP TRELTLSEREODOA. T.PROT.ALT (& D.PROT MEELELVED. HIERLTWS,
EOMIIRNBEEEETICSIASNTHEN EMOBBEBVNENSERIE PP Ot 1) TEREEE
DAT— AV ERIFTHS,

PP THREL T\ ETH OSP/ATREHIINAEEREETIC5I ASN THN., :&MD OSP/ATHR S
[FBNZEDD OSP/RTHRE ML PP DEF1ITREERDAT— AV PERIFTHS,

PP THRELCLSERREOX KA E DN, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE xR A EHELTIVS, ZDMIIABTEEE
BYC5IASNTED, BMOERREO KA HEBBOENSERREO KA L, PP O+
UTARRAFHDAT— AV FERIF LT OFIRTHS.

PP THRELTLS TOE dEF1UT x%K A DA, O.PROT.NO_ALT (& D.PROT hi#FFE LB LV

%, BIBRLTLVS,
&7z O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED. O.CIPHER
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TEMOX KA EFEL TS, O.CIPHER [FREN— FTAATEEDT—ADEESLTH). thD*tHK
AHEFIILTENEEEEAB, TDMERBEEEET(C5IASN TSN, TOE dtF1)71xd
KA, PP OEFIUTIRHRAEHDOAT— AV MIDFIREITHS,

PP T#RFELTLVS SFR & ST THERALTLVS SFR OB % Table 14 [LZRL TV,

CCTH AR M SFR B DFFMIE . SFR DEMABZERHR LTS,

Common Access Control SFP DX ET—ANEEFIREDEMIE. PUEAEHF TSN BEIC
HIBRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LDHIREITHB o

+SMI DEF1UT/BHEREZLTLVEWON, FPT_FDI_EXP.1 O¥nk & HIR 3270 DI ES1FHE
LIzLVesh PP DERERFTHS,

D.FUNC O75t A% SFP Ml D.FUNC OEREZERICEAL., PO AR A SNz FI A&
HIFRLTHN., FDP_ACC.1/FDP_ACF.1 (X PP LNHIFRAITHS,

PP TiRELTL\SthMD SFR (FERERZETHN. :IBMMOD SFR (LN, TOE ZLNHIBRAIICLTLVS,
COTEICED,. K ST D SFR [E PP M SFR KNHIRMTHS.

i@, & ST Tld PP O SFR (S LT, BIRE D EHREH L, TORIRABEA/ 29D TR LTSI,
TDERAEL PP DERLTCVSARZECIRLTLVD,

FLRRICEMTER D ZIREH L. Z0EITAEE PP THRE LTS ALEHTI3UYDTERARLTLY
%o

PP TRELTVS EF1UT KA EHIRMDA ., P.AUDIT.LOGGING Dt A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEZ#:ZT\3,
7z T.DOC.DIS & T.CONF.DIS Ox%k A &t O.CIPHER ZENML T\, ZDMEARTEZERH
FIC PP OERLTIVBNBERBRLTHENRIESN TR LR B LTINS,

TV T R E RIS, ERBAE B AREETRBE LTS,
EBMENZ TOE s KA &t SFRICEALTIREMDERBAZL TS, EDMIE PP DERLTVSNEE
SRk LTHDERIESN TS CEZREIR LTS,

PP THRELTL'S SAR FNBZZEEETIC PP DERLTVSHNBETHRL TV,

#ICA ST (F 2600.1, Protection Profile for Hardcopy Devices, Operational Environment
A [CEREEBEAR LTS,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE. B, BEOCF1UT1 A, AHRFHCOVTRERT S,

3.1. Z&RB (Threats)
3.1.1. TOE &% (Assets Protected by TOE)

A TOE WMRETIBEERBUTOEBNTHS,

Table 4 FIAET ST REEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU
consists of the BXET—H TPOA. AF v FED BRI THIA
information contained JHEEBRLEPREE. EET)
in a user’s document. VU rOTHICAERN- FT1ADE
This includes the BIL—FMICXET-INERS
original document itself N3, F= CWIS #aEICEDFI A
in either hardcopy or FD747V Mo MFD HOBE
electronic form, image NYDACEBINEXET 3D
data, or D UNRIEETH D,
residually-stored data | Ja7EB#OFRAEH | FAZEN MFD 23—, I7DA,
created by the XET—4H AXvUFEOHWTHATSEE
hardcopy device while BNEBDPEE. BEET OLH
processing an original (CRERN— RTAADEEC—BFH
document and printed (CXET-AINERSN., YaT0
hardcopy output. ETRFr I ERFERE

IRk TN T—RIEFET D,

D.FUNC User Function Data are | ¥3770— AFVIUXEPTFIAZEXED
the information about a WIEBEITIEHIC, AFvF—ERE
user’s document or job BEIRPER T+ -V, 72D
to be processed by the BLiE A/ BIEABE —ENDL
TOE. BORN(FIE)ZE. HohUHik

FRICERELELO,
HERYDA REN—FTAADEEICERS

N, AFvF—HaePI7HAR{EIC
INFEBAINEXET—HEETHE
I HMEBRGRYD A,
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Table 5 TSF 7—A3(CBAT 3 {REE

Designation PP Definition BB REEE i R 2R EA

D.PROT TSF Protected Data are assets | 22U -
for which alteration by a User
who is neither an
Administrator nor the owner
of the data would have an
effect on the operational
security of the TOE, but for
which disclosure is
acceptable.

D.CONF TSF Confidential Data are - VATLEBELZINSE | VDATLEBERVATL
assets for which either FREBRETESTSF 77— | EBECT1UT(EEH
disclosure or alteration by a J(Table 36) BEICLND TOE DtEFa)T4
User who is neither an - VATLEBEFZIIFEEL | WEEDEREN . MFD D1
Administrator nor the owner | Shiz—RFIRABFLINES | EARIPIATLERES
of the data would have an BFLIFRETED TSF T | D317V M ORIBETH
effect on the operational -3 N, ®/ET—HETOERAIC
security of the TOE. (—HFIAED ID fARE | &ESN3,

JTA0—FiR#R) —FAEE1-Y—8
VATLEBRALONSR | spsecgn myo 1D
CEREENVT—S ISR — DB,
(Table 15) MFD Q24 SR ANSH]
BETHN. EBET AR
TOE RICRESENS,
VATLEBEREERDY
T—REIATLEBEED
247V oD LAT BE
THN. EEZENTF-AZ
TOE RICRESENDS,
Table 6 ZDithDIREE =
Designation PP Definition BRMGREEE &
Functions Functions perform processing, | MFD DO##E el Sn i E DR AETE

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

(Fh' TOE @IE—HgE. 7V
VR—HRE. AT
BE. 7D A REEE AT
BIEN'FTRE,
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~

(—RFREDSATUE
AT LEEEDSA YL

S — 51\
*TPDARSAN
-Web 7570

_—————

RERRY I —D%EFNZ X
E£5—R/ TSF F—4, J37
J0—. HERYDA, BEEN
H5—54

RERFRY I =D&
3 TSF7—4

/

LDAP H—/\—
Kerberos #—/\—

Conm
\\ 2yrDO=H , 1%5%1%&2
Rk mmm e .
' REARNEE |
1
1
l--_L---l
1 1
L IPAT
A 7 10E )
e XET-S.
FIEEHIXET—H
BT T4
-TSF 7—4
N7 T TS > "jfljlju—
I/ % TE . \) HERERYDA
‘v FYRD- R S ——— =
e JFOMOBET S i)

1
|
|
|

BEESIDEDI S

,, | PoEARE

nz—mr—5 |
| o amEE
ST =T
B54LUH—N— S .- -7

5 REBELRENRNEE

X)) ABRYRD-DRICEETE—BIIM7V LY - N-REOERT - IPRE Ry I—D%
ANZ—MT - AIRERRNDEETHIN, AREBFER RS TOEZN LTREARRY M) —ONER
AT B TOE DHEREICINBRIE SN ER D D L RRIRERA RN DEENTIEATBEL BB

(EzYoy{ AN

Table 5 @ TSF 7—4(%, (NER/\— FTAADEBICHHR)EHB LIME . I FO—FK— KD NVRAM,

SEEPROM [CRTFSN TS,

FCIEISFTD NVRAM & SEEPROM [ClE, TSF T—AUNDT—ALZIMSN TS, ENODRET —
513 TOE OtF1UT1#aE(CAAR U LVEDIRER RDEE TIEBL,
FIVT1EEDTE. —FFRIC NVRAM (CEEIESNS DY, T71ILELTIIMERN— FTAAVEEICIRTF

s,

3.1.2. BEI—YIVt (Threats agents)

ASTTRTRA4BENERI-JIV MERBEFEEET S, VINELELAIOKERENEFIETH
N TOE OBEICONT RSN TWSIFHMAM B ERF TS EETET B,
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a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data

in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &RB (Threats)

A TOE (T 2ZE%. Table 7 (5819 %, unauthorized persons (& 3.1.2 DEBI—JIV
THHICEET D,

Table 7 FIAET—A £ TSF F—RICxTREE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2 #AMot*1U71A%t (Organizational Security Policies)
A TOE MBS LA FNE ol BB t¥1Y745 &% Table 8 [CEBiR T3,

Table 8 A0t x*1T1 A%t

Name

Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,

Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,

procedures will exist to self-verify executable code in the
TSF
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P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

3.3. HIR%EMH (Assumptions)
K TOE OEE. ER. BLUFIAICRIT $ATIR K&, Table 9 [CREi T %,

Table 9 BIIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to

follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for

malicious purposes.
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T¥a)F1xEk At (Security Objectives)

AETIH, TOE tFaUT1xt kA &t ERREOCF )T KA &, LU EF1) T4 KA EHRH

[CoWTERih T3,

TOE OtFa1)7 x5k A& (Security Objectives for the TOE)

TOE Ot F1)T4xt5E A% Table 10 [CEEh T B,

Table 10 TOE ¥alTaxtE At

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.

O.CIPHER

The TOE must provide the function to encrypt the
document data and used document data to be stored
into the internal HDD so that they cannot be analyzed
even if retrieved at disposing MFD or its components by
the maintenance.
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4.2. ERAREOEX1UTxEKAE (Security Objectives for the
Environment)

ERRENEF1) T/ %K T EE Table 11 (CEEhT B,

Table 11 ZHIREOEFaI)TxIFE A&

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.

4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFITARE, EFIVTREERTRE LLAREGCHGTEEHDED . HBNIBBICH i

FBREHDLD, HRHWIHIBOTF1UTIHEHERRTILHDLDTHS ., CF1IT R RAEHERA ST
BRMREM . MMT B BB ERIMBOLF1UT( A O IGEFRE Table 12 (SRY, Fe&t+
AIFRREERN T T R A ECINREESN TS L% Table 13 (CEEiHR T B,
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Table 12 tF¥aUT KA SHERNTIER. MBBOTLF1UT( A #H RUBTHRSEH

Objectives

0.CONF.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

Threats, Policies,
and Assumptions

O.CONF.NO_ALT

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

S lo.DOC.NO_DIS

T.DOC.DIS

S lo.CIPHER

AN

T.DOC.ALT

T.FUNC.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

< STSS SN lo.USER.AUTHORIZED
STSESISTS ]S IOE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 13 £FaUT REERICHINTIEF1) T4 KAG EHIRM

Threats, policies, and
] Summary
assumptions

Objectives and rationale

User Document
Data may be
disclosed to
unauthorized

persons.
T.DOC.DIS

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.

By O.CIPHER, the document data, and used
document data in the internal HDD are
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Threats, policies, and
assumptions

Summary

Objectives and rationale

encrypted to disable the reference and
reading-out of the document data, used
document data.

User Document
Data may be altered
by unauthorized
persons.

0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the

T.DOC.ALT . o
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
User Function Data | O.FUNC.NO_ALT protects D.FUNC from
may be altered by | unauthorized alteration.
unauthorized 0O.USER.AUTHORIZED establishes user
persons. identification and authentication as the
T.FUNC.ALT . -
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
TSF Confidential O.CONF.NO_DIS protects D.CONF from
Data may be unauthorized disclosure.
disclosed to 0O.USER.AUTHORIZED establishes user
unauthorized identification and authentication as the
T.CONF.DIS ) o
persons. basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
TSF Confidential O.CONF.NO_ALT protects D.CONF from
Data may be altered | unauthorized alteration.
by unauthorized 0O.USER.AUTHORIZED establishes user
persons. identification and authentication as the
T.CONF.ALT

basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

P.USER.AUTHORIZATI
ON

Users will be
authorized to use
the TOE.

0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
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Threats, policies, and
assumptions

Summary

Objectives and rationale

responsibility of the TOE Owner to
appropriately grant authorization

P.SOFTWARE.VERIFIC
ATION

Procedures will
exist to selfverify
executable code in
the TSF.

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

P.AUDIT.LOGGING

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

P.INTERFACE.MANAG
EMENT

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

A.ACCESS.MANAGED

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAINING

TOE Users are
aware of and
trained to follow
security policies and

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

procedures.

A.ADMIN.TRUST

Administrators do
not use their
privileged access
rights for malicious
purposes.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

A.USER.TRAINING

Administrators are
aware of and
trained to follow
security policies and
procedures.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)

AETE., tFa )T EaEES. tF1 )T REZEH S IV EF 1) T EHRIUONTERR T B,
BE. AETHATIRENERLUTOELITHS,

- YJIJIHh

A

E =

Key Operator

BHEEEOI YN R UIIRETOERHE. HR
NI, BIRTIV M T B84

SA

SA 1Y —ZREEN' AN LI IR EE COE AR AL BERRYIA,
EHRTIUMIH T ERE

U.ADMINISTRATOR

Key Operator, SA ®1—H—FRFENRTI LK EETOE R
BE. BERAYDOA BTV M T51R1E

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHee. HERRVDA, BRIV MIT 51245
U.USER U.ADMINISTRATOR. U.NORMAL ®1—H—EB5EN R IIL
TAKRBETOEARBEE. BRAVIA, ERT)Y MR THIRE
- ATVIHE
£ &
Mailbox Personal Mailbox., Shared Mailbox D#F#TH3.

Personal Mailbox

— &% A& (U.NORMAL). SA HME A BICERTEZRYDA,

Shared Mailbox

FTARTOFABEBNEBEULTERTESRRYDA,

Store Print/Private Print

TVUB—HEEE(CH VT, FIRIT —3%T IViR— AL TR LEZEY
bV TT—R%. MFD OREN— FT4ADEEIC—BEETEL.
REESNz— R ABEDRE)IRILENIER T HFE CENRIZ B
WwIBdTIVIEE.

Job Flow sheet

Personal Job Flow sheet, Shared Job Flow sheet ®#2
HThd,

Personal Job Flow sheet

— & FI & (U.NORMAL). SA i"MEABIICERTES Y3770

o

Shared Job Flow sheet

FRTCOFAENHFLTHERATES V3T 70—,

Used document data
stored in the internal
HDD

MFD OREN— FTAADEBICERSNLER. RIAKKRTLI?
1VIRIBRENSD, REN—FFAADEE RT3 883 5%
FLTLBREOXET 3,

Document data

—h&FIFA&E (U.NORMAL). SA #* MFD OIE—#gE. T4

—HRE. AF v —Hae. JrDAMREEFIA T HIRIC. MFD RED
EEBIIETCHEREREZET & ML TXET AL
KT,

Security Audit Log

WD, FEDY, EDLIBEREITOEDNELVIBRPEERGAAV
(FIZIZEEPEREE. I-Y— 1Y) E, BHEEHINE
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- 1Bt

A

E =

send scanned data

AF v LEXETF-SEEEBNICRIBEDSA T, FTP =)\
— A=) =)\—, SMB H—)\—, 77D A(BEERE)NEIET
BlE,

retrieve

HERYD AN X ET—AETRALATEL
- ENRI

H—N\—ADE5%

- IPIAEE

A—)LEfE

-CWIS hoF|BEDFA47Y MADIDHAR—

modify the behavior

1Y —FREEERE (K. 41 ER). %#ﬁ?")‘/ Mg BE (FREE K BB
NETE. HIBR). REBRY )07 —S{REMEE(GRAE A K. BF

HFEAR). N — F?%Z’J%#ﬁ?—’it%%ﬁﬁ*ﬂ%ﬁ'é(i%%lﬁl
# . E2Z%1E#R. On Demand Overwrite &), LRk—bH
HEE(VATLEEEDHS . FIAE)DSZFEVDESR

modify TOE BRET—A(TSF T—R)D{RELEH LV EF1UT/EHE
(FIAEHATEHR., MAECH ST SR AEHAIFR)OELEE
- tF)TMEH

AR

—1= =
EFE

General User role

— &% & (U.NORMAL)H TOE ZFI AT 3RICHEHER
ERY

SA role

SA N TOE &R AT 3RICLERIERERT

Key Operator role

HHEEEN TOE EFATIRICLEGERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier D#FFCTHD

General User identifier

—h&F A& (U.NORMAL) &R FREET 3 7chD1——1ID

SA identifier

SA & AR AT 372D 1Y —1ID

Key Operator identifier

HWREEEEHANRAITSHhO1 - —-ID

User identifier for each
function

OE—-#Eae. TUVA—HEEE. A v —HEEE. D7D AREEICH G L
7D AR a1 Y- 15, ERAFIRNEHR

Owner identifier of
D.DOC

BHRINVIA, TIAR- TV FRADOXET BRI L7
ARRER - —1E R

Owner identifier of
D.FUNC

BRARYIA, Y37 70-(CRE LTI AR REG 1 - — &3]

Owner identifier of
Mailbox

HERNYDACHIG U7 A BER 1 - —15#k
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- NEBDIVTATA
£ &
Key Operator MFD O#EIEP® TOE X 1T/ BEDREEITHOBIESE,
SA(System MW EEEHDMIBEICIER SN SABTPHOY M ERLT

Administrator Privilege)

CENTE. MFD OB TOE EX1UTIHEREDETEZ
TOEEE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA D#FF,

U.NORMAL (General
User)

MFD OOE—#AE. A¥ v —thEE. T7DABER LUT V-
WEEEF AT SE.

- ZOMOREE
&% &
The Fuji Xerox's standard | 8t POVYAZEDRE SR AERK7IVITVALT, EEIRFICER
method, FXOSENC AR
AES FIPS 2B O SILPITVALT, N\—RFF1ADT—2D
ESbEESIEICERAINS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEE ID FRAERBNFTERIBUCE LB, 458
RIVTIIEIRIET/ A LIS IR IEIZZ (330, Fe
Web TS50 TRAKDERDUIW /R AL CRLEEEZ(T
F33< 5815,

Data on use of password
entered from MFD
control panel in user
authentication

TOEE&RET—H(TSF T7—=3)THN. RIEKNRILH LD FREERFD
ISAD— REFRBREDH 3/ EHDIER,

Data on key operator ID

TOE B2ET—2(TSF 7—5)TH. M EEEHBIOHOD
ID &%k,

Data on key operator
Password

TOE Ej_' Q(TSFT ’5‘)‘(350 *%mmii%uunﬁwrww
AVAEN EF i

Data on SA ID

TOE :R}ET—
R,

B(TSF F—8)THN. SA A D7D ID &

Data on SA Password

TOE®RET—H(TSFT—5)THN. SAZRFNTZHD)IIAT—F
GE:

Data on General user ID

TOE BjET—3(TSF 7—5)THN. —MEFIRE
(U.NORMAL)AID7hD 1D 15k

Data on General user
Password

TOE B2ET—3(TSF 7—%)THH. —MFIAE
(U.NORMAL)ZREEDTH DI AT — FiEHR

Data on access denial
due to authentication
failures of system
administrator

TOERRET—H(TSFT—3)THN. VATLEEE ID Bk
BICBHR T M AEDH B/ B DIFRRE K KA HFR
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Data on Security Audit TOE BRET—H(TSF 7—=R)THN. L\D, N, EDLILGEZE

Log BTN ERPEERIAY MBIZEESPEREE.
A-H—BELE)E. BHF R T 2MEEDA B/ EHOTER

Data on User TOE &RET—H(TSF 7—3)THN. MFD OIE—##RE, A+

Authentication T—HEE. D7D ABES LU T A—EEZRI AT BRIC. 1
— Y —ERELRIRICTIRIL T S BED B N/ BB LUREDH
o

Data on Store Print TOE :RET—AR(TSF 7—=3)THN. UV T —AZERFICTS

AR=FT)Y MCEBSEINEIRISE N DR E IR

Data on Internal Network | TOE $%E T —4(TSF ¥—2)T&HD. A&y +I—H LICEE
Data Protection FTRIXET A, EFIUTEENTT-ABLU TOE R ET—
B(TSF T—R)EVWIBIET— A ERETILHICHIET S —
ARG RS SE@ETO M ILDE S/ BB LUEREDE RS
SUREBAZE. FRELA/RES 1L/ SAD—F, @8/ IA7— ME

o

Data on Customer TOE % ET—H(TSF 7—3)THN. DA —IV IZ7#ZEH

Engineer Operation PRIERED A 2/ B DIEHR B TRF/IAD— FOIEER,

Restriction-

Data on Hard Disk Data | TOE Z&RET—3(TSF 7—3)T&HN. N\—FF4ADERT G

Encryption S EECRIR T I EEDA N/ BUOHEREE S+ —1F
.

Data on Hard Disk Data | TOE &%ET7—A2(TSF 7—3)T&HN. N\—FTF1ADERT AL

Overwrite EFHEREEICERTIMEEOER D/ EHDDFERE L EEM
¥iEHR . LU On Demand Overwrite #E2DH 3/ ED
DOtEERE BRI E R R

Data on date and time TOE {ET—A(TSF 7—A2)THN. T2 EETILHhDEFET
R

Data on Auto Clear TOE BRET—AH(TSF F—2)THO. #EENRILA—FIUTH#E
BEDA N/ B’NHLUDIT7EHROER. HLU CWIS OF—k
DUTHBEDB SN/ EBNDIER.

Data on Self Test TOE :RET—AH(TSF 7—R3)THN. BCTAMEREDH /&
DER

Data on Report Print TOE :RET—H(TSF 7—=R)THN. Lik— M H#EEDEEE
I8

6.1. tFa1UT #EEEH (Security Functional Requirements)

A TOE BRI T2 X1 T e EHE LI TICERIR TS,
ASTT,[FHRTIEEEHO—ER, Table 14 (TR,
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Table 14 #EEH—8

BEEEHIVR—R Vb PP &3k LR E PP EDE
FAU_GEN.1 Audit data generation Yes TOE ([C®hH1E T Auditable Event &
BRrICEER, :EMLTLVS,
FAU_GEN.2 User identity association | Yes PP hoZEREREL
FAU_SAR.1 Audit review No —® SFR MEMICEN VAT LEEED
FAU_SAR.2 Restricted audit review | No HICEEOTT—A055H H U EEEIR
LR
FAU_STG.1 Protected audit trail No CO SFR MEMICENEEDTT—4
storage Z. FEBHIBRPBRENIRET D,
FAU STG.4 Prevention of audit data | No _M SFR MEMICLNEEEOT D EIRC
loss IEoTRFIC, RV EVEEOJICHULL
BEBEAINVIMELEETD,
FCS_CKM.1 Cryptographic key No COSFRODEMICENHEN-FT1AD
generation HEBEDT-AEESETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (& PP @2t =5 L.
ShICTOEICHHET Delete, Modify
DRVEDFFMILEIREDEMZLTL
B,
FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE (Z&Hh
BTERLTIVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (3 PP ®igi %5 L.
FDP_ACC.1(d) &5(C TOE (ZHHET Read DRED
(SCN SFR Package) HMIEELTLS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(FAX SFR Package)
FDP_ACC.1(g)
(DSR SFR Package)
FDP_ACC.1 (h) Subset access control No _0 SFR M:EHAICLD D.FUNC O{E
. Z$%0 Access Control SFP %
TOE [EHNETEEHR LTS,
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule (& PP @2k &5 AL,
EhICTOEICHHET Delete, Modify
DIRVEEFEMIEEIREDEMELTL
%,
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HEEEEHIVR—2R Vb PP ZE3K RIRNEE PP EDE
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (3 PP @it &5 L.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) SMELTLNS,

(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(FAX SFR Package)
FDP_ACF.1(g)
(DSR SFR Package)
FDP_ACF.1 (h) Security attribute based | No Z0 SFR M&MNICED D.FUNC D 1E
access control k. &80 Access Control SFP &
TOE [ChHhETERLTLVS,
FDP_RIP.1 Subset residual Yes TOE [CHHhETEF LTINS,
information protection
FIA_AFL.1 (a) Authentication failure No — SFR MEMICENHEMEEE R
FIA_AFL.1 (b) handling iT. SA BRI ORI L BKICLB7IEA
EEHAEZIRILT S,
FIA_AFL.1 (c) Authentication failure No 0 SFR MBMICEN—AEFIAE R
FIA_AFL.1 (d) handling 5. SA SREI DRI L BREHC, Avt—
JeRRUTINAT-FOBANZER
TORETIRET B,
FIA_ATD.1 User attribute definition | Yes TOE ([CHHETEIFFLTLVS,
FIA_SOS.1 Verification of secrets No TOE [CHHhETEF LTINS,
FIA_UAU.1 Timing of authentication | Yes TOE [ZHHETEIFLTIS,
FIA_ UAU.7 Protected authentication | No _ SFR M:EMICENEREE74— FI\wD
feedback ZRET D,
FIA_UID.1 Timing of identification | Yes TOE [ZHHETEIFLTIS,
FIA_USB.1 User-subject binding Yes TOE [CHNHETEIFF LTS,
FMT_MOF.1 Management of security | No CD SFR MEMIZENTF1UTH#EEED
functions behaviour BEZ. VATLEBRELZHICREY
Z
FMT_MSA.1(a) Management of security | Yes X TAHBHOEE®REZ TOE (CH

FMT_MSA.1(b)

attributes

HETEF LTS,
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HEEEHIVR—2U b PP ZE3K LIRS E PP EDE
FMT_MSA.1(c) Management of security | No 1T EBHDEEZ TOE [CHHE
FMT_MSA.1(d) attributes TERLTLVS,

FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(qg)
FMT_MSA.1(h)
FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHNHETEEHR LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a) Management of TSF Yes TSF F—A01EEYAME TOE [CHhHE
FMT_MTD.1(b) data TEHELTIVS,
=L FMT_MTD.1(b)l D.Conf ®
H
FMT_SMF.1 Specification of Yes XTI EEHEEDYA N TOE ICH
Management Functions HETERLTIVS,
FMT_SMR.1 Security roles Yes TOE [ZHHETEIFLTIS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP oZEERL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZEREREL
FPT_TST.1 TSF testing Yes TOE [ChHhETEIF LTINS,
FTA_SSL.3 TSF-initiated Yes TOE [CHHETEIfFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP oZEEREL
(SMI SFR Package) | channel
6.1.1. Class FAU: Security Audit

FAU_GEN.1

Audit data generation

Hierarchical to:
Dependencies:

FAU_GEN.1.1

No other components.

FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the

following auditable events:

- Start-up and shutdown of the audit functions;
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- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]
- not specified
[assignment: other specifically defined auditable events]
- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).
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FCS_COP.1 None — — a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <not Type of job | @) Minimal: Successful
Mailbox. specified > requests to perform an

operation on an object

FDP_ACF.1(b) Job completion covered by the SFP.
and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, Fax, and an object covered by the
Job Flow. SFP.

FDP_ACF.1(c) User name, job c) Detailed: The specific
information, and security attributes used
success/failure in making an access
regarding check.
execution of Store
Print.

FDP_ACF.1(a) User name, job

FDP_ACF.1(d) information, and

FDP_ACF.1(f) success/failure
regarding access
to Mailbox.

FDP_ACF.1(g) User name, job
information, and
success/failure
regarding access
to Mailbox.

User name, job
information, and
success/failure
regarding
execution of Store
Print.
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FDP_ACF.1(h)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<not
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

¢) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.
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FIA_UID.1 Success/failure of | <Basic> None a) Minimal: Unsuccessful
identification and use of the user
authentication identification

mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1 Registration of <hot None a) Minimal: Unsuccessful
system specified > binding of user security
administrator, attributes to a subject
and changes in (e.g. creation of a
user registration subject).
data (role) b) Basic: Success and

failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Registration of <not None a) Basic: All modifications

FMT_MSA.1(b) | system specified > of the values of security

FMT_MSA.1(c) | administrator, attributes.

FMT_MSA.1(d) | changes in

FMT_MSA.1(e) | registration data

FMT_MSA.1(f) | (ID, password,

FMT_MSA.1(g) | access right) of

FMT_MSA.1(h) | system
administrator,
and deletion of
system
administrator

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of

FMT_MSA.3 (b) the default setting of

FMT_MSA.3 (¢) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the initial
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FMT_MSA.3 ()
FMT_MSA.3 (h)

values of security
attributes.

FMT_MTD.1(a) | Changes in <nhot None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) | Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > | None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > | None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
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trusted channel required trusted channel

within a specified functions.

period of time, b) Minimal: Identification
and client host of the initiator and target
data (host name of failed trusted channel
or IP address) functions.

¢) Basic: All attempted
uses of the trusted
channel functions.

d) Basic: Identification of
the initiator and target of
all trusted channel
functions.

FPT_FDI_EXP.1 | — — — There are no auditable
events foreseen.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:
- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and
- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the

identity of the user that caused the event.

FAU_ SAR.1: Audit review
Hierarchical to: No other components.
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Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

Xerox Color 550/560 Printer ZFz/714—7wf

FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited

events”, “prevent audited events, except those taken by the
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” \\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 128bits
FCS_COP.1 Cryptographic operation
Hierarchical to: No other components
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
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6.1.3. Class FDP:

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class

operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 128bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the

internal HDD.

User Data Protection

FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.NORMAL | Denied,
from Table | - Delete the own except for
17 document data in his/her own
Mailbox and Private Print documents
-R1
-R2
-Delete all documents in | Key -R1
Mailbox and Private Print | Operator - R2
- Delete the own SA -R1
document data in
Mailbox - R2
- Delete all document
data in Private Print
- Register the document | UUNORMAL | - R3
data to the own Mailbox | SA
- Register the document | Key - R3
data to all Mailboxes Operator
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Object Attribute Operation(s) Subject *Access
control rule
D.FUNC | attributes Modify; Delete U.NORMAL | Denied,
from Table | - Modify and delete the SA except for
17 own data his/her own

function data

- R4
-R5
- Modify and delete all Key - R4
data Operator - R5

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

R5: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Job Flow sheet is permitted.

Table 17 SFR Package attributes

Designation Definition
+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC
+SCN Indicates data that is associated with a scan job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.

- User identifier

- Owner identifier of D.DOC

+FAXIN Indicates data that is associated with an inbound
(received) fax job.

- User identifier
- Owner identifier of D.DOC
- Owner identifier of D.FUNC
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+FAXOUT Indicates data that is associated with an outbound (sent)

fax job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document

storage and retrieval job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a

shared-medium interface.
- none

FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].
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- users as subjects, TOE functions as objects, and the right to

use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY) - User identifier for | control panel identifier for
each function the function
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Mail
server, and SMB
server
Fax / Direct Fax | - User identifier - Send the scanned U.USER
(F.FAX, F.SMI) - User identifier for | data to remote fax
each function from control panel
- Send the print data
from user client to
remote fax via MFD
Print - User identifier - Print the document | U.USER

(F.PRT, F.SMI)

- User identifier for
each function

data in Private Print
from control panel

- Print(*) the
document data in
Mailbox

*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c)
Hierarchical to:
Dependencies:

FDP_ACC.1.1(c)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19
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[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.

Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for his/her
Print the own data own documents
in Private Print When the owner identifier

of D.DOC matches the user
identifier, print operation is

permitted.

FDP_ACC.1 (d)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

- 51 - Copyright® 2011 by Fuji Xerox Co., Ltd



Xerox Color 550/560 Printer ZzFzU778—wk

Table 20 SCN Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+SCN

Read

document data in
personal Mailbox
- Execute a Job
Flow sheet

U.NORMAL

- Retrieve the own | SA

Denied, except for his/her
own documents

- When the owner identifier
of D.DOC matches the user
identifier, retrieval operation
is permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,
execution of Job Flow sheet
is permitted.

FDP_ACC.1 (e)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (e)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+CPY

Read

This package does not specify any access
control restriction

FDP_ACC.1 (f)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].
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[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22

Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.NORMAL | Denied, except for his/her
- Retrieve the own | SA own documents
document data in - When the owner identifier
personal Mailbox of D.DOC matches the user
- Execute a Job identifier, retrieval operation
Flow sheet is permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.
+FAXOUT Read U.NORMAL | Denied, except for his/her
- Send the own SA own documents
document data in - When the owner identifier
personal Mailbox of D.DOC matches the user
- Execute a Job identifier, retrieval operation
Flow sheet is permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.
FDP_ACC.1 (g) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (g) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]
- DSR Access Control SFP in Table 23
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[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

23

Table 23 DSR Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+DSR

Read

- Retrieve the
document data in
Shared Mailbox

- Execute a Job
Flow sheet

U.NORMAL
SA

- Retrieve all
document data in
Mailbox

- Execute a Job
Flow sheet

Key Operator

Denied, except (1) for
his/her own documents or
(2) if authorized by another
role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval
operation is permitted.

- When the owner identifier
of D.FUNC matches the
user identifier of D.DOC,
execution of Job Flow sheet
is permitted.

Print all
document data in
Private Print

U.ADMINISTR
ATOR

When the owner identifier
of D.DOC matches the user
identifier, print operation is
permitted.

FDP_ACC.1 (h)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (h)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects

and objects in Table 24
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Table 24 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the Key Operator | When the owner
- Owner identifier | shared Job Flow identifier of D.FUNC
of D.FUNC sheet to Mailbox (Mailbox) matches the

user identifier,

operation to register
the Job Flow sheet to
Mailbox is permitted.

Register the SA, - When the owner
personal Job U.NORMAL identifier of D.FUNC
Flow sheet to (Mailbox) matches the
Personal Mailbox user identifier,

operation to register
the Job Flow sheet to
Mailbox is permitted

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an

operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
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FDP_ACF.1.4 (a)

FDP_ACF.1 (b)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (b)

Xerox Color 550/560 Printer ZzFzU778—wk

controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to

objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
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the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
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FDP_ACF.1(c)
Hierarchical to:
Dependencies:

FDP_ACF.1.1(c)

FDP_ACF.1.2(c)

Xerox Color 550/560 Printer ZzFzU778—wk

explicitly authorise access of subjects to objects]
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled

subjects and controlled objects using controlled operations on
controlled objects].
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FDP_ACF.1.3(c)

FDP_ACF.1.4(c)

FDP_ACF.1 (d)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (d)

Xerox Color 550/560 Printer ZzFzU778—wk

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
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FDP_ACF.1.3 (d)

FDP_ACF.1.4 (d)

FDP_ACF.1 (e)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (e)

Xerox Color 550/560 Printer ZzFzU778—wk

security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to

objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
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the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
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- hone

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 23 , and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
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controlled objects].

- rules specified in the DSR Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
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Access Control SFP in Table 24

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 24

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Subset residual information protection
No other components.
No dependencies

The TSF shall ensure that any previous information content of
a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]
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- deallocation of the resource from
[assignment: list of objects]
- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1(a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

FIA_AFL.1.2 (a) When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

FIA_AFL.1 (b) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 (b) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
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FIA_AFL.1 (c)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (c)

FIA_AFL.1.2 (c)
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unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
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[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

FIA_AFL.1 (d) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 (d) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication(with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

FIA_AFL.1.2 (d) When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
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Dependencies:

FIA_ATD.1.1

FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:

Dependencies:
FIA_UAU.7.1

Xerox Color 550/560 Printer ZzFzU778—wk

No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line
- storing the document data delivered from printer driver

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback

No other components

FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
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the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (**”) to hide the entered password

characters

FIA UID.1 Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies

FIA_UID.1.1 The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line

FIA_UID.1.2 The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

FIA_USB.1 User-subject binding

Hierarchical to: No other components.

Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes

with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SArole

- U.NORMAL role

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none
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FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf
of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

- none

6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25

[assignment: the authorized identified roles]

-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions disable, enable, modify the Roles
behavior of
Use of password entered enable, disable U.ADMINISTRATOR

from MFD control panel in
user authentication

Access denial due to enable, disable U.ADMINISTRATOR
authentication failure of

system administrator 1D

User Authentication enable, disable, modify the | U.ADMINISTRATOR
behavior

Security Audit Log enable, disable U.ADMINISTRATOR

Store Print enable, disable, modify the | UUADMINISTRATOR
behavior

- 71 - Copyright® 2011 by Fuji Xerox Co., Ltd



Xerox Color 550/560 Printer ZFz/714—7wf

Internal Network Data

enable, disable, modify the | U.ADMINISTRATOR

Protection behavior

Customer Engineer enable, disable U.ADMINISTRATOR

Operation Restriction

Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR

Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR
behavior

Auto Clear enable, disable U.ADMINISTRATOR

Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 26
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Table 26 Security Attributes and Authorized Roles

Security attributes query, modify, Roles
delete, creation

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation

Owner identifier for D.DOC (own | query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.DOC (all delete SA

document data in Mailbox)

Owner identifier of D.DOC (own | query, delete, U.USER

document data in Private Print) | creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation
Mailbox)

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
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[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(Function Access)

Security Attributes query, modify, delete, Roles
creation
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete, creation

User identifier for each query, modify U.ADMINISTRATOR

function

FMT_MSA.1 (c)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (c)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(PRT)

Security Attributes query, modify, Roles
delete, creation
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Private Print) creation

FMT_MSA.1 (d)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (d)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control

SFP(s)]
- SCN Access Control SFP in Table 20
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[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(SCN)

Security Attributes query, modify, Roles
delete, creation

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete,creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

FMT_MSA.1 (e) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (e) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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FMT_MSA.1 (f)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (f)

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30
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Table 30 Security Attributes and Authorized Roles(FAX)

Security Attributes

query, modify, Roles

delete, creation

Key operator identifier

modify Key Operator

SA identifier

query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete, U.USER

creation

Owner identifier of D.FUNC
(Personal Job Flow sheet,

Personal Mailbox)

query, delete, U.NORMAL, SA

creation

Owner identifier of D.FUNC
(Personal Job Flow sheet,

Personal Mailbox)

query, delete Key Operator

FMT_MSA.1 (g)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (g)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
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[assignment: the authorized identified roles].
- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles (DSR)

Security Attributes query, modify, Roles
delete, creation

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.NORMAL, SA

document data in Shared Mailbox) | creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet) creation

Owner identifier of D.FUNC query, delete Key Operator

(Personal Job Flow sheet)

Owner identifier of D.FUNC (Shared | query, delete, Key Operator

Job Flow sheet, Shared Mailbox) creation

FMT_MSA.1 (h) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (h) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control

SFP(s)]
- D.Func Control SFP in Table 24
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[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
- the security attributes listed in Table 17

[assignment: the authorized identified roles].
- the roles listed in Table 32

Table 32 Security Attributes and Authorized Roles (D.FUNC)

Security Attributes

query, modify,
delete, creation

Roles

Key operator identifier

modify

Key Operator

SA identifier

query, modify
delete, creation

U.ADMINISTRATOR

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Job Flow sheet, Shared
Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.3 (a) Static attribute initialization

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 (a) The TSF shall enforce the, [assighment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP]

- Common Access Control SFP in Tablel6
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[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

FMT_MSA.3.2 (b)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the

default values when an object or information is created.

[assighment: the authorized identified roles]
- none
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FMT_MSA.3 (c)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

Table 34 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
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FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (e)

FMT_MSA.3.2 (e)

FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)

FMT_MSA.3.2 ()

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assighment: the authorized identified

roles] to specify alternative initial values to override the
default values when an object or information is created.

- 84 - Copyright® 2011 by Fuji Xerox Co., Ltd



Xerox Color 550/560 Printer ZFz/714—7wf

FMT_MSA.3 (h)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (h)

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 24

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 35

Table 35 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (h)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,

query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
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authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 36

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 36 Operation of TSF Data

TSF Data query, modify, delete, Roles
creation
Data on key operator ID modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR
creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption
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Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (b)

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 37

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR., U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 37 Operation of TSF Data

TSF Data query, modify, delete, Roles
creation
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
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No other components.
No dependencies.

Specification of Management Functions

The TSF shall be capable of performing the following

management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by

the TSF]

- Security Management Functions listed in Table 38

Table 38 Security Management Functions Provided by TSF

Relevant SFR

Management Function

Management items defined by
CC

FAU_GEN.1 Management of data on Security There are no management
Audit Log activities foreseen.

FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the

group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management

activities foreseen.

FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management

activities foreseen.

FCS_COP.1 Management of data on Hard Disk | There are ho management

Data Encryption

activities foreseen.
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FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier

- Management of owner identifier of
function

- Management of data on Store
Print

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(h)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
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(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and is not administrator might be able to
managed. define additional security
attributes for users.
FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.
FIA_UAU.1 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;
- Management of data on key b) Management of the
operator, SA, and general user authentication data by the
( password) associated user;
- Management of data on user ¢) Managing the list of actions
authentication. that can be taken before the user
- Management of data on minimum | is authenticated.
user password length
FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator

Reason: action and security
attributes are fixed and are not
managed.

can define default subject
security attributes.

b) an authorized administrator
can change subject security
attributes.
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FMT_MOF.1

Management of data on Customer
Engineer Operation Restriction

a) Managing the group of roles
that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1 - There are no management
activities foreseen.
FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed
FPT_STM.1 - Management of time and data. a) management of the time.
FPT_TST.1 - Management of data on Self Test. | a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;
b) management of the time
interval if appropriate.
FTA_SSL.3 - Management of data on Auto a) specification of the time of
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Clear. user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1 - Management of data on Internal | a) Configuring the actions that
Network Data Protection. require trusted channel, if

supported.

FPT_FDI_EXP.1 | none a) Definition of the role(s) that
Reason: The role and transfer are allowed to perform the
conditions are fixed and are not management activities;
managed. b) Management of the conditions

under which direct forwarding
can be allowed by an
administrative role;

c) Revocation of such an

allowance.

FMT_SMR.1
Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Security roles
No other components.
FIA_UID.1 Timing of identification

The TSF shall maintain the roles [assignment: the authorized
identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

FPT_FDI_EXP.1.1

Restricted forwarding of data to external interfaces
No other components.

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on
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[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

FPT_STM.1 Reliable time stamps

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial

start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

FPT_TST.1.2 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF

data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
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- [assignment: parts of TSF data]
- TSF data in NVRAM/SEEPROM (excluding audit log data, and
date and time data)

FPT_TST.1.3 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF]

- [assignment: parts of TSF]
- TSF executable code in program ROM

6.1.7. Class FTA:TOE Access

FTA_SSL.3 TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a

[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself

and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
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- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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6.2. tF1UT(RIIEH (Security Assurance Requirements)

Table 39 [CEF1UT1RIIEHEEHR TS,
AR TOE OFFEREELANIVE EAL3 ThHd, BIMULELF1UTREEIVR—2RY ME. ALC_FLR.2 ThH

%o

Table 39 TX1UT1{RIIEH

REEDIA FRELAVR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance ]
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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6.3. tF1UT 1 EHEI (Security Requirement Rationale)
6.3.1. tFa)T H#AEZEHIRH (Security Functional Requirements Rationale)

PrIUT M REEREETIUT R KR A OXIEE, Table 40(CE2itTd, COXRTRTAD, H+Fa
UTAHBEE N, Da<ED 1 20 TOE tHaUTA KA CHISLTNS, FeFtFa )Tt KA &
B, EFIUTAHBEEHICENREESN TL\S1RHLE, Tabled4 1 (CEEiR T 3,

Table 40 t¥aUTHREEHELTIUTRIERA SO AR

Objectives

0.CONF.NO_DIS

O.CONF.NO_ALT

0.DOC.NO_ALT
O.FUNC.NO_ALT

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED
O.AUDIT_ACCESS.AUTHORIZED

O.INTERFACE.MANAGED
< | < |[0.AUDIT.LOGGED

O.USER.AUTHORIZED

0.DOC.NO_DIS

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1 v
FCS_COP.1 v
FDP_ACC.1 (a) viIv|v
FDP_ACC.1 (b) v
FDP_ACC.1 (c)
FDP_ACC.1 (d)
FDP_ACC.1 (e)
FDP_ACC.1 (f)
FDP_ACC.1 (g)
FDP_ACC.1 (h) v
FDP_ACF.1 (a) VvV
FDP_ACF.1 (b) v
FDP_ACF.1 (c) v
FDP_ACF.1 (d) v

AN

\

AN NS AN AN
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Objectives

SFRs

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED
O.AUDIT_ACCESS.AUTHORIZED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (e)

FDP_ACF.1 (f)

FDP_ACF.1 (g)

< | 8| X[0.DOC.NO_DIS

FDP_ACF.1 (h)

FDP_RIP.1

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

AN NEER NN BN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

AN

FIA_UID.1

FIA_USB.1

DN N N I N R N Y B N B N B N RN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 (g)

AN NEEANE N AN

FMT_MSA.1 (h)

FMT_MSA.3 (a)

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)
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e
Objectives = N
2
o a) O |
[a) @ = & 5
0| |y =
2 (2|8 2l2 |9
ol=512/5|8 (2|58 |2 |6
Sl S SIE Y4 elR |8
zlz|Z2|Z2|Z2|1S B2l |- I5
i - Q||| % == | = — %
JiV|lz|z|z|luw|H|E|alal|a X
o|o|5|o|o|lw |E|Io|S|2 |2 |&
ala|z|o|o|2 |&|la|x|T | |O
SFRs olololololo lolololo lo lo
FMT_MSA.3 (e) v
FMT_MSA.3 (f) v
FMT_MSA.3 (g) v
FMT_MSA.3 (h) v
FMT_MTD.1 (a) v | v
FMT_MTD.1 (b) v |v
FMT_SMF.1 VIivI v |v|Y
FMT_SMR.1 VI ivVI IV IVvIIVv]|VY
FPT _FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v
FTA_SSL.3 v v
FTP_ITC.1 VvV

Table 41 £FaUTARERAHICLELFIUTAHERER R

¥ TR A &

TF1)T R E AR AL

O.AUDIT.LOGGED
(BEEAXY bOECERE
REISNIZTDER)

O.AUDIT.LOGGED (% TOE OfE A - £F21UT4/ICENBI XY rOOT E/E R -
#EFL, EROBV AR ELRR - BWShEBCH KA HTHS,
AEF1)T A RAHERRTHEHICE.

FAU_GEN.1 [CINEERRAAY MR LTEF IV TABEEOT TN E RS
ns.

RIELTEEOMREER I TIERICINERRIFETHS.
FAU_STG.4:B&ENTT-I0HRHHIIEFE THOIEMH. BHEBEBHICNIE
N3,

FCS_CKM.1:BESRERDKRBISEEFFICIS LS
FCS_COP.1:BESLDKERIZ I TAT—HAELTERIGEND

FMT_MSA.3: 774V ME. L—ILOEE T

FAU_GEN.2, FIA_UID.1[CINBEEXNRERE. TOREACLBLFAED
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TXaT R &

TF2)T R E AR AL

HAEHRICREE R T3,

FPT_STM.1 (C&D TOE O OEERRLBIAYIERNT, EEMRAAY hedt
(CB1 LRV THEE BN (CRE RSN S,

U EOteF1 )T R EHCIDORERA &M T N TED,

O.SOFTWARE.VER
IFIED
(VIMII7me ™D
REL)

O.SOFTWARE.VERIFIED (& TOE BE&®MX{71— FOB 2RO FIEZR
HIIRHKRTHTHD,

AEX1UTIRRAEHERERTHEHICE.

FPT_TST.1(C&D TSF R1TI—-FHLU TOE RET—H(TSF T-R)DE £t
ERELT AILHDE S TAMEREEHEENRFCERE LRITIT SN TED,

L EDEF 1T REEHICIIOR R A S ERITENTES,

O.INTERFACE.MA
NAGED

(S ERAVB—D1—AD
EiE)

O.INTERFACE.MANAGED [Ft%1T4RUY—(CHOTHERA U A—TT— A
MR EBT IR KA THD,
AKeF1 )T R RAHEERT NI,
FIA_AFL.1(a)ICED#et BB E RII DRI L BRRHC, FIA_AFL.1(b)IC&D
SA MEREE Sk BB (AR SRELRS ) (SR ABRICLR PO AE B EH S DEREEIC
KB LGS . EIR OFF/ON MaZEICD., E# U IREBZ5C,
FIA_AFL.1 (C)ICEN—ARFI A REI R OEREE R BRAF(C. FIA_AFL.1 (d)IC
&0 SA FREERFDERAE K BRBF (M EREREERF)(C. "IN AT — RO IE LB LV E DAY
t—UERRUTC. SAT—ROBAHEERTS,
FIA_UAU.1,FIA_UID.1 [CINE 4B — BRI AESLVYATLEBEE R#
AT BRI, CWIS ADTHEABBESLUTPIA RS, 60 T7HE ABHC1—
—HANERIINITIONG, £, FIA_UID.1 [CIDIEHLG—BFRAERLU VAT
LEBEZHANTILHIC. TUVA— A N\ oD 7D ARFIC 1 —H -3 A HYT
hhd.
FIA_UAU.7 (L&D —Y—5B5ECEI L TRREE 71— IO R ESNZ DT, /SR
D—ROiRRBIEHITFS,
FTA_SSL.3 [C&D. CWIS [c—
BEAIZEXRTS,
TUVR—=RSA N/ TPDARSA NeDEY Va3V R FETI(CERDIBRELL(ICEY
VavERT IS,
FPT_FDI_EXP.1 [CINHMERA U B—TDI— AW BDZIET—RDRER R Y FT—HA
DFF RSN VEREEHIRT D,
ULEDEF1)T4EEBEHICINR R AMERLTENTES,

ERREOPI AN ENMSSBATAVEDUTL

0.USER.AUTHORI
ZED

(—RRF AELEESE
0 TOE f#FADEET)

O.USER.AUTHORIZED (& TOE O =& § 3 RI1lC. ERAEN X171
RUY—[CRHSTHERZT S ESNTHED. ZORIEH AN ERHI R AEH THS.
RKEF1) TR RAMEETRT DI

FDP_ACC.1(b). FDP_ACF.1(b)(c&D1—H—#AIFREI R ET 5L T, &F
AISNEFIRBEOH (CEREEEDIREESF AT 5,
FIA_AFL.1(a)lC&D#m B A R OREE K B BF(C. FIA_AFL.1(b)IC&D
SA DFREE KBS (A ARFRELEF ) (CEREE R BRIC LB 7D EAE B B 7 DFREEIC
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TXaT R &

TF2)T R E AR AL

KU E . BIR OFF/ON KL, Ef LR EZ<,

FIA_AFL.1 (c)ICEN—A&FI AE FREERF DERRE K BUE(C, FIA_AFL.1 (d)IC
&N SA FRRERFDERRE KL BREF (MR ERRERT)(C. " IAD— FHVIE LKB LV B DAY
t—-VERTRUC NAD-FOBANEERT S,

FIA_ATD.1, FIA_USB.1 [CIDHEMEEERE. SA ®RE, —RAAER
BT I BEICED, FFRISNEFIREDH(CHT IO MR H TS,
FIA_SOS.1 (24D, SA e—&FIREDH/N AV - FREFIRT 3,
FIA_UAU.1,FIA_UID.1 (CINEHLG—BFABSLIVIATLEREEH
AT BIHIC RENRIVD DT DL AR IC - - A FREENTHNS
FIA_UAU.7 [C&D 21— —ZRRECAALTERRRE 71— RO R RESN B DT, /1A
D—RoiRRIEHEITFS,

FMT_MSA.1(b)ICENtEF1)T1BIEDENEDE . RE. HIbR. /EREERE
EE:D

FMT_MSA.3 (b)[CED@EEI LTI MEEEET B,

FMT_SMR.1 [C&DHMEEE . SA, YATLEEE, —RFIAE ORI
FSnT, 20RENEEM (TN S,

FTA_SSL.3 (CEDIEERILC—ERREOT7 I AN EMS S SEE/ RO
REED)7 UBRAEERT B,

L EDEF1 )T REEH(CLOR R A EM™I T ENTED,

0.DOC.NO_DIS
(FIREXET-30
TIEBATIRE)

O.DOC.NO_DIS (& TOE ¥R 0% W\AIER BN User Document
Data Z-F3 % R AEHTHD.

AeFa1)Ta xR AHZRIRTBHICE.

FDP_RIP.1 [CENAERN— FTAAVEEICEB NI ABZHXET D, KL
AIDERONBZFIATELRT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [C&DI1—H—FREEEH AN EEET ST, FFRISNFIAEDH
[Z. User Document Data QigE%#A T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)lcEhtFa)T1EBHEORVEDE., B E.
Bk, EREEET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)Ic&DEEI BT 74 MEE B ET 3,
FMT_SMR.1 [CIN#WMEEE . SA. YATLERE . —RFIAEORE|IH
BEnT. 20/ EINEEMR TN,

FMT_SMF.1 [C&D TOE €¥1)T1EEMEEZ I ATLEEBENRETS,
FTP_ITC.1 (L&D TOE & IT FOAY MEIOAER Ry FO—D L &N 5 User
Document Data Z& BN o RET 370, BIET—AEBLTO MUK IS
33,
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TXaT R &

TF2)T R E AR AL

UEDEFIUTHEBEERICIIOM R G S ERICT ENTES,

0.DOC.NO_ALT,
(FIAEXET-HD
REHXRShIREE)

O.DOC.NO_ALT (. TOE ##R OB WA ELZHS AN DS User Document
Data Z=Fo X KA E#H THS.

AEX1)TARRAHERRTILHICE.

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 [C&D1—H—EREEEH A ZE
METBET, ISR AZDH(C. User Document Data DI&{E&EFT]
33,

FMT_MSA.1(a)lc&NEFa)T1BHEOENEDE ., B E.
33,

FMT_MSA.3 (a)lctD@gis T 74/ MER S ET 3,
FMT_SMR.1 [CIDHEWEEE ., SA, YATLEEE ., — XA HEOREL4H
BEnT. 20/ EINE&ER TN,

FMT_SMF.1 [C&D TOE £¥1)T1EEMEEZ I ATLEEBENRETS,
FTP_ITC.1 (L&D TOE & IT FOAY MEIOAER %Y FO—D L &N 5 User
Document Data Z& BN o RET 370, BIET—AEBLTO MUK IS
33,

L EDEF YT BBEEHICEDR R A S ERZTENTED,

HIBR. R E B

O.FUNC.NO_ALT
(FIREHRET 50
FERSWIRE)

O.FUNC.NO_ALT (&, TOE ##ERB DL WAERLGHS N User Function
Data #5F3® KA THD.

AEX1)TARRAHERRTILHICE.
FDP_ACC.1(a),FDP_ACC.1(h). FDP_ACF.1(a),FDP_ACF.1(h),
FIA_UID.1 [C&DI1—H—FREEEH AN EEME T ST, FFRISNFIAEDH
(. User Function Data Qig{E%#a[ T3,

FMT_MSA.1(a) ,FMT_MSA.1(h)Ic&0tF 10T BHOENEHE . K.
HIER. EREEET D,

FMT_MSA.3 (a),FMT_MSA.3 (h)Ic&DE 7 74)L MEE B ET 3,
FMT_SMR.1 [CINH#MEEE . SA. YATLEERE ., —fRFIAEOKE|IH
BEnT. 20/ EINEEMR TN,

FMT_SMF.1 (C&D TOE EF1) T4 EEBHEEE VAT LEBENRE TS,
FTP_ITC.1 (L&D TOE & IT FOAD MEIOAE Ry FO—D L &N 5 User
Function Data #&Bih o RET37HIC. BIET—AEEILTONILCK ST
Bo

L EDEF YT HBEEHICEDR KA S ER/ZTENTED,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—HOFRE
ShBLURERTR
&)

O.CONF.NO_DIS, O.CONF.NO_ALT [& TOE Z#R0OB\RIERRHEPHR
Shho TSF T—-AESFHXR KA THS.
AEF1ITARAHERRTHEHICE.

FIA_UID.1 [C4&D1—Y—EREEE A ZEMET 5L T,
(C.TSF T—50REEHT 3,

FMT_MOF.1 [CENTF21UT HEEEDEERZ L. SIUHAEDEREL . VAT s
EEEALIICRELTNSNT, YATLEBREBLIFCHERINS,

FFEISNIZRABEL
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TXaT R &

TF2)T R E AR AL

FMT_MTD.1(a)IC&NEF1 )T BEREDBERESR B, VAT LEBELIHIR
FELTVWBNDT, TOE ZRET—H(TSF F—R)DREWEDHE. RER. VATLE
BEZFICHEINDG,

FMT_MTD.1(b)ICEN— & FIAED ID £/SAT— FDREE. VAT LEEBEL
FIBEICERELTIVS,

FMT_SMF.1 [C&D TOE E¥21)T/HEED EEHEREDR E Z . BF A SNIZFI A
BENRETS,

FMT_SMR.1 [CENHEMEERE . SA. VATLEEE . —RFIAEOREIH
BFENT. 20®RBINE&EMR TN,

FTP_ITC.1 (LD TOE & IT 704D FREDRERRY FD—D EEFND X171
EENIF—ABLU TOE /RET—R(TSF F—R)EBBHORETIHIC. &
ET-AmEse70r UK ST S,

U EDCFIUT(HBEB B ICEDR KA ER/ZTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED [3BE &SR EAERDIB VP U A HIBR -
EENOFIRNKAEHTHD,

AeF1)T A RAHERERTHEHICE.

FAU_STG.1 [CINEEOT 771V HSN TS X1 )T BEENT T-3%.
FEBHIBRPHENCRET S,

FAU_STG.4 [C&NEENTHEMICHOLEFIC, REE VI LAY T THRIRS
NEEEOTE EEZHIBRLT, FILLWEEARY M, BEEOTI71IAEIAT
%o

UEDEFIUT R EHICIIORM R G S ERICT ENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B &R RN ERDHEE(CLHTD
#. BENBEFIVTIERERNT B AHCAMINILIICT IR EKAEHTH
%

AEF1)T A RAHERERTHEHICE.

FAU_SAR.1 [CIDEFRISN TS VAT LEEEX. EEOT 7710+
UT1BEENTT-50F5H H U EEEIRH T 3.

FAU_SAR.2 [CIDEFRISN TS VAT LEBE LS OBEEOTANDTP I A%Z
2it93,

L EDEF 1T REEHICIOR R A S ERIZTENTES,

O.CIPHER

O.CIPHER [3R#EBN— FTAADEECEEIN TS XET A, FIRFEH X
ET-REROH UTHEA IR OLIIC, REBN-RT1ADEE EICERT
N3T—HEESILTIRHKRAEHTHD,
AREF2)TIERAEHERETHHICE.

FCS_CKM.1 [CIDIEE SN 128 EVIDEESRRICHEST, BESRNERS
na.

FCS_COP.1[CINRHONIZES 7 TIALEESRE T, XET-FERNEN
—FFIADEBENERT SRS IESN, S5id HURCESESND,
UEDEF 1T BEERICIIOM R G S ERMICT ENTES,
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&K FHEDREE (Dependencies of Security Functional Requirements)

TRIVTHEREMMREFELCVSHEES . fLMKFRFRERRE LBV EESC. IREFRFRN S
ENBTEHRBEN B LVRMLE . Table 42 (L2 T B,

Table 42 tXaUT(HREEMHIVIR—% Y FOIRTFIE

WREEHIVR—2V b

REFHEOEEEEHIVR—F

BEHHIVERET

B LTS ES

KEFEEHRELCVBVEHEEDES

FAU_GEN.1
Audit data generation

FPT_STM.1

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_ SAR.1
Audit review

FAU_GEN.1

FAU_SAR.2
Restricted audit
review

FAU_SAR.1

FAU STG.1
Protected audit trail
storage

FAU_GEN.1

FAU_STG.4
Prevention of audit
data loss

FAU_STG.1

FCS_CKM.1
Cryptographic key
generation

FCS_COP.1

FCS_CKM.4:

ES#(E MFD D2 FRICER SN . DRAM(#EH 4
AEV)CHEIHSNDG, CORESH(E MFD XADER
UM AL HRT AT, S RERETILEN
V- A

FCS_COP.1
Cryptographic
operation

FCS_CKM.1

FCS_CKM.4:

ES 83 MFD OREEFRICER SN . DRAM(IEH 4
AEV)CHEISNDG, CORESH(E MFD RADEIR
EUITEHRT DT, S REWETILEN
MLy,

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)

FDP_ACF.1(d)
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WREEHIVR—2 Vb

REMEOMAEEZRHIVRN—2 Vb

BEHHIVERET

B LTS EM

KEMEHRELUCVVEVEHEEDE LS

Subset access control

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACC.1(h)
Subset access control

FDP_ACF.1(h)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute
based access control

FDP_ACC.1e)
FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_ACF.1 (h)
Security attribute
based access control

FDP_ACC.1(h)
FMT_MSA.3(h)

FDP_RIP.1

Subset residual BL
information protection
FIA_AFL.1
FIA_UAU.1 —

Authentication failure
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WREEHIVR—2 Vb

REMEOMAEEZEGHIVRN—2V b

BEHHIVERET

B LTS EM

KEMEHRELUCVVEVEHEEDE LS

handling

FIA_ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA_UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions
behavior

FMT_SMF.1
FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 B
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WREEHIVR—2 Vb

REMEOMAEEREHIVR—2 Vb

BEUHIUEHLT HMEULCLSES EKEUZHERLCVGVEHEZOES M
security attributes FMT_SMR.1

FMT_MSA.1(q) FDP_ACC.1(g)

Management of FMT_SMF.1 —

security attributes FMT_SMR.1

FMT_MSA.1(h) FDP_ACC.1(h)

Management of FMT_SMF.1 —

security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(Qg)
Static attribute
initialization

FMT_MSA.1(g)
FMT_SMR.1

FMT_MSA.3(h)
Static attribute

FMT_MSA.1(h)

o FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF -
FMT_SMR.1
data
FMT_SMF.1
Specification of
L
management
functions
FMT_SMR.1 FIA_UID.1 —
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WREEHIVR—2 Vb

REMEOMAEEZEHIVRN—2U b

BEHHIVERET

mELCLVSES (REMEBHELTVBVEHLZOESM

Security roles

FPT_STM.1
Reliable time stamp

3L

FPT_TST.1
TSF testing

3L

FTA_SSL.3
TSF-initiated
termination

3L

FTP_ITC.1
Inter-TSF trusted
channel

3L

FPT_FDI_EXP.1
Restricted forwarding
of data to external

interfaces

FMT_SMF.1
FMT_SMR.1

6.3.3. tFaIUTRIEEHIRH (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE HHRET 3 LF 1T (SO BRHHARION TR T 3.
t¥a)71888E (Security Functions)

Table 43 [CTOE tHa1)THaee X1 ) T REEHORITERT .
AETEHATS TOE tF1UT/HEEER 6.1 EACERBRSNZ EX 1T HREBEBEB T LD THD,

Table 43 TOE Xa1T18aet X1 T4 BEE DX G B R

CEEVSRE 1t

1T EH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_ACF.1(h)
FDP_RIP.1 v

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

SISIS IS S SirsE_Fau

AN

NNANENEN AN ENEN ENENEANEN AN ENEN ENVEN
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T¥a)T HEE

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_AFL.1(a)

FIA_AFL.1(b)

FIA_AFL.1(c)

FIA_AFL.1(d)

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

SN S S S S S S S SIrsE USER_AUTH

FMT_MOF.1

FMT_MSA.1(a)

FMT_MSA.1(b)

FMT_MSA.1(c)

FMT_MSA.1(d)

FMT_MSA.1(e)

FMT_MSA.1(f)

FMT_MSA.1(g)

FMT_MSA.1(h)

SENEN AN AN ENENEN

FMT_MSA.3(a)

FMT_MSA.3(b)

FMT_MSA.3(c)

FMT_MSA.3(d)

FMT_MSA.3(e)

FMT_MSA.3(f)

FMT_MSA.3(g)

FMT_MSA.3(h)

FMT_MTD.1(a)

FMT_MTD.1(b)

FMT_SMF.1

FMT_SMR.1

NENENEN AN AN AN ENEN AN RN AN

FTA_SSL.3

RN RN RN EN

FTP_ITC.1
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tXal)TH#EE
I
5 = 51| 3
x | < s | 9|k
w I = o o n
T a4 | | | L
s | LI E J1 2B e | A
S|lC|o|l&g|lo|&|z]| &|wn
o AR IR AR A AR A AR A
FPT_FDI_EXP.1 4
FPT_STM.1 4
FPT_TST.1 v

LT TIEE TOE a8 eE(CRAL T BEE R IS T2 X1 T8 BEE B (COWVTERBET B,

1. N—FFAADERTAILESTHEMEE(TSF_IOW)

N—RFFAADERET AL EEHERER. VATLEBECINVATLEEEE-FTERESNEIN
—RFAADEET AL EEHEMBER T IR, JE—#HEE. TV —#aE. 2AFvF—#EE. RYD
DAV UBRE. D7D ABBES SUSA LD M7 ABBED R I3 T DFE T &I, MERN— RT1ADEEIC
ERSNERRABHIXET-AICHULT, ABN—RTAAVEBEOXET—HMEEEZ. 1 BIFEE 3 ED
LEFCINEETD, CNEEEROERRECIE LT, LEOMEEEELTIEEE. TF1)T
MEZEBEIIGETZERBLIVBLHTHD,

WD EEZEBETIHERF. LETHEOEHE1EEL, EX1)TREEBETIESE. £F
THENEHE3EET S, 3EOLEEEEEEKG. 1EICHEATLEREETITEH. LNREG
FEEEERB(HEEE)THS,

SHIC, VATLEBENRE UVEBRFEZEI_a7IME R CERXERHIBRLTCLEEEETS(ON
Demand Overwrite #8g),

(1) FDP_RIP.1 Subset residual information protection (Y 7ty & FIEHRRE)
TOE B V3T THROLETHEMEEDOFIMEL T, EEZFEF 1 B("0(EN)"CLB LEE)L.
3 E(ELE-ELE-"0(ER)"ICLR LEE)DBIRN KD FERNEN—FT(ADEB LIC, LEE
HEFPEOFAFHXET-IN—EEHEHS5, TOE BEHC—EEFIvoLT BHERTOMAF
IXET-HANFETIEEE. LESHENEERITTS,

1.1.2. N—=FT4ADEBRT-IESL1#ae(TSF_CIPHER)

N—FTAADERT IS EEER. YATLEBECINVATLEBRE T FTHRESNEZIN-FT
AADETET IS CMARERE J(CHEL . JE—#AE. TUVA—HEEE. A v —HEE. XV D —D A%y
UHERE. TPDARBES LUSA LD M7 D AR BB (E R B B REER E R ICRARN— FTAADEEICE
BINEXETHDOIESILEITI,
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(1) FCS_CKM.1 Cryptographic key generation (BS54 k)
TOE BYATLEBEICLNFZEINLEIN-FTF1ADERT B ST — 1ZEMAL. ZEFICE
TEOYOAIZZED FXOSENC AR 7ILTUXLICEST 128 EYVFDORE SR AR EITI(TN—FT1AD
ERTARSEF—IFRUTHNE, RIUESENEMSNDS), BH FXOSENC ARX7ILTUZL
(&, TR BEREEF X1 7ETITVALTHS,

(2) FCS_COP.1 Cryptographic operation (E&5124F)

TOE FAEN—FTAAVEBICXET - IEETRTIMRIC. EBIFFICHE SR AR (FCS_CKM.1)(C
SNERLE 128 By ROESHE FIPS PUB 197 (CEJCAES ZIVINXLEICINXET—AD
BESILZ1TI. FEBRUNETIEHRHHTEELRFKIC, EEIFFICAERKLEZ 128 EVvFRED
g5 e AES 7IT)ZLICENEBIEEIT.

7.1.3. 1—H—5B3E#AE(TSF_USER_AUTH)

J1—Y—EREEH AR EF RIS E ORI AALIFIC MFD O REZE AT HERERLES1HIC, 12
eIV RIBBEDSA TP MDTIVR—FIA N/ TPDARFAN, LU CWIS hio1—H—1ID &1
NAT—FEANSETHAIFRIT HHEETHS.

MFD FzSER0Y —N—(CEHIN TV I - —1FHmEFAL T, BEE1T,

1—Y—IEMDEER T EICLOT. kD 2 EEFELHB,

a) A{KEEE
AIKREREEE. TOE RICE SR L1 —1EHmEFEAU R EEEZIT),
*UFFJ%"J?’(?‘JM"OIE?%;&L:E‘HT7'JJI~T Bl&. HohUHDFM1 7Y MAD RS54 N-TERE L
FRELIERE. TOE (CE RSN TV BIRABEMEB S TEICLHTEREIEN.. TOE TRIETED,

b) s &REER
SNERDEREEY — )N — (Tt LTEREEE1T), TOE RICI—H—IEHIT B RSN TV,
SVEREREE(L . S ERDEREEY — ) —(LDAP Y —)5— ., Kerberos #—/){—) TEEINTWS1-H—1F
HEFEALT, RT3,

FEED RN LIZFI RE OH W T LD REZE AR RECE 5.
a) KRR THIEISN D HERE
Z]t"—*ﬁ';%ﬁ'és TrPDAERE(EME ) AFvUEE. Ry NI —DAXvUHRE, BRINYD AR ERRE, TUY
WRE(TUVA—FSANTOI—Y—ID 21— —)\AD— RO EN G4 THIENRIFFCIR4E) IRV
TREET D)
b) CWIS THifHENSHE8E
HHIKREBOR TR, VaTRE-BEORTR. RENYIANLOXET - UEE. J71ILHEE(C
$37)Y MRE
c) FABIFMTPUIDTIIE—RIAN/ITPIARIA NeE AT HHHE
FREIFM7V b EOT 5%, MFD W' ATAeg R — U5k & 55 (PDL) TRERSNIZENRI T —4(C
ZHL TOE LTIV T —REEETH (TR TIVM)  FIREDNFIREISMT7V DTV IE—F
I\ 51— —ID EERE LIKRETT)Y MERETSE. MFD BRIET-REEY VI T-AICE
B (FIVIR=X)LTA—Y—ID CECREBN— RT1ADICETET B,
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FIREDIMT7V P LEDT—5% MFD AT—AEEEL. BEEI7IEET (BN I7DARRE),
FRAEDNRABEDIFMTY MDTPIARSIA N1 —F—ID &ENAT— FEFRTE LIIREETIPIAERE
{ERETHE MFD (R ZEFERENTMICEFINZI—T—ID £NAT—FR—EThEFIVIL.
—HBUEBENHRIET LY YT TR (TIVR—X)LTIPIAEEEEET D,

FEARERERNB LUV VAT LEBEIFMP Y Mo TOE X1 UT HEEED SRR TELEEE
ITOERZHZEILHICIVATLEEE ID &)SAT— FeANSETHAIRLET LD TLHS.

(1) FIA_AFL.1(a) Authentication failure handling (52 %E&H#(DHS(U?&L\)
TOE BYATLEBEE- FATIEATBHIC. YATLEEENDFEELZTOH . FRALFRFDFREE LK
CHEEE IR LTS, I EESE ID RARRERE L. PIVEAESEHTHRESNTNS 5
EDEHRKICETBE. BIE R TRERTIET/ZA LS DERIEEZFFHFETD, Web T3
YTH MFD KIAQEROUI M/ 1% AF TREHEIER 23 T3,

(2) FIA_AFL.1(b) Authentication failure handling (52 HESEE&E#UDHRU?&L\)
TOE (Y ATLEBEBEE— RAT7IEATBHIIC. VATLEEEDRIZ1TOM. FREAFORII XK
I REZIRE LTS,
RIRZRELRFIC SA D ID BRI AR 2R H U7V AE B RIS TERESNTLVS 5 BIDEHREREKITET
& BENRITIIERIE/ R A LN DIRERLZ(HFFH3EBD, Web TS50 TE MFD R{ADE
BRDUIE/ I AF TRRAHRER>Z (378135,

(3) FIA_AFL.1(c) Authentication failure handling (F2EEkEXFEDEIDIRLY)

TOE (& MFD O#gERE RT3 H1IC. FIAFEO1I-—Y—RIETON. ELB—RFIAELNRELLE
NAD—RE—HUBWNEE . BERITR BN KN EDAVE— YR RLTI—F—1ETR
DBANEZERTS,

Fz Web J59YTLBANEERT D,

(4) FIA_AFL.1(d) Authentication failure handling (F23F kBB DENHRLY)
TOE (3 MFD O#geEE AT R1C. MIAZEOI—F—REEETHN. SMREREEEFIC SA WERE L
NAT—FR—HULEBMEEE. BESRIV TR EZIEDTRDIO" EDAVE—JERRALTI-Y—1F
HROBANEERT S, £z Web T30 TLBANEERTS,

(5) FIA_ATD.1 User attribute definition (FIF&BH4ES
TOE BHMEEE . SA BLU—BRIAENEIEERLHEFT S,

(6) FIA_SOS.1 Verification of secrets (FZDHREE)
TOE (& SA, — & FIAZED/ AT — FERERICR/NXFRICELBIMEEIBREEIEERT S,

(7) FIA_UAU.1 Timing of authentication(GREEDH1IY)
FIA_UID.1 Timing of identification(G&3ID513IY)
TOE [JE4E SRV RIABEDIATY bDTFOARIAN, BLU Web T505&ELUT MFD #EEDIE
YEEEFRI T BRI, ID &NAT—FEANSE T, ABSNE ID EXAD—FHY, TOE 88 E T—5(TSF
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T=R)CBFEIN TS IAT— FERE— T HEEREL T B, FREE(FIA_UAU. 1) &R
(FIA_UID.1)IZ. EFFICEITSNGER - ZBEEO™ AW Y LE R DHEENEFRISN S, T3/ X -
TIVrDIGEE. FIAEIFMTY MDTIVE— RS54\ EBUTMFD OEEEFRITSRIICIDEA S
SET. ANSNIZID BHE N TSN ERIEL. TV T 5% ID CElC7 %L, TOE [C—FR&EHET
%o

AREENODTPIANDZIEICONVTIE, TOE (&, #EAIZREENMTONS RIS, I7DAT-REZIELH
BRINVDAICHEINT B,

(8) FIA_UAU.7 Protected authentication feedback({R:E&sni=71—Rk/\9D)
TOE (31— —FREERF(C. NAT— FERIZHIC, TAT— RELTANSNEXFHER D ** X
FaARENRIL® Web TIVYICRTT DA Z IR TS,

(9) FIA_USB.1 User-subject binding(FIA&E-H7IIDMER)

TOE (FE2EESN 7z ID h ot EEE . SA BLU—RAAZBOREEHTITHMIEINL TS,
(10) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g). FMT_MSA.1(h)
Management of security attributes(t¥1)T/BHEDERE)

TOE (& Table 44 @Y. t¥1)T1BHOEFELI—H— R EEIC DRI FRRE SN FIAE(C
FIRT 3,

Table 44 LXa1UT1BHEDERE

t¥a1UT1EHE BUWEDLE., HE. HIBR. &2
YERL
A B A B I 3R WE W EEE
SA B AITER BMUWEDLE., HE. HIBR. | RREESE.
YERZ SA
— AR FRE BRI E R FMUOEDLE., HE. HIBR. | RREESE.
YERZ SA
WREICKT IS 55 AE B AR MUWEhHE., BZE HHEESE.
SA
D.DOC(EANBEBRYIANDFAXEZT—2)ICx | BLEhE., Bk, R | —fRFIAE.
IS9P E & HAER SA. W E
HE
D.DOC(H#RAHBEEBRYIARNDAXET—R)ICH | BLWEHE. BIkR. E | —RRFIAE.
&9 PR E & HAER SA. BHE
BE
D.DOC(HEBRYDANDIARTOXET—R) x| FUWEDHE. HIBR W EEE
IR E & HATER
D.DOC(HEEBRYIANDIARTOXET—A)ITxIG | BIFR SA
IR E & HAER
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D.DOC(FFM1R—= IV FROREXET—I)IC | EVEDE, AlRR. fERL | —EFIRE.
ST SR & A HHR HWHMEESE.
SA
D.DOC(FF1R—=rTIVFRDIRTOXET—H) | FLEDE. Al HREEE.
(XIS T HFT A& A R SA
D.FUNC(fEA Ya770—. BABRERYIR)CH | MUOEDHE, BIBR. fEBL | —RFIAE.
WY AFEEHBAER SA
D.FUNC(EA Y37 7R—, BABRBRYDR) (x| BLEDHE. Bk HREEE
WY BT EEBAIER
D.FUNC(#RYaJoo—. £AHRERYIR)Cx | HUOEDHE, BIBR. fERL | WEESE
3 AR EHAER

(11) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30E&E )
FMT_SMF.1 Specification of Management Functions (EE#EEDIETE)

TOE BFREESNEZEHLGRAZFEOHC. NAD—FEHRETE1-F—1 8- J1— A% RT3,

HMEEEDNAD) - FREIBBEEEIC. SAONAT— R EIHBEERELSAIC, —iFF

FEONAD—FEFRER. VATLEBREFE—RIAZRACHESND,

(12) FMT_SMR.1 Security roles(t¥1Ur11%El)
TOE IHMEESE. SA. VATLEBELSU—MRFAIAZEORENZHIFL. 20BN ZEZLHA
E(CBEERFTTLVS,

(13) FTA_SSL.3 TSF-initiated termination (TSF &2&ilcL3#T)
TOE (3 Web 7570805 CWIS (C—ERRI(20 53)D7UEANEWME S XAT1 V(R tyYay)
D7 LBRRIAIEERT B,
FBEN R o—ERRE(10~900 P TR EARE)DRENEMES S, BIENRILDEREND
J7ENEREIEEARD.
TIVR—=RIAN/TPDARIANED YAV R FES . TV N 77D ADE R DBERIZIZE(CEY Y3
VERTI B,

(14) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) . FDP_ACC.1(h) Subset
access control (B7ty kPO HIH),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) .FDP_ACF.1(h) Security attribute based
access control (E¥1UT(1EBHEICLB 7D AHIE)
TOE (X Table 45 [CTRTESND, I—H—EREEHEAEIC LD MFD OEAR#ERETHZIE—., T7UA, AFvy
VT O EE B FRRE SN R AE(CHIBR T 2,
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Table 45 EKRBEREADT DT Al

HRE RSN BIREEIRA FRE

aE—#ae WRECH IS T R AEH A FHMEF AEHANFRN—HL | HREESE
ZEa . BERRIDLOIERENEFRIENS, SA

AvF—HERE. WEEICH IS T 2R AEHAEREFAEHINFRS—HL | —RFIRE

RYRI=DAFvY
HRE

SE . BENRIIDLORBINYIANDAT v AREE LU
ENRIVDBOFIAEDZATY b FTP =)= Mail #—N
—.SMB 4 —N\—ADAF v T—REENFFRIENS.

TPDARERE, 1L
DI7D AR EE

HERE(CXT IS T S FI A& A R F AE B A FHmN— L
HE . BERRIDLDOEFIPIINDAF v T—REIES
JURIREIFM7Y oD TVY b5 —53% MFD 2 THFD
POANT—RIEET B ENFFAI SN,

U5 -t RE

HREICHT RS T 57 A& BB SRR A B IS RO —BL
riBa . FIAEDSATY MBOTYY FF—AET5A K= T
YRR, FUY M —BHOXTE T~ AR, BERIIA
MXETF—SOMRINHATENS,

TOE (3 Table 46 [CTRTESD, FIAET - INDREEH A ZBEESNFIAECHIRT S,

Table 46 FIAET-3NOT7O A%

FRAET—H

SR SNSIRECRA

FAE

JaTEFTROK
£5—4

D.DOC [Cxf i T SR A & # A IR EEF| A& HA 1F R —
HUSE. JE—. A% v, I7DA, TVV MO IITRTHD
XET-SDHIBRORENFRISND,

HREEE
SA

BRERYIA, 8
EBRYDARND
25754

D.FUNC(FTRTOFRINYIR) T IET BT E & H A FHRE
FRAEHNBEEN -GS, IXTORBRYIADELE
EHIBRDEFRISN S
D.DOC(HEEBHRYIARNDIT AR TOXET—R)CHIST B H
HHAFREFAEHNFERN—BULLZ S, IXTOHRE
RYDARDIET—INE K. MOH L. Z1E. HIFRDEFAIS
ns.

HREEE

D.FUNC(EABRBRYDR)ICH ST BFT A & H A HEREF
REH#R BB —HULES . BARRBRYIAMEIECH!
BROZFRISND,
D.DOC(HREBRYIANDFRAEXET—F)ICHIGTIFEE
HAFHREFI REHINFRS—BULS S ERRVIARN
DFREXET-0EH. ML, E(E. HIBRDEFRISNS,

—HRFIAZE. SA

EAFREESNE VAT LEEE(L. On Demand Overwrite
BEBEICLD D.DOC(HEBRYIANDITARTHOXET—H)DH|
BROEFRI SN,

HHEES
SA
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FRET—H RSN BIREEIRA FRE

T3AR=tTVUY | D.DOC(FFAR= UV FADTARTOXET—A)ICHHIGT | EHEEE
FADXET—H | DB EHNFEREFIAEBNFERN—BULEBEE. 7351 | SA
R=F+F)VFRDTARTOXET—SDENRI, BIBRDEFRISN
%o

D.DOC(FFAR= UV MDFREXET—A) ST DT | —iRFIAE
BEHNFEREFRAERNFBRNE—BLEIZE. MR-
TV NROREXET-AOMR. BRI TSN,
AR SNEYATLEEE(L. On Demand Overwrite | #EEE
BEREICED D.DOC(FFMR= UV FPHDTATOXET—A) | SA
DOHIBRNEFRIEN D,

Y3770- D.FUNC(¥ARTOY3F70-)[CHIS TSR AEHAIFRE | MHEESE
FREHNERS —BULES. IATOYITI0-DEIEE
HIFRDEF RIS B

D.FUNC(FRTOFHRINYIA)ICHIET BT H HH A FHRE
FREHNERS—BULEE . IATOYITI0-0HER
YDANDE FORENFFRISN S,
D.FUNC(FARTO Y37 70-)ICH IS T BFE & #BI1EHRE
D.DOC(HEEBHRYIARDI AR TOXET—R)CHIST B H
EHAFHRDS—BULIEE . IATOYITIO-OEITHEFA
hd,
D.DOC(HEBRYDARDIRTOXET—R)ICH ST SFTH
HHAFREFBEHAFRNS—BULEBE. Y3a7o0-0
RIA7IWVETICINBERRIDARNDTATOXET—ADED
H U, EENFFRISND,

D.FUNC(fEA Y37 70-)[CH IS TSR AEHAIEREFIA | SA, —RFIAE
HHAERS—BULEE . BA YT 70-OBELAIRRD
#FAISND,
D.FUNC(EABRBRYDR) IR ST BFT A & H A HEREF
AEHIFERN—HULIBE . J3770-0HRRVIAND
ZEROBEENEFRISNS,

D.FUNC(#tRYa770—. BA Y37 70-)ICHIET SR AE
HHAFHRE D.DOCCRBRYIARNDIAAXET—3)(Cxt
Y BMAEHANERN -GS, Y3a770-0FTH
#FEEN,
D.DOC(HERYIANDAEXET R ICHETIHEE
HAEHREF AEHAFRS—BULB S, Y37 o0-0vZ
ATIRTICINBERRYIARORAEXE T -INEMNL L. £
ENEFRISNS.

TOE (& Table 46 [LRTESN, 1—H—FREHEREICINRRINYIA, TIMRX—- TV, Y3770-0
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BAFEREISNIZRIAECHIRT 5.
TPDARET R IRNTHERBRRYDAICEMNTHET, Fid H VIR EERESN R AE(CHIRT 3,

BIET)Y MERE(TI1R— TV MEE)

MFD TI 754 R— UV MCRFIDRFEEITOE. FIAENFREDI A7 DT IVEI—F31 )15
1—%—ID ZHRFELKETTIV MERET B S . HIRIT LY by T T—R(CER(TIVR—

A LTTFAR- T RELTA—H—ID CELHTELTRBN- FTAADKEIC—HETET D, T
CWIS ho1—4—ID &SAT— FeA AL, FBEERICFIAEDISM17Y MRDI7AIVEECLITIV b
ERZITBEESERRICI—T—ID CeDTFA XK= TUV FELTRERN— FTAADEEIC—FFETR

Nhd,

FAZEQR—RBBEINCTVY T —SZHER TS0, MFD OERERIVDH1—H—ID &)IAT—
FEAAL, BEESNSEI—H—ID (S G LIETUY MFBDUA MR RENS . FIAEL DU
MONDENRIE TR FEIXBIBROIE RO AIEE S,

BRRYD AR EH AR

3ICRRARSNTVEBWIITETPIAR— B BIRVDAICAF v T—RETPIARIET —HEIR
FBHENFRETH D,

AF VT -REBRBRYDAICEMNTBICE, FIAEN MFD O#4E){R)LHo1—H—ID £1—-H -1
AT—RFEANSET, FBEESNBEAFT v UHBEDFI AN RIRE(CD  RESRID L AT Y UIETRET D
CECED IIT WREFEZEZRH BN, REN—- FTA AR EICERT 5,

IPIARET-RERBRYD AN T BIHE IR 1Y —-REERATHT . AREFEEREENLT
BEREF DX N CRIETPIARET A5 A ERICHEBNVI AR ELCHREBI7OAZ
ET-ANENENEESNZHE RN AICEBICHEMSNSCETRIREE D,
FLERCEDFEBRYI RN FE A RER TN IR TOIFIARZET A EHRERYI AN T ST
ENFTRETH B,

FHESNL1-Y-ID CeOEABRRYDAL. —M&FIRAENMEE/ RV, CWIS ho1-H-ID &
NAT—F&ANT3E MFD @REICEFSNZI—TF—ID &AAT— R —HTE0Z2FIvoL. —H
LEiH B 0H BRI I URYD AR DT -3 R T 2 eh I AeEe N, BRt LWENRI . BIFRDER1E
WA REETS B,

J37o0—-

vaJono—-¢&ld. Z#VJK*@??’JXXEIE(DMEE'_’)TU)(; SMB/FTPERiE. A—JLiE{E.
DAEERED., T-IDEIER E/EIEXBE —EDNIEDFRN(FIE) %, Hoh UhizsCERE LE
LT, ERMLEEERICERTS,

Y37 70— R E)FRIASNEEAIEI/ER. FIANATEETHIN ., M EEBEENMMERLEYIT
JO0—(ERE)IHEBTHEATE, FenEIE—TEETRERARICHEICERTIENTTEETH

B,

Y37 70—-(1BTE)IHENHEBRYIALBZRTTEIET. BERVIACXET—IN MmN
B R CEBMICEEDNEBENRTENIHEEL . RSN R AENRBRYIAICEE SN E
F—hEBIRLCERIEONIEEIE R T 2HEENHD,

d
<
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1.1.4. YATLEBECX1)T1EEMAE (TSF_FMT)

VATLEBE XTI EEKEER. HIBRTEDFRENFNGERERFLEILHIC. VATLEE
BE-FADOPIEAEVATLEBEDOHCHIRLT, FRAISNE VAT LEBREOH (CEERIVELT
VAT LEBEDSATY M TOE X1 )T REDS RERE LB EITIEREF T2,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥a1UT/#EED55F
VWOER)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—2D&EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)

TOE (IR AR SNz VAT LEEEDH(C, TEED TOE tHa T #EEICRIRT S TOE BRET —
B(TSF T—R)NSRMERELE. BIUEHEEDAR/ EDERE TSIV —(1U3-TJ1- %R
#"y3,

FEINOOMEECED, ERSNZEFIUTIEEMREEIRIET D,

BAENKIDDIITEED TOE tFX1)THEREDREES R, RELEZITIENARETHS,

- N—FFAADERT A LETHEKENEREEZSHEL. BY/EMN. LEZEBOEREETD

- N—RTFYADERET IS BEEORTEESRL. A3/ EVOHREEITD

s N—=FTF4ADERT-IBSEF—DREET

- RENRIDODFREIFDONAD - MEADEREESEL. B/ BNDEREEITD

- VATLEBERIMXRRICLZVICAERHRELZSRL. AN/ EMD. EERBOHEZIT

- BMEESE ID &IAD-ROREEIT) HHEEEDHATEHE

- SA., —f&FIAE ID ORTEESEL ID ESATV—FORTEEITY  RARIAHDH

- A-HY—)AD—R(—REFIAEE SA)DR/PIXFHERESBUREEZIT)  RAERIAHFOH

- NEBRYII—DT R EMEED SSL/TLS BIEDHREESHEL. B/ BB LUHMAHRROEE
'

- RERYRI—DT—RREMEED IPSec BIEDHREESHL. AN/ EHHLUFHMEBEROZREE
75

- RERYRI—DT—RREREED S/MIME BIENHREEZSHEL. B/ BUNHLUHMBEROKRTE
aw)

- On Demand Overwrite H4EENEEZS R L. B3/ EBNSSUVHIBREFZIDEEEZ1TD

- A-H-RABEEDREES R L. AR/ N R/ BB LUHMEBEROKEZITD

- BRTIVMEREOREES B, BHE/HRIOZREEZT

- Bt BRIESRUEREEZTD

- BAENRRIA— M) THBEDER TSR, 3/ BB LUV 7HROREEZIT

- BETAMEREDREZSRL. BN/ EYOREET

- LR—MEHDZREESEL, VATLEEERE/FIABEDEREEZIT

FIATLEBEDFATY Mo Web T508EEUT CWIS #EEICED, FEED TOE tHaUT(H#E
NFREESRL. RELEEITOICENARETHD
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- HWHWEEE ID &SAD-FOREEIT) HMEEEDH FTEE
- SA. —RFIAED ID REESMEL. ID £)\AV - FOREEIT
© VATLEBEERRRICIZ VI AEERREES R L. B3/ B, EERHMOKREEITI
+ A-Y-)1AV-R(—RRFIAEL SA)DR/NXFHHFRESRUREETY  AKZAROH
© TR T EEOT DR TS RUARN/ BENOREETD
(BB, BEEOTEITRINDTFANI7ANT, YATLEBEIF(PV b PC EICADYO-RY

HTENTTEE, )

© RERRY D -DT-SREMEED SSL/TLS BIEDRE TSR, A/ EMHLUFHMITROEKE
&1

© RERRY D —DT-SREMEED [PSec BIEDREESHL. B/ EINHSUHMIBEROHREE
13

© RERYRD=DT-AREWAED SNMP BIEDREESHL. AN/ EIHSLUHMIFBROKTEE
15

© RERRYRI-DT-RRERAED S/MIME BIEDRELS L. AR/ EINHLUFMFERORE
17

- X.509 FERRERERY/7y70—R/HAHv0—- K93

- On Demand Overwrite H4EENEEZS R L. B3/ BNSSUVHIBREFZIDEEEZ1TD
- 1-H-RBIBEEDRTEES R L. AMARIL/ S SRR/ BB LUHMEROEZEEIT
- CWIS #— M)7HBEDEREES R L. BRI/ BYOREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g). FMT_MSA.3(h)
Static attribute initialization (BFIEE#EAIL)
TOE (FEABRETHSIAE L. TUVA—HEEE. AX v —HEE. J7DAEECR LEF1IUT(BH
DT 74 MEELT L HEBESFRIZER E T B,
7= D.DOC. D.FUNCICEALEFa)T1B DT 74 MEEL T, FREFHBIIEIRIC. ERLEZFI A
FHHAFEREF A TRELG R AERANFEREEE TS,
72 D.DOC (77D AZE) ICEALEF1UT BHEDT 74 MEEL T, 77DAT =3 (ARERT—3)
EZETIHBRVIAOBEHANIEREHRTET S

(3) FMT_SMR.1 Security roles(t¥1)7/1%&=E)
TOE IHMEEE . SA. VATLEBEORINZMEFL. FORBNEIE LB F AECEERRTTL
%,

1.1.5. DAMI—IVIZPiEEHIBREEEE (TSF_CE_LIMIT)

NDANY—IV V7 EHIRHEET ., DAY —IV YRV AT LEBE 1T B IR EE
(TSF_FMT)[CRET 3R ENSBELUEENHERBVLIICHANR-IVIZPOVATLEBREE—F
NDIREEHIFR T 2HEEETHD,

COMEBEICED ., DAMNI—IVIZTPICLB R ELE RN ERLLS,
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(1) FMT_MOF.1 Management of security functions behaviour(Z¥1)T/(#EED 5% F
VWOERE)
FMT_MTD.1(a) Management of TSF data (TSF F—A3NEE)
FMT_SMF.1 Specification of Management Functions (ZEE#EEDHTE)
TOE [FFBRESNZ VAT LEBEDH . BIESRILE CWIS MDA NIV IZ 7R VEHIRRHEEE(C
9% TOE/ET—H(TSF 7—R) DS RERTELE(HAEOHF R/ EM)DIzHOI—Y—(105—-7
I-AZR#T 3,
FLECOBBECINE RSN CF 1T B EMEERIRIE T,

(2) FMT_SMR.1 Security roles (£¥1)71%&% %)
TOE BYATLEBEDORENZH#FL. Z0RENEVATLEEECAEMTTNS,

1.1.6. t¥1UT1EEOTHEE(TSF_FAU)

tHIVTABEEOTHEER. YATLEBE(CLNVATLEEET - FCRESNLIERATRE IICH
W, TARTH TOE FIRAEICK LT, L2, HEH EQLIBERETNEVDFERPEELBIAV MHIZ
EEEPEREE. 1I-Y—IRELE)E. BHEHEIIHOLF1IT(EENTHAEERIET S,

(1) FAU_GEN.1 Audit data generation(B&ET—34% /)
BEETAOERIE. ERSNEEERRINY M EEOVICREHINIEERIT S,

Table 47 [CBEE &N T—ADFEMETT

Table 47 BEE&EOT DT

BEEOVSIRAAVME U TOEERT—AEHICEHIND. :

Log ID: EEEMV#EFIFELTORELES (1~60000)

Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L3hh)

Time: BZl7—4% (hh:mm:ss)

Logged Events: 1XY bR FR (TR K 32 HIDEEXFS)

User Name: #IfA& 4 (&KX 32 HfidEEXF5)

Description: 41XV MCBET 2B DA (X 32 HIOEEXFIITEHMIE TRESROIL)
Status: /XY FOLEEFER Y UFIKEE (K 32 HIOEEBEXF I THEME TRSEBOIL)
Optionally Logged Items: # @R EFE B LSMCEEOIANRESNZBMER (VT IH MEAITE
H]EF)

Logged Events Description Status
TI\A ADIREEZEE
System Status Started normally(cold boot)

Started normally(warm boot) | -

Shutdown requested
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Logged Events

Description

Status

User operation(Local)

Start/End

Scheduled Image
Overwriting started

Successful/Failed

Scheduled Image
Overwriting finished

Successful/Failed

Self Test Successful/Failed
1—-Y—-F25E
Login Successful, Failed(Invalid
UserID), Failed(Invalid
Logout

Login/Logout

Password), Failed

Locked System Administrator
Authentication

Detected continuous
Authentication Fail

(REREI%L&RE)

BEERI-EE

Audit Policy Audit Log ‘ Enable/Disable
JITAT-HRA
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox ™! Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMAREER

Device Settings

Adjust Time

Create Mailbox™!

Successful/Failed

Delete Mailbox™

Switch Authentication Mode | Successful
Change Security Setting (GREEHBHRF)
View Security Setting Successful

TN AT —INDT IR

Device Data

Import Certificate

Delete Certificate

Add Address Entry

Delete Address Entry

Successful/Failed

Edit Address Entry

Export Audit Log
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Logged Events Description Status

Failed
(FOPLEBEZRLRT)

Communication Trusted Communication

*1)Mailbox [FFHBEHRYDAERT

(2) FAU_GEN.2 User identity association(F| & #5158 0B EF(7)
TOE BEEBINLEEXRIAY FMEEOTI7MIARIRT I8, ZORECLFI AE ORI
1ERICREE T TTERRERLTLS,

(3) FAU_SAR.1 Audit review (BE&ELE1-)
EEOVCRBINLIRTOERE. A HERIEEZRIAT S,
FE"TEARIPANELTRET B "ELODBTRDRIVNHD . COMBEICEIN X1 T(BEEOT T —3%.
STRYINDTFARTPAILELT, AoU0— RTBHEN KD, EFIUT(BEENT T4V 0—
R 28I, Web 505 EFIBATBHIIC. SSL/TLS @EEEDICEESNTOEIFNEZ LI,

(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
BEEOJOZHAEUE. RSNV ATLEBEDHRET S,
BEEONTAOT7IEAEL. YATLEEEN Web J50H DA FERATEET. &IE/SRILDDTHEATEE
CIFHELBL, YATLEEEN Web I505EELTTOEAOTIVLTWEBITNE. DATLEESE
DOFREE(OJA V) &ICERTTHRECE S,

(5) FAU_STG.1 Protected audit trail storage({fRESN=EEEFEHIHE )
EEBEOYIIEH H UHEEDH T\ BIFRMEEE LB EMEERFE LGS TEBRSAPHRENRES
ncTnd,

(6) FAU_STG.4 Prevention of audit data loss(BE&T—5#8%0D51E)
EBEOTNEIFICE ., RVE VM LAV TR ENEEE T —ACEEELT HILLEERT
—AMB kT IR HEIND,

EBROTRERDIRY ME B4 LAY FTEHIC NVRAM [CIRFSN 50 #(SELEE S . NVRAM £
OOJ% 50 HELT—20774 V(AT TEEOTI7PMILIEES)ELT, RERN— RTAADEEA
HREEZLT. &K 15,000 ORIV MeRFTRENH XKD, 15,000 4282 3EEE. —B L
WA LAY T TRERSNEEENT I71 D bIEREE LT, DR UL TIAY MiEEERSN S,

(7) FPT_STM.1 Reliable time stamps(&{EERM LAV F)
EBRINLEERIRINY MEEEOT 771 IARRET D8I, TOE B TWSIOvDHEEEIC LS54
LRV TeRITT DB Z IR T2,
RO ELEEE TSF_FMT LNV ATLEEBEDHNAIEETHD .
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1.1.7. RERYRI=HT—R{REMEE(TSF_NET_PROT)

RERRY R —DT7 - REEMBER . YATLEBECINVATLEREET-FTHRESNIZTEE 4 207
AFIVEREDERICLD. RERRY FD—-DT7 —S{REREEN R SND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF EE{E@EFv=RIl)

TOEETOE FEEEHE IT R AEMTEF 17T — A EENMRISNIFE BB S TOMIUTLD.
XE7—H(User Document Data). Y3770-HBLUEHERYIA (User Function Data).
F1UTAEEOIT—ABLUTOE /RET—H(TSF F—R) &R ETIMEERIRIETS, COSEET
YRJUE, HOBEFrRIEREBMICEFISN ., 20K R ORIASNEBAI S LUREPREN L. B
ET-SERETIRENERHOTS,

BARMICE TOE ERRAFDFMT7V b —N—[ED Web (LLZ@EIE. TUIA—FI1NDEIE. 77D
ARZANDEIE. E-mail DiEIE. XY PI—D2AFrVD@EIE. MIB DBEERETIHEETHD,

a) SSL/TLS 7akail

VATLEBEICIN VAT LEBEE- FCERESINEISSL/TLS @EIICHEL, ARy FI—DLEE
FNBIXET—A, tF1T(BEEODTT—AP TOE RET—H(TSF 7—3)&RE&ETZ—DoELT. &
FA7RTF—IEEMREESNS. SSL/TLS 7O RUICHIGELTLVS,

TOE h'st i 9 2 HEEE(CLD . SSL/TLS H—/3—Fk(3 SSL/TLS D54 7Y FeLTEMET 3 M Hi Sk
%, Ffo SSL/TLS FOMICHIETBEICED. AR TOE EYE— MEDT—2EEL. BEEPHS
DEADLRETIENH KD, RENODREL., TEEOHEEEICINBIET HZIEEILTHLIC
SO TEET?, BPBSREITIIVDERIBEICERSN . MFD RAQERZVIMTdH. F=Et
DAV T ERBFICEHRT S,

- SSLv3/TLSv1 FOPILELTE RSNSOI S &
BAMICIE, TROBESIERM— bOfINHDRIRSND,

SSL/TLS DEE=S{E21— b HERES AR/ By X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evb SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3KeyTriple-DES/168 £+ SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evth SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1

FHSANbDREEE. SSL/TLS FE#k¥n% 70 +I)LO HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4 a5 AT 3E(CLHTERT S,

Web D547 b ET SSL/TLS @IEEBMCTIE. D47V M oDERIE HTTPS &L T, 215
LEHNhIE okl SSL/TLS #EfEld. IPsec. SNMPv3 | S/MIME #tw b7y 79301, £
ATLEBEN X 1) T EENT T &SI UO0—- RTBRICEDICERESN TOEIFNEELE,

b) IPSec 7Okl
VAT LEBE(CEINI AT LEBEE— FCERESNLIIPSec BIEICHEN. RV MI—D LZHR
NB3XETA, EF1)TEEBEAYT AP TOEZRET—A(TSF7—R)2R#ET5—DoeLT, tFa
FPRTF—RBIEIMRIEENS. IPSec 7O MUK LTIV,
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IPSec 7AMILIE. TOE £JE— METED LS IPSec BIEZEITONEL VO, REFHERIES 7ILTY
ALBEDNSGA—REERTBLHD, CX1UTAT7YVII-av0ENLET D, PYII—YaVDfEL
BIEESNRHED IP 7 FLAROETORIET A, TOE OFIR OFF FF)ty bendET
IPSec D M5V AIR— ME—RICIDEESILEND, BGHIESRET IV DRIARICERSN, MFD &
ROERETIMTEN., FRBEIaVOR T ERKFICHRT .

-IPSec 70 PIJL(ESP:Encapsulating Security Payload)&LTA RSN E 0 S##
BAMICIE., TROLBEREES AKX WY1 AKXOBHFEHEORANIISEREND,

HERES AR/ BRYM4X NwaA=R
AES/128 Evh SHA1

3Key Triple-DES/168 Ewt SHA1

c) SNMPv3 7Okl

VAT LEBECLINI AT LEBEE— FCERESNLISNMPY3 EE JICHEL., 2y )—DEETO
ML SNMP £FIFAT 380, £F1UT1YY1—Yav0—2ELT, SNMPv3 70U LTLY
3. SNMPv3 FORIJUIE IETF RFC3414 THESN TR L. F—ADBELOFELT . &
SNMP Avt—I%EBEI T HHICFERIND,

COMRERE AT, FBIANAT—RETIANI—(BEEIL) SAD—FDOmE A%, TOE EJE— Y
—N—0OmAICEy b PyTUBIINEELEN, FLNAAT—RERIC 8 XFULTERLEBINEEL
1ZLY,

SNMPv3 MFREEF SHA-1 )\ Ba8EE AL, $REES1kd CBC -DES 213, hbiEE
Bt YaV0OREIRFICERIN. MFD KIEDERZVIET I, FLE a0 08 T ERBFISHE R
EE

-SNMPv3 JORILELTE RSN IEGBORS S 2

HBRES A/ BY(X NyYa1AR
DES/56 Evk SHA1

d) S/MIME 7akail

VAT LEBEICIN VAT LEBEE— FTRESNEIS/MIME BIEJCHL. RERRy FI—DEd
UAERRY M)— D EERN BN ET—HERETE— oL T, tFa7EA—LBEN RTINS,
S/MIME 70 bIUCHE LTINS,

S/MIME BEEA—ILDiEZEMEEICED. SHEEBF AN TEIETIIHEDA—IERERFIR L TO
XET-HNEEER, £z S/MIME B A—)LDEZEHEECLD. XET - HDEEPHEAER L
ER

BEESRBEA-ILOESLRBEICERIN. MFD XMEADEREVIMT2H. FLEA-IOES
b5 T ERBSICE RT3,

+ S/MIME 7O MVELTERBSNEA-ILBOIE S5
BRMICIE, FEEOAEREESAREN\vV1AKXOEHEDEORINHEEIRT B,
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HERES AR/ BYM4X NoYaA=R
RC2/128 Evt SHA1

3Key Triple-DES/168 Ewt SHA1

1.1.8. AVI74A—=Y3ay70—tFa1)71#8E(TSF_INF_FLOW)
A7 *A=av 70—t F1)T1H#4EElSL . external interfaces(4M &4 VA—J1—2A)E
Shared-medium interfaces(R&RRxY bT—D)REICHITEEFRISNBLVBIEZFIFR T HHEETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE (&. SMEBA U A—TJ1— AW o2 (TERON S T — A N EBBNERRY M) —DAERE T B EZHIR T

D TECRENERILT S,
SERAVB—T1—2 SMI(R &Ry hD—0) MBS I BRI AE
USB(7/\1R) TIVMT—RRERIVE—TI-ATH, . DIV H—T1—2A

ADEREFEFRI NI,

GE: TV b ITRTFAR= TV INEBFESNDID . 1D D
PHARBEICENI7DAEESND)

77D AR—F/USB(RAL) | EAHOD USB 4 3—J1—ATaY FO—Jh— REEHRIN TS
7PDAR—RFEELUT TOE [CAREILTPIEATREITES, AR
BEEERAEANIT LY MU TT 352 (TESL VDT, 28
REFORZENZEUZLRERT —AEAEBRY FI—D1E
{EITiELIIL,

BRI AICHEMEINTEIPDARET - IH BRI AA—F
—0 Y37 70— DHCENHERRY FI—DADEENTTRETHD .
Ethernet T TR ZE LG & MDM U 3—T1— ANDERE S EF
AIENELY,

HD1——F—RERAEBIIMT7 MY —N—-hoR{ETEC
EIFEFRT SN TLVEL, BRiESNB LR B,

GE: IV IaTBTIAR= M) METESNDID. A1 LD D
PHARBEIC LN I7DAEESND)

FRABEDIM7Y Mo IR EHRZZELZEE. 1Y
SRELHEREN SN EREREEICER ESN CLVBE. TOE (358 A FREEE R
% LDAP H—/)\—ZFz[d Kerberos H—)\—A#%{E7 %,
BENRRIL ERR LIz Y37 70—%ID AR~ T SHEREIF &R,
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1.1.9. BETAMERE(TSF_S_TEST)

TOE (. TSFETIA-FELUVTOERET—H(TSFT7—R) D&M ERILT 72D B T A MERER
EITTIENFTRETH D,

(1) FPT_TST.1 TSF testing (TSF 7AkF)
TOE (F#2&RFC NVRAM & SEEPROM O TSF F—A% S UEEERA L. EERKEIRENRIUICT
I—&RTTS,
EELEEOIT—A. BEtOABT -3 NoICEEENLVVEHEEDREFI LI,
F7z TOE FESBFICE S TAMERENR ESNTLVSL. Controller ROM OFIvh Y LEFHE URT
EDBEE—HTINZHRBLEERIIRENRIUIIS-ERTTS,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
AR ST [CHITHRREBZLUTICERBAT S,

iE EEABE

ADF BHERE#HEEDEE (Auto Document Feeder)

CC JEVD547)7(Common Criteria)

CE HAMY—IVIZ7(Customer Engineer)

CWIS tUR—9174 05—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFE{REELAJL(Evaluation Assurance Level)

FIPS PUB K EDEFIFHRNIEIZZEDH ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—-3F)(Image Input Terminal)

10T Bt H8—3FI)L(Image Output Terminal)

IT &R T (Information Technology)

IP 43—z yr7ARIL(Internet Protocol)

MFD FIBIEERE(Multi Function Device)

NVRAM TERMESVHLTHEAAEY(Non Volatile Random Access Memory)

PDL R—YJgBk E5&(Page Description Language)

PP JO0575Y3>7A774 )L (Protection Profile)

SAR X 1UTIRIEEH(Security Assurance Requirement)
INTPINACEFRSNZERMICEEFHRZ ATREG ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1UT1#EEA §(Security Function Policy)

SFR 1) T H#REE 4 (Security Functional Requirement)

SMTP BFA—ILEETORI(Simple Mail Transfer Protocol)

SOF H4BERSE (Strength of Function)

ST ¥a1)F13—5 v (Security Target)

TOE FTHExt % (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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8.2. HiE (Terminology)
& ST (CH2 FAEELTICHTS,
& ST TORE TENE
H54L5 R I7D2 D347V + PC OEEN SEE T7I ARIETE TEAREICT DHRE, TPIAKTA

(Direct Fax)

Nefr LT TOE AT A= 2 {E LENRIT 3 CERBT7DAEIET B,

AFv /2y I=DA
Fvy
(Scan / Network

TOE D#g4E)\RILhD TOE NOFBHRYIAN, FzxybD—D
(SMB/FTP/SMTP 7O FL)EERT. NVIVDHFIAIA—, FTP F—)1—,
A= —N—NE#EEE RO AR, FFEFFICPDF, TIFF, JPEG FADE

Scan) e EN AT RE,
BRAVDIALGFFEHANEZAFY X EPIFPIAXER TOE AICRFTHIE
. niE,
BRI R T BRI THGRB YDA MENE X B EA— LR {ELED, 2ybD
=D EQIAVE1—AN BN T ENATEETH D,
BRIV MEREEE IR ET I ETERE TV MIECED, E=FICR
=357 PNIKB VWX E, #EEELEEH ALEWMESICHE HT7—4% TOE RIC—FF
L. BRI RICH W EMIRTdHEE, END FF1AV MERER LR
CHEERMOBE VD FFIAY M ANERTES,
ST 90— Y3770 AFr X ERBEDERIEAEPEELLBE —ENNEDFTNEH
pH U TOE [CERTE L THCETERMBEIEEEZERIL T DHEEE,
P CWIS (&, TOE R® Web *)‘—/\—T%rl FIRAEZEDFM17 Vb Web 77'7*)“"&
A8 MUT.TOE [T % IRAEFERE. SR E L E. XENENH UL/ERIZERNTES
H#—E2(CWIS) IEATHS, , o ,,
CWIS (. Windows DZ# Web J50HTERTIENTES,
——525 TOE Q& HEEEERI7I1IC. FIRAEZEDHEAZ1T>C TOE OF| AEEEH(CHIR
(User ENMNIBHDEERETH D,

Authentication)

AARFBELESNERFREED2DDE— FOHD, EBONDE— FTEMET B,

N7 H
(Local
Authentication)

TOE O1—4H—
E_ I‘o

#al% MFD (LB ULz 1- Y- FHReE AL R EEE{TY

51“ HBEIL M.

TOE Q11— - esMRREE Y — N —(CEF U1 -V —1FHREE AL TR

(Remote HEETIE-F,

Authentication)

LTEFHE . w - —

(Hard Disk Data AEN— RTAADEE LICEBSINZXETAZHIBRT BT, TDT 518
. HEHETATLEEFTIEEZTRT,

Overwrite)

On Demand REBN— FTAADEE EICEBSNEXETAEYI17IET. BRIEEE

Overwrite 1TICEDEIRRL. éb('—igglﬁi?é*ﬁéﬁbo

— e i N—UEER E 5B (PDL) CHERSNEENRIT—AZ M L. EV YT T—RICE

TAVIR— XHERE

Y DAL,
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A ST CORGE EEANE
FuH—Z TAVR—ZAHREICED, R—YELik S5 (PDL) TSN T — S &/ L. EY

rYTT-RICERTBE,

IATLEBEE-F
(system
administrator
mode)

—MRFAZEN MFD OWAEEFIRT3B/EE— REFAIC, VAT LEEEN
TOE OERIRFEICAENDE T, TOE HBNEERE® TOE 1T EER
ENSR/BHEL, REBDEEEITOBEE-F,

A—b0U7HRE
(Auto Clear)

BAENRIVELY CWIS hoflt #EFELLBLREET—E DR RN E@ LI
&, BEIMICEREEN AT 7T FENBEETHS . 1B SRV DIHF R A — D)7
FrfE DEX EN FTRE,

DAMR—IVIZ7?

(Customer MFD QORSF/MEBZITIIVIZY,

Engineer)

sty = WEHEL. TOE it(i{%%%éﬂu\% EE(CZ?E“EI%E&“E% LTP7DERTS
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