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1. STH#EsR
1.1. STZHE
« STA4 ¢ : bizhub C35

REEY 7 h o =27 A12130G0020205 A12199G0010000
X2 UVT ¥ —4 v b

- STR—T 3> 1 1.19
- {ERKH : 20104E8H17H
- VERE D am B I NNBEVRAT Y ) ud— AR S B EE

1.2. TOEZH

- TOEA B D BARA
bizhub C35 2Kl 7 b v =7
B
bizhub C35 Control Software
- TOE#H! : A12130G0020205 (V7 o = 7akR4 : TA12180), ~—T 3 > ¢

[G0020205), TOE#AIOMBE : 2> bt —F—77—A0U=x7)
A12199G0010000 (Y 7 b7 =754 : TA12199), N—V =3 v
1G0010000, TOEG&AIDFE : Bootil ##1E)

- REH DO HIINEEVCRRAT Y ) aT— ARt

1.3. TOEH#ZE

AKRECIZTOEMR], TOEDHE A LR ONFET At 2 U T ¢ BREIC DWW CHiT 5, 724, TOE
DEWEBREIZ SV TIE, M4 f#iicitik ¥ 2,

1.3.1. TOED &R

bizhub C35 &%, 2t —, U b, AF% v, FAX OFHEETHR SN 2= /L2 Y
RAT Y ) a U= AR R R T 57 VA NVEAETH S, LT, TG T RTORME LT
mfp &FEFRT5,) TOE M8 S5 mip 1%, — 807247 ¢ ABREEICTHIH S5 pg H 5L
ThD,

TOE T& % bizhub C35 &Y 7 b =7 L1k, mip =z e —F—ED7 T v a R
£V L SSDIZH - T, mfp BEROENEZ HIEHIEHT HMHAALAY 7 N =7 Th D,

1.3.2. TOEDQFERAZ. RUFELEX 1) T 1 BEE

TOE 1T, mfp RIKD/RF ALKy b T —7 BT AHT D ERIEALER, Wi T — % OF %,
mfp OEEREZHIHET 2 “bizhub C35 &EHIE Y 7 F o =77 Th b,

TOE (%, mfp (ZERAF S AU DHEEENE D @ ORFE R G E BE D 52 2 X9 D R RE 2 it 3- 25, iz,
TOE (34 EEZHEHKICAI - 7HIBR FXE2H L, HDD O3 X TOT — X Z5%ERITHZE L, mip
ZREHE - U — ZORHIT ABICHIAT A Z LIk o T mfp ZFIHT 2O S RIFIR O, k2 FEk
%o

723, HDD PNIZHSHN S 402 PRl xS pE K OVRIIR AR GE& PEIL, M IT —> 7 47 4 Th
58X 2VT4F 7 (kX2 VT4 -T7ETL—4) [CLoTHBLEN, BEIND Z L0
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IEEND, ZONBIT =T 4 7 4 BREET 20 SRR, REEOXZHNTH 2,
1.4. TOE&E
1.4.1. TOEQF RIZEEFRT 5 ADEE
TOE 73458 S5 mfp OFIANCEHE S 2 N O&EEIZ L FIZERT D,

o EEE
mfp OEMEHAZIT O mfp OFHHE, mfp OEIEEH, 2 —WF—DFMHAZITS, (—KIZIZ. &
T4 ANDUEEB DTN ORI D N ZORENZH S Z L pESND,) ek, EEED
THYY MIBuilt-in 7 v FTH D,

& H—ERXRITVO=Z7F
mfp OLRSFE B ZAT 5 FIAE, RFROBHEENTZ5E, mfp OB, ESORTEHREITI,
(—fRICIE, a=DI VB EPRAT Y ) nP— AR L L. mfp ORSF—E 2%
ITOMBESHOHLYENBEIND,) =2 =7 OT7H 7 M, Builtin 777 b
Thb,

® 1—H—
mfp ([CBEEEN D mfp OFAE, (—fFIZIE, 77 4 ANOEEBRENBESND,)
BHE, MO —t 2o P=T 1, a—HF—IIEEheu,

e mfp ZF AT SO EEE
mfp DEXE S NDA T 4 A% e T MO ELE, mfp OEHEHEZIT O EHE 2 TmT 5,

Z Oz, TOE OFHZETIXRWN TOE 17 7 B AFEER A E LT, A7 4 ANICHAD T 5
N7 ERNFEE IS,
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1.4.2. TOEDQ ¥R H
TOE oWy, L TDOY 7 by =7 Th o,
carvhn—5—77—hv 7 (SSDITIELE)
» Boot HllfHE (77 v &2 A VITIF(E)
TOE (Z1% OS (VxWorks) M&Eh TV 5,
F72, mfp (ZIZT TOE LS D7 v —2 =7 & LT, Engine, Panel, Scanner, Fax D7 7 —.A©
=7 BAFAET D,

1.4.2.1. FAREE

TOE 235 S % mfp OFANEE S D AL RHERSE 2 X 117, LU FICHHBREL

ICTHRESHDEEIZOWTHSLEX TR,

SRR T—

— AI4X
mfp
i DNS / \— FTP / \— L
|
{ g i :
A w.l
) BRER
-
|
L |
TIATIRRC epavg—si— BT

1 mfp OFRAREDH

A7 4 ANEO Ry hT—27 & LTAH T 4 AN LAN BMFEHET 5,

mfp (47 4 ANLAN #50 LCZ 74 7 F PC LS, HHEAEICT —XBEE1TZ 5.
47 4 AN LAN {2 SMTP H—/3—_ FTP % —/3—_ WebDAV ¥ — —238 SN D LA,
mfp TN 5 &b T —XEEEITH 2 EFHE, (2% SMTP H—/3—_ FTP #—/3—_ WebDAV
Y= R—=D NAA B EFRET HHEIL. DNS b — =N NEIZD,)

2—HF—=ID, 2 =P = XRT = & —R_"—Z T aHFHL T L7r—AbHET D, ZOHA.
2 —HP—EFRERY — =BT b — P —BEIEHR Z > T TOE 1L mfp ~D7 7 & X & Hil{#
T5H 2 &N ATHE,

A7 4 AN LAN 31y NU— 27 EEET 250813, 7 7 A 7 U+ — &5 L TR T 550
FEEDR SV, MRy NU—2 000 mfp IZxT 57 7 B A2k § 5 72 Oy 25 E 231
5,

F7 4 ANLAN (X, AA v F o I ATHEOFM, BIEOB R DR E R &4 7 + ADEMIC X
ST, WSR2V Ry NU—ZBREN SN TN D,

mfp ([ ZHEGE SN D AR L, FAX O@BEICHHA SIS,

WebDAV #—/3— |3, WWW (World Wide Web) T~ 7 A L D#xiE 5415 HTTP (HyperText
Transfer Protocol) Z#HiiEL., 7747 s PC D Web 77 Ui Web r—_—ED 7 7 A
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NRT ANEEEBTEX DX LTk E R ——Th 5, WebDAV H— —ZF|H L T,
mfp IZ7 78 AT HZ ENTE DD, Scan to HDD Data } Of Secure Print Data (27 7 & A3
DT EETERNY,

1.4.2.2. BNEIRLE s I,O—5—T7—LDITTF

*TOE UNDT7—L T (Engine.

— mfp Panel. Scanner. Fax)
mffo #fITFO—5— \ /
SD
CPU RAM ASIC
Ethernet «1—» | #¥1yF(-7o¥5L—% |
— NVRAM Ty it
TIN{ R USB < > -Boot #/#1EF HDD
AR USB < > EEEEEEEEj HAVE—IT—FEE iiiiiii]
A A A A A
A A\ 4 \ 4 y y
FAX . ) ‘RAFyFarzub s —
EEST B ARV EnEREYEE EEST
A A A A
v \ 4 v v
NERE B BEE 1 #*

K 2 TOEIZEART A/ \— KOz T7HERK

TOENENET 5 72 OB emfp LD AN— R = TEREEORHEK Z K 201277, mfpflfl= ho—
Z 1 Imfp A ENIZHE 21T 41, TOEIZZ Omfphilfl=> he—F—ED 75 v 2 A%E Y IZBoot
HIEES, SSDICay b —F—T7 7 —A T = T HNFEE L, BIEAONIZR D & EEMERAM (K 21
BWTIE, TRAMJ L&) (v — FEREET 5,

PLFICIER 2icTrENsmfphilill =2 > b v —F — EOFBRN e — R =7, mfphliEl=> b e
— T =LA H =T 2= AEFHFON— R T =T IZOW T 5,

® JTvyatE)
TOE T2 mfp ®&KFI#E Y 7 b = 7I281F 5 Boot il A7V =7 ha— RIMEEEIND
SUELEA, TOEDSMIA ve—UF — 22 EREE SN,

® HDD (\\— KT 4 RY K34 7)
EBT =B 774 NVE LTREESND, 72, 2—¥—ID, =—H%— XU — K Secure Print
INAT— R ERREEIND,

® NVRAM
RHERME ATV, TOEOE M DI 5 mfpDEMEIZI W CTHLE R 7R iR B SN RE S b
FOEEE, NVRAMIZ L, BHE /SA U — K, CEVVSAU— K, SNMP/RAU— R REIND,

1 Customer Service engineer OW&Fs, %72, CEIZ#—E AT V=7 OIKHTHHEA S5,
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@ tXxa)F4FuvT(EFa)Ta - THOESL—4)
HDD iZ2EXAEND T — X 5l - H BT B 720 DR 5{Vi4REZ . mfp = e —F—
%*ﬁj: F 251‘[./‘(1/\50

® /A1)l
&/%Azwm BT A AT VLA T UF—RRAF— ¥ —, A by H— HEOUEZLF—
B2 T mfp ZBET DO OEH Y br— LT A X,

e TR
mfp ZEHES 72O DERAA v F,

® Ethernet
Ethernet #f5i 1 % —7 = — A7 /34 A, 10BASE-T, 100BASE-TX, Gigabit Ethernet % 7~ —
]\O

® 7/ 4 X USB
mfp KEDOHAMCH D0 — NG TT ) v b T 5720DKR—F, TOE DT v 75— hZARA
VH—=T 2 —ANBAITH Z & L ATHE,

® ;KX USB
mfp OXFNVANZH S USB R— b, TOE O7 v 75—k, USB A v ¥ —7 = — A [Tk LT-
USB AE U DO OHIMEWIAF v > LT — X 2R GT 5 Z ERAMRE, 728, ZOHIBE DA
X T ST (238 X4 5 Secure Print M OF Scan to HDD #REIX & £ 1L TR0,

® FAX1=vw +
INSEIERR /1 L C FAX OEZEICHI S5 T 8A A,

e XX vja—y b BEEREYEE
MO, BEEERAIRY, BT —XIIEBT HT-0DT /31 &,

e JYyrvAa—a=-vyt
mfp filfflzy be—F—bHRMfERESND & HIRBICEB SN2l T — % 2 ZEIZEIR9
BIZHDT A A,

® SSD (Solid State Drive)
2GB @ Flash Memory Drive T& %, TOE T % mfp &K§l#H Y 7 by =T IZBIF 52 br
—7—=77—AV=TOFTV=r ha— K, EgT -4, TOE UAHDOT7 7 —Lv =T ThD
Engine, Panel, Scanner, Fax D7 7 — AT =7 O A7V =7 b a— Rip ERMER S5 a0 iE
&

® ASIC (Application Specific Integrated Circuit)
BGALER R 24T O 7o OICRREF S TR RERIEE, £72. BB ZHEIRT 2 & ZIZHBGORRE L G
W OFTHHEE DI HAT 5,
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1.423. HA4HF VR

e bizhub C35 SERVICE MANUAL SECURITY FUNCTION Ver.1.06 2010.05
e bizhub C35 User's Guide [Security Operations] Ver.1.07 2010.05

1.4.3. TOE®D iR IE R &0 F

FIHE X, "FZAR2 T4 7 8 PC bRy hU—7 %4 LT TOE OFFEEEEHHT 5, L
Tk, AR, FIFE CTH 22—V — O BIRRIEHRE, EFHEE VN EBRIET 2 EHEHE, —v X
T UV REET AR V=T 2 — P IITER SN TNy 7 T U v R TEME
T LR Z T 5,

1.4.3.1. EARHEHEE

mfp (21F, EAMEL LTat—, 7V b, AF¥ v, FAX Vo lfBICET 47 4 AT
— 7 DO —THEOEENTFET S, mfp HlHl= o —F —HEOFT A ANLEG LIZAET —
REBER T 7 A NMIEHRL, 2 —, U, AF v OB T 7 A /LT HDD 12848k L. Fax ®
Wit~ 7 A WL SSD IZJEME L CBEkT 5, (7 74T FPCHEDOT Y v N7 7 A ViE, #3%
DOEMINTOINDS,) BT 74 ik, HIRAE IR EROT7T—2 & LTEBS N, BHO
mfp =2 b —F—IHMOT A Rk S D, a—, U b, AF ¥, Fax OWLE

ICB W TG SN EIE 7 7 A Vi, PR TR amBICHIBR T 5,

av—, VU AFxx ., FAX REOEEIL, Va7 W) BATERIN, SR NLOD
BRI, HIFEns Y a 7 ThUME ERVEOLET, #EOF IERITZ D,

TOE M2 X2 V7T A HBEIX . AF v KO Y o b DO—#(Scan to HDD, Secure Print)
OHIEZ1T 9,

UTFIREAKECBNCEX2 Y 7 0 LERTIHETH D,

® Secure Print #§6E (7235, Z OHEREIZH A ¥ > A £ CTlE[Secured Job) & #1797, )
7Y v R T —# LT Secure Print /XA U — R&Z(5 LIzE . BB 7 7 A V&2 FHIRAEEIREE T
RE L, DD OHREERESNAT — KA L VHRZFTT 5, £/, HIBRfERE SR
7 — RAJNZ X V| 3% Secure Print Data OHIRZFE(TT 5, 2B, 207 —XDO—EHRRIT
FTRTOZ—F—IZFFA SN D,
INEV 27747 8 PCO6DOTY v MIABIZEBWT, EEORWNTY > b7 —&2 03, HIR
SNTREE T ORI HF I AR S5 ATREMESC, MO IR Er LA Te rTRENE 2 BEFR T 5,

® Scan to HDD #&#E
AF¥y  ENTWBT —F Ea—F—{FiRE &I HDD ICRET 5, =—%—I%L, HDD I[ZfRE
9% & & Private (f4%) £ 721X Public (ABR) & L CHE{BT — % #RE T 5 Z L3 TX 5, Private
L L’Cf%%éi’ﬁ:@@?-? (Scan to HDD Data) &, 7 747> s PCO26L 02— —ID &
INAT— RANIZ . BERRENI T D E X T vr— K, —EFRoR, HIBRNFFRI SN D,
hkvz 74’7’/ }\ PC MHDH T a— MTAIZBWT EEORmWAF v L THDD IZ
BRE SNTZEBT — 20, FFA SN WFIHBICAREY 7 B2 S5 mTRetE &2 HkbR7 5,
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1.4.3.2. 1 —H—525H6E

TOE /%, mfp OFIH%Z mfp (B INIFHECTH L2 —F =72 FICHIRT 5 RN TE D, 2
I EFZAR Yy NT—2 & LT 72 AIZEBWT TOE X mfp OFH A7l S z2—H%—Th
HZbma—H—ID, 2—P— AU — R&fo TERHIFRIET 5, dBFRGEN KT % &, TOE X
a2 —H—Zxt L CTHEABWEE: ORI ZFFAIT5, X2y NT—2 %0 L7eT 7 BAIZBNTIL, =—
#—ID, a~#—Ax7~b@%%mﬁﬁm%#é&ﬁ//a/Mﬁﬂéméﬂf gLk
MERFL QW BIITE Yy v a VY IEREH > TRAET 5, o — W —GRAEREIZ, X =2V 7 ¢ LEART D
HrETH D,

2—HP—FEEDO F R, LLFICRT 2007 A4 S R—KLTWD,

@O  AKER
mfp flffl=> hr—7—FE@® HDD ([Z2—%#—ID, Z—%—/ 2T — R&%E L, mfp [ZTR
RET D R

@ SERY—/—FRE
mfp AR H T2 =P —IDE R2—F— AT — REEHET, 47 ANLAN CHf S5 =
P—IHFREHE Y — N — Lo I 22—V —IDE N2 —P — AT — K& HAN T, mfpll
TR 21T\, 3BAET 5 720, Active Directory2, NTLM3%: &\ o /=85t % R —
FLTWD 2, ASTIZEWTHE T DM Y — N —FEFED AU L, Active Directory D FI 7 —
ADIHET D,

1.4.3.3. EEE#HE

TOE 1%, FREEENTZEHE LT NEET D 2 & NAREREFLE T — NI CTAKEEOHEAIZ BT
Ha—P—DEROEE, Fv NV — 7 CEESEOSMHREOE e EOMEEZIRILT 5,
UTFiEtEx= Y7 0 ICBRT DHEREIC DWW TR 5,

o EILH DIEIMRE
> Rp, ROXy NU—7 &N LT 72 A 2BV, TOE 3EH#H#E ID (“Admin” [EH7E).
EHE NAT — REffio TREBIREET 5, @BIRRRENKEIT 5 & TOE 13 BLH 128 PR RE
ORFZEHAT D, 2y MU= 2N LT 7B AICBWW L, B ID, L/ AU —
ROBEBIFEREN KI5 Ly v a UIERMER SN T, By va v Z2#FLTODIE, &
v ¥a UEWREE - CRREET D,
@ HHIE AU — ROEFIERE
> NANLVESLT, BEEHFEONRRAT— REETTHEEE, o, BEEONAY—RE, +—b&
AL V=TICESTERE (W) #5208 Tx5,
® L — P —DEEIE PR
> a—HP—ID, 2—HF =82 T — RDOBGk - B, 2—HF—DH|H
® Xy NU— U REEH
> IP 7 FU A, AppleTalk 7'V > ¥ —4£ 72 EORRE

2 Windows 7F v k7 4 —ADF v b 7 —2 BT CTa— P — 1M % T E LT 5 7212 Windows Server 2000 (%
L) BT 27 0Ly R —EZDFR,

® NT LAN Manager s, Windows 77 v k7 4 —A0D Xy b U —7 B Ca—F—f§#f 4 - mEmy 5720
Windows NT 232957 4 L7 b U —ERIZEB W THAH S D RFEHT R
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HDD O—#DOT —52 DNy 77 v 7OV A R T HEEE

> Ryl T v TORBET—HiL, 22— —Ilbs57—% (=2—%—ID, =2—HF— AT — K|
72 &), Scan to HDD Data TH» 5,

> UARNTOXRMRET—21F, 2—HF—1Zlbd7 —% (=—%—ID, =2—HF— 12U — R 7 L)
Thb,

> 74T NPCICEASNDIHEHAT 7V r—ra2HHALT, N o7 7 (T—42D/
WADE), UARNTHNETEND, 725, Scan to HDD Data % Scan to HDD kBE % FIH L
TR I T o T NEITEND,

7 —H EEXEEKRE

> HDD o EEX{HEEICH LT, FHEEARE CREEBREABKES) (ICHl-7-7—2HEHK
YR — bk

> BT —X EEIEEKEL, e L gt s,

> EHENRIN LT —ZHEFECREO, HDD 0427 — 2 5okt LT, FEEHEEELITI,
> SSD OF — X fElICkt LT, EEM (0x00) CTEHEZHEEZITI,

> NVRAM OF —% (EPE /XA U —F, SNMP /X2 U — k722 8) (26 LT, #1#kAE1T9,
AR T v LV HERE

> 7747k PC & mfp W CTHI#Z 7 A /L (Scan to HDD Data 72 &) % %559 22, SSL
F7IETLS 7'v bav 2 LT, SEET vy * Vv & Ak, KOEBT 2,

RAT — REHIR%RE

> NAU— FERIERROREN “G2) O%G6E. S ASATU— ROGINTHE, AT — RiEs%
HaF w95,

HDD #H 7 +—~ v MsRE

> NPV ENLT, w7 +—~ v MDEITAEE,

> W7 +—~ v NI, HDD 24181t 5581214 5,

UTFIE, Friot X2 U7 A BEEED 5D EWVICEIRT 28R EMEETH D,

o — Y — B RE O H R E

> ARIRFREE, SNV — N—FRGE, = — I —FRGEE I A SR

2 —H—ID THRIESNBWHIHEIC L DT 7 ADEIEDRTE

> 2—H—ID TRE SN WFIHEICx LT, mfp OFIAZEE LT 2 HREDOT %, M5 % 55iR

IRAY — FHUKIERRE DRXE

> B ANAT — ROFIME, AT — NEFMEE T = v 7 T HEEOEE, 2Rk 2341

VAT LA — MUy FOBERE

> RERMARIET D &, SRVEBEEL BB 77 T M DBEREDRRE

SNMPvl, v2i2Xk2 %y U — 7R ELEHEAEORTE

> SNMPv1, v2IZ X% MIB O EEAEMEEZ G AT, 2R 1L A SR

SNMPv3 O EIARBRIEIC I T 2 BREEREB ERR &

> WEEL 72\, BEEEMED X = U 7 4 LoUL & 5IR

> FFEEDE X 2 U T 4 L-UL|ZIE, Authentication /XA U — RMDZx, Authentication /%A
U — K H.> Privacy /XA U — RZRET DHABMFE

EEHET v 3L (SSL/TLS B 5-3@15) MEREDRRE

> = N—FEHEE AR, E0EA A= b

> EE IR S D5 52« B 500 O E S FIRE

> EIfE, 471k AR

BT — 5 FEXEEEREOBE

> HDD IZxt L TiE, 7 — X HEHEZER
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> &7 —4 LESHEKRE L)

® FTP ¥ — S —fEREDBE

> BE, TR AER

> FTP — vt 23, 22—V —HOMRKERZ £ U0 o 2 IEla &3 5 Hae
> AU AEREITHM RO — Y — i 2 OfF RO EREES D 2 LR
> BIEZBIR L7246, FTP — 3 — & O1@(E 73 vl 6E

1434 H—ERIT T 7HsEE

TOE . V—v R =T PN EET 5 Z E0NAER Y — R E— NIZ T, BHEOER,
AXxF TV MR EDT N, ADHEZED A T AERER E AR5, UTidtEx =Y

7 4

(CPEMR T DERREZ BT D,

P—E AT Y =T ORI
» RN ENULET 7' Z2BWT TOE (X CE /S AU — K& TERIELEET 5, #kBIEREED

B4 % &, TOE 3V — bR P=T I — A D= T ORI 2 #F1+5,

EHENZT — FOE PG

> BWHEONRZT— RNEEET LR KST Tk, Y—E R =T RNEHED AT —
REFEMET % 2 L 282 T — ROZE L KBS 5)

1.4.3.5. T DD HEE

TOE (T — P —IZITE#H SNy 7 750 T SN ABERS T 7 — LT =T 7T v 75
— NEHHRE A AR T 5, DUTICRFEHZREEEIC OW TR 5,

@

EIRD AL (CSRC)

WebDAV O#: HRAFIA LT, a=H I JAZETRAT Y ) uJ— RSN G, &
5 mip OYAH— by X —LilfE L, mip OBERIE, FIRKS OB BT 5,
T, BN, BEFHKR, BEBEIN LY —E AT V=T OWRER L DY —E %
BT 72012, CSRC IC L D HB MO BB 217 5.

I7—LoTT v TT— FNEHHEE

TOE X TOE B & Z T 5720 OiEE AT %, 7 747 > |~ PC & mip % SSL@{E T
REEHTL2HIET 7 =0 =277 v 77— NEHKIE), USB A€ U 50 A% U k2 i
LTI HER DD 77— =T 7 v 77— FEHHREIR, &%=V 7 ¢ sLEDS A4
IR AL, TOMREEEHAT 2 Z LN TE R, F72, USB AE VSO AT VB E B L7z
HHHEREIL, VP —E AT V=T ORITERET D,

UTEZoMoOERICEWTEX=2 U7 0 LBRTIHETH D,

S @ EHaE

TOE 327 747 F PCHDL mfp ~XET 57 —4 mfp b6 ¥ v n—RRLTRETLHT—
% % SSLITLS #FMM L TH S b3 5 Z LS TE 5, AR, B EEFEBREIC TEMERENT X
60
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1.4.3.6. X1 ) F 15&{biéaE

WEREERRIC BT DX 2 U T (HERED 55 EWICEMR T A R FER EHRR I, SRR ERRICBIT S

X a7 ¢ i biie) ICEDEMEREICED, X2 7 RMEIC—FERENITR D, XE SN
RN, BN E A MEI/MEICE T2 2 LN SN D, F BN IXEER CHERE & -7
VWERE & L C. TELNET OMREDRFIET 203, ZOBEREOFIHITE LS5,

LIFIZEx =2 U7 ¢ BLBRER IR O — OB EREEZ LD, 2B, BX= U T ¢ MmLIEiES
BINCT HT=OI1E. ST v RVEREICB W TR T 23EAE 2 BT 5, 22— —FRIEEEED
FRFER B KIKEIE, Y —N—FFEDOEHHTHA) 175, 72T — FEFIHERED
REE AR T HHEAMERNIMLETH D, £/, SRV — NEKEEEOREZ “B” 123 57-
DITiE, BHEHF NSAT— K, SNMP /XA U — REFFHT/SNAT — FEFNER L7 WEIZERE L T

BIBEDBRD D,
Fio, BX 2 U7 4 BGERRADNCIE, 77y — LU =T T v 7T — MR AT 2 N TE
fgb\O

® —H—ID TREINLZWAIAEZICL ST 7 B ADEIEORE - H)
® = —%—ID —EFR =3

® SNMPvl, v2i2Xk5 3%y U — 7 RELTEREDORT « 21k

® SNMPv3 (2 k2 #EH X IALEAEREEGEENE - A%

o HE[FEZIITEAE(CSRONC XL D% E 2RIk

® HEHET v RIMERE D ENMER E VSR

0 Xy hNI—VRRHDOEHRENRAT— REF . -

LUF OMREIT B 2 U 7 o SBALBERE DN AT /2 D # A X 7 TUU IR SRS RERREIZ 22 5 23,
FREOBERERE & 520 | ERIICREZEE T D ERRETH D,

® FTP ¥ — —HERE DR IE : 2EIE
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2. WEEIE

ASTiE. LT OB ICEET 5,

B2 7 4 o000 atr 7747 V7
SN— PR E TV 20094E7H N—Ta 031 WETHESIM (BIRREE1.0hR)
R=R2: X2 VT s fEa VAR —F 2 b 20099ETH  N—T =231 WETESM (BIRREE 1.0
R=F3: X2 U T A RFEa VAR —F 2 b 20094E7TH  N—T =331 WETESM (BIRREE1.000

o X2 UT MEREEM L N— b2 R
o ¥ UT qIREEEM 3= F3 A,

2.2. PPER

A ST MMEE+ 5 PP IX7ew,
2.3. Ny r—U Xk

A ST L, RAE/ Ny r—  EAL3 IZHEG T 2, BIMT DRGE= R —3R 2 MERRIZZR Y,
2.4. BEEH

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model July 2009 Version 3.1 Revision 3 CCMB-2009-07-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components July 2009 Version 3.1 Revision 3 CCMB-2009-07-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components July 2009 Version 3.1 Revision 3 CCMB-2009-07-003

e Common Criteria for Information Technology Security Evaluation Evaluation methodology
July 2009 Version 3.1 Revision 3 CCMB-2009-07-004

o FHMJiVE 20097H  N—Ya 3.1 UGTESM (FHEREEL.OMD)
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3. X1 TAREER

ARETIX, RENREEDOE X F . AiiRSEME. B, MikotX2 V)7 4 F#IZO W TR T 5,
31 REXNREE
TOEDEF=2VF s art 7 hMi, “a—P—0BRCK L CEBEShITEEOHET—F 0

R ThH D, mipaBHF OMMPHETHEMN L TWL5E. FIHFRZRREBICH L TOER 7 7 A
N RERR LT D,

e SecurePrintData (X277 U2ET7AI)
Secure Print (2L Y HDD EIZ&EINDEHE T 71 /L
e ScantoHDD Data (RF¥¥/I\— KT 4RI T74)L)
Scan to HDD (Z & 9 HDD I Private & U CBERENDHEE T 7 A )L
Scan to HDD (Zi%, Public & L TEERINDEBGET 7 AL, A% ¥ LIZEBRT —# % E-mail T
E(ET DHEE (Scan to E-mail) 72 Cix & 47200,

2—HP—20NEX LT mfp ® HDD EI(ZEFE 7 % Secure Print Data, Scan to HDD Data % f&# 5%t

L LT, ZNLSNOBIB T 7 A WVITRESS & I3,

72 % Secure Print Data OFIRNIZ BV TIE, FN—ARIEZ mfp D&k S, FDOARIEZR mfp (28
SN T LTS T-EENIRNT 2EBIE A2, mfp DFRET—% (IP 7 RLARY) %% RIEIC
HHRBRNWEDICTHMERH D, 6> T mfp OF%E (IP7 R A2 E) IFRIKIREERESL L
THEET D,

F7o. UTDTSF 7 — % ZREMNREFEL T 5, WAV — NIRBELOUISANGHREL, =—
P RIE R, BEET Y RINVORET —F  LOINBY— = BEE T — 2 1T S A0 b IARE
T,
e /NNATU—FR
NVRAM EIZEERSNDEHE /AT — R, CE /AU — K, SNMP /N2 U — R,
HDD hio#&sgsns2—4— 27— K. Secure Print /$A2 7 — K,
o T — W —FRRIE#R
HDD RIZAGk S 415 = — Y —khl .
e EEHEFYRILOERET—H
NVRAM (28 S5 @ fEHT ¥ RAVORET —
o NERH—N—FAEET—4F
HDD 2R S D AMT T — S —GlBI O ET — 4,

—7J7. mfp &V —ZRH, FEFEL TR T L7256 72 SO EEENORE SN DT — 2 1Y
HEIZHEN 2 %5813, MfkiZ HDD, SSD IZEFT 2H b 57 —4# . KU NVRAM IZfRE ST
WADRET — X OIFIRATREIEZ MR T 2. > CZ ORI TOT =2 7 7 A VEREN R LT 5,

U—2REH, BETLIREFAEZET LGS, UTOT—2 77 A Va2 Ri#ESE LT D,
e SecurePrintData (X772 bT74AI)
Secure Print (2L W HDD RIZ&EEESNDELE T 71V
e ScantoHDD Data (RF¥U/IN\— KT 4RI T74)L)
Scan to HDD (2 & 9 HDD ki Private & L COBSRES N DG 7 7 A /L
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o HHWKEICHEHZIDITOEBRIZAIL
FREIREBIC H DY a T DWEE 7 7 A VT HDD 5 — # fEIIC I ET D Eifg 7 7 A /v
s REEB/BITFTAIL
Secure Print Data, Scan to HDD Data LI4h iz HDD 5 — # fEIRICIRE S 2 E{E 7 7 1 )L
e HDD EFEEZRI7AI
— XA 7R HIBRERE (7 7 A VEHEREROHIER) 7210 TIXHIBR S ey, HDD 7 — & fEIR IS 7R A7
THZ 7 A
e SSDEZI7AIL
SSD OF7 —ZFHIRICRE SND 7 7 A, —KZRHIBRERE (7 7 A VEBETEIROHIER) 720
TIHIBRS 72V, SSD OF — X fHIgIC 79D 7 7 A )V
o EEZEET7AI
7V MBI T 7 A VLRI WT HDD BIcAR ST R T VT =27 7 A )L
o HEEWET—F2TF7AIL
B2 RET 555 LD Emall 7 RLU A EEEESRENEEND, SSD LOT — ¥ fHIK
WIRESIND 7 7 AL
o EHEENRXT—F
NVRAM IZRE SNHEBFE DA T — R
o IA—H—HAIER
HDD 2R &% 22— — OB 1 H
e IA—H—/XJ—FK
HDD [ZfRE &b 22— —D /AT — R
e SNMP/SRT—F
NVRAM (ZfRE &5 SNMP D/N AT — R
e Secure Print /AXAJ— K
HDD 2% &5 Secure Print ®/3A T — R
e BEHEFYRILOERET—4
NVRAM [ZfRE ENDEEET v RV ORKET —
o HNERY—N—ERIERET 4
HDD 2R E SN DM — =Bl ORET — 4
e MpD/RET—42
NVRAM |[ZfRE & D mfp ORET — ¥
o BRETSFT—4
7 7 A VEBREIR O HIFRTZ T TIEEIBR & vy, HDD 7 — # fEikIC 77 L T\ % TSF 7 —#

3.2. BREH
AREITiX, TOE OFHREICET et 2355 L. ST 5,

AADMIN (‘EEBEDABEHE)
TWHEIL, B oNZE L L THTEIND HOEEIIBWT, BELZFT1T41XTb7n,

A.SERVICE (H—ERITO=70OAREHE)
P —ERAT V=TI, RO NTZE L LTCH SN —HEOEEIIBWT, BEAFoT21T4
AT 70,

A.NETWORK (mfp ®H v 7 —2% kY
TOE N #5# SN 5 mfp 2% BT 547 4 AN LAN 3R » b U — 27 L SN DAL, 4
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3.3.

WAty b= b mfp ~T 7 BRATER,

A.SECRET (M#F1EHRICEEI 5:EAEHEH)
TOE OFIFICBWTHEH SN DK /AT — RiZ, BHE, BIO2—P—M"15iRR LR,

A.HDD-DATA (HDD F—# IZB8¥ %A% H)
mfp A3 25 HDD NWOLREXRE L. HDD 26 BT TE 720,

BB
AHiTik, TOE OFIF KO TOE FIABREICE W TES N HRE# L, T2,

T.DISCARD-MFP (mfp @) —XiRH), EFE)
U —2&H, FT7ITBEE L e o7 mfp BRI I NTZGEG, EELZF->72FHD, mfp NO HDD,
NVRAM. SSD %fi#tr4 5 Z £12X V. Secure Print Data, Scan to HDD Data. F#iiRAEIZ &
5 a7 OMEET 7 A, REES T 7 A L, HDD FEFHE {7 7 A v, SSD Hifg 7 7 A /b, W4
B 7 7 A )V, 2E5ET —4% 7 74/, HDD °° NVRAM EIZEESN TV AT — R (&
BENAT— R, SNMP "2 T — R 2—H—ihllE#R, =—H%— 2T — K Secure Print /X
AU —R), mfp OFET —F, BEET v XNVORKET —F, I — =B ET — 4%, ik
7 TSF 7 — % BNmEd 5,

T.ACCESS-DATA (31—¥H—#4EE% R L /= Scan to HDD Data ~DARELT I R)
BRSO BERERERioTa—Y =B, 7747 b PC 2N LD 22— —2MEAFTAT
% Scan to HDD Data {27 7 =7 A L, HDD (2% S 417z Scan to HDD Data # % v > 1 — K95
Z L2 X Y., Scanto HDD Data NEFEIN 5,

T.ACCESS-SECURE-PRINT (a—#—##8k#% FIf L = Secure Print Data ~OFEHXZT ¥ £ R)
HEAFOERCERE LR ra— =2, SR L THIAZZH A 1720 Secure Print
Data #HIM4 2 Z & 12X V., Secure Print Data N&EFEIND,

T.UNEXPECTED-TRANSMISSION (BE/HREADIEE)
EEAPFSHERCERELRoTa— =0, "X KDQ7 747 PC %4 LT TOE NEAX
N5 mfp ICFREZILD mfp BT 57200 Ry NI REEEFT L, RIERBD mfp 72 XD
TUT 4T AIZBWTANK TOE NEANEIND mfp OFFET —4 (AppleTalk 7'V 4 —4% (7 F
AT PCOH), IPT RLA (SR, 7747 hPC) /) #FRETH,

TACCESS-SETTING (%Y F 4« ICBEFRT AHBEREEHEDFAELER)
HE A G REE R o2 —F— N RS2 EN L TEeXx =2 U T o B EREIC R T D E
EEFLTCLES Z & WLV, XU T s RENELEIND,

i

S
It

T.BACKUP-RESTORE (/A\w 97w gk, YR F7#HEEOFELMER)
BELR T BASCEER oo —YV—0N, 7747 FPCENL TRy T v 7HEE. UR K
THEBEA RIEICfE A4 5 Z £12 X V. Scan to HDD Data 23RN 5, £7/-/3A T — ]\%@@Z‘E‘lﬁ
DOHDHT—EBWER L, mfp DFFE IP 7 FLARE) PDEIAEIND,
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34. Bt xX2 ) T4 A

HES, A7 4 ANTHLR Y NI =7 OB XaT SEFRTDHHMERITZ V., K ST Tidk, 71 A
W LAN ECTOEBITAEDEBEIEE LRV, Mfkotx =) 7 ¢ H#t&2MH L7 TOE £% =
UT A REZEET 5, FRIATEIC OR LTEEMEN BB S D TOE 2> 5i%(E S b IRERTRE E
x5 %2 7T RBEICHINT D,

LIFIZ TOE 2R AT 248 CEH SN X2 U7 ¢ Fetaidnl L, @A+ 5,

P.COMMUNICATION-DATA (B 7 74 LDt 17 HHE(E)
IT BEEREINC TEZE SN A MEMED EWHE 7 7 A /L (Secure Print Data, Scan to HDD Data)
WX, ELVWHEFLICK L CTREEINDNAEZN L GEET D, EREEES L LTI b0,
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4. X2 )T 4 XKGE

AEECIL, 3 B0 CHRA S U7 MR AR, B, K@ OEF 2 U 7 ¢ J$1 %13 C. TOE &0 TOE
DRI CUE Y% 2 U 57 4 JEFEHC SO THkT 5, LT, TOE Ov% = )7 ¢ K
BF. SERIBE O X 2 U T 4 RHESEHIE L TRk T 5,

41. TOEDtEF ) T4 ®EHE
AEITIX, TOE DEFX =2V 7 4 [EGEHZOW TR L, @35,

O.REGISTERED-USER (&1 —H¥—OFIMA)
TOE %, &H# &2 L » T TOE (288 SN2 —H —72151C TOE 23M&# S 7= mfp OFH %75 7]
T D,

O.SCAN-DATA (Scan to HDD Data 7 % & X 4l ##1)
TOE %, 7947+ F PC %4 LT Scan to HDD Data ® ¥ 7> u— K% &HFE. ROFHA X
Nlea— ¥ — 2 CHFT T 5,

O.SECURE-PRINT (Secure Print Data 7 % £ X &)
TOE |%., 7%/ %4 LT Secure Print Data ®FIll% . #HFal Sz —WF—71FICFHr[4 5,

O.CONFIG-A (¥ )T 4Rt BEEDRTEICEBRT 2HBE~ADT U XHIR)
TOE 1%, BHEA T IFICLL IR THEREOEBEL I T 5,
X2 VT o HRLEEEE DR E I BRI DR RE

O.CONFIG-B (mfp DERET—X ICEAT 2HEE~DT7 U £ RFHIB)
TOE %, BFHE T TIORTHEEOEEL T T 5,
- mfp OFRET — & (BT % Hke

O.CONFIG-C (/Xw 97w T#EE. YR FT7HEE~DT Y EXHIR)
TOE i, EHE UL FIOR TR BRIEEZ a4 5,
Ny I T T kRE
- U R h T HRE

O.CONFIG-D (BEfEF ¥ RILBEERET —F DREMEE~DT U £ A HIR)
TOE 1. BHEZFICLL PR THEREDEEZ ]+ 5,
c EETET v RVEERERR BT — ¥ DR ERERE

O.OVERWRITE-ALL (£F—42 LEZHEZE)

TOE /%, mfp W® HDD KU SSD D7 — & fHIkIZFiék S 41TV % Secure Print Data, Scan to
HDD Data. F##IREEICH DY a 7 OEE 7 7 A /v (RE BB T 7 A /L, HDD FAFEEB 7 7 A /L,
SSD Ef 7 7 A /v, EHRBIE T 7 A L, EEET —F 7 7 AN, Ka—H— EFHENRE
L7 NVRAM ED/2 T — K (FHE /AT — K SNMP /82U — R) HDD EDO/SAT— R (=
—H—/X2 T — R Secure Print /327 — K) | NVRAM L@ mfp OFEET —% . @EET ¥ */L
DRET =4 KO HDD EOIBY —/S—@RIRET — 4 = —F —fBIEH, %47 TSF 7 —
2P TE2T 5,
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O.TRUSTED-PATH (B{EEF v+ RILDOFIA)
TOE X, TOE 527 7472 h PCICEESNAHUTOMEGR T 7 A NV, EEHET v 2L EL
THET HHEL It 5,
<TOE 5627 747 F PCEEESNDENE T 7 AL >
Scan to HDD Data

O.AUTH-CAPABILITY (4M&BH—/\—ZRREHEEEFIRT 5 -O DY KR— FEIE)
TOE (%, ActiveDirectory & H\ 7z o — % —{FHAE B — N — DN — N —FREEIC L b =2 —F —
BRI A R 5 - DI LB R B EE R — h 5,

42 BRBEOLX1) T4 0EKHH
AHiTlL, TOE OEMABREOE X 2 U T 4 EHEHZOW T L. #iHT %,

OE.FEED-BACK (RESNIBIE I —FN\v O &T57FTV5—23Y)

BHEIL, FHEELITI =R T4 T PC D mfp 127 7B AT B2, ERLE S
AT — K, 2—HPF =AU —F, SNMP /RAU— RIZX LT, REINTZT 4 — w7 28t
TLT7 7V r—aryERAT S,

OE.SERVER (A—H¥—1EHREBY—/\—DFIA)
BHEIL, 2——07 H vy MEELIZE W T, mfp TiX72 <IN O = —F —FREHRy ——%
FIMT %354, Active Directory 12 KX 52—V —EFBEZFHT 2720 ORELT D, £7o, HHE
I% Active Directory |2 X 52— —D7 7 > MERBIRE LWL 210, 22— —{FHE T —
N2t LTl 7 7 v AEH A2 Ehid 5,

OE.SESSION (##{f&Dtv 3 > DRT)
BHEIL, 22—V —IZx LTI EM & i S 1 5,
« 7547~ PC %4 L7z Secure Print Data ®#:/E. Scan to HDD Data ®#/EDK T# Iz 0
TT U MRMEEZIT O,
EHE X, TR EAZFET 5,
« 7747 hPC &I LIZEHE T — ROEHMREEZEIER TRICE 7T 7 NUEEIT S,

OE.OVERWRITE (£T—% LEZHEBBEDETT)
FHEII. mfp 2V —AKH, BESTLIREREANET LESE R EEa—F—0FHENSRE SN
LT — A BWFECEEN DAL, & — & LEE W EMREER EITT 5,

OE.ADMIN ({E¥8 TZ5EESRE)
mfp ZFH T MO EEE L. TOE 23 & SN2 mfp OEFICB W TR b & E 2 B%EIZ
FAITTH N EEFEICIEET 5,

OE.SERVICE (H—ERI V=7 DRILD)
TOE ORSFEBZKIHT 254, mfp ZF AT 2MBOELE £ 12I3EFHEE L, CE RN
ERARET D, RSFERAICIE, AERITAE LW EEZWHTET 5, £, RSHEEE N EROHRSTFE
OV —E R V=T THDHI L, RTFEEORNCEEE N T DA EL MR LT, FEEN
PRI B R D,
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OE.NETWORK (mfp DT 5%y FT—V&RE)
mfp ZFHT 5O EEEIL AN v T —27 35 TOE N ## S5 mfp ~D 7 7 & % &
Wrd D707 74T U4 — N7 PO EE LT, INE» D ORERAXRE EET 5,

OE.SECRET (MZERBODAY)LEE)
ETHEHEIT, 22— L CUTIORTERZE S5,
s 22— P — 2T — K Secure Print XAV — RZRET 5,
« 2—HF— 2T — K Secure Print 732 U — RICHERI RIRE/ME 2 2R E L7V,
s =P RRT— FOBWEEEEIT I,
CEEENL P RRT — REEE LG, HONCEEIED,
BHFIX, UTIORTERZFEwRT D,
CEEPIFSZA T — R SNMP /82 U — RICHERI AT RE72 il A 25 2 L7200,
CEPHE XA T — R, SNMP SR U— REfiET 5,
cEHIFRAT— K. SNMP RA U — ROBEEEFE 51T,
=B RZ V=T NERENATY — REER LIEGAIR, EONINRRAT = REEET 5,

OE.SETTING-SECURITY (%2 F 1 i&b#eEDSIERE)
EEREIT. TOE OFEMICHT-> Texa VT 1 mbiEnRELHENMLT 5,

OE.CRPTO-HDD (HDD MDOEE&1L&#)
BHEIL, mfp OEMICEWNT AT =T 4T 4 ThHEXF2 VT4 F v 7 (X2 VT 1
TR TL—4) NMET AR S LEEREE RIS 5,

OE.CRPTO-NETWORK (v kT —% OEEEILEH)
mfp ZFIFIT 2O EEH L, 7 T4 7> b PC 725 TOE IZ3%(E SNDHLL FOWE 7 7 A L%
BT D 72010, WS BIEHRCUIER iR 2 BT 572 & WIEBI LR % £ 5.,
<7747 FPCHH TOE IZHEFEINLHWET 7 A 1>

Secure Print Data
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43. Fx 21T 14 /EHEHIER

431 HEM
BITRESAE. BB, MO Ov =2 ) 7 4 Hete X2 V7 4 IR GEHORSBEGREZ FEIRT,
X2 VT AR TEHND R & 1O EORHESM:. BEL Mot T 4 FEHTHIGL

TWHZ LEZRLTVD,

x 1 AHREH. BE. BEOEF 1) T4 ARITHI S EF 1) T ARAHDESH

ATREN - BB -
HEOExa ) T4 HH

NINQY'V

IOINHISY

MHOMLIN'Y

13403S'VY

v1lva-ddH 'v
dd4IN-@dvosIa’ L
V1va-SS3odv'L
INIdd-3dN03S-SS300V'L
NOISSINSNVYH1-d3103dX3aNN'L
ONILLIS-SS3OIV'L
FHOLSTFH-dNHOVE'L
V1Va-NOILVOINNWINOD'd

X )T 4 MEHE

O.REGISTERED-USER L BK
O.SCAN-DATA o
O.SECURE-PRINT [
O.CONFIG-A o
O.CONFIG-B o
O.CONFIG-C o
O.CONFIG-D L)
O.OVERWRITE-ALL o
O.TRUSTED-PATH o
O.AUTH-CAPABILITY
OE.FEED-BACK
OE.SERVER
OE.SESSION
OE.OVERWRITE ()
OE.SETTING-SECURITY o
OE.ADMIN o
OE.SERVICE o
OE.NETWORK o
OE.SECRET o
OE.CRPTO-HDD o
OE.CRPTO-NETWORK L)
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432 BHREHIZHT H+0H%
ARSEICx T2 8% 2 U T 4 /ARG EHT OV TLL FIZEAT 5,

® AADMIN (EIEEDAKEH)
AREMT, FHENBEEEZRFTLRNI EEZBEL TS,
OE.ADMIN /%, mfp ZF|H3 2O EEHE D mfp ZFIHT 2B CTEEOBIT 5 AW
FEHEIIRET 2700, BHEFOFHEEN TR IND,

® ASERVICE (WH—ERXRI VI =7DOAKEH)
AREMIT, =AU V=T BNRIERITAZITIRDRN L2 BEL TV,
OE.SERVICE /%, TOE # ¥ A4 5#H#%kiZ. TOE OESF A4S+ ks h— 220 Y =T7 1%
RIERIT 22T DRV E 2R LTRSTFRO T 5 2 &0 MOMRSHEXORNZEHE 3H
—EATZV V=T ARANTHDZ E 2Tt ETHERT 52 L, BEHEAMRFEEILBRY =
EERELTEBY, REMFIIREIND,

® ANETWORK (mfp D%y kI —% #ERiEH)
AREMT, MR Y T =7 B ARBESE OB L DB ENM TN L2 EL T
Do
OE.NETWORK | A% v RU—2 735 mfp ~D7 7 B ZAZ WM+ 570127 7 A4 T 7+ —)L
RE DM ERETHZ L ICE VNS DRIERBADOHIEZHRELTHBY . AEHIFEZE SN
50

® A.SECRET (M#H1ERICEIT 2 EREH)
AZ&MIE, TOE OFIFRICBWTHHA SN A KA T — RONEHE . L2 —PF— L 0 JRER LA
ZEEBELTND,
OE.SECRET 1%, EHEMN 2 —F —I1Z%f L T Secure Print S"A T — N, 22— — AU — K|{ZE
THEABANZEEIEDLZ L 2HEL, BEHENEHEE AT — K, SNMP /"2 U — NZEE T
LiEMABANZ T 52 LA HEL TR, REMFEFREEIND,

® A.HDD-DATA (HDD ¥—# [CBA¥ 2 ERAEH)
AREME, mfp 23875 HDD NOREXSEFEN, HDD 7o EEMIT CE 202 L2 EL
TWn5,
OE.CRPTO-HDD %, &FEH 2 mfp OEHAICEBNT, AMBIT =0T 4T 4 ThHoHEXF2UT 4
Fo7 (X2 VT 4T 78T L—%) BT RS EREZFIAT2 22 HELTEBY .,
AT TR END,
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433. ZRIRT B +01HE
BT 58X 2 U T 4 /R FEHITOWTCLLFIZHAT 5,

® T.DISCARD-MFP (mfp @) —REH)., FEZE)
AZEIE, TOE ZFI A4 %472 5 EIL E 72 mfp K 0 EFHRIFINT 5 TREMEAE LT\ 5,
O.OVERWRITE-ALL (%, TOE #» HDD ®»45 —# fE#%, SSD »F —# @k, &' NVRAM O
BHHREFHTE2<T2LLTEY., mfp BEULEINDRENZ OMEEZ EITTHZ LEICL - T,
B ORI REMEITIRRE S B,
OE.OVERWRITE 1%, & FE#H 2 mfp & U — AH, IS L2 ERHANKT LB E 7 Slfko
BEENORE SNDT — 2 PWEICEEN 25612, &7 — % EEXHEREZZT T2 &0
gk &N 570, T.DISCARD-MFP O# B v[REMENRRE SN D,
L7z o TR ot s Tn 5,

® TACCESS-DATA (a—HY—#RE#RIFALT=Scan to HDD Data ~NDFRIELTFT 7 £ R)
AR, 22— —FLL3EFE L7= Scan to HDD Data (2%} L T. Scan to HDD ¥aEAFIH L T
ARIERBEM TN 2 A[REMEEZE L TV 5,
O.REGISTERED-USER (3, &HEIZ X > T TOE [2 8k SNz —F—721F 723, TOE 2 ## &
iz mfp Z#FHAT 22 L 2§25 L LTEY, X512 0.SCAN-DATA |2 - T HDD N ® Scan
to HDD Data @ U > — R#{ENR | FEE | ROF A Snlca—F =7 IcHlR S, o
AIREME T < D,
RBHNBO 2 —HF —EREEY — N—EFHT 5551%. 0. AUTH-CAPABILITY (2L ¥ Active
Directory % H\\ o2 —H —{FRE Y — N — DI — S —FRGEIC K D = — 5 — ik BIFRREE
ZRIAT 2720 OEER YR — h &, OE.SERVER L 0 & HH (T L - T Active Directory (Z &
LHa—YP—FHERHT D7 DORRENTOIL, FEHFIZL - T Active Directory (2 & 5= —
—DT ATy MERPIRHE L7Z2WE 912, 2 —F—IEREEY — A —Zx LTl 7 7 g 2%
AT biv, 22— —0OiBREREN THOI D Z LI X > TEEO fREME TR S b,
OE.FEED-BACK %, HHE £/-I32—F =N T4 7>k PC 76 mfp 127 7 AT HERIC,
ANSNHNRAT—=RIZR LT, RSN T7 4 — Ry 7 2T 2577 r—ra V&2FH
THELTEY, £720OESESSION 12XV 7 T4 7> h PCZN LIBRIEKR THRICIZ, v T ¥
T AERANER NS 72D, T ACCESS-DATA D& 3D Al REME IR X 5,
L7z TAREBITHastii s v s,

® TACCESS-SECURE-PRINT (31— —#8E%FIF L 7= Secure Print Data NDFIER 7 7 £R)
AL, = ——HEEEZ R L7- Secure Print Data xf L CRIEZRBENTTHONTLE 9 mlHE
PEEELTWND,
O.REGISTERED-USER (I, HH#E|Z L - T TOE (286 S iz = —H —721F 4 TOE 23 5# S
mfp ZFHTH5Z L2775 E LTEHEY, X512 0.SECURE-PRINT (Z L - T, Secure Print
Data OEENFF A Sz —WF—72FICHIR EN D720, B O TR ITBE S L5,
T BN O 2 — P —IFRE B — " — %2R T 5851%. O.AUTH-CAPABILITY (2L ¥ Active
Directory % i\ 7o 2 — W —{FRE Y — N\ — DI — S —FBREIZ £ D = — Y — ik BIFRRE S
AT 2 720 O8EER YR — h &, OE.SERVER & 0 & HHEIZ L - T Active Directory (Z &
Ha—H—ERERMT 5720 DOREP T, FEEIZL > T Active Directory |2 K 52—
—DT AT MERPFR LAWK S IZ, 22— —1FREEY — A —1Tf L TR 7 7 v 2%
B Tebiv, 22—V —OfBERREN TOND Z LI L - TEHEE O FREMHITE S D,
OE.FEED-BACK (X, BHENZ FA T FPCHL mfp IZ7 7B AT HRRIC, ATITENDH/NA
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U— Rz LT, RESNTZ T 4 — Ry 7 2327 7V r—ra v BRHTHE LTEY,
F7-0OE.SESSIONIZ LV 7 T4 7> FPCEAN LTBEK THRICIT 77 7 b 5IEH A ER S
57, T ACCESS-SECURE-PRINT D2 g O AIREVE NI S 5,

L7 o TREBBIIHasft S Tun s,

® T.UNEXPECTED-TRANSMISSION (BENMREADEE)
AEBIX, mfp 7 FLAIZEBRT 22y NV REEZAREICEFINTLE ) AJREMZ48E
LTWb,
ZHIZx LT O.CONFIG-BiZ LV, TOE » mfp DERET — X IZEFRTHIRE T BIET 2K E %
BHEICHIRT 2 L LT, KEEROFREEIRESND,
OE.FEED-BACK i, BHEMN I A4 T F PCHH mfp ICT7 7 AT HEIC, ATEND A
T— Rk LT, RSN T 4 — R 7 2R T 277 r—a U EFHT L E LTEY,
F7-0E.SESSIONIZ LW 7 54 7> hPCEMN LIEBER THICIZn 77 7 M5 EMNER S
5720, TUNEXPECTED-TRANSMISSION O # @ 0 rlREMEN R E SN D,
L7z o TR I ot S Tn 5,

® T.ACCESS-SETTING (£Fa V) T« ICHART HBEREEFHOTEER)
AEBII X2 V)T 4 ICBRT DR EOMRERTEA LT INDZ LI2LY, X = U T ¢ HiEN
Wb SN B ABEEZMEE LTV 3,
O.CONFIG-A XY, —HOEF =2 U T ¢ ICBET 2R EMELZHIET o2 U 7 ¢ (b HRE
ORELEHELITICHET 2L LTEY ., BEOAREENRREIND,
OE.FEED-BACK /%, &HEN 2 FA T FPCH mfp 127 7B AT HEIC, AHERDH /8%
TJ— Rz LT, RSN T 4 — KRy 72T 577V r—va VEFIAT & LTED,
%£7- OE.SETTING-SECURITY (C L 0 &HEN X2 U T 4 ILMREDR EE AL L1- £ T
FIHS 2 Z e NEREND 72D, T.ACCESS-SETTING OB O AIREME N B S5,
L7 o TREBEIIHaxstii & Tn s,

® T.BACKUP-RESTORE (/A4 7w e, X F7HEEOFERLFER)
REZBINI NNy 77 v 7HEE. VA MTHRENRRIEICHAINSZ &2k V., Scan to HDD Data
DIRIRT D A[REMEN H D, AT — RERRELEOH DT — 2 BNIFKRT 5. mfp OF%E IP 7 K
LA E) D EAEINT-HEE. Secure Print Data. Scan to HDD Data 23R8~ % vl HeM: 248
ELTWD,
O.CONFIG-CiZ &V, RNy 77 v 7HEE, VA NTHECRIHZEHELFICHFAI T LTE
D, BEORBEENRREIND,
OE.FEED-BACK (%, BHEMN I A4 T F PCHH mfp ICT7 7 AT HEIC, ANTEND A
T— R LT R#ESNTZT7 4 — R 7 2Rk 7 7V r—a v 2FHTHELTEY,
F7-0E.SESSIONIZ LW 7 547> FPCEMN LIEBERTHICIZn 77 0 M5 EANER S
n57=o, TBACKUP-RESTORE D& B D AlfetE N L SN 5,
L= o> TARBBIT i Sh T b,

434 #BOEF) T4 ARITHT 5+ 0%
MO 2 U T 0 FEHIET X2 U T o sbEHEHC DWW T TFICEB 3 5,
® P.COMMUNICATION-DATA (B 7 74 ILDEX 17 HiEE)

KiFE DX 2 U7 ¢ FHetd, IT BEMEICTEZESINDIREED S WVEIE T 7 1 /L (Secure
Print Data, Scan to HDD Data) (22T, FhEMAZERT H720OIC, ELWHEPLEMEEIN
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BHNAFEN LT EATH . ERI3 B LT A2 Z L HEL TV A,

O.TRUSTED-PATH |2k ¥, TOE 72627 54 7 > + PCIZHHE SN 5§ TH % Scan to HDD
Data 12t L C, TOE 2527 547> k PC & W o -EHEOREIZH W TIE LWFEFE & o
BIEET v VTS0, ko2 )T 0 FHAERT D, EmEEET v 1 VERE
RET —Z O EIL. O.CONFIG-D It L 0 BHEICHIBEN TV D,

OE.CRPTO-NETWORK (Z & ¥ mfp #FIH 3 2O ELEIL. 7747 K PC2» 5 TOE IZ
%15 &5 Secure Print Data Z{£#9 5 72912 I 505 M SO0 R M Nk s 2 SR BT 5 72 &,
REERS LR A2 £ 5720, MoV 74 F#EdR—F LT3,

OE.FEED-BACK (%, BHHEMN I A4 T F PCHH mfp 7 7 AT HEIC, ATEND /A
T—RIZX LT, RSN T A — NN 7 BT 57 7 r—2a VEFIHT A& LTED,
£720E.SESSIONIZ LV 7 T4 7 > FPCEA LIEEER THRICIZu 77 0 b4 5 ANER S
nNa7d, fHfkoex2 V7 4 Héte R —FLTW5,

L7eBo TR O X 2V 7 ¢ FehE, ERT 257201+ TH 5,
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5 ¥R VKR—RY MERE
5.1. ¥isRkiggEa o iR—FR > b

& ST Tl BRI D L R—F > b & B OERT S, HFa )T HIEEFOBINE, T
L7 EROHEIEU T OMY T 5,

® FAD RIP.1

FHET—2 L OTSF 7 — % O ERERET D22 L2 ERT 28X 2 U 7 A EEETH D,

> VRROWEMN
FIHZE T —% O TSF 7 — % OBRAFERIREL BET D2 HERH D08, FHAFHRREOBLA
T X 2 U T o BEREEIE, FIAET — X2k %5 FDP_RIP 7 7 2 U LvAM72 5
7R, RESRZTZ TS 2 U T o BEREEFIIAFAE Ly,

> @ALEY 53X (FAD) OEH
FMET =2 KO TSF 7 —2 DX, RWFOT—2DFX = U7 4 Ziil] L B3
W, Ko TH LW T AEEELE,

> BAL7721 (FAD_RIP) DO¥EH
FDP 7 7 A® FDP_RIP 7 7 X U ’#HHT HANEZFMH LT, TSF 77— £ THRHREZILEL
b THDHID, 2077 IV ER—TVEEHA LT,

® FIT_CAP.1

TOE BHNHIT =T 4 7 4 DEF = VT HREZ H R T 2 72912 TOE 2B 72 HE )] % HLE

THEDOEXa Y T 4 HEEEETH D,

> VhiiEDWEM
TOE 2N IT =T 4 7 4 Dex =2 U T e MHT 256, AMBIT =0T 47 4Dk
Xa T A HEPHENCEX 2T THHIZELHEETHLIN, MBIT =T 4T 4 DX
U7 ¢ BREA IE L <MW Z 723729012 TOE AT XX GENITIEFICHEETH D, Lol
ARERO X 9 &I 2 U 7 o BEEEITIXTFE L2,

> BRALEZY SR (FIT) OEH
CC/R—F 2T WH LWERTHLTEO, LW TRAEEFR LT,

> BAL=77321 (FIT_CAP) MOIEH
7 FAERIRIZ CC/R— bk 2ITE R WHT LWERTH A2, HiLW7Z 7 IV EERLT,

5.1.1. FAD_RIP.1 DEZ

® VSRE
FAD : &7 — % Ofii#
WEFROEM : FAD (Functional requirement for All Data protection)

0 USADPE
DT AL, MHET —%, TSF T — % ORI Ri#T5 2 LICEET 28424587 5
77 IUNEEND, KMETIZ1Oo07 7 U BNFEET D,
— &7 — X OEFIERH#E (FAD_RIP) ;

[ 77E I)G)/S\éil:\
77 1Y (FAD_RIP) (&, HIfrS 7o @n L7 7 23T KOBIORMHET —% ., TSF
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T=ZICHEEYTESNTEEEE, VY —RZEENL0D LT = b\ TH 5 2 & 2 RGET
DZRBEECOWTH S, 2077 I VL, EMICHIBRE 23S 722y, TOR PIC E 72774
T O ARENED & D HHICH T DR & ERT D,

® JIUR—RY FDLAILFIT

FADRP 27— 5OBRAHEEE — 1 |

FAD_RIP.1 : BRI EBRIESR DT — 2 OFRIEEHRI#] X, TSF I Lo THIEI SN S &
RFEAFHET — X LOTSF T—2OH 7% v b3, BHRREEBRERICB N T, CPOBJRD
COBRFEHFNEBRAHTERWZ &% TSF WMEET 52 & 2R3,

&1 : FAD_RIP.1

TFTRENDEHT 7T 4 BT 413720,

BSE : FAD_RIP.1

¥ o T BET — 2 ERFAU_GEN)A PP/ST IC& R COIE, BIFOT 7 ¥ a v alfistgicd <&
T B
a) Fhv BURBYZRIEEERER T O P ROE H & & Tefli

FAD_RIP.1 RN EREROLT — 2 DREFHERES
THRIREfE L

IR L

FAD RIP.1.1

TSF X, UTORAET —F RO TSF 7 —Zcxtd % (Bt BIrag i BlROF% THERZER] BT,
BIRZH D B THNIZLRIO EDOEFERONEBFIATE LT3 2 L 2RI LRITIIR G2 [Biff: #/
HET—LROTSF 7—5 DI X H,
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5.1.2. FIT_ CAP1 DES

® VSRE
FIT : M IT =27 o« 7 & Ot
WFrDEM : FIT (Functional requirement for IT entities support)

0 IS ADPE
D7 TR ANFIT =T 4 T A BT 28X 2 U7 0 —E 2OF HICBES 5 2%
BETH77IUNREEND, KT 1207 7 I U NBRFET D,

— BIT =27 4 7 4 2RI 572 DRES (FIT_CAP) ;
® 775 ')0),5\635“
77V (FIT_CAP) 1Z. S IT =T 4T s DkF 2 VT LRI T 51CH72 > T, TOE

WZLBL L I ARE I D EFRITKHSET B,

® JIUR—FR FDLANILFIT

FIT.CAP  AMBITI T4 74 ENAT L0008 — 1 |

IEFROEM : CAP (CAPability of using IT entities)

FIT CAP1: (AR IT =T 47 4 DX =) 7 40— AFHEDORES) X, A IT =T ¢
TADPERMET X2V T AR IE LS FIHT B2 TOE IZHE L 72 58200 BAR{LIZ 3
I D,

EIE : FIT_CAP.1

FRENDEHT 7T 4 ET 413720,

BY% : FIT_CAP.1

¥ a7 BEET —XAREFAU_GEN)D PPIST IZEENTHIUE, LLFOT 7 v a v aEERIGIC T
T

) BN AN IT =27 4 7 SR A BIED G

D) HA SMBIT VT 4 F 4K BT COBEOM (2, 9K,

FIT_CAP.1 NBITIVTFsT14DEF2Y T4 H—EXFIABOREN
THRIREfE : L

IR . L

FIT_CAPR.1.1

TSF i%., (B #IT =27 7 PR TFT ZEF 2 VF s —EXNCH LT, O —E 2 &FfHT5
DM BERUTORAZRME LT E s BN &F=2 V7 s ¥ —EXDBHEIZSELREES D
Jx P,
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6. EXa T4 EH

KETE, L¥a )74 BV TRIET S,

<GRILEREIZTDOVT>

TOE ICHELE ENDI X2V 7 o EEEHZER T 5, #iEE M a L R—x> ME, CC/X—F 2
THESN TWDLOEEEEHL, 7~ VHRA—0Ob0ZHEHT 5, CC/— |k 2 I s nian
B LWVEMEMIL, CC/i—h 2 EHALARWT L&k L CGR LT 5,

Fo, BRIEEHF AR =R ME, CCR—=F3THESN TWAOEZEEMFEHAL, 7V HE—O
LOEERT 5,

<tEXalToHEREREH RE ORTRAE>

UTORBOFIZEBNT, A XYV v 7 HOR—)V FTRINDETIFT, “FIfF7, 721 B
NTNWLZLERT T I =TI LV TORENDFEXDERICHINEE TA XY v 7 HOR—/L KT
RENDRGEIT, T F =T A ENTFSCEFA “FEE” ShTnd Z & z2mrnd, 7-UrDRIZ
T TREN L FE ST, SREEREENFS “MVIRL” ShTHEHShTWD Z & 2RT,

<IKFEMOBETAE>

EAEEOMICB W TR “( )” ShifioRENE T-0ME, KSTICTHEHA SRS B =
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P—ThHorMENH S, FIA_UID.2[4]. FIA_UAU.2[4]ic L V. #® Secure Print Data O F|
ﬁﬁ%‘:ﬁjéﬂf_l_‘ﬁ‘ ThoHZ EEMBRIESN D,

FFEIZIEL, FIA_LUAU.T 2LV 7SR EDO AT SCFREIRE S IVIZFBRET 4 — R8Ny 7 L LT,
PRESCTAIK L, @ikx R — 35,

Secure Print Data 47 =7 FEtkix, FMT MSA.3[2] X ¥ Secure Print Data ®& &k
Secure Print /RAU— KR E2 5 T35

<Secure Print /XA U — F\ >

FMT MTD.1[6lic X v | SFFICFIH &5 Secure Print /X2 U — KOG — P — 720 23]
Sh b, FIA_SOS.1[4]iz & » Secure Print /X2 U — RO MEIIMHEIEES N 5,

FMT SMF.1 |2 XY Secure Print /X2 U — FOEH % o —F —|TH#T 5,

<EHEZ VX 2 TR T 52O E R B>
= set.admin &M

<Y —VPRZ U P=T X TICHEFFT 572 DI LB A 3>
= set.service &M

<BEFDOT- D OFEE, SR >
IO EHAEIT O &EENX, FMT_SMR.1[BlIC L W 22— — & U CTHERF ST, = O&E ) B
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JFonb,
TN HEROBREEMRR - SND Z LITLY, KieFx 2 U T 4 R GEHTM - S D,

O.CONFIG-A (EFxa') T4 BRILBREDREICEHRT 2BE~DT7 I XFIE)
KXo )7 4 RRGEHIT, BX =2V 7 0 LEREICEIMR T AR E L EHEIZHIBL TR Y, 7
TEREREICR L CT 7 B R EHIIBT 5720 DEEHNMLETH D,

<EF = U T o s LBERE ORI R >

X2 VT i b RE O IR, BhEREIE, FMT_MOF.1[1]ic L EHELTICHATSND,
Flo, &7 7 LEIHEREICL X2 U T 1 ik ®% &ﬁﬁ@mnjﬂmﬂﬂﬁi
D, BEELTICHISND,

FMT_SMF.1 (2L &% =2 U7 ¢ BLREDE L, N OET —& EHEZHEREDE M2 FHE
(iR 5,

< EZEHOT-HOE, e
;n%ﬁﬁéﬁaﬁJm FMTSMRﬂﬂ KT VEHE L L CHEFEF ST, 20K BE AT
%ﬂéo

<EFHEEVX 2T ICHERT 272 DI B >
= set.admin M

<H—VERZU V=T Y F 2 TITHERT 5 72 DI B2 B >
= set.service =M

IO HEBOMREMN M- IND 2 &I2kY, KXV T xRN sh 2,

O.CONFIG-B (mfp DRET—4FICEAT HHEE~D T - £ XA HIR)
Atx 2T 46K GEHE, mfp ORET —Z ICHBRTIREZEHAICHIREL TR Y., &k
HI: u.;d' LTT?'EX %%UBE(Téfg &)O)nﬁgﬁ:zngfﬁ)é

<mfp OXET — X (AR T D% EEH# >
FIA_ATD.1. FIA_USB.1 iIC L W FIHEZ 2 7122 27 @t EESIF 55 & FDP_ACC.1[3].,
FDP_ACF.1[BlIc kv . FIHEZ 271, mfp ORET — X 6T 2R ERIENTFTEIND,

<MIB A7 ¥ =7 MIkT 5T 7 AL E 2T >

mfp OFET — &i\Mmﬁv/x&b&Lf%ffﬁékbﬁmMPK;é7ytzm%ﬂ@
NDVETHD,

FIA_UID.2[2], FIA_ UAU2[2lic kv MIBA 72 =7 M7 72T 5HMAENERE TH D
Z & ERIRERET 5,

FMT_MTD.1[3lic kX v SNMP /S 2 U — ROZE# % EHEEICHIRE S 5, FIA_SOS.1[2]ic

SNMP R AU — RO SENBIES N D,

FMT SMF.112 XY SNMP /R 2 U — RO 2 & HE T 5,

SNMP /X2 U — RBFEERED F RO LT C& 5% EL, FMT_MOF.1[2)ic X v, EEHE 721 I2H]
R b,

<HEEROTZO OBH|, EEFERE >

Copyright © 2009-2010 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
59/78



bizhub C35 £M4&#/#1/ 727 A12130G0020205 A12199G0010000 +Fzl7rF—4'wk

ZHHERAIT O &EHNIL, FMT_SMR.1[21IC L 0 FHE & U CHERF S LT 2 O FIA B
55,

<EHEE VX 2 TICHERFT B 72 OIS B A s >
= get.admin &M

<Y —bERZ UV =T EEFa TICHERT D7 DI LB e B >
= gset.service &R

CHOHEBOMBRBEMENMI-SND 2 EI2RY, KXV T oxtilsHA = sh 2,

O.CONFIG-C (/Sv o7 v THe. VR FTHE~ADT I EXHIR)
KXo U7 xR EEHI, Nv 77 v 7HRE. VA NTHEREZEIHEICHIEL T, &2
HRICKI LT 78R ZHIIRT B 72D OEMBMLETH D,

<N 7T w7 R NTHEEEDEERIIR >
FIA_ATD.1.FIA_USB.1 (IZ L W FIHE X A7 2 X A7 @EREEST oD & FIREX A7 1%

- FDP_ACC.1[1]. FDP_ACF.1[1]ic X ¥ Scan to HDD Data
EXRELT, Ny T v (Fyrua—R), kR, KO—EBERRBERTFIIND, BT

- FMT_MTD.1[1Jic £ Y 2—H— 2T — R

(22— —FBRE S AU TARIRFEGE DB IR TV HEEH)

« FMT_MTD.1[10]ic & Y =—+"—ID

EXRT—2 & UTEBELITICY A NTERERTFISLS, FMT MTD.1[6lIC L Y = —H—
NRAT— R (IREFFE DRESINTWEHE), 2= —ID Oy 77 v 7H#E (T72b b
WA DEERIE) NEBE IS EIND,
FMT_SMF.1 12k Y 2—H%—ID, =—HF— 27— NOEHZEHEICRET 2,

<KD OEE|, S PR
THNSE AT O BN, manRﬂm T uEEE L U CHEEF ST ORE D EE AT
b,

<EHEZ VX 2 TR T 5 12O E R >
= set.admin M

<Y =V R P=T X TICHEFFT 572 DI LB 2 3>
= set.service &

IO OMREEENE - SNAZ L2k, AKX T xR Fshak-sn s,
ocmwmo(EEE?**»%&%E?—&wﬂi%*~®77txﬂm)

AKEx=a T 4 (RTENE, WEET v VRIS T 2R E 2 E A ICHIIR L TRV | REHK
REICH LTT 7 B A ZHIIRT 2720 ORFEMFDBLETH D,

{1

<EFHET v FERER ET — ¥ OEAERIR >

EEHET ¥ RVBERED 5D FVOEERE, 51k, KOBEEHREILZ. FMT_MOF.1[3licky. &
HEZFICHFITEND,

FMT_SMF.1 12 X ¥ @5 #ETF v RVHERE DB B &2 S P (1R 5,
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<BEEOT-DOKRE, EHEMERE >
I HEH AT &ENL, FMT_SMR.1[21IC L 0 &EHE & U CHEFF ST, FORE A BEEA
55,

<BHZE VX 2 TICHERFT 5 - DIC B e >
= get.admin M

<Y —bPRZ U V=T B Fa TICHERT D7 DI LB e B >

= set.service &
INOEEOMBEEMLN - SNAZ Ik, KXV T owE NI SN 5,

O.OVERWRITE-ALL (£F—4 LEFHXK)
AKXV T ¢ k¥ SEHT, HDD, K OSSD oF —Zfalk, M OFIHENRE L7~ NVRAM |
OREMBEFRTE AT L LTEY, BHERTEICT 50 OFEHILETH S,

<E&7—F EEXEEHE, LKOEERIBR >

FAD_RIP1 . FMT MOF.1[4] . FMT MTD.1[1] . FMT MTD.1[9] . FMT MTD.1[10] .
FMT _MTD.1[11] . FMT_MTD.1[12] . FDP_ACC.1[1] . FDP_ACF.1[1] . FDP_ACC.1[2] .
FDP_ACF.1[2] . FDP_ACC.1[3], FDP_ACF.1[3lic kv, ZhbxB L+ RN EHE DT
— 4 EEEBREICE > TURIO EOBERONE LRI TE R T5 2 L2 RET 5,

FMT SMF1i2L Y a—%—ID, 2—HP— 27— K EHE/ AU — K, Secure Print /XA
— R, A= R—FRBIERET — 4. SNMP AU — K, £5—# FEXEEMEDOEI 25T
FIHRMET 5,

<KEHDOT= D DAE], EHIERE >
ek

INHERAIT O EENT, FMT_SMR.1[2IIC X &R & U CHERF S LT, 2 D& EIA BEN 1T
b,

<EBHE VX 2 TICHERFT 5 72D B A >
= set.admin &M

<P =R V=T ZEF 2 TISHER T 5 T DI B2 B>

= set.service &

FoTAREF2 VT 4 (R GEHNIM SN D,
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® O.TRUSTED-PATH (H{EEF v RI/ILDOFIMA)
KXo T 4 %K IFEHE. Scan to HDD Data DEEICRBWTCEGEET v rVEERTH E L
THEY., AEET ¥ 3IVICEFRT 2EERLETH D,
FTP_ITC.1 %, i@ E#E IT 05 OERIIE U CTEEET vy 2V E24ERTHE L TEY,
Scan to HDD Data ®&E I S b,
COREEMIC L o TARE X 2 U 7 1 RBRF#HITR - S b,

® O.AUTH-CAPABILITY (&84 —/\—SBEIHREZFIAT 5D Y HR— FEIE)
Atx 2 VT 5K FEHT, TOE 28 ActiveDirectory & AV 7z —H —FHEH Y — S —DHEB
P N —FREEIC L D — — i BRRGEE H® A R AT 5 - DI B REEEZ AR — 5L LTH
D ANBIT =T 47  OEWEEZ YR — T2 L2 HETHHEMFLRLETH D,
FIT_CAP.1 2k, :L—“j:_‘f%ﬁl%ﬁ@fi‘ﬁ‘—/*\_ﬁ;%ﬁfé ActiveDirectory (2 & % = — W% —ilkJl]
FORERERBIZ KT LT, ARBIGERERT O 2 — W — 2% T~ 2 FRREE M WA o RE . FRBIRERERT S D
o — YTk 5 RS M EUS S RE & BT 5,
ZOREREEMIC L > TARE X 2 U T 4 R GEHT - SN B,

> setadmin (EBEXZ X1 7IC#HBETS-HICRELZEHDEY )
<BHEH OFEBZEFE >
FIA_UID.2[2], FIA_UAU.2[2lic LV, "EARHTT 78 AT HFAE, KOy N —7 %
mf77t1#5ﬂ%%#£@%1%5 & B ARRIRERET B,
FREIZIE, FIA_UAU.T 12XV SRV EO AT SCFRERE SNTZBGE T 4 — Ry 7 & LT,
FRECTEIK L, §8REE AR — hT 5,

<RPERGEESNT=EHEOE vy 3 L OEE>
ARBRRRE S NI EHE O v v a VOFHER-IZ, SFxAhbe A U LA SIRGES
EEEDOE Yy a ), FTASSL3ICL Y T VT 4 T DEE AT LA — Uty MRERH
DT D ERTTHIEICE-T, AElty v a v Offf 2 EHT 2 B2 REIZ L Tv
Lo MBYAT LA =Yy MEHOEE L, FMT MTD.1[3ic L 0 EFEFICHIR S5,
FMT_SMF.1 2LV v A7 A4 — Uty NFHOEB 2 & I35,

< EHHE ORI RMOE B &>

BEE XA T — KL, FIA_SOS.1[1lic L v SWERRAEES D, F72, FIA_SOS.2 12XV, v
T — 7 R H L EHEERREC B W TR SN DBy v a UIEERBERSNT, 2Oy a
UIERAERA SN D, FEEASAT— ROLE T, FMT_MTD.1[4lic L v | EFHEE KX O —E R

TUV=TICHIBREN D,

FMT_SMF.1 12 LV EHE AT — ROFHREZEHE, h—b Ao v=7 248 t3 5,

< BEPDOT- O OEE| . G HIERE >
CTHOHEH AT OEEL. FMT SMR.1[1JiIc kv H—r 2 2=7 & FMT SMR.1[2]ic X v &
FREIC CHEF ST, FOREIDEEM T S5,

> setservice (W—ERIVC_ 72X 7IC#HETI-HITRELEHEDOEY M)
<Y —VB R TU=T OiBIGRGE>
FIA UID.2[1]. FIA UAU2[1licXk Vv, 778 ATHHHEN Y — LA V=T THDHI %
RBIFRET B,
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FREEIZIE, FIA_UAU.7 2L 0 "RV EO AN L FHIRESNTZEGEY 1 — KXy 7 & LT,

BRI 2 R L,

<Y —ELRZLUT=TD
CE "2 U — K%, FIA_SOS.1[1]ic & v

PR YR — 15,

SREME RO Y >
BN BIEEN D, CE RRATU— FOEF L.

FMT MTD.A[TIc LV, y—bE R P=TIZHIBEEN %,
FMT SMF.1(2X Y CE/ AU — ROAEROER S — AT =T I35,

<K BEHOTZDOKE, FHEERE >
INOERAZITO&EET, FMT SMR.I[1ICK D —v R P=7 L LTHEI SN T, 0%
I BEEA T B D,

6.3.1.3. T¥ ) T 1 HEEEHDIKREFMN

X2 U T A BEREM A R = POKFRR T TRITT T, CC/3— |k 2 THIE S D IKAFE
IA ST ITH1T D AFRIR] ORI Z OB 25k 3 5,

W RSRANAE AN

® 1 X1 ToHEESHDKR—R2 FOKEFER

N/A : Not Applicable

A ST DHREEH CC/{—Fhk 2 e
QU H—R b e e e
FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]
FDP_ACC.1[2] FDP_ACF.1 FDP_ACF.1[2]
FDP_ACC.1[3] FDP_ACF.1 FDP_ACF.1[3]
FDP_ACC.1, FDP_ACC.1[1],
FDP_ACF.1[1] FMT_MSA 3 FMT_MSA.3[1]
FDP_ACC.1, FDP_ACC.1[2]
FDP_ACF.1[2] FMT_MSA.3 FMT_MSA.3[2]
FDP_ACC.1, FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1[3] <FMT_MSA.3 % ] L7g\ B >
ATV NEMERGFELRW O, REGZEHT S
AL E AN
FIA ATD.1 7L N/A
FIA SOS.1[1] 7L N/A
FIA_SOS.1[2] L N/A
FIA_SOS.1[3] L N/A
FIA_SOS.1[4] L N/A
FIA_SOS.2 L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA UAU.7 FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]. FIA_UAU.2[3].
- FIA_UAU.2[4]
FIA_UID.2[1] L N/A
FIA UID.2[2] L N/A
FIA UID.2[3] L N/A
FIA UID.2[4] L N/A
FIA UID.2[5] L N/A
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AR ST DHEEEY CC/8s— k2
o : ) ' 71N
AVR—FR2 b DIRTEME A ST I2H 1+ B REFEZR
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[1] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MOF.1[2] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MOF.1[3] FMT SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MOF.1[4] FMT_SMR.1 FMT_SMR.1[2]
FMT MSA.1, EA RN AR
FMT_SMR.1
<FMT_MSA.1 Z i f L 72\ Bl >
Scan to HDD Data 47 Y = 7 M@gMix, =—W%—ID
LHIC—HLTWABERDH D, LoTHREDZA I
TTENG 2oL L, ToMMoBELX A I 7
FMT_MSA.3[1] TZORMENEE SN D LEMLR <. BEELAR
HWThD,
<FMT SMR.1>
FMT_MSA.3.2[1]10%ffi%72 L Té 5, FMT_SMR.1 i3,
ERICEMR L THRESNTWAKEETHY . L)
Tl FH O BLED 72,
FMT_MSA.1, WL biEA L
FMT SMR.1
<FMT_MSA.1 Z M L7\ BlL >
Secure Print Data ® 472 = 7 K J@1EIX. Secure Print
NAT—=RTHDT=D, REOHA I T THEHNREGZ5
FMT_MSA.3[2] NI L L. ZOMOBIES A 2 2 712 T 2 OBPEES
EREINDMEMETRL, FHREGFEIAETHD,
<FMT_SMR.1>
FMT_MSA.3.2[2]1 D% ff1%72 L Td 5, FMT_SMR.1 i,
ERICEMR L THRESNTWAKEETHY . Lo
T O MBI,
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[1] FMT_SMR.1 FMT _SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[2] . FMT_SMR.1[3]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[3] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[4] FMT SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[5] FMT SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{6] FMT_SMR.1 FMT_SMR.1[3]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[7] FMT_SMR.1 FMT _SMR.1[1]
FMT_SMF'.1 FMT _SMF.1
FMT_MTD.1[8] FMT_SMR.1 FMT_SMR.1[2], FMT_SMR.1[4]
FMT_SMF'.1 FMT _SMF'.1
FMT_MTD.1[9] FMT_SMR.1 FMT _SMR.1[2]
FMT SMF.1 FMT SMF.1
FMT_MTD.1{10] FMT SMR.1 FMT_SMR.1[2]
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A ST DHREEH CC/8\—Fk 2 .
S A— ok DT A ST 1261+ 2 IKEREF

FMT_SMF.1 FMT_SMF.1

FMT_MTD.1{11] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1

FMT_MTD.1[12] FMT_SMR.1 FMT_SMR.1[2]

FMT_SMF.1 2L N/A

FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]

FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]

FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]

FMT_SMR.1[4] FIA_UID.1 FIA_UID.2[5]

FTA SSL.3 L N/A

FTP_ITC.1 2L N/A

FAD_RIP.1 2L N/A

FIT_CAP.1 2L N/A

6.3.2. ¥ ) T« RETEHIRN

A TOE X, TOE ZHM4 2 BREEICH W T o372 Fah 2 fr
N2 mfp (TR HFHERL TH D720, BEREfER, TOE REHIESLS T A FAE ST
D& ARG 2 RO BRI T N 2RO Z ENBETH D, F-BAFREREE O
. TOE OMER, ¥X a7 REMNFHEPMOENTVD ZENHEEND, o THoRIRiEL

LRk E D EAL3 ORFUIZ L TH D,

ek, BRAEZEMHEAFE I ATIZ,

FEARIEGR T,

Ny r—=UTh2 EALDBBERENTNDED, U THHELT
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7. TOEE#E#

TOEDtE X =2 U T (HREEME L Vi EDANATOED X 2 U F s EEX DL TR 1210 C— &%
T, RSN, BRI THPAT 5,

* 12 TOEDtEF ) TR EBAINFO—E

No. TOE Ot ¥ = U 7 1 HhE
1 FADMIN PR R
2 FADMIN-SNMP SNMP & B FE e
3 F.SERVICE H— A E— NEERE
4 F.USERAUTH o— Y — R RE
5 F.USERDATA a2 —W—F — X e
6 F.PRINT Secure Print #%7E
7 F.OVERWRITE-ALL 27— X FEXEEMGE
8 FTRUSTED-PATH BT v rVHERE
9 F.SUPPORT-AUTH A Y — R —FREEENEY AR — N HRE

7.1. FADMIN (EHEE#HEE)

7.1.1.

FADMIN &3, ARty T =M T 78 24 58 HE T — R 58 LA 785
MEEHE AT —RFROEFTR2EDOEX 2T 4 FEEIE L VW EBHENBRET 2 —#HOEX 2
TAEBETH D, (B, TXTOBEENNSRKIVE Ry NT—7 OGN EEZIT e/ EE L VW D
e TIER )

EIEE AR AE

BHEE— F~OT7 7B 2ERIZK LT 7 7 B2 THRMAENEHE TH D 2 L 2k o OFR:
T 5, A K OFREGEN R LGB EHE T — R~DOT 7B A& L, KW LG5I EHET
— R~DOT 72 AEHEHT 5,
® = — 4 —ID A [Admin] THDZ &z L., FEHHE D1 %#%L0H6hé
@ F 13T TRENAX YT I X —INLRLEHE AT — RIZ L 0BT AEHERIEA T = A

iR d 5,

> Xy MU= MEDT 7 AR L TEBRERIERIL, FEE AU =R IR0y g

TEHRZFM L, EEERIEA W = X L5875,

> Fu has LT, 1008 Fot v g UEREER L CRIAT S,

O HENRFIINB AN ENDEHENRAT = RO T 4 — KRy 712 1 LFmREE ST 4K,

DL iz kv FIA_SOS.2. FIA _UAU.2[2]. FIA_UAU.7, FIA_UID.2[2]. FMT SMR.1[2]723 5
b,
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= 13 NRRAT—FIZFAEINDE TSI 2 —LHTH

XR HiE Y3508 —

CE Rz2U—F 8 #f RIEAFE 94 L0 s & 2R ATRE
(e, . i)

ASCII =— K : 0x20~0x7e

(=3 E AT AVEEN 0x22 (7) IHBRTE 20,

a—HF— 2T — ] 8 #iLh b BIEAFE 93 L s & 23R ATRE
(T, %, Lm)
ASCII =— K : 0x20~0x7e
0x20 (Space). 0x22 () ITFER T 72\,

Secure Print /XA U — | 8 #T ARG EE 93 SCF O H ) 58I ATHE
(., #. L)
ASCII =— K : 0x20~0x7e
0x22 ("), KO 0x2b (+) IFERTE 2R,

SNMP /S 2 TU — | 8HTLAE | BAKEFE 90 SUFED s IR ATHE
« Privacy /AU — | (e, #%. i)
« Authentication /XA U — K ASCII =— F : 0x20~0x7e

0x20 (Space). 0x22 (7). 0x23 (#). 0x27 ().
KO 0x5c (Backslash) [F®IRTE 720,

712 EEHEE—FOA—FOT 7 FHEE

BHEET— NIAXNEOT 7B AP T AT LA — Uty MEERILL AT 60O EE2 =T
IR E&id, BBNCEHEE— N2/ T7T 0 M5,
VL EIZ XY FTA_SSL.3 NEH I D,

7.1.3. EHEET— FIZTIRB I h 216

EHEE— F~OT7 72 ZAERIZB W TEHERFERERREIC L 0 VFHE & L TARSRES D
&L RMRE S A7 22 27 JEIERBEEST B, %@E@i)w’%ﬁéﬂéo EHAE L U CEBIRERED K
WLTHE DI, LT O#FE, HEEORIHNFFI &5,

FIA_ATD.1, FIA_USB.1 /I EREIC IV EHEN D,

7131 EHENRT—KOLEE

HHRESNDIEHENRRAT — FRNE R L TW DA, BHET 5, ZOBREX. /SRR ME
DHDIEHETH 5,
Z OREREIX, EEEE OBRBIEHERFT 5,
FHIRE SN D EHENAT — RIIU FOME AWML TWD 2 & EZREET 5,
> T ISOEHE NNAT— NIORESNDHHHEL, v 77 ¥ —biEksivb,
>1o@%%57&—?%ﬁéhﬁwo
> BUERESNDMEE —E L2,

BHHEDNAT— REF L, BHE LY — R P2 T ORICHFATSH, —E R P=T |
T HEHED/NAT — REEL, 7.3.212077,
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PLEIZ X v FIA_SOS.1[1]. FMT _MTD.1[4]. FMT_SMF.1. FMT _SMR.1[21}3FEH 5,
7.1.32. A—H—0NDHTF

® L —H—Xfk (= —W—WFEH xwmn’xwfﬂmémén—%—®#)
7747 FPCRETZ—Y—ID ZFEL, =—HF— AT — REEE (IRERGE DFEE S
nfwé%é)Lfn—%—ﬁﬁﬁénéoﬁb<&ﬁéﬂén—%~mxv RIZLLF o
i L TCWA Z & ERIET 5,
> R 13OZ—W—RRATU— RNIIRINDIHNE, Fv T 7 ¥ —noOHERIND,
> 1ODFX ¥ 77 X —THR SN0,
kB, MY —N—FRREE AN L TV DAL, 22— — AT — ROBFITTE 20,

® :L‘—‘]j- ﬁJ (:L‘—qj-_ﬁ}guﬁjjﬁ ZIK{ZIKHU FJ-E E j:%*ﬁqj-‘—/\‘—ﬁuu 7j:5b\TﬂEIJ)EH éﬂél‘—
F—)
7747k PCRRHECT2—H%—ID #HIFR7T 5,

® :l’_"j_“—ID @%E (:l»—’lj‘ muuiEjch jg{ztgmuu )b\VC*IJﬁH éﬂéﬂ-‘—"ﬁ“—@#)
7747 N PCRET—H—ID 2ZEHLT 5,

@ L — Y — 2T — ROEE (2—P—F8FE N AMFEFECB W CRHIA SN D 22— —DA)
7747 bh PCRATLZ—YP—NRRT—RKEEFTL, FILIEEINDIZ—H—RRAT—F
WXL T OB Z7- L CND 2 & 2 RGET 5,
> R 18O —P— AU — RIRINDHHE, ¥ 727 X —0 ORI D,
> 1ODF v 77 X —THERINR,
> BIERESNDOMHEE—F L2,

Z O (22— — 2T — ROERE) 1L, 2—VF—ORFEHERT 5,

AP =AU — FOLEZRE LRLOMER, FHEOHICHFNT L, 22—V —HHFD2—H
—/NAU— NI, 2—=F—HHITHHAT D,

2L ki X v FIA_SOS.1[3].FMT MTD.1[1].FMT MTD.1[2]. FMT MTD.1[3].FMT MTD.1[8].
FMT_MTD.1[10]. FMT_SMR.1[3]. FMT SMF.1 REH I 5,

7.1.3.3. 2 — W —FRGEERE DR E

Fy NI =2 %N LT, 22— =GR IR T AU T ORISR EHET D,
® RIKFERE : mfp A ’C“’*":iﬁ"ﬁ”él—ﬂ‘~/\x U — RZ&HH3 53 =
® SNV — N—FREE : Ry U= 2N L CHEERESND 22— —FRE R —"—ZTEFHE D
2 —H— 2T — FEFRIHT 255855 (ActiveDirectory 520D A%t 5)
> AN — AN —RREE AT A G A E. *y MU= B4 LT AN — =B E T — # (O
WY — =R T D RAAL U472 E) ZRET D,
o FEEELZ\W :mfp #FIHATH2— —%FFEL 2V

PITFIZ, 22— —BiSRIcBIT 52X 2 UV 7 A HIEO S TV OFLOBGRE RT,
® [Zfid 5]

> TARMGERE] . FIE AN — R =BG B [RERE L2 W IR EA AR T 5,
® [ZHEIES 5]
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> rnmnEL/fcfl/\J ﬁ)%(ztg{z'gmuu iff_&i (%%B'}j"*/i\’“?gnﬁj \—E&ﬁ%wﬁj—é
® (DELENWEWET D]

> TZ'KMKHL‘ uEJ i E (ﬂﬁﬁv‘j“—/ﬁ_?ﬁj‘\%ij Iz g& Ejﬂé E et X, fﬂ%ﬁv‘j—‘—/i s uEJ yiR) i>O
(RFRFENCREEEET D,
FROBREIX, FEHEDOIFTFAT D,

LI kic X v FMT MOF.1[2]. FMT MTD.1[3]. FMT_SMF.1 3 FEH N %,
7134 A— OS5 7 MEEEDRT
NRENVEN LT A= bl T o MERBICBIT 2R ET —Z ThHVAT LA — M)y MR %
PUFIC R R #EPH CRRET 5,
@ AT LA — KUty MEH 2 1~975
DORTET., BEEORIIFFT 5,

2L Eic X v FMT _MTD.1[3]. FMT_SMF.1 AEHEh 3,

7135 3y FT—U DEE

N, Xy NT—=T %N LT, UTFORET — ¥ OREBIEEZIT I,
® mfp DIRTET — X IR T2 #HORET —4 (IP 7 KL A, AppleTalk 7'V o ¥ —4 %)
cIP7 RLA (X%, Ry NI —7RHEOWEH LR IE HE)
- AppleTalk 7"V > % —4 (> MU —27 KRB OHHEEA[HE)

ZOREIR, BEHEDORIFAT D,

h

PLEIC kv FDP_ACC.1[3]. FDP_ACF.1[B]»FEH SN 5,
7.136. Ny 97y T, YR NTHEEDET

BHENRAT—FK, CE RAU—RFERWT, HDD IR E SNDIRET —H &2 v 7 T v 7,V
ARNTT B,
3y b= &N LT, 2—P— AU —F (IRKRGEIE AR E STV DHA) .
2—H—ID Z v 7T v 7T 5,
Xy hI—7 %ML T, ScantoHDD Data %3y /7 7 v 7 (Fyru—1FK) 5,
Xy "NU—2 &N LT, 2—HF— 2T —F (IREEIE BHRE SN TS,

22— —=ID %V AT T 5,
c Ry NT—Z & LT, TXTD Scan to HDD Data D —& % F 9 5,
« Xy FU—27 %A L. Scan to HDD Data #HI&4 5,

RO, FHEORIIH AT D,

PL iz X v FDP_ACC.1[1].FDP_ACF.1[1].FMT MTD.1[1]., FMT MTD.1[10],FMT MTD.1[5].
FMT SMFE.1 REH I,
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7.1.3.7.SNMP/SRJ)— FDZEE

Bt~

SNMP /X2 7T — R (Privacy /YA 7V — K, Authentication /XA U — K) ZEHTT 5, HLIKE
=5 SNMP /22T — F‘ZJS‘L)LT@E%’EI%??E?’: LTWBZ L E2BEET 5,
Z OREIL., BHEE ORE| MR B,
® = 130)SNMP/\?<‘7 b RSN, ¥ 77 X — BRI D,
@ 1 OoDF ¥ T X —THERENZ,
ZOERL, BEHEOLIFFAT B,
PLEIZ X v FIA_SOS.1[2]. FMT _MTD.1[3]. FMT_SMF.1. FMT _SMR.1[21}3FEH 5,

7.1.3.8. SNMP/SR ) — R4 RED R TE

F v T —27 %4 LT, SNMP /XA U — REBGEHEHE 5HFBREF % TAuthentication /XA 7
— RDH] F£721% lAuthentication /XA T — KH-> Prlvacy WNAT— R ITRET D,

ZOREIL, BEHEORIFHAT B,
PLEIZ XY FMT_MOF.1[2], FMT_SMF.1 BRFEB I 5,

7.1.3.9. BIEETF v 1 JLHLEE

n|||

7\/ KU —2 % LT, SSLITLS IZ X 251G T v RS RERET — X 2R ET D,
o HERFIRERT (BERKFHFAOERT)
® HEHHT v X /MEBEDENE - 5 ILRE

EROFBREIL, EEEORIIH T 5D,
PLEliz X v FMT_MOF.1[3], FMT_SMF.1 RAEH N5,
7.1.3.10. X a1 7 o8 b HEREICBEE S S HERE

EEHENBET 28X 2V 7 ¢ i {bHREOR E I AT ZREIXLL T OE Y
® XU T iR {bEREDENER E
NENVENLT, BXa VT ik re0 a2, B2 E T Hine,
® HDD im# 7 4+ —~ v MEEE
NENVES LT, HDDIZ 7 7 A VT AT A CHRIHT 2 E BT — % O 2 E X AR, Z o
BT r—~ v POFEITITHEV, B 2 U T o BLEERE DR E & T 5,
o &5 —x FEXIYERE
RENEN LT, BT — 2 EEESHEEOETICEID . BXx a2V T 4 38{LIEREDORE 2 BT 5,

ZOEEEIL., BHEE OLIZEFAT D,

PLEIC LW FMT MOF.1[1]. FMT MOF.1[4]. FMT SMF.1 REH I 5,
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713.11. &T— 3 L EZTHEHMEDEE

27— EESHEEEOFATIZ, Szt LTEEEORITHIRT 5,
BT —F LESHEREOFATIZL > T, HE, LS 7—213, 7.7 IS LD,
B, 22— — " RT— FOHEL, 22— —FERELRUC rZMZiKquJ73>J£?Réhfb\éf5'é\llf5§éo

Pl ki X v FDP_ACC.1[1]. FDP_ACF.1[1]. FDP_ACC.1[2]. FDP_ACF.1[2]. FDP_ACC.1[3].
FDP_ACF.1[3] . FMT_MOF.1[4] . FMT MTD.1[1]. FMT MTD.1[9] . FMT_MTD.1[10] .
FMT _MTD.1[11] . FMT MTD.1[12]. FMT SMF.1 " EH N %,

7.2. FADMIN-SNMP (SNMPE & 1#5E)

FADMIN-SNMP &%, 7947 FPCE SNMP ZFIHHL TRy hU—Z 2N LT 78R
WCBWTEEE i BIFEE L iRBFRRE SN EEHE IRy NU—7 OREHAEDBIEEZFF ]
XU T o HEETH B,

7.2.1. SNMP/SXR T — FIZ &k BRI R AE

SNMPZ#HWTxry hU—2 2N LTCMIBA 7 V=7 NMIT 7 BATHRMAENERETHD Z
&% SNMP /SR T — N2 X o THAGERET 5. # R ORBFED Y L2581, EHEE o%E
HAT O, MIBA 7 Y27 MIT 7 EBRAZFAIL, RRMLEEGAIIMIBA 722 MZT 7€ A
LT 5,
® HHE AT 572D, SNMP SN2 U — K& L CGRBIT 5,
® X 13IRENDF Y T X =05 HSNMP/RA Y — RIC L 0 EBFET 5 SNMPRERE A /1 = X L
Zieftd 5,
» Authentication /XA YU — RO &, F721& Privacy /X2 U — K TN Authentication /XA T — R
W a=FMT %,

> SNMP O&EE, it vy a UERIC K DEBEFFIEA D= AL ELELET, BREOE Y
>3 2 SNMP AU — RFIHT 5,

Pl iz X v FIA_UAU.2[2]. FIA_UID.2[2]. FMT SMR.1[2]RFEH N5,

7.2.2. SNMPZ I L - E1EHEE

PUTFIORTHEERIZCEBWT SNMP R 2 U — RIC L 5k BIERarEREIC L v . BHE L L CiknR
FEEND L, FHEZ A 7IZH A7 JBIENBESIT S, %@Emnﬁﬁﬁéhéo BELE L LTERR
FRREDS RN LTe B D&, LT O#E, BEORIHANFTFrI S5,

FIA_ATD.1. FIA USB.1 % FEIc kv EBIN A,
DOy FITI—HDEE

Sy FT—=7 %M LT, UTORET—F OREBIELIT I,

> mip ORET—ZIBURT 2 —HOsRET —4 (IP7 FLA, AppleTalk 7'V v % —4%)

Z ORI, BEEORIHFAT D,

Ll kic kv FDP_ACC.1[3]. FDP_ACF.1[B]IEH EN 5,
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@ SNMP /SR J— FDZERE
ZOEE (SNMP /XA U— ROZEH) 1%, HEEOKEEIZHERT 5,
F v hU—27 %4 LT, SNMP /XA 7U— R (Privacy /XA 7 — K, Authentication /XA 7 — R)
EEET L, FHLIEESIND SNMP SR T— RBRLLTFOME A2 LTS 2 & ERIET 5,
> R 13OSNMP/SAU — RITRSNDHHHEL, Fv 77 X —bigkSn o,
> 1ODF ¥ T 7 Z—THR IR,

ZOEFIL, BEHEORIFFAIT S,
PL kI X FIA_SOS.1[2]. FMT MTD.1[3]. FMT _SMR.1[2]. FMT SMF.1 "EHEIN %,

@ SNMP /\°Z'7— anunE*ﬁéﬁEo)EQE
T hU—27 %4 LT, SNMP /X2 U — RIRFHEHE 53R )7 % [Authentication /XA U

— RDH | F721% [Authentication /XA Y — K H-D Prlvacy INAT— R ITRET D,
ZOBREF, EEHAE DRI D,

Pl Bk v FMT_MOF.1[2]. FMT_SMF.1 AEH SN 5,

7.3. ESERVICE (Y —EXE— FH8E)

F.SERVICE &3, SRAMNLT 78 AT 5 —E ZE— RIIBIT A2 —E A0 V=7 ik
HEE. CE AU — ROEHSOEHENRNZA T — ROEFREOEX 2 U T 0 EHBiEL o 7-—1
ALV TREETD —#HDOEX 2 )T A RBETH D,

73.1. Y—ERIT VO 7#RIRI e
NRENNDEHP—ERAET— R~DT 7B AERIKH L C. T 7B AT HHAEEZ S — AT V=T

ThHD &zl M OREET 5, Wl M ORRREN D) LT Bl $— A D=7 OREIHEE
STon, — 1:7\%~]\f\0)7?ﬂz7\%:ﬁ_fb\%E&Lt}ﬁu FY—ERE—F~DT7 7B RAZIE

BT 5,

® F—E AT TV=TOWHIE, P—ERE— R~DT I REERT D700 OBAEETT IR o T2
\—ﬁé‘%}%lj?—éo

® % 13@1%?5%6%&”7‘7/5“*753%1650E/\°7< U—FRlZkDy ntunLT:—g—z)CEnunEfjj XA%*E'f
j‘éo

> P—ERAE— FOBEGITIRNREANLDT 78 AZADIIII 520, Bkt vy a VBRI

CE #BEFA =X L Z B LW,
® HENRFIINMHBANEND CERAT—RDT 4 — RNy 712 1 LFHERE T EIRT,
Pl iz X v FIA_UAU.2[1]. FIA_UAU.7. FIA _UID.2[1]. FMT SMR.1[1INEH SN 5,

732. H—ERE—FIZTIEt S h B H#EE

P—ERAE— R ~DOT7 7 EBRAERIZBW T —E A= Ti#kBERGRE I LY —E 2
V=T L UCRFERREEND &L LT OBEEDORI A TR SN D,

OCENRT—FKDOER
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ZOWRE (CE XA T — REH) 1, Y—b R V=7 O&REIZHERT 5,

HHERESNDRNAT— RN EZTZ LTV AEE, BT 5,

> FHRESND CE/NXAT— R TOME G- L TWD Z & EREET 5,
& 13DOCENRAYU— RIRSINAHE, ¥ 77X =00 IS5,
1ODF v T 7 X —THRIN720,
BUERRESNDMEE —FH L,

TOEEE, ATV =T ORI T S,
PLEZ XD FIA_SOS.1[1], FMT_MTD.1[7], FMT_SMF.1, FMT_SMR.1[1]»35%£8 &h 5.

Q@ EBENRT—KFDLEE
ZOMRE (BHEE SAY— REE) 13, BEEORE 2R 5,
EWENRT—FEERT S, il Eéhéﬁﬁﬁﬂxv—%iu?mﬁg%ﬁtbfwé:
L EREET 5,
> R ISOFHENRRAT — RIIRSINDHE, T T 7 ¥ —MOHERINS,
> 1ODX ¥ 77 X —THERI N,
> HBUERESNAMEE —E L2,

BHEONRAT — REFEIZ, FHE LY — R V=T ORI 5, ERE T &L
DNRAT— REF L, 7.1.8. 11277,

PLElz kv FIA_SOS.1[1], FMT_MTD.1[4], FMT_SMF.1, FMT_SMR.1[21 3 FEH 5,

7.4. FUSERAUTH (a—4H —3REIHEsE)

F.USERAUTH &i mfp OFEMEEZFIAT 227> T, 2 —V—ZBRRET 5, E 725
FRRE X iz —H—1Zi%, F.USERDATA <° F.PRINT 72 & OFSREOF|H 2 5 7] 3~ S 1th, K%mﬁﬁ
(2 mfp A& ufﬁfﬁﬂéi’béi—‘ﬁ'—/\xﬁ RO BREERE 2 421k 9%,

n—ﬁ—%%CmBmmNm F.PRINT 72 & DBEDKFR) ~D 7T 7 AHRIZB N T —H —
RBEREEAEREIC L W, 22— — L U CGRIGERES N D &, FIHZE X A 712X A7 @it FIRF RN
%@of%m ZORMEPHERFESND, 2—P—& L CRBGERED KD L7 E DA, LUT O#RE,
BEREDFIANFFT SN D,

YL EIC X W FIA_ATD.1. FIA_USB.1 NEH SN 5D,
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7.4.1. A—H5—H AR RE

Scan to HDD Data. & O Secure Print Data ~®7 7 F RAERIZB T, 22—V —THAHZ ¢ %
EREEREET A, BB ORI KR L EmAE, = —F— BB MRBES T S, FUSERDATA X
O FPRINT OFHZ#F 45, £/, KK LZEA1L FUSERDATA & O F.PRINT OF|H % fi 15
T 5, 22—V —FBFEH U REFEGE DB IR SN TV DAL, A&z —3—ID ' HDD (Z
BEkIhTnbpa—H—ID THHZ L #ilkAlT 5, /o, D — —3GE DB RSN TV DY
Bl AN1snfca—H—ID BN — =2 Bk s TV b 2 —%—ID ThHh 5 Z & Zikil T 5,
@ X 1R EINDIFY T I X =N —F—RRAT—RIZL), 2—P—%2iET D2 —H—

FREA = X LT 5,

> Xy NU—I 607 7 A L Ta—Y —3GEk%kiLx, =2—H%— 2T —FLFhlot v

a UEREFRMA L, 22— —BEEA I = X A& 5,

> 7 ha s LT, 1008 Eov vy g UEREER L TRHIAT S,

O HERFNMMB AN END =Y — AT — DT 4 — K 7|2 1 L PmhEE U 2K d,

LI Eiz X v FIA_SOS.2. FIA_UAU.2[3]. FIA_UAU.7, FIA_UID.2[3] . FMT_SMR.1[3]2 %],
INb,

<a—H—ID » H B aek >

2— PRI SR THERY— N—FRFE] PNEIRESN TV AR AEDRETH 5,
INERY — N — LT DA, AN — N —FBIRE T — F A LT, BRBIEIT O, #RBIC R
L7280, MY — " — L OB II TR0,
2P — DFBFRREN L) L7255/, AR — _—DRENBE#ESITT b, #iFFasnsd, 72, 4+
W — =2k~ T, 2—F—D &%mu_&ofﬂ%éﬂtn—%—%%n~#¥ﬂ)&Lfﬁ%
T 5,

Pl kiz X v FIA_UID.2[5], FMT_MTD.1[8], FMT_SMF.1, FMT_SMR.1[4]3FEH & 5,

742 A—H—HRIRBIAFA A VICEFTE4— BT T MgEE

HAIE SN2 —F—RNT 7B AP VAT A4 — F Uty FEERILL TS O EEE S T
o BA. HEIRIC 2 — —fkBIERGE R A A > (22— — DO BIERAER L) Z ke L T B IREE)
NourZ 7y N5, ZOBKREIX. SRV EEOARTH D,

YLz X FTA_SSL.3 WEH IS,

743. A—H— /"R T— FDOLTHH%ARE

Xy hU— 7 fEH CHBERES N, 22—V —iBIFRFE R A AV ~DT 7B ANFA ShD L, AN
®n~f—NXU~F%%E¢5:&ﬁﬁﬂéhéoﬁk%ﬂ%—ﬂ—mﬁﬂﬁﬂ®ﬁA (BN
EIIFI A CE 2R,

FHBREIND 22— — 2T — RPRLTFTOREEHZ LTV D 56, AR5,

> K 1302 —H—RRAU— NIIRINDHHE, ¥ 77X —D0bERE 5,

> 1ODFX ¥ 77 X —THR SN0,

> BIERESNLMEE— ﬁb&w

T OREIX, 22— —DORE ZHERT 5,
UL_iDFﬂL&EJBLFMTJHDJM\FMTSMELFMTﬁMRHﬁﬁ%ﬁéMéO
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7.5. FUSERDATA (A—H—T5—4 #EE)

FUSERDATA ¢t i, B —V—Th D LRI N2 —F =X LT, Yg2—V—n
Scan to HDD Data O&FEEELZFF a4 27 7 & AHIEEEEICEGR T2 —ED X2 U T 1 #MEED
ZeThHD,

<Scan to HDD Data @& %>

® Scan to HDD Data O # EE#IEIZB T, Scan to HDD Data 47 ¥ = 7 M@z, &k
BfEx Liza—P—0a—3—ID #RET 5,
PLEIZE D FMT_MSA3[IRFEHR SN S,

7.5.1. Scan to HDD#4 &g

Scan to HDD Data (‘%ﬁ'é?’] R il fEIHE BE
2— W —DOFRFERBIC LV . ¥ X7 B L RIHE RENFIHE Z A7 ICE#ESIT oD, 20X R
%, FIHE R — ﬁ‘é—éj‘jyi7 ~J@EMEZ £ Scan to HDD Data (2%f L T —&#or (%L
BH, 2y FU—Z8H), Fvrn—F (xy PU—27&A). B OSRUBER, 2y PU—7 &
H) 2175 2 &8 anb,

YL Bz kv FDP_ACC.1[1]. FDP_ACF.1[1I1RZFEH SN 5,

7.6. F.PRINT (Secure PrinttgE)

F.PRINT & i%. Secure Print #6E(Z 3 Té‘izﬂ?:u VT 4B TH D,

Bk —H—Th 25 EHBIRGES Lo 22— Y — 2% LT, 733025 D Secure Print Data ~?D 7
7 & AZ%F LT Secure Print Data OFH &7l S c2—H—Th 5 2 & ZF5E L, A& IC 4%
Secure Print Data OFHIRI, HIFRAZFFAI 92 7 7 & AHiEEE 2 #2032,

7.6.1. Secure Print##gE
Secure Print ffe~D7 7 & A ERIZIBWW T2 — P —ikBIEREIHERE L —P =L LRk
FRRESND & FIHEZE X A 7128 A7 J@EREEE ST i, %@Eﬁ#n‘ﬁ%éhéo 2—HF—L LT
FRFERES ) L7238 DA, LA T OBME, BEREDOFIHNFFrI S5,

LT OMREIX, = — W —DRIZFFFT 5,
@ Secure Print /X2 7 — FIZ &k % :RiEH4AE
ﬂﬁl—“j‘ ThHDHZ ENBARIEEND & /%5 Secure Print Data ~D 7 7 & AHK
ZxtL<c, 77 “EX?”é*IJm%%éu Secure Print Data DF|HZ#F s c2—F—ThHoH 2
L EERRERAET D, FRAEICET) L2613 % Secure Print Data @7 7 £ A& FFal L., F&GEIC
L L 72356 1% Secure Print Data 0)7 ? BRAEHELT D,
> Secure Print Data OFIH ZFFrl Sz 2 —HF—0ihlix, =—F =N \RxLzNLTT 7k
2 Z33K$ % Secure Print Data OEIRERIEE 1772 > T2 HF( uuﬁjUDJ'JTE)
> R ISR EINDF ¥ T 7 X =072 5HSecure Print/X A U — RiZ L Y ERFET % Secure Print
DatailfE A I = X Lz fgft4 %5, 723, Secure Print/ X AU — F‘75>*T?§5C@n%g%{?ﬁt AN
1O0OF %77 Z—THRINTND, CFHEOMNWE Ziilz S eWigga, Fil, HIFREZFFAT L
AN
» Secure Print OEEIINRNIANLDOT 7B AOIRIIRD O, Bty a JERIC
Secure Print Data F8iEA 7 = X A ZEMEE L LW,
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> BEARZILB ATTE D Secure Print 7SA UV — RO T 4 — RANw 712 1 XFEERERECES
T,
LA iz &k v FIA_UAU.2[4], FIA UAU.7. FIA UID.2[4]. FIA SOS.14InFEHEH 5,

@ Secure Print Data IZ% 9 2 7 & & R fill fHH%EE
2 — P —DFRBIFRIEIC T T 5 & . Secure Print Data 7 7 & A2 &{E L C. Secure Print
Data 2%t LT, —ERREZHTRIT 5,

Secure Print Data ®#BIFEFEIZHZN T 5 & LU F @D Secure Print Data 7 7 &= AN EMET 5,
> FI#E# A 71%. Secure Print Data (2% L CHIR, BIRZHT S5,
ULc: X v FDP_ACC.1[2]. FDP_ACF.1R]IFEH S5,

@ Secure Print Data D& R HE
Secure Print Data M&GFERIZBWT, BEgEIiza—P—L L TRHIAEIN D &, Secure Print
IRAT — RExtg L 72 % Secure Print Data & 28422 L 25T 5,

Pl Rz v FMT _MTD.1[6] . FMT_SMF.1 "EH Ih 3,

> Secure Print /827 — FDREE
ek I 72 Secure Print /XA T — RRLLTFOSRMEEH T2 2 & #RET 5,
xR IBSCTRLIEXF Y774 —ThoHZ L
PLEIZ X v FIA_SOS.14lo—#mEH I NS,

» Secure Print /X2 U — FDfTE
Secure Print Data OB $EERKIZI VT, Secure Print /S A U — R OBREKIZ TR S5 BIEN
5873 % &, Secure Print /XA U — K% %3% Secure Print Data [Z5% &3 5,

LLEIZ kW FMT_MSAB[2]3EBlsh 5,

7.7. FOVERWRITE-ALL (£T7—% EEZ = HEHaE

F.OVERWRITE-ALL & i3, BFHEF ORI EEBRIEICL Y. HDD, }SZO“ SSD »F — Z fHEi I
FEEXWHELFITT S LT NVRAM ITHREINTWDENNAY — REDOREMEZ PIE LT 5, 1HZE.
FITHE SN A RERRBITILLTO@EY TH D,

<HEINDLHWKR : HDD>
Secure Print Data

Scan to HDD Data
BBl H A Y a TOEMBE T 7 A L
REE 7 7 AV

HDD 717 g 7 7 A v

g EEE 7 7 A L

2 —H#—ID
Z—P—RRAT— R
Secure Print /XA U — K
SN — N —ERBIRR ET — ¥
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® %fF TSF 7 — X

<HESIN DMK : SSD>
® SSD Hifg > 7 1 v
® XEMET 2T AN

<L ENBHFER : NVRAM>

® HHHFH /AT — R

® SNMP /2T — R

® SEHT v AR ET —H < FIMRIREEIZMT B AFTE LR VWO TIHE S D,
® mfp OFET —#

HDDIZE X ATeT — & | EX AL RIS EHEE AT, FADMINIZEWCERES N T —# 1
EXWEEHEDOHESFKX (R 14) IS U TEITEIND, F-. SSDIFETEHE (0x00) TEEXHE
SD, B, AEEOETICENTEFx 2 U T ¢ M{LHEREOR EIX RN/ 5, (FADMINIZET
LY F 2T 4 i LESRE OEMER E DL E S R)

ZOEEEIL. BHEEOLIZHFAT D,

LIz X v FAD RIP1 WEHINS,

K14 2T SQLEZTHEEDIATELEZTDHE

7K LEEINDT—FEATLZDIEF
Mode:1 0x00
Mode:2 S = EL3C = 0x00
Mode:3 0x00 = O0xFF = il = HWir
Mode:4 L% = 0x00 = O0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = &l
Mode:7 0x00 = O0xFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = IRiE

7.8. FTRUSTED-PATH (S1{E%F v = JLHEHE

FTRUSTED-PATH &%, TOE &7 54 7 > k PC 4T Scan to HDD Data (TOE 762 54 7
Y FPC~DE DT a—R) ZEETHEIC, SSL £721Z TLS Yu b= L2 L <, &fEHEF v
FNEER, KOEBTHHETH D,

WEIX. 727947 N PCIHLOERIZEVBIET 5,

YL EI2 X FTP_ITC.1 NEB IR 5,
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7.9. FSUPPORT-AUTH (4} &84 —/\—ZREEEN/EH 7/R— M #ARE)

F.SUPPORT-AUTH & /&, ActiveDirectory (2 & 5 = — W —F@REH Y — X — LEHE L T2 —% —
A RRRERERE 2 BT 2 1o DHERETH D, (FUSERAUTH & 3LICEIET 2BRETH 5.)

o —HP—FBEEHF U I — N —FREE) ﬁ)@?ﬂéz"b“(b\é%/ﬁf = B R FRRE LB 3
FRIND & =P FERERY — =3 L TS = — =3t T 2R E RO WA b & 1T
Do THUTK L T =P —1FREEY — "= LIRS N D BREEH 2 B L, = — Y — OfBIERREL
f@’%%fﬁj‘é
PLEizX b, FIT_CAP.1 BREIH S5,
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