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1. ST &R

ARETIX, STHANEFER, STHE, TOE OFHMERIEILANIL. CCHEE. SEEFR . BIUMRIELRAE
[ZDUL\TEEih 35,

1.1. ST Al
ASTETOEZEA T A-ODIEHREMRT D, ASTIXISO/IEC 15408 (2005) (Z#EHT B,
@ ST #H7

E+T+¥Avys X ApeosPort-II C3300/C2200 DocuCentre-1II
ST &%

C3300/C2200 2Y)—X avbB—3YIb0x7 wFaUT453—7 vk
ST/\—>3v: V1.05

ERE ErEovyABnAe4t
ERB 2008 £ 2 A 28H
Common Criteria for Information Technology Security Evaluation,
CC - Version 2.3
ISO/IEC 15408 (2005)
#H E-0512(Interpretation-0512)
o RIVFI7UIaAVV AT L, TORNEEH,. aE— TV 8— RFvf—,
T7IDAR RMN—RTARVEE. XETHLEEHE. XET 4SS
@ TOE #3|

Ext¥Ays X ApeosPort-II C3300. EX+¥AvYY X ApeosPort-II C2200. ELX ¥
Aw5 X DocuCentre-II C3300, Et++¥AwY5 X DocuCentre-Il C2200 M 4 #fE L4
BLC TOE #Al., /\—2a> T#EA T 5,

E+T+¥AOys X ApeosPort-II C3300/C2200 DocuCentre-1II

TOE 5l : . . _
C3300/C2200 )—X avbkaA—35Y k97
N—3y Controller ROM Ver 1.0.10
WEHE: ETEOv RSt
1.2. ST#I=E

A ST &, aE—HEE. T A—HEE. RX YT —BEES LUV I7IVRBEEEZE T D, TOAIILESR
# (Multi Function Peripheral B&#; MFP) Td 4 ApeosPort-TI C3300/C2200
DocuCentre-II C3300/C2200 2")—X (L&, BIZTMFPIERRT) . BLUZEDA T avEHT
HET—REF1)T4FVbDAVA—FY T I TITDONTCRBLIZEDTH D,

T—3EFa)T4FYMEMFP IZKYNEIN & AEN\—FTA RV EBICERIN-XET—
R, CNZEFRAFAXET—RIELRD . FELGRBENORETI-ODERF T avTH
%

Ff-. AR EERBRIST7IRABEEE A BIZ. ARV T —I LICHEETINET 4B L
U TOE RET—RIT I ERTEEBEILFRET S,

A TOE [FUT DX T HEZRIET S,
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o N—KRTURVERT—ALEEZHEHEE (TSF_IOW)
o N—KRTARVERT—AMESL#EE (TSF_CIPHER)
o VATLEBEVLXIT+EEHEE (TSF_FMT)

o ARMIT—IUIUZTFEEHIBEREE (TSF_CE_LIMIT)
o TJFYARTA—tFal)TaHEE (TSF_FAX_FLOW)

KX 1) T4—EEIRBN—RTARIEELTFIAN—RHEBEINTNSIENTHR TH S,

1.3. CC#HEEMDIER
KSTIETROEHREX LV TAFHEREEISEEL TS, BHA STABESL TS PP (F7LY,

CC /83— 2: BE

CC /8—F 3: BE

FHEREEL AL EAL3 &&

1.4. sEEH
K STEREDSEERELUTICEERT S,
B&F5 FEXaA kA

BHREM X2 TAFHEDI=HDAELIFATIT 18A—232 2.3

[CC 13— 1] N—hk1: #EE—METIL 2005 % 8 A CCMB-2005-08-001
(FRE 17 5 12 AFIERE 1.0 it MILTBUE N RN HE R
tXaTrt5— BHREFL)TARIAE)
BRI X 1) TAFED=-ODIEL 54T 1A —3> 2.3

(CC 15—F 2] IN—bk2: LX) T#EEEMH 2005 £ 8 A CCMB-2005-08-002
(FRK 17 5 12 AFIERE 1.0 ik IMILITBUE N RN EHEERE
X)) Tat 33— HREX2)TREAE)
BHREM X2 TAFHEDI=HDAELISATIT 18A—232 2.3

(CC 73—F 3] N—bk3: EF2)TRIEH 20054 8 A CCMB-2005-08-003
(FRE 17 5 12 AFIERE 1.0 it MILTBUE N IFHRLIEHE R
tXaTs5— BHREFL)TARIAE)
BB X 1T EDIODEERE N\—P3> 2.3

[CEM] FfffiA5i% 20054 8 A CCMB-2005-08-004
(*FRK 17 £ 12 AFAEREE 1.0 ik JRILTBUE NFHRLEHEERE
X)) Tat 33— HEREX2)TREAE)

[1ISO/IEC WD N3374 PP/ST{EBDT=ODHAF /3—3> 0.93

TR15446] (FR16 F 1 A{RER HMIIITBUEAN FIRLEBHERKE X)) TE225—)
#HRE-0512

[1-0512] ((FRK 17 £ 12 AFIERE 1.0 ik JRILTBUE NFERLIEHEERIE
Xa)Tato3— HREX2)TREAE)
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1.5. STHEEE-H:E
1.5.1. G
K ST IZHITHREEEZ LU TICEREAY 5,
B EERNE
ADF HENRFEEYEE (Auto Document Feeder)
cc JEV954 7)) 7 (Common Criteria)
CE AARY—I P =7 (Customer Engineer)
CWIS o A—D T A A—F vk —E X(Centre Ware Internet Service)
DC T24)LarE — (Digital Copire)
DRAM BAFIvIS505 LT7H1RXAEY (Dynamic Randam Access Memory)
EAL S {REEL N JL (Evaluation Assurance Level)
nT Efg A AF2—=7F )L (Image Input Terminal)
10T Ef&H H4—=7 )L (Image Output Terminal)
IT 1&#R 4 (Information Technology)
IP A1>A—xvbk7Oka)lL(Internet Protocol)
MFP T A IVEE# (Multi Function Peripheral)
TERMESUE LTIERAAE) (Non Volatile Random Access
NVRAM
Memory)
PDL R—IiEib E & (Page Description Language)
PP JOT7433>7a774 )L (Protection Profile)
SAR X)) TAREEEH (Security Assurance Requirement)
DT ILNRIZERSN BRI E SR Z FTEE7R ROM
SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)
SF ¥ 1) T18EE (Security Function)
SFP 217188875 & (Security Function Policy)
SFR X2 THEEE 4 (Security Functional Requirement)
SMTP BF A—/LEIETORa/L(Simple Mail Transfer Protocol)
SOF HeEETRE (Strength of Function)
ST t¥al)T15—%7 vk (Security Target)
TOE ST{Hxt & (Target of Evaluation)
TSC TSF #|{&1&56 (TSF Scope of Control)
TSF TOE ¥ a1)T##E (TOE Security Function)
TSFI TSF 412#7x—X (TSF Interface)
TSP TOE t#a!)71/ %t (TOE Security Policy)
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1.5.2. F&E
A STIZHBITHABEELTICEHRRAT S,
& EEAR

S TOE MMERIZH>T TOE EXHEET HEBD I TA4T 4. EARMIZIT—AR
FAE. RATLEEE. BLUHAMN—IUDZ7,
MFP DOE—#8E. R ¥ v —#EE. 7V ABEES JUVT ) 2—1EE%

— R AE
FATEHE,

HMEEE MFP D#ME I TOE EX 1T HEREDRELTITIERE,

SA(System B EEEND, MFP OMBEENLTOE X T EEDREET

Administrator)

nf-&,

DATLEBRE

MFP DM EIEAS TOE X ) T/ EED R TEFITOIBESE,
HHEIEEL, SA DB

HARNY—IT=7

MFP ORF/MEEZIT>EAVIRADIVIZT,

WEH

EEZFE->TTOEZFAYTDE,

BRI

MFP DBEIZHELREY ST BYFINRILTARATLADEE S
TAY VN

—MRFMAEISA4T

—RAMAELFAT 95147k,

DRTLEEE DATLEBENNEATEISM4Tor, VATLEEEFX Web TS50
9347k ZELMFP TR LT, TOE SRET—2DHEROEST A EITI,
R MFP (\:iq‘b'cx#)vd-%ﬁa:otUxﬂwyb’c HERYIR(ZHShT=
Bk Sc%—‘f—@éﬂxb)tﬂﬂﬂéﬁ'éé%%a“éo _

. SHICVRTLEEEIL. Web I50HZEFELMFP [TXL T, TOERET
H—E X (CWIS)

—ADHERCEESMAEITOMBERMT D,

VATLEEEEF

—RFIAEDL MFP D#EEZF AT IHEE—FEFAIC, VAT LEE
HMNTOE DFEABIEIZEHE T, TOE B DO EERTEL TOE £xa)
TAHBERTEDSRB/EHEO - REEDERLZITIEEE—F,

T7IARZA N

—FAEIZAT LD T—RZHRIERCIRIET. MFP AT —4% %
BL.EBI7IVRREETE(BALINIFORBEER) =DV IR ITTTH
Y—RFAEISAT7LTHRAT S,

FYRI—=JRFvFa
—T4)T4

MFP HDEBRYIRIZBREFEINTWEAXET 25— RFABEIZA(T

T B—RSA /1N —

DL RYHTIZHDYIRIIT,
—RFAEISAT7 o LDT—52% . MFP D EIRAIGEGR—D R EFE
(PDL) TSN =R T—2IZE#I Y INIT 7T . RAZEISAT
UhTCERT %,

aup

MFP A EIRA[RELER— SRk 55 (PDL) TR SN -T—4., HRIT—

ENRIT—%3 AlX. TOE O TV R—ABEETE Vb T T—RIE SN D,

87— MFP &8RS %/ \—F‘_’?IT:L\:“JhFaﬁ’Gﬁ#’)héiEEGﬁB\ avUREE
DLRARIRELTEEIND T4,
OE—#EEICKYRARAEN=T 4. BLUV TV 4—#EEICKVFIRE

EvkyTT—4 DFAT D OREESN-HRIT —42% T2 R —XBEETEBRLI-T—

B, EVMIYTT =23 BAXTERERL THREBN—FTIRVEE
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FzE

E RN

)

(b3 re g

FavR— Xk

R—U R EFE(POL) TR SN -FRIT—2% L. EvhyTT—
RIEHY HHkRE.

FaAvkR—X

TaAUR—XHEEIZKY  R—U M EE(PDL) TR SN =T —2%
WL.EYYTT—RIZEHRTHE,

T —HRE

FAZEISAT UMD EESNHRT—%% T3> R—XLTHIRIT %
HRE,

75—l RE

TV A—REE R T - OITEBZEHIH T HHEE,

TV A—BEEICEWNT, BRT—42% T3V R—XLTERLIzE Vb <y
TT—5% . MFP OREN—FTARVEKEIC—BEEL. —RABEN
BAENRIVEYIERT D2ETHIRIZFAGT 2TV MAET. UTD 3 12
EAHD.
o tXATATIk:
—FAEIZAT U LEDTIVA—RFA/IN—&Y/IRRT—REHTE
L. BEARRLKYEDEEESEANT HEICKIYERIA AT REE AR

BRIUH BERTL,
o« YT LT b
1 BB XEEICHRIZITL. IR REHERE., BIERILLYIETR
FTHIELIZKYRYEBDENRIZITIERT IV AL,
o HRRYYREFESI-FIRI:
BEARYIRIZ, TAaVvR—XShEVhyTT—4%EFEL. 21/
FILEVIRTRT BT EICKYRRIZITIER T Uk,
- OE—HEET HT ADDFRAAH DA RELIXELKRE, BELEETR
ER
BENRRILHLSO—RFIBAEDIERICHEL., IT TREERAAH 10T
T FUHIRIZIT5#EE, F—RBOEKMBOIE—IIERSNIIZENT

THRARAAEXET—2IE. —B MFP OREN—RTA RO EICEES
NIEEESHE., AEN—FTARIZEEMNGHAHSNTHIRISN S,

O — il AE

A —HEEE R T 5O ICEEZHIHT HHEE,

AErF—HAE

BENRILOASD—HRFIAEDIETRIZHEL., IIT TRB\EEFHRAAH. MFP
DHREN—FTARVZEIZEONT-HRBRYIRIZEET S,
ERIN-XET 2L, —iRA7 Web TS5 HZEERALTCWIS vy
FI)—ORXYFA—T4)TADREBEICKYERY T,

A3 —Hl e

AEx v F—HRERERIRT H-OICEEZTH T DA,

SN ES TP &S

a,
AE

BENRRILHASD—BFIREDIERIZHELD T TRBERAAAEIC
MFP 2R E SN TLBIFERIZHK ST, FTP H—/\, SMB H—/3, Mail ¥
—INAXET—HADEEZITI,

FYRT—D R %l
fEIt e

FYRT =R v UEEERE T 5-OICEEEHIHT HHAE.

T7O AHLRE

TPIRREREETIe T7IVARAEERIEENARILOLD—RFIAEDE
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EHNE
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79 A RE

IO ABREE R T - ICEEZFIHT HHHE

BALORITHR
(D-FAX) H8E

T—8%ET )3T ELTMFP [ZEY #RICHIRIT 5D TIEARL, 779X
HEREICKY AR BERMMEEAL TEET DML,

A=Y TT7 IR (i
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NREZEHRMEEAT DD TEEL AV E—FVNERBLTIZIAD
EREEITOHEE,

D-FAX. i FAX #i|ft
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AE

D-FAX. i FAX BSREZRIRT H1-IZEEZHlEH T HisEE

BHERYIR

MFP QOREPN—FTARVEBICERSNSHEBHLRYIR, R¥vT
—HEEICKYRARAFEN-NET—FPEEBRYIREES=HRID =6
DXETARAEERFTHENE XD,

—BRFIREA MFP OaE—#RE. T 2—HEe. R v —HEE. D79
AEEEZFIATAIRIC. MFPREIZEBT 522 COEGERESL T —4
E RMLTXET LKL TDH. XETHCFUTOHRLGEYNESE
ns,

o JE—MEEZFEMT AIEIC, NT THRARAFEN. 10T THIRISNBE vk
T T4,

o T A—HEEEFIRAT DIRIC. —BFIAZBISAT U DEESND
BRIT—428 LU, ThETIVR—ALEERERSNBZE VLT YT
T4,

o AX v —HEEEFIRATAMEIC, T ADHEAHARAFTNAEN—FT+R
HEBICERINDIEYNIYTT—4,
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BEVRRYTT—2 BLU EGHEFHEHOSZEL 10T THRIENS
Evb<yvrIT—4,

FRAFANET %

MFP QRAEN—FTARVEBICEBINT=R. FIRSKRTLI7Z7AILIE
HIBRL =M, ABN—FTARVEBRIZIE. T—2E X FRFLTLVSIKEE
@K%?_go

NEBET —4
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