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o TOEREHERZ—EIIHINT HHD/N—23a,

T HF1 ) TREEH
e ACM_CAP.2

6.3.3. Ef-EA-ERFHERHAZ (TAS_DELIVERY)
[ApeosPort-1I 5010(AP)>1)—X Eefi. EAERAFHKEHRBEZ L, LTORBM RSN
T3,
o TOE DFHA. WEPDTEEMZHIFT H-ODFIE,
o TOE DtFXalT4%#iET 500, ERRENFAE~NEMETISERATI2TOFHR
=3
o FIMAEMN TOE 22 (TE-1=15AIZ. TOE NIEELWZEEHERT D%,
o BAKE.BLUVEHCEATIELF )T LDOEEEEL ELWVEA, FE. BLUEEID
WRAE.
o BINERORNBEZTORUNAE,
o TELBA BIUREITDHELLGIRIMEDATLEH,

T HF1 ) TIREEH
e ADO_DEL.1
e ADO_IGS.1

6.3.4. HEELHZE (TAS_FUNC_SPEC)
'WorkCentre 7232 >')—X, ApeosPort-1I 5010(AP)!)—X, ApeosPort-II
DocuCentre-II C7500(AP) ) —XHSBEAEHFRE IIZIE. LTOABHERIN TS,
o TOE DETHEF)T HEEL. TDONEBAZTI—R(HDHZEDH) o
o HIRHNEBALATI—RD B, BBE. BIUERAE (TA—F HINBIE T5—AvtE—T%
BT,
o TOE MtFal)T+HREDTEEHECHE,

HIST S EF) TIREEEH
e ADV_FSP.1

6.3.5. LEfILANJLEZETE (TAS_HIGHLDESIGN)
'WorkCentre 7232 !)—X, ApeosPort-I 5010(AP)!)—X, ApeosPort-II
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DocuCentre-II C7500(AP) ) —X EHILANJLERETEIIZIE. U TORABRMEREINTLVS,
o HIVARFLMNSR!- TOE DtFal) T HREDEE,
o EHYILRTLBDALATI—RIZDWNT, ZQOBMEFIAAZEBINEE, T7—AvE—T%
g,
o TXAUTAMEEZIRBI B ILRATLEFNLUNDY T AT LDHEF,

T dF ) TRIEEH
e ADV_HLD.1

6.3.6. XHE (TAS_REPRESENT)
'WorkCentre 7232 !)—X, ApeosPort-I 5010(AP)!)—X, ApeosPort- I
DocuCentre-I C7500(AP) ) —XHIEAHE I, L TFTORBEMNEBREIN TS,
XU ToHEEEICRL T, 2R B CTERAN ORELICRIBEINTLDED D,

HBY2tFa) T REEEY
e ADV_RCR.1

6.3.7. 1—H—X# 1K (TAS_GUIDANCE)

TOE MEFEIZHLT, ¥=a7J)L(ApeosPort-I 5010/4000/3000 DocuCentre-II
5010/4000 User Guide, ApeosPort-I 5010/4000/3000 Security Function
Supplementary Guide)Z{EpL. U TDLE 1 —%FIFH . B REFHEERM. To/=hILYHR—k
B TIT I,

D LEa—RBE
TOE [CEATHETHON—FIIT7ELVVYILIIT7ORERLERDUE, 2 TOREIRREL,
FZOWNE HRERFONE FEEERBROLEICOVNT, TOAREEF )T ~DEE,
XA TAEHFT OO KR ERAE—FIZOVNTOI=aTIL~DRE R,
L2TOIY=_aTIVIZEITHAER — DR,
RIaT7IIDRBRNBOHEBHE., SEME, BLXUEFEEDHER,
TOE OHEEMHE . TAMEBRELY a7 LICEEH IN-NBO—EHEORER,

[ ApeosPort- 11 5010/4000/3000 DocuCentre-II 5010/4000 User Guide, ApeosPort-
I 5010/4000/3000 Security Function Supplementary GuideJIZI&. L FTORBEM TR S
NTHY. VRATLEEE, LUV RIAEXLETHS.
@ JRTLEBEMITRENSE
DATLEBENHRATLIEEREELTDAURTI—R,
X2 T1ERRLT. TOE # BTSN AE,
X ITAHDERSNIRIET, EET REHELERICETHEIEFIE.
DRATLEBEODEETIZHS. ETOEFXALVTAEEDNTA—FE NFA—FEDITES
18,
AT LBEEICHT 52 TOEF LTI+ ERDIE,
AT LEBEODRECITAIC OV TORNIREN,
AT LEBEANDESE AV E—CORBEEKRNLGX KA EZDRATR,
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Q@ —MBAAERITEHEANE
—RFIAEN R ARG X ) TAHBEDFERE,
—RFAELNFAT SHAEEEDAFT—R,
X2 TADERSNEIRET, AT NEHEECERICETHIESE.
—RFABDOEELTAITOVTOREREH
—RFBEADEEAYE—CORBEERWGEHRTEZDBAT,

T HF1 ) TIREEH
e ADO_DEL.1
e ADO_IGS.1
e AGD_ADM.1
e AGD_USR.1

6.3.8. TRIMtEHE F HREE (TAS_TEST)
[ApeosPort-1I 5010(AP)>)—X FTRIHEE F MEEZICIE. ULTOREH RS TLY
%,

o FRMNEATILATFLOERORTS1—IL. BEUTFRA—IZHELERFILEDHLI-24K
FtHE,

e TANHEH,

o TRMEHMIWorkCentre 7232 ')—X, ApeosPort-1I 5010(AP) >!)—X, ApeosPort-
I DocuCentre-I C7500(AP)>1J—X HEEAHRE IICEEHINTLSH#EEZ. £ TTAM
TWAHIEREET 5T AMINL— 54,

o BTAMNEEBEDEBEH,

o ZTAMEBODEMRAE,

o BHTAMNEBIZHEITHEAFHEER,

o BTAMNEBDEMRBSHIUTAMEREES,

o ZHTANEBDHER,

T HxF ) TAREEH
e ATE_COV.1
e ATE_FUN.1
e ATE_IND.2

6.3.9. MEFTEMESHE (TAS_VULNERABILITY)

TOE MDEFaTA58E. BFUHEHMEOHEZETME1T57-6. TWorkCentre 7232 1)—X
ApeosPort-T 5010(AP)/1J—X, ApeosPort-II DocuCentre-I C7500(AP) ') —XHfz55
ERMEIZERT D, BEEESTECIE. UTOREH RSN THEY ., BESNIRIETTOE®D
XA TAEE. BEU TOE OFAISN-HETFHEA BB ELSENIEERIT S,

O tXalT8E
TOE DEFaTAHEREEITHL T, ZDEFaAVTAEENK ST TRESN-R/NEELLE, B&
UEHREREULTHDIZ LD HHTER.
M. IBF. HAEDLELEDREZFI AT ILETORKEEICHL T EBELIFAITHLIATIND
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CLDHERER,

XA TARES T ORRDOZ LHERITFER.

@ Ha5EtE

— R X2 ) TARIREICET B1EHRAC. SHED=OICRE SN DL EMEFALT. MBS
MEITO>TNBIEDHER,

BASNEETOMRBEHEICHLT. TNOABETIHERARBECTHBELLHBEVWLORERR.

TOE DHERL. #EEDBMESE MR EICET HIEHMEICRAL T FEBEN Y= AT ILICREINT
WBILEDHERIER,

XY StXal) T REEEH

e AVA_SOFR1
e AVA_VLA.1
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R

AETE., EF 2T KGRI, X2 T EHRIL, 5LV TOE EXMEHRARIIZ DN TEE

U IS

THF2)ToRRTTEHRAL

TOE X T4 REAMBLVRELF )Tt KA E TOE X T4REELTEL-
ARSEH. BE. B0t X 1) T4 AHOXIGE, T 15 258k 5, F-& TOE X1 TRE
MTOE/IREBEX 1) T4 ERAHICKYRIESN TS EF, K16 [ZFEhkT 5,

% 15 TOE/BREBEtX )T+ FEA#HE TOE X TAIRIEBED X

TOE t¥%al) T/IRE
L <
[a) o K [
z QO S| a8
Z =2 5| & oI
. 2. 8 mlg 2 x
TOE/IR1E < 0 z E':J_ 8 i
X Toxt KA E < < < | F F
O.CIPHER @)
O.FAX_SEC @)
O.MANAGE @)
O.RESIDUAL @)
OE.ADMIN @)
OE.AUTH @) @)
OE.FUNCTION @) O
OE.NET @)

F 16 TOE X aUT4BIEICLD TOE X)) T4xt5E At

TOE X2 T41815

TOE ¥l 713t KA EHEHL

A.ADMIN

BEtX1)Tx%E A THD OE.ADMIN [2&Y, TOE 2BRT HHEH
DEREF. DATLEBEOEYGNEEZTIEHIC. TOE ICEATHE
BOBEEERET 5.

ZOXEAEIZKY . A ADMIN ZXETES,

A.SECMODE

BIEtLX 1) T4 5%EH$THS OE.AUTH IZEYL AT LEEEXID &
IRAD—REBEYHREL., FEHRAMNR—IU D 7R EHIBKEEE A
ICLTGERT %,

F1=OE.FUNCTION [ZkY ., TN—FTARHOEFET —HF LEEHEMEEL.
[N—RTARVEBET B S BEE I ZBDIRELT. AEN—F T«
RAVEEBICEBIN TV S RAFANET —HDETTE. FAREIZT S,
ZOREHEIZLY. A.SECMODE #£BTE5,
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TOE X2l T415815

TOE ¥l 713t KA EHEHL

A.NET

AEHEIE. MFP #RETANEBRYET—ITORETA. SME VT —
IO ESHDEICLDIBELENMTONLGENILERELTLVS,
OE.NET [&. AR YR — O EREINGNRIEZER T 5O DR
BT D MFPEISATUPCRIDIEBILEITIZEDHEETEREL. &
FEENLGEW-ODBULGRERELITOICENBESINTEY. sHEBRvb
T—I M5 MFP ANDT7 V2R G EMT 5O DHBREHREL. N7t
AEEMTHEOBUNCERT HIEARESN TS,
INEDORKAEIZKY, ANET 2RI TES,

T.RECOVER

COERICH T AICE. BRELF LT AR AHTHD
OE.FUNCTION IZ&Y, FEEMD TOE X1 T #Rex A MIZHREL T,
AEN—RTARVEBIZEENTWSFRAEANET —IDETE. F
AIREICT HENRETHY . EARMIZIEEF 1) TR AEHTHD
O.RESIDUAL, #& U O.CIPHER IZ&>Tx19 %, o

o IN—FTHRVEBET FLEZTHEREEL. [N—FTARIVEET—

RSB L HEEE ]

FRFHLET—F%ERET S8, O.CIPHER [Z&kY., AE/N—FT 1R
DEE FICERINSIXET—4% BES{EL. O.RESIDUAL [Z&Y. F
AR TLEXET 2 LEZTHETHILITES>T. AFIN—FT1RY
HELICEEN-FRAEANET —FIOBELESAREICT S,
hoDxEAEIZKY, T.RECOVER (I3 TES,

T.CONFDATA

CNEHICHNTSICIE. BEEX )T %K A THS OE.LAUTH (X
), TEED TOE X a) T4 HEEZEMIEEL T, RSN =V AT LE
BEDHZ. TOERET —FDERLFHAITHENLETHY . BAMIC
[FtFa) Tt ERFAE THS O.MANAGE IZ&>THHNT S,

o [NXRT—KRERKZREL. [VATLEBE/INRT—R ) [VATLEE
FHIDRBIERBICEASTIVEREREE. AT —T U O 71R4EH
FRAEREERRE |

O.MANAGE IZ&Y, TOE ¥ ) TAHEED B/ ENIEO. TOE BRET
—ANSB/BEHFIF, BNV ATLEEBEOHZRESIND,
hoDxFEAEIZEKY, T.CONFDATA [ZxiTED,

P.FAX_OPT

AREFEOHRBBEHRTAREIBRYENT—IATIERHELGZNELSIZTEIEN
WHETHY., EERMIZIE X)) T :EAEHTHS O.FAX_SECIZLDT
X9 %,
NREFOBBEI SRR YT —IICAREFERR T —HEZITESH
LWDOT, AREFEERZENZELL-ARER T —2IABRYET—H
EEITESLLY,

COXERAEIZKY, P.FAX_OPT %|IE=FTE 5,
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8.2. tEFaUTAEHIRH

8.2.1. TOE X alTH4REEHiRH0
TOE X o T HEEEH LX) T4 EAHOMEE. K17 I2RBHR TS, F-RKEFa)Ty
XHEH A, TOE LX) TAHBEEHICEVRITSN TLAIRNE, & 18 (25T 5,

F& 17 TOE X a)TABEEEH LX) T4 R A EH DX

X TG

TOE
tXal) T RN
FCS_CKM.1
FCS_COP.1
FDP_IFC.1
FDP_IFF.1
FDP_RIP.1 @)
FIA_AFL.1
FIA_UAU.2
FIA_UAU.7
FIA_UID.2
FMT_MOF.1
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1
FPT_RVM.1 O O

O.FAX_SEC
O.MANAGE
O.RESIDUAL

O O] O.CIPHER

(OX1@)

OO O OO0O00OO0O0

O

x® 18 X aT4xiKAEITES TOE X)) TR EEE 4R HL

* KA &t TOE ¥ 2T e E R

O.CIPHER [EREN—RTARIVEEICERIN TV A AZAXET —
AEMYH L THETHSERGEVESIC, REBN—FTsRVEE LICERES
NET—RERBEILT ERARAEHTHS,

AKX ToRRAHERRT HHIZIE. FCS_CKM.1 IZKUIEESHO
=128 EVF DB EREICH T BESEINERIND,
FCS_COP.1IZKYRONIEET7ILTIXLLEERRT. XET—4
EREN—FTARVEBE~ANEETHHICHESLSh . BALLBIZES
ftxhs,

O.CIPHER
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Xt K77 &t

TOE ¥l T HEEZ AR HL

F1=. FPT_RVM.1 [Z&kY, BEERIZFFUHESIN, N/ RSNh BT EIFA
. AR EAHICEAHIEEEHDOEELERETRIIIND,
LEDEF2)ToHEEEHIZEKY O.CIPHER #iff-9 &N TES,

O.FAX_SEC

O.FAX_SEC [&. AR BERBENAEBRYET—I~ADT IR %[
KA THD,

AKEF1T4RRAHEERRT 51D,
FDP_IFC.1,FDP_IFF.1[Z&kY, TOE D77V RAET LDBEREEL
T. AREBFEERHEL D TOE NMEHRSNTLDLIREBRYET—O~DT Y
EREH,

FI- FPT_RVM.1 [Z&Y, BEEICHFUHEIN, NA/NRRENETEIEAG
& AR RA IO IBEEH DHEERLGERERIISND,
UEDEF1TAHEEEHIZKY O.FAX_SEC [Eifif=9 2N TED,

O.MANAGE

O.MANAGE [EtX 1 TAHBREDRELITOVATLEBREE DTV
v R%E, RSNV RATLEBEOAHHALT, —BAASBIZES TOE
BET—INDTIERE . FAEICT DR KRAEHTH D,

AKtEX1 T4 RRAHEERRT 5D,

FIA_AFL.1 [CKYUSRT LEEERED R LB, FRREXRKICZED
TOEREERE D DRIEITKBLIZEE . IR OFF/ON A hE(ZEY .
ERL-REERH]C,

FIA_UAU.2 [CKYIEEEGI R T LEEEMIANZHATH=HIC, 1—
RN TTHhND,

FIA_UAU.7 I2&Y 1 —H—ZBREICBEAL TREE 71— R\ UL RESN D
DT, NRT—RDRRBIZFEITS,

FIA UID.2 [CKYEHGES AT LEEBEMAANERHNT 5012, 21—
— AN TThN S,

FMT_MOF.1 IZ&kY TOE 3 a) T/ REDEMEDOE L. B K UHKEE
ElE PATLEBEEFIZRELTWNSDT, VAT LEEELITIZH
Rxhd,

FMT_MTD.1 [2&Y TOE £Fa) TAHEREDHEERTE L. VAT LEEE
EIFIZRELTLDD T, TSF T—2DMLVEHE . WE. BIRRIE. O RXT
LEBEREITICHEBINS,

FMT_SMF.1IZ&Y TOE X a )T D EEKREDERTEZL . VAT A
EEEANRET D,

FMT_SMR.1 [C&USHEZEFOFIRAELLT. VAT LEBED®RBIZH
BIAHILET. EFa)T/ICET BRENERATLEBEIHET 5.
Ff-. FPT_RVM.1 [Z&kY ., EEICHEUVHEIN, N /N\REINBHTEF AR
& AR RA IO IBEEH DHEERLGERERIISN D,
UEDEF1TAHEEEHIZKY O.MANAGE %ifif=9 2EMNTED,

O.RESIDUAL

O.RESIDUAL [TAE/N—FTARVEBICEBINIFAEHXET—
ADBEBLIVETE. FAREICTIREKAEHTHS.
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R A &t TOE ¥ To#REE 1R HL
AEFa)TIRERAHERRT SOOI,

FDP_RIP.1 [C&YREBN—FTARVEBICEBRIN-FABFAXET—
A0, URIDEHRORNEEFATELGLT 5,

Ff=. FPT_RVM.1 [2&Y, EEICHFUHIN ., NA/NRREINDT LA
& AR AHICEDLAMEEH DOREELERETRIESND,
LEDEF1T+#%R2EHIZ&Y O.RESIDUAL =3 ZEMNTES,

8.2.2. ITIERELX1)TH¥EEHIEN
TOE O IT IREBARHBT X ) To8BEE (L2,

8.2.3. m/IBEREREL NJLIRHL

ASTIFEEEEE. 777A XYM TV RF v VIR IELTWST ORI EERERRELTIVD,
A TOE [F— A 74 RGE DD RN T, AE R VLT —IEAREERFEMICEKL TR AS
N.TOE N EETIEBIKTHIRIDLALIZIELY,

Li=ho T, /MEREREL RNILH“SOF — EX"THY ., AFEHREZFIALIELRNILOKRESEH
LDREFTAIZ. TRITHIRTED,

Fi=.FIA_AFL..1, FIA_UAU.2, FIA_UAU.7 DHEEESREL N)LIE. TNEN“SOF — EKXK"ZD
T.TOE DWELT B X To¥EEBREERI-L TS,

8.2.4. tXa1TAHREEEMHKEN
X TAHREEHENMRELTODEERES . SLMRFRREHELGVHEER L IRFER
A= ENECTHREA G UVRILE & 19 ISR T 5.

£ 19 tXaVT1HEEHIVR—RMDERES

HREE MO R—RUb KEFHEOHEESHIR—R
BEHEIVEHLTT mELTLSEH KEMZHELTOVEWEGHEETDOES M
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