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BEER D N—RT =7 Z 3572012, BERITH A ENT=Y 7 =7, RSTT
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AEY FUIEAGE , FRIC AR FIC L DRLIRASE,
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1.5.3 W&Eh

A ST CHEMTDMEEE R 1-3 (TR

# 1-3: W&RE
W& = EF

AES Advanced Encryption Standard — KIE OB AEEEMNR (NIST) 23HIE L7 K E B
IR HERE 5

eepron | Etectronically Erasable Programmable ROM — AFERMEAT)O—FET, KL THILE
BRHNAEE A 7y O EFEHZ 2 ATHEICLIZROM,

HDC Hard Disk Controller (/\~—F T2 abfa—7)

HDD Hard Disk Drive (/~»—F 7427 K717

HTTP Hypertext Transfer Protocol — E{ZWeb THWOILAIEIE 7 0 ha /L D4 Fx,

HTTPS  |HTTP over SSL — SSLICKVRF#ESILIZHTTP,

I/F Interface (%7 =—X)

IPP Internet Printing Protocol — FlIfll @15 7 = h=2/L D44 7,

IPP-SSL | IPP over SSL — SSLIZ LV ERF#ESILZIPP,

LDAP Lightweight Directory Access Protocol — 7 L7~ —EZ JHilfE 7 v ha/L D4 TR,

MSD Mass Storage Device — KA BEAN — 4 E AST CTIEAFHIZMFDINOHDDI X UFlash
AEVZFET,

NIC Network Intgrface Card (Z\yk‘7~74"/§’71t7\77~1\“) — F721% — Network Interface
Controller (fy NI —I AL BT =— A2 fa—7)

0s Operating System (4L —7 4> 7 T AT L)

ROM Read Only Memory — e LB AEY,

SSL Secure Socket Layer — F5# < Ny — 7 I 5188 7 0 ha L O A FR,

Ul User Interface (-—#— AL %7 = —X)

UsB Universal Serial Bus — ITH#s[F 245809 53 U7 /LS ZEEHED L TR,

SMTP Simple Mail Transfer Protocol — E-mailfizis Hif {5 7" ==L D4 B,
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T HBE IR HIEICIY, X2 T R AR TS L3 MFD 2K D i 21T,

MFD g/ ~—R7 =7 Téhb HDC 78 TOE IZE FiL, 77— L7 = TS BIENHH S5,

2.1.2 TOE X =2UT (HREDAEEE

TOE v UT7 (#EREIT, LU CTHRE SHRERERE, T — X T EHERE. BI O\ BB Y 7 /VEEREN D720
TOE ### L7~ MFD W DA A= T — X RIEICRE T 2RI LT D222 HET 5,
RS- B EREBE L . MFD 3 HA A—V T — X% MFD N HDD F721% Flash AEVIZEZIATLATIC
b3 %,

F— 2 EHEREIL. MFD N HDD %7213 Flash AEVICARTESNIZE 57 — X OfEkIc kL, T4
MMEFZIFEEMEE EEET D,

BT 7 A NVHEREIR, RIS HDD (ZA A= T =2 %7 7 AU 7 RAF T DR, At A\ D3EE T TR
LR AT =R AU TRAFT DL A REL T2,

2.2 TOE ##hk
AFHiX, TOE OWEERY. SRBRRRE I OV TR D,

2.2.1 TOE W aIkER%

| xrvrassh Rhesssonkzns ||MPD

| Bl L |
1 JUSB I/F (Type A)
N — USBAE ~
TOE (v hm—7 :I/]%?}i 7 AE]
AV NVEYS | 1YSB I/F (Type Bo)] o
g ITAT U (FUHRTA ) ~
TOE o Aon RHES e
(HDC) || 7mEry mﬁaaﬁw\xwww\
—— FTPY—/3~
HIENEATY 777 AalfR
HDD ‘ - e
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J
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O @)
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TOE OMFLRIHIHIL, LA F DY Thb,
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e HDC: 2 hr—TJHMIZFEES TS 1 EOERERIFEE M Th D,

2.2.2 TOE DOiHBRAIRE AL
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MHIEOHEND,

PUT OREFEED TOE OiaFAEBHIZE 5,

a) B5 - #ERERE (TSF_FDE): MSD (ZEZEXIADRIHE T — X BL O TSF 7 — 4%k 5175, F7-.
MSD Bt LRI E T — 2 B LN TSF 7~§77‘z1’§ﬁ@“5 Va7 kR (Va7 T

RUAMRRERE, BLORF2 A N7 7 AV HEEE) ICEDIEONHEND, AREBED—E X HDC NIZ
Ho., 77—@7_174[5 SIBIEFON &S,

b) K55 g A pAkRE (TSF_FKG): M SR EREE O 3 amF 582 A Ak 375, ARSIz i 58 X
R AT VIRAT T D, B8O —R (seed) X TOE O E R — ARSI, TDO%IE
MFD OEIRNA NI DE O —RE TG IZRIURE B82 Ak 45,

) 7 —ZHEMAE (TSF_FDC): MSD 7> %mﬁi&ﬁm\%%<‘ff&> MSD (ZxfL EEXHET S, A
BERED—ERIL HDC NIZHY, 77— LT =T MO ESND, T —XHEOEKETar T A (%
VaZ s THROHBNEE, 2T —XTUTHEE, TRVARRIARENEGET —HH 5, FXa A 77
4)/7:?—5(‘(%% TaZRGE T =T IEE, BLO B ON o HENREE) 25 NC, 20K

E (F—HHERE) 1bed, £¥a7 5 THOBENEEIL. Va7 HIHEE (%@&7%
ckU\I\ ﬂ?:a%/%774’)/71%% WZEOIFEFOHHEND,

d) FAERERE (TSF_AUT): & BLE /AT —RIZIVE R OFRBIFEREA T, B SAT — R AE B
T HE PR RE A RO,

e) 7 7 A /VHEEE (TSF_FCF): FIHBEB MR X2 A N7 7 AV 7 HRE (2.3.2 §i) 1250 MFD NiZA
A= T =B EARAFTDEE, SAT NI L OREA IR T 5, FEE (FHIRIORE) ORRICE R

7AILINAT — ]\%g:kbnu nﬁé"ﬁ% $"f‘JL 3 [FIER nﬁ%aﬁbf_ﬁ%774}ﬂ/%m“/7ﬁ—éo m/yﬂi%ﬁ
B DIRIRFRTED,

f) X " — 7 {5#HEBE (TSF_FNP): LLF O 3 EENLRD,
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o 7 VAKERE IP TRL AET-1E MAC 7RL RICKVBIEFHFEEHIRT 5,

o H{E T — X RERERE: SSLICIVBIE T — X &ARiET D, 72721, SSL IZX It TXRWI T AT b
LT vabhaVEF T 551 AEEA M H 523 TE0,

o XN — V3R TERHE: LN DRy N — 7 B RE 2 B FE O ATHRAEL | ORI HE 1S3 H
/R0,

0) Va7 HlEEEE: MFD O&FEIERE, 370b b &MY a” | TRV ARERERB LR 2 A N7 7 AU
THEREIZR W T, Ul 242 EL | B EZ T 5, Va7 2o —&#L , Va7 58 T iiék% HDD NIZ
PREF9%,

h) MFD il fIE&RE: &fE MFD /~—RU =7 ZH§li 45, £/, BEEEOY a7 2B\, EXZETD
T —HL MFD NDOA A=Y T —Z LD TF — 2 NEE 4 5,

i) Ry b — 7 E R Ry N —ZBEREAE 3472012, MFD (2575 IP 7R A, TOE /&
HEF_RE DNS —3D IP TRV A, AR—FXE (B ARy N — 7 —EADOR— E B L OES)
1), ZOMD R T — IR EEITHE BEEEE THD, Fv T — 7 {RH#EERE (TSF_FNP) (ZXDRE
OHEns,

2.3 MFD BEREI IOV F| H 71

FEHET 7 — A =7 L[RIERIZ, TOE X MFD #68E, 9 72bbat’— 7V ¥ AXx T 777 AE(E, 7
77 A5 B I PC-Fax DEAEREEFFD, TOE 1XZ 54 MFD BERED FEITHIC TOE %27 1%
HE (TSF) O—#B% HEIIZHESI T35, TOE OZDOMEE L, TSF 28570, FT B LW &
ZH {5, TOE #3% &9 %5 MFD OF|ABRELZK 2-3 IR T,

FTPH—N = A== SRR N —2

T7AT
74—

I7AT U H2)

A0

MED |xvro—21F

USB I/F
(Type A)

usB»&) G

7 77 AlEl R
2-3: MFD OFI| B 5s

LU, TOE 23> MFD BEEEIZ W TRl 7%, Z<OBEREIT MFD O#E RV COEAEIZLE ST
T D, —HOMREILT — 22 B2V FRENT 5, IOIZ—EOAEIL TOE @ Web, 3725 TOE
DT AUT—MEEF O Web OF/EIZ L~ THENT 5,

2.3.1 Va7 #he
AA—=T T —8% MFD OAX ¥ F 2=y NEIFSMNEDDZ T EY , MFD WD MSD [ZA7—/L L, A A
—VT =% MFD O Va=yh (FIRl) £38ME (ER) ~kd, a7 filisme s L O
MFD IS RE IC L EBEN D,
a) " —: BE L TCOBRIEICLY, Ffaa Bl A0 ZOEGEEIRIT 5, 227 A3 =3RS
NIi=5A . EHENTOIREL MFD ([ZA AT — 2 Ei%D,
b) 7V % AL ZAF LT T — 2%k 5,
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o TVHRTAIN: AT L NCTHIRT — &2 4L, Fy U — 277213 USB #H T MFD (2155,
2T MHIRIDME RENTZSE . 2 B0 MFD \ZA A=V T — & 1kD,
o Tovad Vb ITAT UREVHEIRIT —4% E-mail, FTP F£721% Web £ T MFD 12i%%, MFD
MHDH T KHIRE RS [FAR,
o TNVTVUN BE SRV OEAET FTP Yr— 3 F 721X USB AEUNOEIT — 2% Bt 95,
C) AF v BAE SRV COBMEICIV R Z AR DA A= T — 2% LT O FRRIZLDE
F3%,
e E-mail: E-mail #i5fF7 7 AL &L TiES,
e 77 ALY — R FTP Y— 21k 5D,
o TAUNY T 7FA4T ok (MFD [EHRY 7 My =7 B) %612 FTP Tikd,
o IH T4/ Windows I 7 4L HTiED,
« USB AEV: MFD ([ZHfH1F72 USB AEVIZEZIATe,
*UE—hKPC: 7747k (MFD [F#HY 77 =7 %) 502 TWAIN TikD,
o (B —Fv bk Fax: A —Fvh Fax FEEARIZIEV Y E-mail IRfF7 7 AL L TikD,
d) 77 7 ARG BAE SRV TCOBRIEICIVERRZH AT JRFRDA A= T — 2% 7 7 7 ZAEET D,
e) 7 77 AZAG M DIESINT T 7 I A% AF LHIRIT 5,
f)PC-Fax: Z7A T MDD T —2 %7 77 ARG £33 2 —F vk Fax (215,

2.3.2 RXa2 AT 7 AU THEBE
LUFD@Y), MFD N HDD IZA A=Y T =2 ZRAFL , ZDARA—V T —ZZ B F Vi M E 13
FTAT D Web £ CTHEME T O REZ TR T 5, Va7 HiliERIC I EHLEND,
o Va7 ORAF: FIHE L MFD (2ot —%50Va7 2 52 D, ZDVa7 DA A= T —H a5
HIVEETHILMTED,
o AX v U RAF: JRFRZ LA H > TIRAFD ATV, FITRISCIEZ 13T H720,
o HIRE: RIFENIAA—T T —HEMEOH L, LLTFOBEEEFT),
o FIRl: PRAFSNIoAA—T T — 2% FRRICHIRIT 2, Z27 LAEIRIZ R RS BRIL, EEE T
DIEELTE MFD [ZA A=V T — X & 16D,
« E1ET AF Y THEREICBIT AR EE FEROWT NN, 2T, 777 RACTEET S,
e St a— AA—VT —XOWMEFRRT D,
cBMAE: BR 77 AN NSAT—ROG A EET 5,
o NAU—RNEH: PURT 7 AN/ AT—REEET D,
cHIBR: REZ/RoT-A A= T —HERRE, EEXHETD,
c N T T (TIAR—N): BIEEVART (foB—R) AT A FYF —ZELCTI/TAT N
HRE T D,
TVERTANDOY a7 1, IR T RIFOLITIIIEET HIEHTED, AX Y URAFIL, EEET
BIEDOIITOAF YT Va7 EEZTI,

2.3.3 TR RIERERE

HEHEDT 77 2% 50 E-mail 7R A28k | 815 T DBROBEL gt 4%, 7 —4I13 HDD (2
PRAFSHL, BRAE/ SRV ETZ 1T Web TORBRIEIZLD R GR, Z8 E72ITHIBRTE D, Ya7 K REIC LD 5
BEND,
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2.4 TOE O&EM ik

TOE %, BX a7 iEHAHERF 35720 DEREL L C, DL FOE BIREREAR A 35, TOE |L., B HE DO A
23, LLF OEEEREIC K> TEH FRETH D,
o FBREICRI I DR E:
EHIE SAT—ROAEE (LE)
o Xy NI —I T 7 AR DORE:
e IPTRL AT A NVEERTE
e MACT RV AT A )\VHETE
o EX2UT ¢ ZBE T O FERR E:
« SSLF%E
o K7 58 T 1RO HENE LK
. ?‘*?i) VAEESEIE=
EIRONBED H BhilH L D% G 2hi%k &
FEIRONKED H BhH £ Bl
. F‘ﬁe;f‘/wﬂ’ Vo 7 EE IR E
o R—ILR LIS DTV a7 2R R E
 BUR 77 AN Dy IR
o T —X{HERERED L EN:
o« T —HTTIHE
o TRV AMRIARIKRN B G T — 2 H 5=
e RXo2 AT AV T T —HiHE
o VaRITE T U TIHE
o T —HX{HEREBED Ik
T —HTUTIHEDT I
e RX 2 AT AV T —ZEEO T IR
« TEJRONEED H By Lo Ik

2.5 TOE DIREE pE

A TOE %t LT HEE FEIL, LLFORIME T —4Thd,

a) MFD FEREAY Y a2 7 MU (LA T — VARTE T DA AT T —H
b)FIREDBIR 7 7 ANEL CT7 AV TR LIAA—T T — X
C) TRLAIET —%

d)va7 5% T iiekT —4

e) Ry "I — TR ET —H

FELATEO BRI % | DL T O Hi TRl 975,

25.1 MFD FEREN a7 WP :x7°~/v1%??3“64%~°/“?‘~&

A2 TOE @ MFD #§RexfE I L7=54 . FIHE DN EXT5ZL72< TOE H B BIAE Tl ~_7=4%
a7 DT~ 12 MFD )N HDD if_ I Flash A€V A AT — ARIELTZAA—D T —H
o AR STITMRGEBEL T D, ZHUISFIHZ O HR, T70bbRHE B &0 FTA 75 H<C. 7
B D BEREOTED > CWBIESRE G 155,

ZHUIT a7 5w T ERIEST v B L OBRICHIBRS LAY, ZOHIBRITERELAIZHIBR THY . WELAYIZITH
%L A A—F —Z5EIZF Db DT HDD F7-13 Flash AEY FIZHEFEL TWATSD . 207 —Zh{5#
BREEICEEND,
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252 FABDBRZ7ANEL T 7 AV TR LIZA A= T —H
FIRBEDBRF 2 AT 7 AV 7 HEEEIZEY HDD WICHE 7 7 ANV EL C7 7 AV TRAFLTEA A=V T
— X% AR STIIREGIEE T 5, 2B ATHEERER, SFHE OB G RE & 2195,
ZHUIHFIRFEDHIBRCTEDD, ZOHIBRITREEAZ2EIBRTHY , WEIZIZHIBRE A A— T — 25l
W DHLOIE HDD LICEFEL TWDTd, 20T — XL IR#EE EICE £ND,

253 TRLAIETF —X

FIHE N T R AMRBEEEIZ > TH L HDD WNICIRTFEND T RV AR T — 2% K ST I3fR#E & FEL
T 5, ZAUXESZRFAE O LR THOEAE®R GEDLni, A=V T RVA 777 A% 55E)
THY, KR O Ba 5 55,

1E 472 LA E > T BB SRV DORNCSL > T— T BRETFHETT 7825 UM TR
VAR T — 2 it AU EIIS B THTENR T, BT UL T _REFENH L LT 2720,
L2, HDD 25822, F720E Web A2 X7 = —AZFH L TN F v NI — 78 C, 4725 &
ISR T RV AR T — 2% £ TinAH U F2I3%E T2 A RO, SRESILIIZR D720,

25.4 Va7 E T RERT —X

a7 HEEREDS HDD WICERIF 5V a7 58 TatdkT — X%, A ST IMR#EEEL T D, ZIUT7 Vv
BRGANPSD Va7 DR EL L LEL | 777 AEZAE DI T | MRk OB TS HE 8 2155,
1ES 72 DA E > T BB SRV ORNCSL > T— T BRETFETT 78 25U
T 5E T RiERT —H g AT RENRITIUR, BT UL T REBEAHLEFTN 20, Ll
HDD M HEBAZIE SRR HE DA N a7 52 T itikT — X2 £ED T T rl RO, PR#ES
AW eV A YA AN

255 FYNT—IRET —H
EHEE N A N — 7 EHRSREIZ L > T EEPROM WIZHBERLT-, L F DRV NI — IR ET —H % A
ST IIRFEG EL T D, ZHUTHROE G R THY, WEH Ry NI — I OB B D723 0155, £, A~
EIZE A, o REEED BB D2D0155,

a) TCP/IP 5% 7E: TCP/IP 5 %hi% &, DHCP A% &, IP 7R A E

b)DNS #%iE: 7IA~UltH 2 DNS H—3, RAL 4

c) WINS 5% iE: WINS H2hix &, 7 7A~UIEH 2 WINS H—/3, WINS A=2—7" ID

d) SMTP & E: SMTP H—

e) LDAP &% 7E: LDAP f 20X i, LDAP #—/x

)X T LRIE: THEIP TRV A, 207 MkEEEIE

Q) R—hRE: Ay b =P —EADH IR E B LU — 7
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3 TOE b5 mks

3.1 HiFESAE
TOE Offi [, EMFIZ, & 3-1 T T ABRENMLIELRS,

#£ 3-1: miRst

2R P
A NETWORK MFDI, ﬁ%ﬁ*ywf&ﬁfﬁi@IﬁZ%‘%b%{%%é%u‘:I*J%M‘:yw~7é:ism‘é\ MFD&
DIBIEZ D DT D SN H 7 Ry N — 218k T Db D &35,
A.OPERATOR | FEEE X, TOEIZK L TR IEZE TR TEHLDET D,
3.2 B
TOE \Zxt 9 28 aZR 3-2 177, WL, IRWIXEEE ) (low attack potential) ZFF OB %
HEL TV,
# 3-2: B
GivlSE TE 7%
T RECOVER Iﬁz%%“%‘ﬁi MFDﬁuﬁ{MSD%Hw?ﬂ.L\ MSDNOFIHF T —4 (HIFREZIZERAFL T
LT —HEET) AU NEE D,
T REMOTE MFD«@f&tzﬁ}sb%iMu\focu\rﬁz%%%bi SRy N — 78 CMFDIN DT
RURIRT —4# % F&80 Tt L EITHE 35,
B ORI HEF 209 F 3282 ED BIE SRV EEWNE R T — 7%
T.SPOOF |HT.FMAENBIRZ 7ANEL CT7AV T RIFLTIA A= T — 2% iU
ZNSHD,
T TAMPER BUBE M, %@%\c:@w%ﬁ:a:w\ BB SRV ET TN R N — 78
FNT—IRET —H % st UEIINE T D,
TTAP fl:%’l‘iﬁﬂfﬁ\%?ﬁi‘MFDGZiﬂ‘LT@%Té[‘fﬁ\ YA BN R T — 27 L2 iR DR
BT — AT D,

3.3 fikO X2V T 1 7t
MO X2V T4 EHEE 3-3 (TRT,

# 3-3: MfkOEX=2VT 4 5 EH

FylSs EFE
Va7 5 T EITH IERE, MSDIZAT — WRIFENT-FIHE T —# Ok, 7
EH1E EEEEESNRTNIE DR,
PRESIDUAL MSDIZEBWT, FIHZEHIBRL-FIRHFE 7 — 2 O, D 7eblln] EEEHEE

SNRF U2 B720,
MFDDBEFE /- 1IT A FHEEORS . MSDOF|HE F —ZDOFERIT T, D7

H1E EFEZHESINRTIUT B0,
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4 BX=2VT 456K ITE

4.1 TOE OF&X=2VT 4%t %H 78
TOE OEX=2VT %R FetaZ 4-1 1R,

% 4-1: TOE D= T o5t

GivlEe EFe
O.FILTER TOE!Z. MFD~DT 7 & A& FBD BV TR W E DME 328280 H D . 1o b
— IR T Ve AR ER T 5 TR AR AT 2,
O.MANAGE | TOEZ, 1E Y4728 BE 235 5 F8RE T DA RE A 42tk 35,
O.REMOVE |TOEIZ, FII|H#H T —#ZMSDIZEZIA TR, MFDE A ORI LG 5L %,
TOEIL, Va7 5e T £/2id P 1kl MSDIC AT — VARIES NI &7 — 2 DOt %
Db EEEHETD,
TOEIL, FIHFE OHIBRERIEIZEY | FEESNIZMSDORIHE 7 — & DfEl % | D7els
ORESIDUAL |y 1151 1ty it
TOEIL, EHE OEAEIZLY  MSDOFIHE T —# DI AV 7e bb 1R EEX
THETDREREZ TR 2,
O.TRP  |TOEIL, Wiy NI —7 EZFRNDHFIHE T — 2 2 KL RE T D sE 2121k 975,
O.USER |TOEIZ, IEY 78R 7 7 A R FE %k pFRRE T DI BE 2121k 92,

4.2 BIEOYEX 2T %55 58t
BREOEX VT xR ER 4-2 IR,

£ 4-2: BEOEX VT o55E 58

T

EF

OE.CIPHER (1) | |

BHEEIT. MEDOFR]HE MNTOELEIE T HBRICTOED @G T — X LR ERERE MBI &
5. TOEZ R/ ETAZLIZIY, WET — X &R LR #ET 5,

EHEEIT, MFDOF]HE NTOELHE(E T 2B, TOEN K E SO Ry N — I8

OE.CIPHER (2) | 58 FIZHB W T, 5 7 — X2 BRSSO M Btk & (W 5k A>T %

RET D, T —FOZFELICUSBAEIZAE S5, ) #E T 5,

OE.ERASEALL

BEHE X, MFDOBEFEEZIITA B A HORE, TOEOHEEE H\ T, MSDOFI|H
HT A AR A DI bR FEXIEET D,

BHEIL, TOENHRESNDNE AR NI — 7 AN %y "D — 7 DRz | S b

OE.FIREWALL 7 TINDDBEENSNE R N — 7 2R T DR E 2 R o To il G a2 WD 2 &

\ZRDERT 5,

OE.OPERATE |#fkDTHEF 13, HEF ORENZHEL /- LT, ﬁ@@%@ALcigﬁ$¢:¢f5o

OE PC-USER BRI, W%K\Z‘\y%?—?J:“CMFDf\O)%;@L D DI FU T MFDODIE 24
AN DO BRI TEDLD | FF TR B A7 RRAE T DR 2 B ES 5,

OE SUBNET BT, TOERHRBESNLY 7 Ry T —2I2, MEDEDIBIE 2380 DR D I e
B, T OWRREAMERFE LT 5,

OE.USER T TOEB L OMFDOFI 5L T 8RBT 7 AL S AT — R ARk

VEBITEHSELLDLT D,
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5 1T X o7 B
5.1 TOE ¥ =UF ¢ Eift

5.1.1 TOE X =VUT (HpeE (1

AREITIL TOE M7= &b X 2V T7 e E % [CC_PART2] D77 ARNZFER T 5, fx/MERETR
X, 512 HiTHET D,

5.1.1.1 ZZ7AFCS: 5P R—h
eFCS_CKM.1 K5 2 AR
LR E: 7L
FCS_CKM.1.1  TSF X, LA FD[ F—#tx 20745y MK SR UEE 1T D, FBESh-
I S8k 7 LT X L[ MSN-R JL3E T LTV R 0 |EFEE S B8R 128
vk N~ T, BB A R L 72T HE7e b,

IR A [FCS_CKM.2 ff5#ldft F7-1% FCS_COP.1 MFH#:1F]
FCS_CKM.4 5 =iz
FMT MSA.2 t¥xaT77atdaUT 4@tk

eFCS_COP.1 5 AR
L E: 7L
FCS_COP.1.1 TSF %, [ FIPS PUB 197 \ICA BT 5. FrE IG5 7 /LY X L[ AES Rijndael
TNTYRL (ERF iR 128 B v b [IHE-T, [
o MSD IZEZIALHIHE T —2 Dl =1k
e MSD (ZEXIATe TSF 7 —HX DI 51k,
e MSD Dt A LT-FIAE T —2DiE 5
e MSD » bt L7z TSF 7 —X D1 =
1 EATLRT UL B0,

R AE: [FDP_ITC.1 EX=aUT7 4@ LFHE T —Z DAL KR —h
F721L FDP_ITC.2 tX 27 B &EFIHE T —2 DA AR—h
F7-1% FCS_CKM.1 K584 K]
FCS_CKM.4 55l =e
FMT_MSA.2 X7 7ptd =T 1@t

5.1.1.2 ZZ7AFDP: I T —4 i
oFDP_RIP.1 Y7y MEFIE R IRE
AR 7L
FDP_RIP.1.1 TSFiX, L FOAT V=N DoDEIEDE THEER] (28T, BIRD LLRITD

EOFHRONED Diaed 1 E EEEHETDHILIZEY T T3 2L
ZORAELZRUT U720 [

e HDD EDAT =N ARA—TF —HT7A )L

e HDD LD 77 AV T A A=V T —HT 7 A )L
e HDD FOTRLRIEF —X 7741

e HDD L va 75 TRtskT —4 7 7A/V
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A7

5113 Z77AFIA:

oFIA_AFL.1 (1)
BV =R
FIA_AFL.1.1 (1)

FIA_AFL.1.2 (1)

IRAFME
oFIA_AFL.1(2)

TR E:
FIA_AFL.1.1 (2)

FIA_ AFL.1.2 (2)

RAFME
eFIA_S0S.1 (1)

LR E:
FIA_SOS.L1.1 (1)

IRAFIE:
oFIA_SOS.1 (2)

L
FIA SOS.1.1(2)

feAFPE

e Flash A €Y FDOAS — A A—F —ZT 7 A )L

1
L

Al & RER

FREEB D H L (1)

oL

TSFIE. [

o WHIE TEIEEAEIZ I T DIt D IRGEAL I LA DR R RS

NCBAL T, [[3 (LEDE L) ] BIDOARRLIFERERIT A3 éut&%ﬁﬁmu@cm
(=AY AN

A ORRFEFAT R E R LT BB ZE T D7 ERlo7-Lx TSF IR, [
o RARTHFRAEN 3 [AIZEELI- L% 5 /M OFEAERTT 32 245 1k

o (F1LXV 5yt FERERMEEA VT L A BRI )R

12 L2 R 7e b7,

FIA_UAU.1 §BFEDX AT

FRREIEEF D B 20 N (2)

L

TSF L. [

o HURET 7 A NI T DIt DFRFERR P LARE D AR R FRFER

NZBHL T, [ [ 3 (22 E)] ] RO PR Efﬁﬁﬁ@bt&%%*ﬁbﬂu@ T
IE725720,

AR OFRFEAI TN E F LT [E1EU CL?‘Zo#LIEIof:é:% TSF 1%, [

o RAVIHERFEN 3 ENELI=Lx: 385 nit’fTth‘%fT’_‘ﬂ:L/ WMEHET AV En
4

o HHHIZLOBIRT v AN Ouy VIREREAE: FREERME A 77 UIE IR
1ZL72iFiide e,
FIA_UAU.1 FBREDX AT

PbE DIRFIE(L)
7L

TSFIL., BHEE/RRU—R () 235 XTFLLE 32 SCF LU FoEE S 188
BT LT WEET DA = R LZARAE U2 T T H7e 0,

7L

FAIE DIRFE(2)
L

TSFiZ., BRETZ7AN/RAT—F () 2[5 LFLL L8 XFLLTOKT [Ioh
BT DAL T DAN =R LER LR TR 700,

3L
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eFIA_UAU.2 (1)
TR E:
FIA_UAU.2.1 (1)

A
oFIA_UAU.2 (2)
LR E:
FIA_UAU.2.1 (2)
A1
oFIA_UAU.7 (1)

LR E:
FIA_UAU.7.1 (1)

AT
oFIA_UAU.7 (2)

BV =R
FIA_UAU.7.1 (2)

RAFME
eFIA_UID.2 (1)

LR E:
FIA_UID.2.1 (1)

IRAFIE:
oFIA_UID.2 (2)

AL
FIA_UID.2.1 (2)

IRAF

T arHiOR] HETRREQ)
FIA UAU.1 ZBIEDHAI Y

TSF LD BEE FIHE) 2T T 2MOTSFRET 7 ar a7 al 3 5]
I BEE (FIHE) (SRR I T A2 LA ER LT AUEZR b0,

FIA_UID.l BN OEAIL T

T ar BIOR A TRAE2)
FIA_UAU.1 RBEEDZAI 7

TSFiL, D BBETZ rANVGREE FIHE) 24T T HMOTSFET 7y ar %
Fral AR, & ﬁ@774ll/%f% (ﬂ:‘lﬂ%%‘) WZRBRED S EN T HZ & HR L7
FAUE B0,

FIA_UID.1 @&BllDZ A2

'f% éj/l/fx_uu_‘ pIE74“‘]*/\/7(1)
7oL

TSFiX, BEED FiEZiTo VDM, [ A& SCTol 1720%2 S5
FH RIAHE) IZREL2TERB780,

FIA_UAU.1 BIEDOXAIY

'f% éhﬁ_nu nE7/|) }‘/\/7(2)
7L

TSFiX., BB 7ANREED BIEEITo QDL [ AEn=CFofE# ]
2% BB 7ANRESR FIRE) ITREEL 20 ude s,

FIA_UAU.1 BEEDOX ALY

T armiOR BB
FIA UID.1 @Bl Z A7

TSFix, =0 BEE (FIHE) 27T DMOTSFHRET 7 ar %7 nl 350
2L % BEE FIHE) [T BEEZHTH2E2 BRI IER B0,

7L

T ar B0 HE R (2)
FIA_UID.1 @Bz A7
TSFiX, 2D BRI 7ANREE FIHE) %ﬁﬁ@“éﬂﬁ@TSF%ﬁﬁ?%‘/gy%

TFA[THEIC, & BER77ANVREE FIHE) CAS A EZRNT52 045
RUZgF if;%fxb \
L

5114 7I7AFMT: X271 H

eFMT_MOF.1 (1)
EVA =R

X2 )T AMERED 55N DEFR(L)
7L

FMT_MOF.1.1 (1) TSFiZ, BERE[ &7 —ZxUTHE, FRaA 7740077 —2iH %k, ®EIRON

RrD BB, 7RV ARIARPN ARG T —2HE, a7 Rile T=I7HE 1[
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ZEESES] Re&] BEA NICHIBRLZTIUT7Zen7en,

IRAFE: FMT_SMF.1 & HHERE DR} E
FMT_SMR.1 &=V 41%E|

oFMT_MOF.1(2) EX=UTAHED 55 F N DFEL(2)

LR 7L

FMT_MOF.1.1 (2) TSFIL, #§8E[ 27 —#=UTHZE, Rra A h77A) 77 —21E2%, BIHON
RO BENE L | [ 241 F3] RE1%] EHEE NTHIRLT iU en7zun,

IRAFAE: FMT_SMF.1 & BFREERE DR E
FMT_SMR.1 &=V 1%E|

oFMT_MOF.1 (3) X =UTAHEHED 55 FVDOE ()

L E: 7L

FMT_MOF.1.1 (3) TSFIL, #&HE[ F¥=2 AT 7 AV 7T —HiHZ, BIAONFFO HE)H &, R¥aX
YRT AV TSR, Ry N —IIRERRE | [ DSB8 FE VXA TS we %
[ BHE NTHIRLZRTIUZRB0,

IRAFAE: FMT_SMF.1 & BFREERE DR E
FMT_SMR.1 &=V 1&E|

eFMT_MSA.2 X T T o E

LR fE: 7L

FMT_MSA21  TSFiE, BXaT7 2l72 003 v 2 7 4@t L TIT ANDNDZEERGELR T
FUEZRB720,

IR ADV_SPM.1 JEEH) TOE vF 2T 4T /L

[FDP_ACC.1 %7ty hr 7 e Al F/-i
FDP_IFC.1 H7 &y MEHR7m—HlH# ]
FMT_MSA.L &% =V7 B E Ht
FMT_SMR.1 &3 =UT (%%l

oFMT_MTD.1 (1) TSF 5 —X D& Hi(1)

AL L

FMT_MTD.1.1 (1) TSFiZ, [ EHLE AU —R &[ XZ] T5RE1%[ EEE NTHIRLT T
AN SYA AN

1R AFE: FMT_SMF.1 & FEEED R E

FMT_SMR.1 &=V 1&E|

oFMT_MTD.1(2) TSF 5 —XDEHL(2)
INDALGIER 2L
FMT_MTD.1.1 (3) TSFIL. [ BB 7 7 AN 3RT—K V& X £, [ 1Bk (Zoto#H 1] T 5k
Nz BIEZ 7ANVARLEE NNTHIBRLRTIUTR B0,

IRAFE: FMT_SMF.1 & BEHEREDHEE
FMT_SMR.1 &3 =U541%E|

oFMT_MTD.1 (3) TSF 5 —X D% FH(3)
A IER s
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FMT_MTD.1.1 (3) TSF i%. [
o IP TRLAT (L4
e MAC 7RL A7 (L4
e SSL &
o KTav 5E T D AENE LRI
o T —XTTHERE
o T ON IKFD B ENVH E DRI S BIA R E
o EJR ON oD [ B4 (014
o RXa AU NI 7 AV AR LR E
o IR—/LRUSND TV a7 2R IR E
12 2o, KA THR %[ EHE THIRLARTIER57280,

KA FMT_SMF.1 EFFEREDREE
FMT_SMR.1 &3 =UT (%%

oFMT_SMF.1 B PR RE O R E
INDALGIER 2L
FMT_SMF.1.1  TSF (X, UL FOEXF U7 o EESREZTTORE & RiTo e b7y [
o 27 —XTUTHEDEEBIOH I
o RXa AN 7 AV 7T —HEDORE I IO IR
e EJF ON KRrO HENH LD Ik
o 7 RLRMRIARNEGRT — X 1H EDEH)
o Va7 RISE T =T HEDEE)
o #Ta7 E TR D HENHERIE DR E
o T —HTUTIHEREDKE
o EIF ON BFo> HENE EOXIGRIA 2hak &
o FEJH ON IKrod B EhVH ERIE DR E
o BURT 7 AN Dy /iR
o BHH INAT — R DL
o BB 77 A NIRRT —RDOULE
o RXa A N7 7 AU TR I E
o R—LRUNDT Vv aT B ERE
e IP TRL AT ANHIBEIINMAC 7R AT L2 D& B
o SSL PREEXI Gt —E ADE
Io
M BRI~ DEEIF8.2.2 Hi Cub~3,
KA 2L,

oFMT_SMR.1 (1) EF=UF#%EI(1)
LR 7L
FMT_SMR.1.1 (1) TSF &, #&HI[ FEE 2R LT UTR2B720,
FMT_SMR.1.2 (1) TSF I%, I & Z&ENBIE ST 221 e brieny,
KA FIA_UID.1 #RBIDX A7
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oFMT_SMR.1(2) E¥x=UF1#%E(2)
TR E: 2L
FMT_SMR.1.1 (2) TSF %, &EI[ BIET 7 VRIFE TR 22T uE2ebz 0,
FMT_SMR.1.2 (2) TSF iZ, I % & ENBE ST T uEenm,
{RAFE: FIA_UID.1 Bl A7

5.1.1.5 Z7AFPT: TSF Offi#
eFPT_RVM.1 TSP DI A/
AR 7L
FPT_RVM.11  TSF (L, TSC WO A HEREDBIERET TS ATS VD RINIC, TSP SR fuflREA I OGS
RN T HZEERFELIRT TR D720,
IRAFE: 7L

5116 Z77AFTA:TOE 77&A

oFTA_TSE.1 TOE & = Mt
LRS- 2L
FTA_TSE.1.1 TSFIZ. [IP 7RLABLUNMAC 7RLZ JICES& B a M 246 Tl
U A SV AN
A 2L

5.1.1.7 JZAFTP: EfEH/ SAIF ¥ 2L
oFTP_TRP.1 R =T PAV
T RE - 7L
FTP_TRP.1.1 TSFIE, TVA & L[ VE—F] FIHERIC, MoOBEE/ SAEGHEERIZXBIS I, £
D L OPRAES TR 36 L O R R R D DIE T —# DI AR T 5l
FRAZAR L2 T TR 5700,
FTP_TRP.1.2 TSFIX. [ V2=PFHE] P @R ASAE N U CRELZIG T 27Tl
T RG220,
FTP_TRP.1.3 TSFiZ. [ [ TOEOWeblZ L5 {EH—E %, TV ZRIARIBEY—E 2 (&5
FE NP ERIPS DY —EX)]] (R T, B S ADM &2 R LT
PN ECAN Y TN
KA 7L

5.1.2 TOE /) MERET &
K TOE ODEARDYx VT i/ MEREFRE 1L SOF-JEAK ThoD,

F7o, A TOE 23t & T DREREBAF DO B | Mg RAVEIIINEFNRI AN =X L2 R 201

FIA_AFL.1 (1), FIA_AFL.1 (2), FIA_SOS.1 (1), FIA_SOS.1 (2), FIA_UAU.2 (1), FIA_UAU.2 (2),
FIA_UAU.7 (1) BLTUFIA_UAU.7 (2) THY, BI/RSH7-HERETREE L SOF-ZEAR TéhD, FCS_COP.1
ERE ST AT X LEF LT HERE B T DD T, ABERETREL ~ /L DRG0,
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5.1.3 TOE X2 VUT (f5-aE E A

A ST MNEIRUTARZEL ~ILZ O W T O EFa AR — % " $% 5-1 1T 7, % 5-1 1%, EAL3 +

ADV_SPM.1 i &% 1989 D707 _ERFEEMTH D,

# 5-1: {RAEE:

TR — b A R—R MR IRAFME

ACM_CAP3 | #F Al D B ACM_SCP.1,ALC_DVS.1

ACM_SCP.1 | TOE?®CMi P ACM_CAP3

ADO_DEL.1 | Faft Ffex %

ADO_IGS.1 | &%, Ak, BLONL EIFFIE | AGD_ADM.1

ADV_FSP.1 | B AIBEREMTAR ADV_RCR.1

ADV_HLD.2| &3 =27 ¢ 3k EAZ L~V EH ADV_FSP.1, ADV_RCR.1

ADV_RCR.1 | 3 =NA s D SE5IE 7L

ADV_SPM.1 ZEE?ESETOEJ&JU 745 ADV_FSP.1

AGD_ADM.1| EHLE N AH A ADV_FSP.1

AGD_USR.1 | FIHETTAZ A ADV _FSP.1

ALC_DVS.1 | ¥ =U7 4 TR 7L

ATE_COV.2 | I/ SL—T D431 ADV_FSP.1, ATE_FUN.1

ATE_DPT.1 | 7Ab: BT ~ULE%E ADV_HLD.1, ATE_FUN.I

ATE_FUN.1 | #%8E7 Ah 7L

ATE_IND.2 | JRNET AR — 7L ADV_FSP.1, AGD_ADM.1, AGD_USR.1
AVA_MSU.1 | HA X ADK ADO _IGS.1, ADV_FSP.1, AGD_ADM.1, AGD_USR.1
AVA_SOF.1 | TOEtEFx=VU7 s#resiE#Efl | ADV_FSP.1, ADV_HLD.1

AVA_VLA.1 | BRF&H Maga o i ADV_FSP.1, ADV_HLD.1, AGD_ADM.1, AGD_USR.1

5.2 IT BRERICxI T2 %27 BifHt
PO 2T xR T # TOE O IT BElC Bk 5% 2V T 1 BRI,
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6 TOE ZERIfAE

AL, BX 2T AEIR TS TOE O 2 U T (BERELRaE FB AR <5,

6.1 TOE & =UT (#KE (TSF)

X2V T AHEREEN L TOE OvF 2T ARREDBIEMEZE 6-1 (TRd, RPIT, 5% DXL R E
FLHL CWDHIE AR T,

# 6-1: BX=UT HEREEE TOE B =2V 7 44k

e

BERE L
FCS_CKM.1 | 6.1.1
FCS_COP.1 6.1.2
FDP_RIP.1 6.1.3
FIA_AFL.1 (1) 6.1.3 | 6.1.4 6.1.6
FIA_AFL.1(2) 6.1.5
FIA_SOS.1(1) 6.1.4
FIA_SOS.1(2) 6.1.5
FIA_UAU.2 (1) 6.1.3 | 6.1.4 6.1.6
FIA_UAU.2 (2) 6.1.5
FIA_UAU.7 (1) 6.1.3 | 6.1.4 6.1.6
FIA_UAU.7 (2) 6.1.5
FIA_UID.2 (1) 6.1.3 | 6.1.4 6.1.6
FIA_UID.2 (2) 6.1.5
FMT_MOF.1 (1) 6.1.3
FMT_MOF.1 (2) 6.1.3
FMT_MOF.1 (3) 6.1.3 6.15 | 6.1.6
FMT_MSA2 | 6.1.1
FMT_MTD.1 (1) 6.1.4
FMT_MTD.1(2) 6.1.5
FMT_MTD.1 (3) 6.1.3 6.1.5 | 6.1.6
FMT_SMF.1 613 | 614 | 615 | 6.1.6
FMT_SMR.1 (1) 6.1.4
FMT_SMR.1 (2) 6.1.5
FPT RVM.1 | 611 | 612 | 613 | 614 | 615 | 6.16
FTA_TSE.1 6.1.6
FTP_TRP.1 6.1.6

TSF_FKG|TSF_FDE|TSF_FDC[TSF_AUT[TSF_FCFTSF_FNP

6.1.1 Mi#4pk (TSF_FKG)

TOE I, W5 =8 (FLlsd) ka7, FIHE T — 2B LN TSF 7 —Z O S bieEE AR —h 9
%o MFD OFEIRNPA /258 T o8 GhmiE) 2575,

TOE 1%, ¥ 2772 —R%&JICIZ, MSN-R JLIET /LT VR L& FWT 128 B hEDBF 27 70t A AL ik
L. 557 /LU R 2 AES Rijndael Tffi 4572012, FERMEATYNIZIHEIET D, MSN-R HLIET L=
VALL, T —2 X7 0%y MK 5 R EE 272 TR S8k 7 VTV L TH D,

F RO EX 2T B THDHY —RIL, TSP ET /UICHEY BX 2772515 C TOE [ZX A k&S,
TOE tXx=2U7 4 RFEZEA}: ADV_SPM.1 OIRFETE: (£ 6-2) 73, TSP ET LZHEL T, TOE IE
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ZDO TSP BT /VIHEN, BREDEE. MFD 1 B2 LIZ BB — R &4 T 5, 22D, % MFD N D
TOE I HFIZ[FIL Y — RS [EIC T LT XL TH %f%%féﬁm“é

6.1.2 B =#{F (TSF_FDE)

FHET —2BIOTSF 7 —%% MSD [CEZIAT LB N ELTZEX T, LT ENLDT — X% 1L
LT EZIAT, 2, TNHDOT —ZBNNEIZ2 UL, MSD bt AL, 155 L TR 5,

KREILDNE T =L T O#b:

® HDD EICAT —AR(FENDAA—TT =X

e Flash A#EY EICAT — URIFENDA A= T —H
 HDD LiZ7 7 AV P RAFSNDA A=V T — 4

e HDD bLDOT RLART —%

e HDD LDva”7 58 T itkT —4

Xt G L72% TSF 7 —21E LA T Oi@Y:

e HDD FOHETZ 7 A /32T —R

e HDD O HF /2T —F

LB L OME 512X FIPS PUBS 197 |Z26-3< AES Rijndael 7 /LT VR AL B84 ik
(TSF_FKG) (XS Tz 128 By MR OIS E WD,

6.1.3 7 —#i{4Z% (TSF_FDC)
TOE IZAS — MREFEIB L O T 7 AV T RAES NI A A— D T — 2T 7 AL EIET RL AT — 57 7
AN, VaTd e T RERT — AT AN EHET DT — A EREEE A 5, LTORT 0l T A%, A%
BEICE FD,

o KUavE THOAENE0r T A

o &7 —XATUTHETSvr T A

o T RUVAIRIAMBRNGRGRT — 2 E T 0 r T L

o KXo X NI AV T T —2{EET T T

o a7 RIGE T I TWHET v TN

e FEJi ON KD HENE L7 0/ T 4

&7 a7 5kl HDD IZIET7 4 Mz 1 [EILL | EEET 2, 72, Flash AEVICITFEEMA 1 B F3E
&9 %, HDD EFZEEIIA TSF DR EITHED.

PUF, &7 079 5B ORZOREIZHOWTREDR T 5,

6.1.3.1 KTarvETHOHENEETvr T4
ARTT T LI OB, A A=V T —Ha FEEHEETD,
o Va7 LD |2 HDD 7213 Flash AEVIZA S — MEAESNIAA—DF — 2% Mo a7 5%
TR EEXHET D,
o RXa A N7 7 AU THERE (BUR T 7 A /VIREA & Tr) 12XV HDD IZRFSNToAA—T T —H %
A OBAEICIVEIBRESNDERIC EEXEET D,

WTNOGES, KT BT TANIFTEDZAI 7 T3 BB, IEMT 2RI RS,

6.1.3.2 &7 —XTUT{HEET T T L

AR707Z L%, TSF_AUT CHGIFRRAES V- B IC R0 E S ovicTleBh s, LT o7 —4%
EXFHETD,

e HDD EiZHH T R COAT =N A A=V T —H

e HDD LD T _RTOT7AV T ARA—DF —5
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e HDD Fichah a7 se TilekTr —4

e Flash AT RIZHBHT X TDOARATS — LA A—=TFT —H

KT I L, TRUVARRET =2 3HEL2V,

KT TTNTH IEREE FFo, KT 0T 05 @ THIET A6, Sy VB EREIRE . K
TSFIIART /T aaiLEh U= & BE OFRGEE VT Bk 35, RFEAJIH, TOE | ;ijjbtjc%ézﬂ
BT ABVAY (BMGLE) Z2RRmT D0, AU L FIFFR AL, ELWANNE T L5

Fr, EEXWHEEZF TS,

P IFHEREDZREEANCE W T, ik LT 3 [BIERGEIC R L= A SREEZ T 218 1k a‘focnbtpﬁf%‘
IRAT =Ry 735, By ZhEORE RN 5 4@ ., E%ﬁé’) oy I xR, Tbhh, 7
SEREREIE A 2V T LTy 2R eS8 IR 95,

6.1.3.3 T RLARIRIAKNEGRT —XHET 0 s T A

AR7a7Z A%, TSF_AUT CTBIERFES 2B BLEE O#EIZIY, HDD LT RV AIET —4% | EE
HETS,

TR B A D T, FFIEEEREITR U,

6.1.3.4 RXa A NT77 AV T T —HHETar T

K777 A%, TSF_AUT CHBERAES V- B OBEIZLYD, HDD EDAA—T 7 — &% XY
592, MBRT —HFLLTF ORIRBL 2L Ba | EEIRICE A R ET 5,

e HDD EiZHH T R TCOAT =N A A=V T —H

e HDD LiZhD T _RTOT7AV T ARA—DF —X

ARTBTTAE, BT —HTUTHELFEREOF IEFEREE £,

6.1.3.5 YavZRsE TZITHET vr T A
ARK7vr7T A%, TSF_AUT Tl GRRES V- & B IC L0 BB S VI TREENS L, HDD Eoovar
5 TRk T — X% FEXEET D, T ERFMEIE ARV O T, FIEBEREIT 0,

6.1.3.6 FEJR ON BFDO HENWNE T 1/ T A

TOE OFEJR ON B EEXVH EEFITT D, 122U, AR T FI 7 7 7 ARMED THIV a7 B H 5
A B RO T7 77 225 FI213 A Z—F v b Fax Z5Va7 BN H5E %<,

KT T ADHRNEITES), +7005  BIR ON BRI 10T 0% BITTEMENL, TORE
SIIABIZNED, K707 T 8% FATTHEEOMEERN SR T —# R TH L,
RKIaTTLOEEXMNRT —21%, LSRR T —XTUTHEEORZRERDT XTOT —X, 2134
FEZITZ HDD OF —ZDWT I Thd, FEE FIAE/L HDD OF —H I A — VA A= T —& 7
FAVAT A A=V T =4 BLW, Vay 58 TitdkT —2DH>b—2L L Tho,

ART7aT TN, BT —H YT HELFEREO T IEEEREE R,

6.1.3.7 T —HXHERTE
AR TSF L, EFEo&K7ar T AL, LU O EEREZ TRt 35,
o XUavSE T %O HENE LRI
HUaTE T HOBEENEET 27750 HDD E#EE[EEL, 1 BILLLE 7 [FECF, BEEMHIE 1 [,
o T —HXTUTIHERL:
BF—HTITHE, TRVARIARNERT — 2l 5, FEa A b7 7Y 77— 213, BEO,
TaZRsE TV THEDOHK T 07T L0 HDD EEXES, 1AL 7 [BILLT, BEEMEIE 1 (),
o EJF ON HfoD H BN %
IR ON FED HENWH L7 17 T LD MLRIA RN E, BEEME T~ THER),
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o FEJR ON W H BhyH =A%
IR ON Fro HEI £ 7 1/ F 40 HDD F#EXEH, 1 BV E 7 HLLT, BEEEE 1[5,

EREDOA R EIX, TSF_AUT CTilkBIFRRES N2 B HE O &, WA b WA FTFED,

6.1.4 F8aF (TSF_AUT)

AR TSF X, BELEE SAT—RIZI0E S O BIREREET T, BELE /SAY —RX, K TSF Cilnll585
SNIEEE OB NETETE 5 CFLLE 32 SUF LU FOREGL 5 DO AHETFT,

EELE T LA OBSREIT, & BRE TR DIFRAE AR D LRI T& 5,

B HERRE DR B, F72i3, ﬁiﬂ'&%ﬂﬁ%/@af/ﬁ Lo TEHEFZMAIL, 22D, IELVVEBLE N
U —RIC &> CEHE RGECR DI LIA I IR BB TS BE~ DAL 27 2 —AE i35, 7255,
BRI OT A ARELIL, ?s&{’ﬁz\z/vif_iWeb (2B, EEE R L EE SAY — NGRS T
BIETHD,

BE SV TOEIE NAT—R A S, AU CRERE O T AZI A7 (BRI E) 2FRRT5
D, ATJUTZSCFF R R L0,

Web Ti, 7747 VNIRRT —REXD AJTEARE T D, ZAUL, 7747 v Web 7772
*L . F ﬁﬁ%‘iﬁﬂj}Lf:Ii%ﬁ*’QIi@biﬁﬁfﬂ%%&?éii%ﬁ#é

BHLE NAT —REEREIZBW T, #H LT 3 [AIR8E _ﬁeﬂ&ut],m T G i o o WAV PY S =
FRAT —REny 745, oy hbORGERRERA 5 432t Q@JE’J oy I ERERR, Tbb,
SRR A A 7V T L Cay R EE DI IR T 5,

6.1.5 BHE~7 71/ (TSF_FCF)

MFD PICFIE DR T 7 AV EL TUHRFELIZA A= T —H &S AT — R L | RGEA R CHERE
(FVRI%E) 2759,

A TSF Zat’—, U ZRTAR PC-Fax BLNAF ¥ ARIED B EEREIZ BB T 7 A /REDA L H
T —AERML | BE T 7 AN SAT— RN 5 TR E 8 LT T O T ChHHI AR T S,

A TSF (1%, BE SV E7203 Web BB THUE 7 74V O BB EOMREZ 32,

FIRAE DA E SRV TEUR T 7 A K U CTHEZATO %6 . AR TSFITRIHBEITEE T 7 AL /ST
—RANZLPERL, AN SCFERBOT AZI A7 (B E) 2Frd 508, AL CFIT
FRUIR, KR TSF 13, BB T 7 AL SRT RN ATIE I, Do, RAFOBRICR ESNTZBUR 7 74V
INAT—RE—F L TWDHEEITIRY, 2.3.2 ﬁ‘ﬁf‘ﬁf\“fzﬁﬁéf’ﬁ (I a—%R) =35

FI 7S Web ’Cﬁ%?y/m/ U TCHBIEZITOBRE . A TSF I3, BT 7 AL /SR —R R AN E
., o, {%f DFRZER ESNTBE T 7 AL/ RAT — M: HBELTWAZEEMTRRAEL, TOMAIC
BTG A IZERY , B E (LB a—%2 507X 7C) 2553, A TSFIFBET 7 AL/ AU —R A
JIDRE, 7747% XU ANAT =R RO AN EFRET D, ZAUX, 774 T RO Web 7 7012 %F
L. FIABNS AN U LR T O X572 5 TRk 550 Bk 45,

%ﬁ@774/w>ﬁ%a1’ﬁ CHENTOBURT 7 AN S AT —RERFETCIL, e LT 3 [AIEREE I LT3

ZIK TSF AP A Ib L, MR T ANV Eay 35, RIEEIL, &7 7 A _Ob\féﬁzzé

PRREICAR I LT & M7 7 AV O RIS A2 B il K3, 2y 7 OfFEERIL, TSF_AUT CilkhERRES

NI EHE OMRIFFEND,

K TSFITFEED —FEE L THIE T 7 AV SR —RE T OMSREA AL | H/ SR —RN 5 7Ll E

8 LFLL FOMFCTHAILE AT D,

AR TSF ITHEBEO—FEEL TRMA EOMREZ ML T2, BB O BIEICET UL, HE T 71

JLRAT —RITHIBRS LD, ZOWIZ, BEABIBICET 35568 BRT7 7 ANV /SATY —REHETD
WERHY OBURT 7 AN /SAT—RN 5 LTFLLE 8 LF LU FOET-THHZ LM T 5,

K TSF IR BALENT=T — #5274 T "D Web 7T 7Y~/ ZR—b4 5, A TSF 13 F7-., 551k
SINT=T — 2L S bS W nT —2b 32 ITAT RO Web 7T X0 AR —R 5,
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AR TSF X, R¥2 AT 7 AV ZHERRICBIL UL T OB B REZFF 2, Zhbidn§ s TSF_AUT T
PR DFRRES N E B D BN FITTED,

o BURT 7 A WAL DIRFHED I % D DT80 D& BRFKEE:

e RX 2 ANT 7 AV TERNERE: Va7 FEINCSIRFE—REEE L TE5, BE TRV (VNAY
=KDV T—RET X TEIET IR ENEEMETHY ., HEETHD,

o IR—VRLIA DTV b aTd IR R IE: TV HARTARMEDT a7 1%L, D TOHIRIH
BT 5, A= VRIEDR N a7 IR L. A=V RT3 7 I HIRIO A EA L TR —
IVRDILTH, SN RN E ZF IR ELNDV AT DO E W EREE IZ RV CTHERES LD,
o BT 7 AN Dy 7 TR A& FREERE:

CHIEB T 7 ANDOay iR BURT 7 AN SR —REBGERIIC LV oy 7SR T 7 A /WKL,
oy 7 H R D, REFEREEEIT T 7 AT AV E B I DR DA TEAES LS,

6.1.6 Ry T —Z7{%EHARE (TSF_FNP)
K TSFIILL FOEKEZNGR D,

o 7 ()LZAHEEE

o GfE T — 2 e

o X NU— U EIR

AT, BERIZHOWTREIRT A,

6.1.6.1 7 /LAK%EE

BHEFICIDFROBREICHSE, BRIV BEHTLOBEEEHT D, IP TRVAIZEDSRM:E
MAC 7 RLRIZE DM EFRE TED, A TSF 1L, FIFIZEDRWVBEEHRTNLDO R T —27 37y~
., THEHEL | VAR AB IO Z Lo\, ABEEEDRR EIL TSF_AUT CalkBlFRRES /- & B
DHPNFEITTED,

IP 7 RLAICE DRI, #PHE U SETHEL, TNOEFF i o0 EITHES 202 E T 5.
MAC 7 RLRIZED 51T, #F 925 MAC 7RL A% 10 £ THRET 5,

6.1.6.2 E{5T —XIRFERERE

74T & TOE O Web LDii(E %, TRV IRGET H7-012, HTTPS (G REREA 135, £72. 7
TAT U ID TV ARTA RIS EESNAHIRT — 2% | //”\Hﬁot@f%néa%f:m:\ IPP-SSL & {5 #HE
et 3 5,

HTTPS i@(5 1%, 7747 D Web 7 70 nb08%E CRIAL . YIKIS D £ ClfE &2 #ERi 95, IPP-
SSL IEGIFAARIC I TAT L hD TV B RTA SISO REGE TRIMEL . WIS D £ T3 2#EEF 42,
SN 57 /LU X L RSA, DES, Triple-DES, AES 310X SHA-1 ThD, BHH DR EITL-
T, =R L A BAED A A= L S D,

HTTPS i&{5 }5 OV IPP-SSL i&(E D& FLRERE Thh5 SSL % Eid, TSF_AUT Cilk sl iRRES - & B
DIHNEFTTE, HTTPS (5 B LWV IPP-SSL @15 0ff IR (%)) OREIE->T, Fvhy—
IURERRE D INMEE B E T HI LN TED,

HTTPS 1#15 B L OV IPP-SSL B 5 &2 R LI A . v N — 7R RE 145 < N EZh DR RE Tl
E35,

6.1.6.3 b7 —URREIRE

255 HilZFL L= Ry NI — IR ET —HaARHA L H T = — A% FE SRV B LN TOE @ Web T
L\ﬁ“éo INHEDA BT 2 — A TEBE DI U TRMEL , ORI HE D7 7 ALV R#ET D, 2D

2R TSI AR NI — IR ET —HE WA F T 2 — AR | TSF_AUT LRBEDHR
;%'IJ =y Jt%:;aﬁm“é
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6.2 TSF & 2T HREmh
TR EIZNEFNF A =KX L2 FS< TSE 1T LL T D@y,
o HHIE /XA —K: FIA_AFL.1 (1), FIA_SOS.1 (1), FIA_UAU.2 (1) BX O FIA_UAU.7 (1) (ZxHi

L. 7L (TSF_AUT) BEhE. 77—l % (TSF_FDC) HhE, BLUN Ry by —21R7# (TSF_FNP)
HREICE D RBLEND,

o BUET 7 A/ /SAT7—F: FIA_AFL.1(2), FIA_S0S.1 (2), FIA_UAU.2 (2) BLU'FIA_UAU.7 (2) IZ
RIIGL ., BT 7 A/ (TSF_FCF) RREICKWFEIEND,

INEDOEF2UTAEREMEIL, Wb SOF-FAK Tho,

6.3 PRAET-Ex
& STIZBIHEF 2 T ARFEELED Fas K= 3 NI T HRATFBLERDRF 2 A MR 6-2 12

Y,
# 6-2: {RAETFEE
L R—Rb | {RFEFR
ACM_CAP3 |7V AU —R MRS B B 25
ACM_SCP.1 | MX-FRX3 Version M.10 ##&p%U AR
ADO DEL.1 |[HBT7— /Ry A Y—X FifFFIER E
- BRI FIEE

ADO IGsq | MX-FRX3 Zibq:”" B i

- MX-FRX3 % & FIEE (A TEEER)
ADV_FSP1 | BT7— N FRyHP AN —R X2 UT o BEREMTREE
ADV_HLD.2 |#T7— 1Ry H A V—X B~V
ADV_RCR.1 | #T7— Ry H AL Y—R RIS HTE
ADV_SPM.1 | HT7— L Ro B AL Y—R X a T4 fi#HET VAERE

B ET — 2% 27 1%~ MX-FRX3

AGD_ADM.1 L _

— MX-FRX3 Data Security Kit Operation Manual
AGD_USRI | " s D5y

MX-FRX3 Data Security Kit Notice
ALC_DVS.1 |hT7— Lo Hh AL U—R BFEFa)T oLRkE
ATE_COV.2 | BTN Ryt ATV —X HRL— 0 E
ATE_DPT.1 | BT7—NFyPr A Y—X BN~V GHT AN
- AT =

ATE FUN | MXPRXS BRREZZRMERSE

- T =)V F P ALY — R MNTT ANEREE Y — LB
ATE_IND.2 |TOE
AVA SOF1 | BTN oA —X X T (HERETRE /i
AVA VLALl |7 —=NRy P AN —2 Maggt it
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7 PP E£iE
A TOE 3E &35 PP 13720,
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8 RHL

AREIL, A ST Osgefte — B et T %,

8.1 & =UT Ak KTTEHRAL

TOE ©X 2T ABRBEIRUTZRIE S BB SO0 7 o 7T LT, 2T 45158 58t
TRLIEARIRDE L THHZ LA 8-1 [THFET D, # 8-1 13X, Rifestt. &El. o274
FE ORI DONT, ZEORIEFLFH L CWODHIE FE2RLIZHD THD,

# 8-1: Bx2VT 6 R ITEHR ML

TOE| » > — - i o
X204 2 | Q| B | = | 2|3 | 4 |R
g m O m 5 2 b %
s 2y o} g Q = > o
_ ) = S = Q - o c
TX2UT 4 ¥ % oy m o) r:E
KPR 58t
O.FILTER 8.14
O.MANAGE 814 | 815 | 816 | 81.7 | 8.1.8
O.REMOVE 8.1.3
O.RESIDUAL 8.1.8
O.TRP 8.1.7
O.USER 8.1.5
OE.CIPHER (1) 8.1.7
OE.CIPHER (2) 8.1.7
OE.ERASEALL 8.1.8
OE.FIREWALL 8.1.1
OE.OPERATE 8.1.2
OE.PC-USER 8.14
OE.SUBNET 8.1.1
OE.USER 8.1.5

8.1.1 ANETWORK

HTESE ANETWORK X, TOE 5% & 425 MFD ZINE Ry N — 2S£ DONEE Ry NI —2
DINER R BT — T I DBCRINHARES L, >, WAy T — NIz W T 7t MFD SR
7 Fy NI —27121% MFD ED1E Z 780 D12 N R S D Z 8 & RO T, 2
OE.FIREWALL & OE.SUBNET O A& bHIZ L0 EH X5,

8.1.2 A.OPERATOR

A.OPERATOR [, HHEMNMEE CTEHZ LA KD TEY, OE.OPERATE (%, TOE Z## L7~ MFD %
T T A O EFATLE D, EHE OB ZPMR LU F T FFE O GBI EIITHIZ LTIV EM T
x5,

8.1.3 T.RECOVER

T.RECOVER (ZxIL T, O.REMOVE N EH 5@, TOE IX., FIH#E T —4% MSD IZEEIATeEE,
MFD [EA O IV LT 5, ZHUCED AL~V O EEE N MSD  FITRESN WA, F203.
HIBRZIZERIEL CUWBIERE Gt A T 2N TEIZELThH, BROHHL DO EL CHIFETE/RU,
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7238, MFD O AEY (ERMEATY) 20N T LT —XTHRL (FEBEATILEEOMERT LT
TRTCOFLNET —F PR T H728), £z MFD BEhHHIZEHEATY EOT —2 &G AT Tod DA
BT 2 —AIFERT, MFD O -Chef/ Sl B T n— T 2 Y T CT — X &m A1 :i7*~5’
FEIRSCHR A T T — X DR E R E OB B N E BT 5720 KL~ L OB E O HifihE
RATBETH D, ZOT= DB MEATVLRATFL CWARE B2 Hi A H T 28T T,

FoT, RO RHIZEY HDD B X0 Flash AEYNOIFHRIK 2\ 1L TE 5D,

8.1.4 T.REMOTE
T.REMOTE {ZxL T, BL FOIDIZxHt T %,

e O.FILTER 23 EH 58V, TOE I, MFD ~D7 7 A& 588D 5 TUNRVFI 38 A3l 4 2R 8a7
DXV NI —IIRHB T 7w AR5 F B AR5,

o HEMDHR—hEL T, O.MANAGE 23 E®H5iEY, TOE (3Z DERIC M B GR E21THE B &k
BIFRRET DR RE AR 32,

e OE.PC-USER NE®H LY, HHA 1L, NEi Ay T —7 LT ERRFBRICIVIELG SN MFD ~0
P A 5RO D a2 BT MFD D IE 472 R DO B3R H TE DX #F Al H & 27805 585
THREREA B ESHE D,

ZNHEDORIRIZED MFD ~D 7 72 A% B LIV TUWVRNWEE N, WELR Y N —Z#H T MFD |2
TIBATHILEFHE . MFD WO T RL AR T — X2 {£i# 452 LINTED,

8.1.5 T.SPOOF
T.SPOOF (Z#LC, LA FDIHIzxtbid 5,
e O.USER 2NED A, TOE 1%, IE M4BT 7 A ARAEE A ik B ZR e+ DHERE AR {35,

o HTEDYR—rEL T, O.MANAGE NiED SN, TOE 137 D T I LB 3% n:_%f OB BRE
BIFRRET DI REA TR AL T2,

o IENBURT 7 A NARATE OFBIFERRE I LB/ BUR 7 7 AL SR — RT3 IRV WO B2 B
ST NIEZR B0, ZAUE OE.USER N EH 58V, FFLE M TOE BL O MFD OFI & 1217
D,

ZHNHDOXRIZEY, BBEEN, L4 A& 0T E 3 eI E T ISk a5,

8.1.6 T.TAMPER
T.TAMPER (2% T, O.MANAGE N ED HiEY . TOE | X 1E 472 & M 23k B Z0aE - Ak e A f2 it 4

Do ZHUCKYD  BEEEDNEHEITRDTET LR BB SRV EIINE R N — 78R T %y
"D — IR ET — Aot AHUE IS E T2 251 TE D,

8.1.7 T.TAP

T.TAP ([ZxfLC, L F OISk T 5,

e O.TRP &b 5i@Y ., TOE 1L, WER Ry "N —7 EZ i AR & T — 2 2 L O % # - DR hE
T2,

o HITEDPR—KEL T, O.MANAGE N E®HSiEY, TOE [3Z DOIEHIC S B R T AT E A ik
BIFERRET DR REZ R i3 2,

e OE.CIPHER (1) 23 E®H @Y, EELE 1X. MFD OF| &S TOE LidfE 3 5852 TOE OlfE 7
SURGERSREDMEI LD, TOE 23R B 528128, lfF 7 — X2 LT 5,

e OE.CIPHER (2) 2 E®H @Y, EELE 1X. MFD OF| & TOE LidfE 758, TOE A ESN5D
WAy N —ZBREE T IZB W, BE 7 — 2 & VIR E T D720 OB E (K S LAy
FEFRET D, T —HDOZTFPELIZ USB AEVEMBHIES, %) 2E T 5, ZHUx, 7747 b
HUNT T BRI AR LRV ED T IZXY TOE OE T — 2R EENE I TRV EAICE
WTHETHD,
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#% 8-2: TOE t U7 HERE L AR L
g O.FILTER |O.MANAGE | O.REMOVE |O.RESIDUAL| O.TRP O.USER

FCS_CKM.1 8.2.1.3
FCS_COP.1 8.2.1.3
FDP RIP.1 8.2.1.4

FIA_AFL.1 (1) 8.2.1.2

FIA_AFL.1(2) 8.2.1.6

FIA_SOS.1 (1) 8.2.1.2

FIA SOS.1(2) 8.2.1.6

FIA_UAU.2 (1) 8.2.1.2

FIA_UAU.2 (2) 8.2.1.6

FIA_UAU.7 (1) 8.2.1.2

FIA_UAU.7 (2) 8.2.1.6

FIA_UID.2 (1) 8.2.1.2
FIA_UID.2 (2) 8.2.1.6

FMT_MOF.1 (1) 8.2.1.4

FMT_MOF.1 (2) 8.2.1.4

FMT_MOF.1 (3) 8.2.1.4 8.2.1.5 8.2.1.6
FMT_MSA.2 8.2.1.3

FMT_MTD.1 (1) 8.2.1.2

FMT_MTD.1(2) 8.2.1.6

FMT MTD.1(3) 8.2.1.1 8.2.1.4 8.2.15 8.2.1.6
FMT_SMF.1 8.2.1.1 8.2.1.2 8.2.1.5 8.2.1.6

FMT_SMR.1 (1) 8.2.1.2

FMT_SMR.1 (2) 8.2.1.6
FPT_RVM.1 8.2.1.1 8.2.1.2 8.2.1.3 8.2.1.4 8.2.1.5 8.2.1.6
FTA_TSE.1 8.2.1.1
FTP_TRP.1 8.2.15

CHHOXRIZED, IEL2FHHE D MFD (S L ClfE 4288, BEHELNE Ry N —7 Laifiing
MMET 22T 2Lz TE5,

*FRTT #t

8.1.8 P.RESIDUAL
P.RESIDUAL %, LA FOXRICEVER TX5,

e O.RESIDUAL NEDHHHEY, TOE 1%, va7 58 T £loiZH IEEE, MSD (ZA T — WARfFS TR
T —HDOEE, D7l 1 [E] EEXEET D,

e O.RESIDUAL 737E %181, TOE 13, FHE OHIFRRIEICLY | fEESH 7 MSD ORI #H T —4
ORI Z D7t 1A EEEEET D,
e OE.ERASEALL 2N EH D@D, BHE L, MFD QI IIFTA E L EDORE, MSD OF|HE T —
AR A A E D e b 1 B EEXEET D, D012 TOE O FEN LI THY , IRIEDERE
MR CTED,

e O.RESIDUAL N ESH S8, TOE 1%, BHLE O#EEICLY MSD OF|H#E T — X a2 k%D 7L
£t 1Al EEXHET O ER IR D,

o HITHD YR —FELT, O.MANAGE 23 EDSiEY, TOE (32 DiEH M BE/2ik EA1THE BE 25k
/DJIJNL uﬁﬁé% 73’%@?‘?’50

OO IZEY . PRESIDUAL IXEM T HE TH 5,

8.2 X7 ¢ BEAAR AL
X2 T ARG EHH L TAT B2 VT BB E R THLZEEMAET 5,

©2006, >—7 (24 (Sharp Corp.), all rights reserved. 35




8.2.1 ¥ UT A HERE EAFARML

X 2T AREE A X 2 )T ARG S OX NI OWNTE 8-2 [T, £ 8-2 1, BX=UT 11
BEZE LB 2 U T AR R ITE ORI ZDNT, FORIE KL CWBEIR 52 RLIZH D THD,

8.2.1.1 O.FILTER
O.FILTER I, LA F OEEREZEAF DOALAG DOV EBLTE D,
e FTA TSE.1(ZTC, TOE /X, IP 7RV ABI O MAC TRLV A LIS B a M &2 TED,
e FMT_SMF.1 2T, TOE I%. REDEMICMEE R IP TRV AT AL ZBEMAC 7RL A7 /L4
DEPRREREAATORE ) &2 i35,
e FMT_MTD.1(3) IZC, AIA®D IP TRV A7 NZBEONMAC TRV AT 4 V2% W& bE -
T2 DRE I, EHEE ICHIBREND,

e FPT_RVM.1 (2T, B al MENLINEF AT SIVARINC, IP TRV ARB LN MAC 7 RL ADRRAE 34409 I
OHEN, BRI TAZENMEEESND, £2. FMT_MTD.1 (3) ZiFEITEARWIIIITR =I5,
F FMT_SMF.1 & FMT _MTD.1 (3) IZ— &L T FTA_TSE.1 OEHAZHEL. ZNHOM THAITRE
AL, £72, FPT_RVM.1 (3 A YR —hD 7= OMFESMETHHD THA TR AELR, BLEDD,

O.FILTER #3842 LT, BREEMFOH I T AL R,

8.2.1.2 O.MANAGE
O.MANAGE /. LA F OB EN DA AG DRIV EBLTED,
a)FIA_AFL.1 (1), FIA_UAU.2 (1), FIA_UAU.7 (1) BXO'FIA_UID.2 (1) (Z&-> T, BHAZ#IFR
FOGRGET D,
b)FMT_SMF.1 (2T, TOE I, Lt B FEZRAEDE M LB H L SR —R OB EEITHRE
Nzttt 5,
C)FIA_SOS.1 (1) |2k, BHEE AU —NEZWET DB, FEE NAT —RH 5 L7 32 3CF-LL
TOEKFLE THOZEIMERES LD,
d)FMT_MTD.1 (1) 12T, O.MANAGE %# %Efiti§2% TSF 7 — ¥ CThHEHE AT — R & %A T 5HHE
Nix, BEE OIHITHIRSND,
e)FMT_SMR.1 (1) (2T, FEE O&ENTHeRF S, BEE 1XEOEFNEE ST HND,
fy)FPT_RVM.1 22V O.MANAGE % 3Bl 4 5% BB B2 T [E CEARWN DI AR — %,
FC a) IFEBEWBGEREOFRIZETHHDOTHY, b), ¢) BIOd) ITEHE AV —FUEDOHE
GUCEAT AL D THD, 2D —DOFRIIMNAITFAEL, FHAIZH LRV, ) OIU-D>OMEEZEIRIL,
P O RRREE T DT O I A FEMICER 20T, A TIR AL, b), ¢) BLONd) O
ZODOMERBEN IR, FHE NSAY — QAL Ei S 272D B TERINAEN 50T, B3 e
L7, e) 1Ed) DIRFEOELTHY a) ([ZHR—FSNAHDT, BEAIIFELRW, f) T AR —
DT DEEREENE THLHD THAITFE ALV, LA LB, O.MANAGE 2328145 1T, BEREZAT:
DFEITTFAELR,

8.2.1.3 O.REMOVE
O.REMOVE O HJix TRECOVER ~DxHiTHY, 9725 MFD /76 MSD ZH HEn-E L Th,
MSD [ ZRAESNT=T — 2D AESNARNWIINCT 2L TH D, 2L, UL FOMREE O A A Y
ICEVEBTEA,
a)FCS_COP.1 {2V, LA FDiEY MSD IR FENT=T — 2 215,
*FCS_COP.1 IZEWIRTFINDRIHE T — X 305 B bSbHT28 , MSD ~DIRT7F%4 54T 7= MFD
H & LIS MSD 285t L TR & T — 2 O F A2 R A Th  FIRE T — 2O /A LSS,
o T — & LIAERIZ, FCS_COP.1 120, TSF 7 — X & FNHEHE AT —R B I OE R Y
TANSAT — R &2 HDD IZRAFSIVDBRICHE S bE D, ZDT-8 WEENZINHD/SAY
—REAHLUT, 0T ELEHDEICLD, MENRFAE T — 2O HLb EH LSS,
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b)FCS_CKM.1 (ZXV, FCS_COP.1 #ZEfti 3 %7- D 584 £k 95,

) KF B HED T — R, TOE H & WK LIZHLOTHY, FMT_MSA2 12XV tx =T 7227 (@it
LLTRITANDLND,

d)FPT_RVM.1 125V, O.REMOVE % FE 8 T 55 Re Z 2 L B CEZR WY R—R 5,

32 FCS_CKM.1 & FMT_MSA.2 X, FCS_COP.1 DK FEMED T /2D Tt A I3 AL 70,
FPT_RVM.1 [3AH AR — D72 O THL DO THEAITRAELR, LLE2 D, O.REMOVE % #
AT % B CHERE B DR G IR AL 72\,

8.2.1.4 O.RESIDUAL
O.RESIDUAL /%, LA T OReZAE DR AA DRIZID FEHTED,
a)FDP_RIP.1 (2L~ T, LA FDOA T V=7 MO EPROE Y TREFRIZI W T, ORISR L

i 1AL B EEXEET D,

Xt B LI BA TV /NI HDD FDOAS — A A—F — BT 7 ()L HDD D77 AV T A A—
CF =BT 74/ HDD EDOTRLAMET —%2774/L HDD FOYa7 52T il T —& 77 A/,
BLO Flash AEY FORT — LA A—VF —HT 7 A )L ThD,

o ENHDAT V= NNEOEIROE Y CTHRERNFAET DO, Va7 58 T Ezid bk, Fil
DBUET 7 A VHIBREAER, BLON, FHE OBIEICLVFFEDT — X EHRED 7 1y T L35
ITENTLETHD,

s HIETHR A= 0r T ML, &7 —F VT HE, TRUVRRIRENEGRT —2HE, RFa A7
TAV T T =2 a7 RGE T =T EZE, BLOY &R ON O HENE A ThD,

b) LL T OHEREZH 2 C, FDP_RIP.L (ZBH 32 HLRE /1%, B HLE ICHITRS LD,

«FMT_MOF.1 (1) {ZT, FDP_RIP.L 45 TSF DOy H T —Z U 7% RFa AT 7 AU
T2 E, TRVARIARRNEGT — 25, a7 e T T E, BLO, EJF ON
oD H BE EOBEREZEESEDHE NN, B HLE ICHIBRE D,

«FMT_MOF.1 (2) {ZC, FDP_RIP.1 (295 TSF ®H9HeT —Z )7 iHE, RE¥a A b7 7 AU
77 =2, BIO, EIR ON B H 8 EOSHREA 1S 1L 2R N, BELE ICHIFRS LA,

*FMT_MOF.1 (3) (2T, FDP_RIP.1IZRIH 2 TSF DHYBRF 2 A N7 7 AU 7T — 2 B RE R X
VETE ON FEoD B BhY HHERED 5D F WA W ZETHRE I, BHLE ITHIREND,

*FMT_MTD.1 (3) {ZC, FDP_RIP.1 (292 TSF 7—4 ., 3 72bb, & Va7 58 T# O BB L
¥, 7T —H2UT7iEEREE, FIFE ON Ko HEHEORSHIA R E. BLO, EIE ON Fo B
VHEEHEE | WS EITE T 58 0%, & HE ICHIBRES D,

¢)FPT_RVM.1 |21V O.RESIDUAL % FEHL§ 5K HREEF 21T [ CE AN IR — 5,

L b) OFFEBIIMIFERTHY, ZbiTa) ODEFEFHTHHDT, a) BLUb) OFHELNFHH A
BATAHZETR, T2, a) BLO D) ITEMSTERITH LA & 7272 — D OEEEE RS T 5D T,
HEREE M OB AIIHVIF720, EED ¢) 1T AV R — D72 b OREREEA( THL O THREAIIIEL 20,
PLEMS, O.RESIDUAL %#3FH 9% T, MREEM ORI A IR AEL 720,

8.2.1.5 O.TRP
O.TRP 1%, LL F OMREE DO B R IC LV FEH TX A,
e FTP_TRP.1 2LV, FIHFE L TSF MICHEHUEIE 2L L, MEFRF T 228N TES,

e FMT_MOF.1 (3) {2V, FTP_TRP.LIZBHT 5 TSF § 72 b Ry NI — 7 {RFEFSEED 5D T A A
THREE, FEEICHIRISD,

e FMT_MTD.1(3) (2XW, FTP_TRP.1ZB9% TSF 7 —%, 37245 SSL g E &MV &b E-id
BT HREINL, FEEITHI RIS ND,

e FMT SMF.1ICkV, ZDiE BN FREL 72D,

e FPT_RVM.1 |28V, O.TRP ZF BT 2K MR Z 2 1 E B CERWIDIT YR — 5,
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72 FMT_MOF.1 (3), FMT_MTD.1 (3) BX O FMT_SMF.1 (340 A A 5292 FTP_TRP.1 OF HLA
EL, OO THAIEIALR, £-, FPT_RVM.1 13 AR —hD 7= OREREECTHHLDO T
BAIIF LRV, BLEDG, OTRP ZEBL T2 LT, BB EMFOBA TR AL,

8.2.1.6 O.USER

O.USER i, UL FOBREEF O A SO HICIVEH TED,

a)FIA_AFL.1 (2), FIA_UAU.2 (2), FIA_UAU.7 (2) 3XU'FIA UID.2 (2) (X~ T BB T 7 A /ARAE
B EHIBAET D, 2D BIRT AN A~DT 7 A (BIRT 74V SAT—FEBE G ) 73,
BT 7 ANVAREE DR ATREE 2D,

b)FIA_SOS.1 (2) 12X, BUET 7 A/ /SAT —R3 5 SLFLL | 8 SUF LA F O TF ThHDHIENRAES
ns,

¢)FMT_MOF.1 (3) (2T, O.USER Z#Efifi I DR F 2 A 7 7 AV JHERE (BT 7 A VEREZ & T0)
DSDLENELETHEEN N, BEEIHIBRS LD,

d)FMT_MTD.1 (2) 12T, BB T 7 AN/ AU —REE LT HRETX, BURT 7 A NVRLTFHE O IR
Shd,

e)FMT_MTD.1 (3) IZT, BT 7 A WL DIRFE D FLMEIZEIDD TSF D SLFWERLRE ), 7772
Ob. K2 AT AV TR EBL O — VRSN TV a7 2 LR EE . FWEbE
FATWE T DHESNL, FEE ITHIFRS D,

f)FMT_SMR.1 (2) |ZC, BURT 7 ANARLFE DEFNIHEFF S, BURT 7 ANV RAF LT A 132
DOEENZEIHE ST HID,

g)FMT_SMF.1 (280, BB T 7 AV /AT —ROE BEH S r[iEL 725,

h)FPT_RVM.1 (1240, O.USER % EHL T 2K BEE A 1Z B CERWIDIT R —M 5,

R a) (TR 7 A NRFEFNFRREOFH LT 26D THY, b), d) BEg) 1TBET 7113
AT —REEOHERIZETLHLOTHY, ¢) BLWe) 1TEHEIZLDIEHOFERIZEITIHLOTHD,
IS ZODHFERIIMNATRAEL HEITHEA LR, a) OMUSOEREE T, R T 7 A NAREE
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NFMT_MOF.1 (2) IZE0WF b B DA ITHI RS 41D,
b)FIA_AFL.1 (2), FIA_SOS.1 (2), FIA_UAU.2 (2), FIA_UAU.7 (2) BXO'FIA_UID.2 (2) X, L FD
Y FEEMEAAT B DIRES D,
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ADV_SPM.1 ZSWERFEL LT %, ADV_SPM.1 (22T, BEEEEM: FMT_MSA.2 IZBW\ T,
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TSF_FDC 1%, & Va7 52 THO HENEE 7 1T LFEATIRFIZ, MSD (HDD #7213 Flash AEV) (Z{R(F
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