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.1 7 , MFD
EEPROM
b)
HDD
.1 7

MFD EEPROM
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c) ON
ON
EEPROM
d) ON
ON HDD
1 7
EEPROM
©)
ST
5 TSF
MFD EEPROM
f)
MFD HDD
g)NIC
MFD
TOE FMT _SMF.1
6.1.6 (TSF_NSP)
TSF MFD ,2.33
TSF 2
a) Ul
b)
,TOE ROM
MFD
6.1.6.1 Ul
Ul Ul
(TSF_AUT)
6.1.6.2
TOE  Web TSF
Web-Admin
TOE Web
I/F ,TOE Web
Web-Admin
Web-Admin , TSF_AUT 3
Web-Admin
Web-Admin
, Web-Admin Web-Admin

25

MFD

MFD

, Web-Admin

, MFD



[DSK_ST]

6.1.7 (TSF_FCF)
MFD
( )
TSF
5
TSF Web
TSF
[13 2 TSF
,2.1.2.8
( )
Web TSF
,2.1.2.8
3 TSF
TSF
(TSF_FMT)
TSF 5
TSF
5
6.2
ST 11
11:
ACM CAP3 |AR-FR21
ACM SCP.I  |AR-FR21 VERSION M.10
ADO DEL.1 |AR-FR21
AR-FR21 ,
ADO_IGS.1  |/\b ensy 1)
ADV FSP.1  |AR-FR2I
ADV HLD.2 |AR-FR21
ADV RCR.l |AR-FR21
AR-FR21 (*2),
AR-FR21 (*2),
AR-FR21 Web ()2,
AGD ADM.l |AR-FR21 Web ( ) (¥2),
AGD_USR.1 (*2),
AVA MSU.1 / (*2),
(*2),
(*2),
(*2)
ALC DVS.1  |AR-FR21
ATE COV2  |AR-FR21
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ATE DPT.1 AR-FR21
ATE FUN.1 AR-FR21
ATE IND.2 AR-FR21
AVA SOF.1 AR-FR21
AVA VLA.1 AR-FR21
*1)5
(*2)
6.3
TSF
a)
TSF (TSF_AUT TSF_FDC)
(TSF_FMT) SOF-
b) Web-Admin
TSF , Web-Admin , Web-Admin , Web-Admin
( TSF_NSP) SOF-
c)
TSF
TSF_FCF) SOF-
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7 PP

TOE

PP
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8
8.1
TOE
12 12
12:
— > >
< Z 8 5 : z
= = e = a ~
~ ~ b
O.RESIDUAL 8.1.1
O.REMOVE 8.1.1
O.MANAGE 8.1.1
O.NSP 8.1.2
O.UAU 8.1.3
OE.BROWSER 8.1.2 8.1.3
OE.CIPHER 8.1.4
OE.CLIENT 8.1.3
OE.FIREWALL 8.1.4
OE.OPERATE 8.1.5
OE.USER 8.1.6
8.1.1 T.RECOVER
T.RECOVER , 0.MANAGE , TOE TOE
MSD O.RESIDUAL
, O.REMOVE
MSD
MSD
8.1.2 T.SHUNT
T.SHUNT , O.NSP (
Web-Admin) Web-Admin
, OE.BROWSER Web
8.1.3 T.SPOOF
T.SPOOF , MFD O.UAU OE.CLIENT
, O.UAU OE.BROWSER MFD
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8.1.4 ANETWORK

ANETWORK , TOE
OE.FIREWALL , OE.CIPHER
TOE TOE
8.1.5 A.OPERATOR
A.OPERATOR Web-Admin s
OE.OPERATE Web-Admin
Web-Admin
8.1.6 A.USER
A.USER OE.USER
Web-Admin
8.2
T
8.2.1 TOE
, TOE TOE
TOE TOE 13 13
13: TOE
O.RESIDUAL | O.REMOVE | O.MANAGE O.NSP O.UAU
FCS CKM.1 8.2.1.2
FCS COP.1 8.2.1.2
FDP RIP.1 8.2.1.1
FIA AFL.1(1) 8.2.1.3 8.2.1.4
FIA AFL.1(2) 8.2.1.4
FIA AFL.1(3) 8.2.1.3 8.2.1.5
FIA SOS.1(1) 8.2.1.3 8.2.14
FIA SOS.1(2) 8.2.1.4
FIA SOS.1(3) 8.2.1.5
FIA UAU.2(1) 8.2.1.3 8.2.1.4
FIA UAU.2(2) 8.2.1.4
FIA UAU.2(3) 8.2.1.5
FIA UAU.6 8.2.14
FIA UAU.7(1) 8.2.1.3 8.2.1.4 8.2.1.5
FIA UID.2(1) 8.2.1.3 8.2.14
FIA UID.2(2) 8.2.14
FIA UID.2(3) 8.2.1.5
FMT MOF.1 8.2.1.3
FMT MTD.1(1) 8.2.1.3
FMT MTD.1(2) 8.2.14
FMT MTD.1(3) 8.2.1.5
FMT MTD.1(4) 8.2.1.3
FMT SMF.1 8.2.1.3 8.2.14 8.2.1.5
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O.RESIDUAL | O.REMOVE | O.MANAGE O.NSP 0.UAU
FMT SMR.1(1) 8.2.1.3
FMT SMR.1(2) 8.2.14
FMT SMR.1(3) 8.2.1.5
FPT RVM.1 8.2.1.3 8.2.14 8.2.1.5
FPT SEP.1 8.2.1.3 8.2.1.4 8.2.1.5

8.2.1.1 O.RESIDUAL
O.RESIDUAL ,MSD

ON , FDP_RIP.1

8.2.1.2 O.REMOVE
O.REMOVE , MFD MSD TOE

FCS_COP.1 MFD MSD

, FDP_RIP.1
FCS COP.1 , FCS_ CKM.1

8.2.1.3 O.MANAGE
O.MANAGE ,TOE TOE

a)FIA_UAU.2(1), FIA_UAU.7(1), FIA_UID.2(1) FIA_AFL.1(1)

oFMT _MTD.1(1) HDD HDD
ON ON HDD

oFMT MTD.1(4) , Web-Admin

. , FIA_AFL.1(3)

. ON
, FMT _MOF.1

b)FPT RVM.1 a)

c¢)FPT SEP.1 a)
d)FMT SMF.1

€) SOF
eFIA_AFL.1(1)

eFIA_SOS.1(1)

f) ,FMT MOF.1  FMT MTD.I(1) , TOE
FMT_SMR.1(1)
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82.14  ONSP

a) Ul
eFIA UAU.2(1), FIA_UAU.7(1), FIA_UID.2(1)

Ul
oFPT RVM.1
Ul
oFPT SEP.1 Ul
b)
oFIA UAU.2(2), FIA _UID.2(2) FIA_AFL.1(2)
FIA UAU.7(1)
oFPT RVM.1
oFMT SMF.1  FIA UAU.2(2) , Web-Admin
, FMT MTD.1(2) , Web-Admin
° Web-Admin TSF Web-Admin
oFPT SEP.1
c) SOF

oFIA_ AFL.1(1)
oFIA AFL.1(2) , Web-Admin

eFIA_SOS.1(1)
eFIA SOS.1(2) , Web-Admin

8.2.1.5 O0.UAU

a)
«FIA UID.2(3) FIA_UAU.2(3)

«FPT RVM.1

eFMT SMF.I  FIA UAU.2(3)
,FMT_MTD.1(3)

. , TSF
FMT SMR.1(3)
*FPT SEP.I
b) I/F
eFIA UAU.7(1)
c) SOF

32

FIA_AFL.1(1)

IT

I/F

Web-Admin

FIA_UAU.7(2)

FIA_UAU.6

,FMT_SMR.1(2)



[DSK_ST]

eFIA_AFL.1(3)

eFIA_AFL.1(3)
*FIA_SOS.1(3)

8.2.2
14 14 cc
TOE
14:
[FCS CKM2  FCS COP.1], FCS_CKM.4,
FCS_CRM.I " 5" CkML4, FMT MSA.2 FCS_COPI FMT MsA 28221
FDP ITC.I  FCS_CKM.1],

Fcs cop1 |t PCS CKM.A FMT MSA 2 ] FCS_CKM.1

FDP RIP.1 — — — —
FIA AFL.I() FIA UAU.I FIA UAU2(D) — —
FIA AFL.1(2) FIA UAU.I FIA UAU2(2) — —
FIA_AFL.1(3) FIA UAU.I FIA UAU2(3) — —
FIA SOS.1(1) — — — —
FIA SOS.1(2) — — — —
FIA SOS.13) — — — —
FIA SOS.1(4)* — — — —
FIA UAU2()) FIA UID.1 FIA UID.2(1) — —
FIA UAU.2(2) FIA UID.1 FIA UID.2(2) — —
FIA UAU.2(3) FIA UID.1 FIA UID.2(3) — —

FIA UAU.6 — — — —
FIA UAU.7(1) FIA UAU.I FIA UAU2(1), FIA UAU2Q)|  — —
FIA UAU.7(D)* FIA UAU.I FIA UAU2(Q2) — —
FIA UID.2(1) — — — —
FIA UID.2(2) — — — —
FIA UID.2(3) — — — —
FMT MOF.1 | FMT SMF.L, FMT SMR.I | FMT SMF.L, FMT SMR.I(1) — —
FMT MTD.1(1) FMT SMFE.L, FMT SMR.I__| FMT SMF.L, FMT SMR.1(1) — —
FMT MTD.1(2) _FMT SMFE.I, FMT SMR.I | FMT SMF.1, FMT SMR.1(2) — —
FMT MTD.1(3) FMT SMFE.L, FMT SMR.I__| FMT SMF.L, FMT SMR.1(3) — —
FMT MTD.1(#4) _FMT SMF.I, FMT SMR.I | FMT SMF.1, FMT SMR.1(1) — —
FMT _SME.1(1) — — — —
FMT SMFE.1(2) — — — —
FMT SMF.1(3) — — — —
FMT SMR.1(1) FIA UID.I FIA UID.2(1) — —
FMT SMR.1(2) FIA UID.1 FIA UID.2(2) — —
FMT SMR.1(3) FIA UID.1 FIA UID.2(3) — —
FPT RVM.I — — — —

FPT SEP.I — — — —

. IT TOE
8221  FCS CKM4  FMT MSA.2
RAM _TOE MED RAM
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RAM , TOE MFD

FCS_CKM.4

ON 128
, FMT_MSA.2

8.2.3 TOE
TOE 15

15: TOE

FCS CKM.1 — — —
FCS_COP.1 — — —
FDP RIP.1 — FMT MOF.1 —

FIA AFL.1(1) — — —

FIA AFL.1(2) — — —

FIA AFL.1(3) — — —

FIA SOS.1(1) — — —

FIA SOS.1(2) — — —

FIA SOS.1(3) — — —

FIA UAU.2(1) FPT RVM.1 — FPT SEP.1

FIA UAU.2(2) FPT RVM.1 — FPT SEP.l

FIA UAU.2(3) FPT RVM.1 — FPT SEP.
FIA UAU.6 — — —

FIA UAU.7(1) — — —

FIA UID.2(1) FPT RVM.I — FPT SEP.l

FIA UID.2(2) FPT RVM.1 — FPT SEP.1

FIA UID.2(3) FPT RVM.! — FPT SEP.I
FMT MOF.1 — — —

FMT MTD.1(1) — — —

FMT MTD.1(2) — — —

FMT MTD.1(3) — — —

FMT MTD.1(4) — — —
FMT SMF.1 — — —

FMT SMR.1(1) — — —

FMT SMR.1(2) — — —

FMT SMR.1(3) — — —
FPT RVM.! — — —
FPT SEP.I — — —

8.2.3.1
15

a) FIA UAU.2(1) TSF
FPT RVM.1

b) Web-Admin FIA UAU.2(2) , Web-Admin TSF
FPT RVM.1
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c) FIA UAU.2(3) TSF
FPT RVM.1
d) FIA UID.2(1) TSF
FPT RVM.1
¢) Web-Admin FIA UID.2(2) , Web-Admin TSF
FPT RVM.1
) FIA UID.2(3) TSF
FPT RVM.1
8.2.3.2
15 TOE
FDP_RIP.1
ON
, FMT _MOF.1
8.2.3.3
15 TOE
a) FIA_UID.2(1) FIA UAU.2(1)
FPT _SEP.1
b) Web-Admin FIA_UID.2(2) FIA _UAU.2(2)
FPT _SEP.1
c) FIA UID.2(3) FIA UAU.2(3)
FPT SEP.1
8.2.4 TOE
TOE ,MFD
TOE EAL3
8.2.5
TOE ST
(low attack potential)
SOF- ST TOE SOF-

82.6 IT

IT
IT OE.BROWSER
OE.CLIENT TOE
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OE.BROWSER

a)
eFIA UAU.7(2)

OE.CLIENT
I/F

SOF
eFIA_SOS.1(4)

a)

TOE

, Web-Admin

IT

8.3 TOE
LT

8.3.1 TOE

TOE
TOE

, Web-Admin

I/F

IT

PC-FAX

I/F

, TOE

, TOE

TOE

16: TOE

TOE
14

, Web

IT

(TSF)

TOE

PC-FAX

PC-FAX

FIA SOS.1(2)

16

TSF_FKG

TSF_FDE

TSF_FDC

TSF_AUT

TSF_FMT

TSF_NSP

TSF_FCF

FCS CKM.1

8.3.1.1

FCS COP.1

8.3.1.2

FDP_RIP.1

83.1.3

FIA AFL.1(1)

83.14

83.14

FIA AFL.1(2)

8.3.1.5

FIA AFL.1(3)

8.3.1.6

8.3.1.6

8.3.1.6

FIA_SOS.1(1)

83.1.7

FIA_SOS.1(2)

8.3.1.8

FIA SOS.1(3)

8.3.1.9

FIA UAU.2(1)

8.3.1.10

8.3.1.10

FIA UAU.2(2)

83.1.11

FIA UAU.2(3)

83.1.12

FIA UAU.6

8.3.1.13

FIA UAU.7(1)

8.3.1.14

8.3.1.14

8.3.1.14

FIA UID.2(1)

8.3.1.15

83.1.15

FIA UID.2(2)

8.3.1.16

FIA UID.2(3)

8.3.1.17

FMT MOF.1

8.3.1.18

FMT MTD.I(1)

8.3.1.19

FMT MTD.1(2)

8.3.1.20
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TSF_FKG

TSF_FDE

TSF FDC |TSF_AUT [TSF _FMT | TSF NSP | TSF FCF

FMT MTD.1(3)

8.3.1.21

FMT MTD.1(4)

8.3.1.22

FMT SMEF.1

8.3.1.23

83.1.23 | 8.3.1.23 | 8.3.1.23

FMT SMR.1(1)

8.3.1.24

83.1.24 | 83.1.24

FMT SMR.1(2)

8.3.1.25

FMT SMR.1(3)

8.3.1.26

FPT RVM.1

8.3.1.27

8.3.1.27 8.3.1.27 | 8.3.1.27

FPT _SEP.1

8.3.1.28

8.3.1.28 8.3.1.28 | 8.3.1.28

83.1.1  FCS_CKM.1
FCS_ CKM.l1 ,TOE

( )

8.3.1.2 FCS_COP.1

TSF FDE MSD

TSF_FDE
MSD

TSF FKG MSN-D 128

FIPS PUB 197

FCS COP.1

83.1.3 FDP_RIP.1

TSF_FDC

TSF_FDC

TSF_FDC

1

FDP_RIP.1

83.14  FIA AFL.1(1)
TSF FDC  TSF_AUT

8.3.1.5  FIA AFL.1(2)
TSF NSP  ,TOE Web

FIA_AFL.1(2)

83.1.6  FIA AFL.1(3)

MSD

FIA_AFL.1(1)
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TSF_FMT

8.3.1.7
TSF_FMT

FIA_SOS.1(1)

TSF_AUT
FIA_AFL.1(3)

FIA_SOS.1(1)

8.3.1.8
TSF_NSP

FIA SOS.1(2)
Web-Admin

8.3.1.9
TSF_FCF

FIA_SOS.1(3)

FIA_SOS.1(3)

83.1.10 FIA UAU.2(1)

,FIA_UAU.2(1)

(TSF_AUT)

b)

8.3.1.11
TSF_NSP

FIA_UAU.2(2)
,TOE Web

83.1.12  FIA UAU.2(3)

MFD

FIA UAU.2(3)

8.3.1.13

Web-Admin
Web-Admin

FIA UAU.6

8.3.1.14

TOE
a)TSF_AUT
b) TSF_FDC

FIA_UAU.7(1)
I/F

, Web-Admin
Web-Admin

FIA_SOS.1(2)

TSF_FDC TSF_AUT

(TSF)

, TSF_AUT

(TSF_FDC)

ON
, TSF_FDC

TSF
TOE
,FIA UAU.2(1)

, Web
FIA UAU.2(2)

Web-Admin

TOE  Web
TSF_FCF
TSF_FCF

I/F TSF_NSP
Web-Admin

FIA_UAU.6
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¢)TSF_FCF

,FIA_UAU.7(1)

8.3.1.15  FIA _UID.2(1)
FIA UID.2(1) TSF FDC TSF_AUT
(TSF)
a) (TSF_AUT)
TSF_AUT
b) (TSF_FDC)
TSF_FDC

TOE

, FIA_UID.2(1)

8.3.1.16 FIA UID.2(2)
TSF_NSP ,TOE Web , Web
FIA_UID.2(2)
8.3.1.17 FIA UID.2(3)
MFD TOE Web
TSF_FCF
TSF_FCF
FIA_UID.2(3)
8.3.1.18 FMT MOF.1
FMT MOF.I ,TSF FDC
ON
8.3.1.19 FMT MTD.1(1)
ON
HDD HDD
ON HDD
TSF_AUT
FMT MTD.1(1)
8.3.120 FMT MTD.1(2)
TSF_NSP Web-Admin , TSF_NSP Web-Admin
TSF_NSP Web-Admin Web-Admin
Web-Admin FMT _MTD.1(2)
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8.3.1.21 FMT _MTD.1(3)
TSF_FCF , TSF_FCF
FMT MTD.1(3)
8.3.1.22 FMT MTD.1(4)
NIC Web-Admin
TSF_AUT
FMT MTD.1(4)
8.3.1.23 FMT SMF.1
17 FMT _SMF.1 TSF
FMT SMF.1
17:
TSF |TSF
HDD TSF_FMT
HDD TSF_FMT
ON TSF FMT|  ON
ON HDD TSF_FMT|  ON
TSF_FDC
TSF_FDC
ON TSF_FDC|  ON
TSF_FMT
TSF_FMT
Web-Admin TSF_FMT|NIC
Web-Admin TSF_NSP
TSF_FCF
TSF_FCF
8.3.1.24 FMT SMR.I1(1)
FMT SMR.I(1) ,TOE
, TSF_AUT TSF_FDC
, TSF_FMT
8.3.1.25 FMT_SMR.1(2)
Web-Admin Web-Admin , TSF_NSP
, TSF_NSP Web-Admin
Web-Admin (TSF NSP) , TOE

FMT SMR.1(2)
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83.126 FMT SMR.1(3)
FMT SMR.1(3)

TSF_FCF

8.3.1.27 FPT RVM.1
8.2.3.1 FPT RVM.1

a) TSF_FDC
ON

b)TSF_AUT
Ul )

¢)TSF_NSP

d)TSF_FCF

, TSF_FDC, TSF_AUT, TSF_NSP
,FPT RVM.1

FPT RVM.1

8.3.128 FPT SEP.
8233 FPT_SEP.1
a) TSF_FDC

b) TSF_AUT

¢)TSF _NSP , Web-Admin

d)TSF_FCF

, TSF_FDC, TSF_AUT, TSF_NSP
, FPT SEP.1

FPT_SEP.1

8.3.2 TOE
6.2

TOE

8.3.3 TOE

6.3
SOF-

TSF

Ul

Web

11

TSF

EAL3

41
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, Web-Admin
Web-Admin

TSF FCF  823.1

ON

Ul )

TSF FCF 8233

TOE

TSF
SOF-
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TOE SOF- , TOE
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