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T—RAEEUREDEHMT D, SWHF—EDDBHWS — h NETHIREBR T —4 1L, HW
T—rAFORABEERETHESLINTEY., AERELUNIERTEZ R, DFY. AREND
SN LODHELERBEEEAND T I EANRE—VEEFTINEA, TIaL—2B8ERFNALUN
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DNREZ—VTHSHEEEALIS LT, BEELZRABREERT -2 ERH#HTET.
HWS — b2k T7 VLR EEBSIND,

1.2.6  Lifecycle of the TOE

TOEDZ A THA I ILIEUTO LS IZERSIND, COMTIBF, BT LEERIIZASEZED
TIE Ly,

TOED T A4 7 A4 7 I)LiE, TOEOERBEEE, BIZIEN—RDzT7EV T T 7OHEESE, B
REGN R EIZE>TER D, RXEE, TOEQOEREZBM TS50 0DSELE L TCIERTE2EDTH
%5, KPPESRBRI HSTERE X, EEOTOEIZEDE, SATHAVIILERELTRETEHIEN
TZ5,

L) ICFYy IN—KRIT7HE

N—RYI T 7PEAREICLBICFY TORR., COITRIE., 5ICICEKHET. ICT R I ESIZH
Elgh, TNRETNELRDIEREICE>THLNE I EEH D,

2 7VEXHEY T +U T TR

T ERAGEHEEEY DMV 7 THERTIEEOTOT T LRE, 77 2 XHEHEED—SE
FlEeEEN—RFRIDzT7{LTHE LN, TRTEN—RITITT7TERTIFEE. COTA4THA
DILARTYy TIFEBKEIND,

T EAEHEETTEIANZRXRLIEZEAPPTRHRESNE VDT, TOEREEBIZL>TELRDE
WAHEMAVLGNSEAE LG, ERAERE, HAHBEBREY I NI 70T —ERXRNBITKRE
TEH5LEDELENE LA,

(3) HHAAHEZEY T U7 (OS - AP) BAZE

ICF v FIZHIHAENB0S - APOBIFR, OS - APERIZ. FAEFNEZELLIBERENATIND
LA, APIE., A AR OARIZISCTRHREEINS, OS - APIE. TOEANTH %,

(4) ICFy FHE

ICFy THRHETR, ICFY THEESIN, 2) THRREINLZT V& XAFEEENEHIRATN,
B) THRINEHEAHEEY T I 7HATOERNDOROMB B WNEFRERMEA T LIZHBEHE L
5, BB, VIMIZT7DO—EHBNELEBIE, COIRTIEG L, (5) TTOEIZHHINTD
KU, BEINEICFY Tk, ARETANERTCERERD,

(5) HAAEIBEANICTF v THEE
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MIAABRRAFEEICE > T, ICFy THAMLAAEBZE~NBHIND, COREIRE. ICFYTE
BEITDT) Y P EROFARE., TNERESTIHAARBORENZ DRy dME LhR
W, TERLERRERE HEE~ESFSND,

(6) MEFBEIZLDER

TOES A 7H AV ILDHEMRT 1 —X, TOEAMA A EERICEH N, BET 2 ERRRTTHER
SNhd, APPHAEET 2BHIZ. COERTIT—XTRELET D,
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Conformance claims

2.1 CC conformance claims

APPE, UTFDEBYCCEEEERT 5.
« CCEA: CC Version 3.1 Revision 44

Part 1: Introduction and general model September 2012 Version 3.1 Revision
4 CCMB-2012-09-001

Part 2: Security functional components September 2012 Version 3.1 Revision
4 CCMB-2012-09-002

Part 3: Security assurance components September 2012 Version 3.1 Revision
4 CCMB-2012-09-003

o N—R2EA: CC Part2#iL5E
VR A2 tXa ) T A #EEQVR—RY NEESEIZEET 5,
e NN—I3EE: CC Part3@4&

2.2 PP claim

APPIE, UITDEBYPPEAZERT 5.

PPE&: A

2.3 Package claim

APPIE. UTFDEBY Ry T—CBEEEEERT D,
=

RNy lr—SEE: EAL4E

2.4 Conformance rationale

APPlE. HOPPADEESEZFRLABEWVD T, BEEWMDERIZAR LY,
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2.5 Conformance statement

APPADEAE % EET BHPP/STIE., RABBAEITELAELLTIEAESEL,
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Security problem definition

3.1 Protected assets and users

3.11 Protected assets

TOEQREEEL (. TOEO X2 ) T 4 H48E (TSF) RUVBREBICK > THRESINDIEREE
THd, CCRX—RIITIE, REZEEL, (TOEOFRAEINMEZRODIEHEEINDI LD
(entities that the owner of the TOE presumably places value upon) | £E&ZLTWL3,
AKTOEDOFTEZEIE, TOEZHARAAFLHAABBOMBELHEE SIS, HAAERCE W
T. TOEF EMIDMAABERY TRV 7ITH—EXERH L, ZOMAARKEBY I NI T
NEAAHKEBFELTOY—ERZFRAEFICREIT S, 2FY. TOEFFBEENEEZRODD
T, HAAEBY IV THARBITIFINAZT~AOY—ER, HDHVEHAAKBEY I bU T
THJRSFAET —2GETHD, TOEE, HAAERY I MV 7ICHEEHEZRMI L
LIZkoT, BENIC, HAAEBY I VI 7O —ERPFAET -2 RECEMRT 2.

TOEDRESHEEIL., MHAAERY I bV 7AFAFICRHRT IV —EXO—RTHERIL
5, BIZIX, HAAKBY I b 7HRBEBAERILEEETTLIOTHNIE, TOEEX, HEA
RIADT-HDEEEEEERTT 5, HAABBY I NI T7HANEBET —2ORENE - &t
ZRESTDHDIE L, TOEORBEHEEIL., FAET —20OEBEEIL - EF. 25 WVWIEMACHE -
REFDOMEEEZRMEET D, 6 L. KBENTOENKE SHEEZERAT L. HAAHEBY I NI
TORMBEY—EXRDE#EL.DONDE, DFY, TOEIZCE>T, BEHBEDIE L WNMERERIT
THEENEETHD, TOEORBEHENAREIZHERAINZ NI EATOERRAEEIZE > TOMM
BEY, TOEOEHENGREEEL LD,

WEEL, REEELZHETHIFRELT, TSF, 5D WVWIETSFAERT D T—4 (TSFF—
R) EREITLIZNAE LG, TSFOTSFTF—A2nBEIhd L. REEEEI+TDICHEESIN
BN, FDH, PPICERELTHRLALCTE, TSFETSFF— 2 [FBEYIZREZEIARILAE
bRV, Chibldk, REOREEEICHLT, [ZTREE] EtHIEND,

3.1.2 Users

TOEDFAE LIF, CCR—FTI2&NIE, TOELEWETATOEND T VT4 T4 &2 0LVS, F
BEIL, TOENBHET 2NEA 2T —X (TSFI) 2N L TCTOEIZ 7Y RT3,

ATOEDQFABEF., UTIZRTEEYTH D,

HIAHAERY T o7 TOENRHET IBEEHE. RUZhUNDTOEN—RIz7ER%E
FAT D, BEHEDFAIZ, TOEAELLFBEINEIEAIZEY
FaEnd, ELWAIRALE, HAAKBRAMEDOEE/NN 2 —IC
MO EHEDHRAEET., MAAEBY I bIZTIE. COFF
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EDHENRZ—2EELLKETTSH5NDT, TOEOEEHKEDOF AL
AN d, MHAAEBRY IR T 7IXTOEO EL AR AEZETH
Y, TOEIZH T 52 BEZFELEHEEITHEL,

IZal—4 TOEZ#EH T HICF Y TONEA D, TOEREDN— K 7E&ER
[CEE7Y EAARELREE, “ITIal—4%" OFEKIE. REO#E
BEERMITDITEE (“TNRYH BL) 2REZEKITDIEDET
5, TIalb—AF MAHFKEFEY I T TT7ENSTICTOED
N=—ROT7ERIZ7TIVERTEZNDT, TIaL—4NERAIND
LTOEIZEELFEER2T S, TOEO X1 T #REIzk>T, T
SAL—RICKOIBEBEOCAERFAENRIEE SR,

3.2 Threats

ATOEIZEEL T, MMITREBHEHE RS, ChODEHRIE. TOE, ZOEREE. H 5 LI
EOHAEDLEIZE> TR I ARIER S AL,

Application note [Threats] AZEICRINDIBAIL. HAAEBEETICF Y TIZHEH
BEBHTHD, L. TOEEABEOEFMHEIZCIECTELDZBEN N HNIX., STEME L.
ZTOEREZEMINRETTHD, TDHFAE, EMTHIERICHELT, €Fa U T4
HEFE., TFa2) T REEGHEROEMBENDETH D,

LLTROZR L, TOEAE A V2 T —ADNDDHENHKETH 5,

T.Internal-Access MAAHERICBWVNTTOED LA CTEMFT 2MAARY I D7
. TORBAET 2R ETLL-HICTOEOREESHEEZF AT
5, TOFAET —IOHRE (FRE. ASARE) ZENLETIHIH
BEL XKEFEOD—DELT, TZ2aL—2F0Y—ILERAL,
TOEREDEEMELZHFAACFERALES LT E LN,

UToEEIZ. ICFYy TOHENEEICELIRETH D,

T.Leak-Inherent WEEE BEEETOTOEDHEEHELEZHAL. HEEHOD
TINRZ—V ETOEDBEREE#HRZPIT I S 2 &1L >T, TOE
DESHED—HTHIBERERET N LARL, HEED
T -2, TOEOERBFNDRAEREACTOED FREM
BOBAGE, MENFERICE>THELND,

T.Phys-Probing KEEIL, TOERSOHEN TO—EVFI2&>T. BEHERND
MAET—42. BEH., H2VIEMOKBIZHRIDTOENDEEFR
ERETOIMNE LN,

12
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T.Malfunction WEEHL, BEFOTOECEEXA M LA ZHMML. TOEARESY %
HOAHEERY TNV T TORTOTSFESDOEEIZEY PHEERS
FHELIED, TOHRLELT, HAAKBOFAET —2INLRE
INFEY, HAABBEOY —EANAFEIhEYTENE LAL
LY,

T.Phys-Manipulation WEET BEHENDBEYENICERET LI LICk>T, 2212
BMENEIRAET A CBEREXELEY., HDVIEMOKE
DEHIZTOER X1 ) T4 A HZXLERELEYTIME LN
7‘6:('\0

T.RND WEEE, TOEXERT DEBEZEZFRE L. NIk 2 T, EAEOD
REBEICIKFETDHTSFT—4 (ex. TOEXNERT 2SR ORAT —
) ODREMNMETIHHELNAGL,

3.3 Organisational security policies

P.Cryptography TOE(X, TOED LA CTEMET D MIAHKERY T b U = 774 EDHED
IVTATAICHEERELZRMT D, COBBHEEL. ZONET
VTATADREEEEZRBECHAIANLGRELEZY., HDUWIL.
NEBL T AT MEDITEBEEHAERLEZT YT EHEHICHE
AEnd,

Application note [OSPP.Cryptography] TOEDH®&RIZ&E > TIk. TOEDOKE SHEEIC
BEOEBET7ILI)XLNERShZNAE LGN, RETHAE, O+
DT A AMELTEE7ZILIYURLERETES,

3.4 Assumptions

%L

13
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4 Security objectives

B3FICRLEEFAUTABEIRLT, TOERVZFDREICETA2EXFa ) T 1EKAHZE
Y, TFa)TaoxdERAEIF. TOEICE > THALTREDE4.112, ZOREBIZXK > T
T252H3D%R421C8FHT D, Bl ThboDtEFa)TodEAH N XY T BBEICK
LTEUTHDZ EDRMESL.3I2RT,

TOED €2 )5« WEFHH. ERBEOLF2 0T HEFHHE. ThEA, £HEL
‘0. “OE” &H5 L E#HAULTET.

4.1 Security objectives for the TOE

tFAVTABRBLELTERSNEBREMEBOEF ) T A#ICEALT, BERROED
[CTOEAL I NEEF 2 T A HEKAHZRT,

O.Internal-Access TOEICHEHGEINDI T I aL—ANAESHEEREICFERTIDERH
=8, TOEE, EHGHEAAKIEY 7 T o 7 EITICHESHEE
FEREHFALATNRIERSRL, EEL. AT oT4 T4 (A
HHEEBRY T Y7  ITIaL—2%28bT) ICLIBEHEDE
ARAREFERICHEZLREVNGARIEHATLTH KL,

EXFR-[O.Internal-Access] MHAHERY T T T7IE, O &
DD —ERDERBIASKRTETCO—EDNEEETT 5B TH
SHREEEAT S, CORBSHEDERATHEH, EFa )T EFEN
LRV, L. TZTaL—4EAZ0NEBELLA—FIETH S
REEZEA LSS, TOEBEETHEAAERBRY I b 7ICLDHER
LRI—THDhrb, tFxa)T4BFEFELAGL, . TOER
. BERAZOREEENTDHHDTIEGEL,

O.Leak-Inherent TSFiZ. TOESNBNLEATEZL2ENEEDEE (TOED BRI T
~NDRABRDH D VNETOENLRFBT HEMNK) MPEESEECED
2NN L DHEBEEFREZRFESL. TOHEBREARMNPITINTEREE
BIFRALEESREAREINDIZLEHCHEEZLELREADR
LY,

0.Phys-Probing TSFIZ, TSFE#EH T HA2N— ROz 7EBHDIINT S To—EY
TEHITFEIRNEEEORIEGRLEL, JHEHICE, To—EVT%E

14
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YIEWICHEICT 2EEBHEE. TA—EYITRHEICK2TOEEEE

R END B,
O.Malfunction TSFIZ., fAAHHEREY T 7OTSFESDEEE - #iETF2 %

BiCzth, BERXAMLRADOEEZRBLATAERLRL, HKF
BOFlIE, TA4ILAOBH—ILRTAMNLRAEZEET S, H5H0
X, VY TRIMNLAZREL, TOESEE2FEILET E2ETH D,
NOBEULBTEFEIZ&L > T, T.MalfunctionlZ;R Eh =R AE
T—RANDRE. HAHEBY—EXDHEERHIETE S,

0.Phys-Manipulation TSFIE. TSFICE DL 2RI ODENRELZL T L. H DL
X, WEWREICLDITOERT—2DHEEHCRKE L DRIER
BIEL, T2, TSFIE, WEEMNTSFICEL D EIKE D E BT
5O0REICTIHERE L DRIETE LA,

O.RND TSFIZ, EF 2V T A HWEDAN_IXLNDELETIREERL.
APOREZDOFRANARHEGCEAKEZRE LT TNEZ ST,

O.Cryptography TSFIE. AT VT4 T4 LHMATETIREREZRELG T
EaRbm0, COBSHEEX. ZONBTUOT1 T4 DREEES
RELPHSAOLHRELEY., HHWVE ABT VT4 T4 MMED
ITEBELEHBERIEEZT YT DEHICERINSD,

4.2 Security objectives for the operational environment

ERBREICEADLIEX ) T4 /KRARIEE L,

4.3 Security objectives rationale

AETIEH, EBROEF 1) T HKAHPEF2VT A REERZORBHICHLTHENTHD
CEDRRERT, 43.1TIE, FLDOEF1UTAJARAHS VT OO EF2 Y T« RE
CEhDENRD L, 43.2TRE, ELA0EF2 )T RENARIET 5 F2 ) T4 FRAEH
CE>THMICHLEND S L EHAT 5.
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4.3.1  Correspondence between SPDs and objectives

XA TAREEREEF L) T ANEAMONIEERS-VIZRT, CZITRTEHY., T
RTOtEFa)Tox0EFEAEHIE, —D2 ULLE) OtFa1 ) T BBTEDEHIZSIADIESC

ENTE D,

F4-1 X2V TABEEREEF2) T4 XEKAHOHIE
+
*
3 c
7 0 g
J8elo |2 |2
XN o= =} <
£12|5/5|8|2] |
Alz|l<s|e|B|s o
#t | S| E|a|c|= S
2l Z=Zz|2
C e e sl llz|=s|a|x|0O
X1 TAREER olololololo]|o
T.Internal-Access X
T.Leak-Inherent X
T.Phys-Probing X
T.Malfunction X
T.Phys-Manipulation X
X
P.Cryptography X

4.3.2  Sufficiency of the security objectives

TOEDREF 21U T A MEAHICE DT, B SNEZBRETHEBO LX) T HHNTAT
TRICHNH D VWERESN D EDRAERT,

T.Internal-Access

T.Leak-Inherent

KEEE, TIa2L—2EFEALTCTOERNIBIZCT IR L, BEH#
BEEZEAL &S &9 %, O.nternal-Accessic &> T, TOE(X. S
EHECELWIBETEHAT S, d0bhbb, HAHEBRORE
DMBIZA>EESHEEDFBLINHFATINE, KEEIL, A
HHEBOFEDNEUND A ETCTOEDESHEEERIT DI L(E
TERL, TORER, BERRETREIN-HEAAKSFEY 7 bT
TOREZEENRESIND Z LEEA L, O.lnternal-Accessiz & o
T. BEL+DICBEEIND,

O.Leak-InherenthAEfE (L, BESEENEREKOEESEHE
R =V LEEHRENBOHBEZEA - DT EARECRE
Y, BEEEEICHERAITINEENDITINABESINDIOEHILETE
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T.Phys-Probing

T.Malfunction

T.Phys-Manipulation

T.RND

P.Cryptography

%, O.Leak-Inherentiz & o T. T.Leak-Inherent® & B M+ 7 IZ
BRI 3,

O.Phys-ProbinghEfEEhn(d, HEN IO —EVJTIT KD RHE
HET—ADREEHIETE, T.Phys-Probingd BE N+ 2 28
BmEnd,

O.MalfunctionBEE ST, TOEICHE T IREA ML ADOEE
ERBTETD, TORBE. MAEBT —20ORBCOMELAAKSEZY T b
DIT7OERAHE (WTFhi, TOEAEET EHHIZDONT) &5
IE &, T.MalfunctionDBEMN+DICBE I D,

O.Phys-ManipulationA"EfE S hhif, WERREIZCLZ2RETL
T—RORELZFILETE, oI, XEENTSFIZE DL 5 EIEKERD
BT 5D EIETE S, 0.Phys-Manipulationiz & - T,
T.Phys-Manipulation®ZE N +4 28RS b,

O.RNDMOEINANIE, TSFAERT HEHBOFEN X ) T4
AAZAXRLIZREBELEENDEDERD, ORNDIZE > THEEIC
FREHMEFANEEIZARY, TRNDOEBEN+HIZEFE S
éo

O.Cryptographyl&. TSFANE T Y 71 T« ICHEBHEEE 2 #
L. MBIV TATANREEELZRECLPASANSORELRY.
HdWNE, MOITEBLHEARILEET>EYTIOEXET S,
O.Cryptography & . P.Cryptography # EEZ X H L TH Y .
P.CryptographyANE Y] IZERE SN 5,
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Extended components definitions

APPTIlE, ARt Fa ) T A HEEERK AT R T 58, CCRX—R2ICEFEFNHRVILERD ~
/'ﬁ_;?\\/héféﬁg_%)o

5.1 Extended security functional components

APPCERTDILFEIVAR—F U MEFTNESL T 73U ES511IZKRT, COWLKRT 7 =
J. ¥RV AR—F U MlE, CCRX—R2 (EFa) T ooV R—22 b)) OBEY AT
HBHFCSY T RIZEBT D, hbld, CCR—R20 772 YURVAVR—FRVMEETILEL
THERINT=,

5.1.1  Definition of the Family FCS_RNG

TOEN— M TH I EMENERIT IEESEED—DIZ, ABERNH D, ELEIF. HBREE
BEORER. XA TREXH. HARTLALIZFERASIND, XEEALFEINIICL, +
PRIVINAE—E2FDEAHBERIDETH D, CCRX— F2ICIFEHBEREHEREST DY
A=Y EDAGE VDT, ALBERICELDIILEIVR—X 2V NEEET D, KIETIE, £9
“FICS_.RNG” 773V %2FE&HL. FOTJ7IVICETHAHEIVR—XVMEEET D,
BIERTZ 7 I EHREROAVR—FY ME, LULTNOPPHABEIEESNEZHEDTH D,

“Security IC Platform Protection Profile” Version 1.0, 15.06.2007; BSI-PP-0035
UTE. FAPPOERDBRTH %,

To define the IT security functional requirements of the TOE an additional family
(FCS_RNG) of the Class FCS (cryptographic support) is defined here. This family
describes the functional requirements for random number generation used for
cryptographic purposes.

FCS_RNG Generation of random numbers
Family Behaviour

This family defines quality requirements for the generation of random numbers which
are intended to be use for cryptographic purposes.

Component leveling:

FCS_RNG: Generation of random numbers 1

18
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FCS_RNG.1 Generation of random numbers requires that random numbers meet a
defined quality metric.

Management: FCS_RNG.]1
There are no management activities foreseen.
Audit: FCS_RNG.1

There are no auditable events foreseen.

FCS_RNG.1 Random number generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical true, deterministic,
hybrid] random number generator that implements: [assignment: list of
security capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: a defined
quality metric].

Application note [EX_FCS_RNG.1] A physical random number generator (RNG)
produces the random number by a noise source based on physical random
processes. A non-physical true RNG uses a noise source based on non-
physical random processes like human interaction (key strokes, mouse
movement). A deterministic RNG uses a random seed to produce a
pseudorandom output. A hybrid RNG combines the principles of physical and
deterministic RNGs.
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Security requirements

6.1 Security functional requirements

APPTHRET HSFRIZ, CC/X— R2I2EFEN DA VR—F Y MNSETERIT DHEIVR—
*VbEEMLEIDOTH S, R6-1ICSFROY X METRT,

#=6-1 SFRUJ Xk

fult
B
i

EEIES

FPT_PHP.3 Resistance to physical attack

6.1.1 FCS_CKM.1 Cryptographic key generation
6.1.2 FCS_CKM.4 Cryptographic key destruction
6.1.3 FCS_COP.1 Cryptographic operation

6.1.4 FCS_RNG.1 Random number generation
6.1.5 FDP_IFC.1 Subset information flow control
6.1.6 FDP_IFF.1 Simple security attributes

6.1.7

6.1.8

FPT_TST.1 TSF testing

TNEFNDOEF2) T A EREIAVR—FVMNIDELRBREERE T LEIZK D TSFREEET
5, BEERRARIZ., RSFRIZEWT, UTORSZEAETREIN D,

e B HBHVIERRBEOCEMZ[BIMG: x x x(®E). BR: xx x@EH)IOBRXTE
T FAMERB2BRETRI A, APPTEFMEZT o> TULAL,

« BREBEEFELCHSVT. BRAZFNOEBEEHZFRHER GEHR) TRT.

* APPTIE. —HOREARTTHY. TOEMZEEMN: XX XHEHE - TRIOBA TR
Fo STEMER., RTHODOREEZZETERER LR,

LT, APPTHET HSFRERT,

6.1.1 FCS_CKM.1 Cryptographic key generation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
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cryptographic key sizes] that meet the following: [assignment: list of
standards].

6.1.2 FCS_CKM.4 Cryptographic key destruction

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: cryptographic key
destruction method] that meets the following: [assignment: list of standards].

6.1.3 FCS_COP.1 Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment:
cryptographic __algorithm] and cryptographic key sizes [assignment:
cryptographic _key sizes] that meet the following: [assignment: list of
standards].

6.1.4 FCS_RNG.1 Random number generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RNG.1.1 The TSF shall provide a [selection: physical, ron-physical-true—deterministic;

hybrid] random number generator that implements: [assignment: list of
security capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: a_defined
quality metric].

Application note [FCS_RNG.1] Refer to “the application note [EX_FCS_RNG.1]” in
Chapter 5: Extended components definitions.

FCS_RNG.1.1: ST authors shall select and define appropriate parameters to
address the security mechanisms implemented on the TOE.

21



HAABEBRITEFL7ZICF Y TPP Version 1.0

6.1.5

The assignment can be completed with none or sescurity capabilities needed
for the random number generator, such as “total failure test of the random
source”.

FCS_RNG.1.2: ST authors shall define the quality metric sufficient to prevent
prediction of random numbers by an attacker to the degree that the security
mechanism needs.

An example of quality metric for random numbers is quantified
entropy level using “Min-entropy” or “Shannon entropy”. It depends on the
use for the TOE or the embedded device.

FDP_IFC.1  Subset information flow control

Hierarchical to: No other components.
Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.1.1 The TSF shall enforce the [assignment: embedded device information flow
control SFP] on [assignment:
<subjects> the cryptographic function of the TOE,
<information> command data to the subject and response data from the
subject,
<operations> input of command data, execution of cryptographic

6.1.6

operation and output of response data].

FDP_IFF.1 Simple security attributes

Hierarchical to: No other components.
Dependencies: FDP_IFC.1 Subset information flow control

FMT_MSA.3 Static attribute initialisation

FDP_IFF.1.1 The TSF shall enforce the [assignment: embedded device information flow

control SFP] based on the following types of subject and information security
attributes: [assignment:

<subjects> the cryptographic function of the TOE,

<information> command data to the subject and response data from the
subject,

<security attributes of the subjects> reference data” to verify authenticity

of command data,

<security attributes of the information>  properties relevant to the command
data; the attributes provide the TSF with capability
verifying the authenticity of the command data].

FDP_IFF.1.2 The TSF shall permit an information flow between a controlled subject and

controlled information via a controlled operation if the following rules hold:
[assignment: only if the authenticity of the command data is successfully
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FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

verified by the security attributes, the information flow of the command data to
the subject and/or the response data from the subject, which is the outcome of
cryptographic operation, will be permitted].

The TSF shall enforce the [assignment: “additional information flow control
SFP rules:” none].

The TSF shall explicitly authorise an information flow based on the following
rules: [assignment: “rules, based on security attributes, that explicitly
authorise information flows:” none].

The TSF shall explicitly deny an information flow based on the following
rules: [assignment: “rules, based on security attributes, that explicitly deny
information flows:” none].

“Reference data” is used for verification of command data. For example,
“predicted correct processing pattern” at 1.2.4 (3) corresponds to it. The
whole “predicted correct processing patterns” are generated by the
developer of the embedded device software and stored in the TOE at the
developer’s environment. It is the TSF data and must be protected not to
be exploited by an attacker.

6.1.7 FPT_PHP.3 Resistance to physical attack

Hierarchical to: No other components.

Dependencies:

FPT_PHP.3.1

No dependencies.

The TSF shall resist [assignment: the physical tampering scenarios in the
following list] to the [assignment: the hardware, the firmware and/or the
software composing of the TSF] by responding automatically such that the
SFRs are always enforced.

[The list of the physical tampering scenarios]

* Physical attacks with microelectronic tools to access the inside of the
TOE to extract data/signals, modify data/circuitry or acquire the
construction information of the TOE exploitable for the subsequent
attacks

* Overcoming sensors and filters to deactivate or avoid the protection
functionalities of the TOE

* Perturbation attacks to change the normal behaviour of the TOE in
order to create an exploitable error in the operation of the TOE

* Retrieving keys with DFA

*  SPA/DPA to analyze cryptographic algorithm and retrieve keys

* Higher order DPA to defeat countermeasures for first order DPA

* EMA attacks to bypass countermeasures for SPA/DPA

* Attacks on RNG to get the ability to predict the output of the RNG
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Application note [FPT_PHP.3] These physical tampering scenarios are derived from
the CCRA supporting document “Application of Attack Potential to
Smartcards, May 2013 Version 2.9 CCDB-2013-05-002". Physical tampering
attacks are carried out without undergoing the TSFI of the TOE.

6.1.8 FPT_TST.1  TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at
the conditions [assignment: conditions under which self test should occur]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF],
the TSF].

FPT _TST.1.2 The TSF shall provide authorised users with the capability to verify the
integrity of [selection: [assignment: parts of TSF data], TSF data].

FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the
integrity of [selection: [assignment: parts of TSF], TSF].

6.2 Security assurance requirements

ATOEIZEAT S EFa ) T4 RIEEHF, R6-SICRIRIFIVR—FXVMNTERESIND,
Bk, ¥RT, CC R—R3I2EENI B,

RKE6-5IZRTITRTOIVR—FU MZHBWT, APPTIE, BEZEAL TULAL,

*®6-5 RavKR—x2 b

Assurance class Assurance components
ASE_CCL.1
ASE_ECD.1
ASE_INT.1
ASE_OBJ.2
ASE_REQ.2
ASE_SPD.1
ASE_TSS.1
ADV_ARC.1
ADV_FSP.4
ADV_IMP.1
ADV_TDS.3

Security target
evaluation

Development
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Guidance documents

AGD_OPE.1

AGD_PRE.1

Life-cycle support

ALC_CMC.4

ALC_CMS.4

ALC_DEL.1

ALC_DVS.1

ALC_LCD.1

ALC_TAT.1

Tests

ATE_COV.2

ATE_DPT.1

ATE_FUN.1

ATE_IND.2

Vulnerability assessment

AVA_VAN.3

6.3 Security requirements rationale

6.3.1  Security functional requirements rationale

AETIE., EREINESFRATOED X2 T AR AHEBUICERT A LEDENE TR
4, 6.3.1.1TlE. BLXDSFRAVWTIAADTOED X2 T A dEAHIZCELDIEND
L. 6.3.22TIE. E4XDTOEQOEF a1 T A EKAMMNNIET 2EHHRSFRIZEK > THEYIZ

WMEENDIEEFHAT D,

6.3.1.1 Correspondence between the security objectives and the SFRs

TOEDtF+ 2 ) T4 EKAE I T 2SFREK6-612RT,

EE—DDTOEDEF ) T A WEKRAHIZIHDIENZZEDRIMEL B,
%*6-6 TOEtF 271 ®EFAE ESFROXTIL

ZORIF., TRTOSFRAD 7% L

TOE security
objectives

SFRs
FCS_CKM.1

FCS_CKM.4
FCS_COP.1
FCS_RNG.1

FPT_PHP.3

O.Internal-Access

x [FDP_IFC.1

x [FDP_IFF.1

O.Leak-Inherent

O.Phys-Probing

O.Malfunction

O.Phys-Manipulation

O.RND

X [ X [ X | X | X

O.Cryptography

X [ > [ > |x|x]|x|x [FPT_TST.1

25



HAABEBRITEFL7ZICF Y TPP Version 1.0

6.3.1.2 Sufficiency of the SFRs

TOEDtF a2 ) T4 REFHILNEFNIZHIEDFOLNBSFRIZESDTHEEINEZZEDBME R
T, ELDOSFRNTOED EF 1) T A KAMEF T LTOEDEEZFE O LELEABICRS

nsd,

O.Internal-Access

O.Leak-Inherent

COEFAUTARNKRAHTIH, TIaL—428E, HAHHERY
ThTTTUNOHNBT T4 T4 DTOERIBON—RI T TFIZT
JEAXL., TOEDOREEHELERGEKERAT 2D EHIET S, EH
BAMIUTATA THIEAAKBY I b7 ORBEHREDHE
AlIEFEFaIhd, COEBNEERTDIEH. LTOSFRAKRE S
b,

CC/X— h2TIl%. FDP_ACFEFDPUIFCOZDOD 772 YN T7 ot
AHIHEEIZNIST 5, FDPLACF7 72 UEH 7oy MI2kD
FTIT7ozH bOEBEEEZEREL, FDPLIFCO 72X Y TlR, 70 x4
FADBERAHADERET S, COVWThADTI7IYEFERT
fLiE, O.Internal-AccesshEXRT 5, HAAERY I T TR
VIZalL—RIC&DPBERE~NDT VIV ERGRERETE S,

IZIal—4F, TOEAASTOEORWEINAEZN L THREEHEEIZT
VERT D, HAAKBY I b7 3E, AERICTOESNAD T >
T4 T4 THb, FDPACFI7IV)IF. ¥ TV x4/ hEA TS
5 NN TOERIZEET H 7 —RICEAT DT, TOEAADIT = a
L— 2 O0HAABRY I N7 2EBI2EHICEERALIZKL
W, —A. FDP_LIFCT7 72 JI%, BEEHEEZT TV &L, H
T2z Mz TRHERAE D BEEHE~DIT Y RAD, LR
RUYZAHBAH) 26 WM 2BHERERTETD, TDEDH.
O.Internal-Access # &t ¢ 2 20 v R — v F & L T,
FDP_IFC.1/FDP_IFF.1 ¢ EHXE&RICERT %,

CHNBSFRIF, BTV T4 T4 (MAAKBY I VT, T
SalL—R) LB BHREOREEHERET S, BEHE~A
AENZAXVYRT—AOELUUEIRIESNEZFZEICERY ., BE
BEEMNOABIL VT A TANLARVRT—AAHASNE, T
Bbhb, BEEHECDELWHBETFTAZTFANALNS,

TSFACH 5 DOSFREF =T IZIX, TSFEEMNELSHIET S &
NEHELD, TSFOELWEHEZHER T 5SFRE L T,
FPT_TST.IABE N5, FPT_TST.1(X. O.Internal-Access % jif
E9SFREXETHIEHTH D,

N 5SFRIZ & o T. O.lnternal-AccessA@EYIIZHE S h b,

BEROTOETIX, MBI > THRIEIEOHEERNLEILT 5,
WEEF., COBREELIrOESEELEZDTL, GRS
EREHEANT D, ERELE, ICFY TOERKFTHRATE, &
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O.Phys-Probing

O.Malfunction

SV E BRELICHSHBRBBHEINMCBEATED, COXRE
[&. DPA/SPAL L THIL N,

COREIZMINIT B8, TOEX, O.Leak-Inherentiz & > T, B
BHEICHSENHEEHZHALICKTE 2K EE LD, =
DEFa1)FoxtKRAEHICIE, FPT.PHPIA T I T %,
FPT_.PHP3IZC RSN E=YENWKEL T )+ D55, SPA/DPA,
Higher order DPA. EMAMTOED /N— R = 7253 5 EEH -
BENLEMICE > TEEFDTOEEEBESES HELLEHAL LS &
TOHEICHEET 5,

TSFAZ DOSFREF 3121, M KICEADLDTSFO/NX—YMNIEL
CEMET D ENVETHD, TOTSF/X—YDIE L LWEMEZE FER
3 B5SFRE L T, FPT_TST.1AR E S b, FPT_TST.1 1%,
O.Leak-Inherent%z#%7=3SFREXEITIEHTH 5,

N 5SFRIZ & > T, O.Leak-InherentM B IZHE=E N b,

O.Phys-Probingl&., TOEOWNE B ICEM L. FEZET—4
EFRELEY, OKBICFEATEIEREMNELEZY TI2BHIC
MMT D EEBHWET B, O.Phys-Probinglz (&, FPT_PHP.3 A
59 b, FPT_PHP3ICEH S N-YENKEDS FTUF DS 6,
“Physical attacks with ...” »'0.Phys-Probinglci2&iahizxa
DT 4 RKAMEAN—TF B,

TSFAZ DOSFREF® 3 (121, M KRICEADLDTSFO/XX—YMNIEL
CEMET D ENRMETHD, TOTSF/X—YDIE L LWEMEZE FER
3 B5SFRE L T, FPT_TST.1 AR E S b, FPT_TST.1 1%,
O.Phys-ProbingZz &%~ 9SFRE2XEBTI2EHTH 5,

ZNBSFRIZE o T. O.Phys-Probing @l ICiE=Sn 5,

O.Malfunctionl®. #A #1238V T h DT 7OTSFOEELBHEE
[EEL., TORRELT, RESIEZBEREEOEEECTEEE
EEFTLIERICTINT b5, O.MalfunctionIZ (&, FPT_PHP.3 &
FPT_TST. 1A% 59 5., FPT_PHP.3ICEH I ni=YEHNKZED S +
JA®DS5 5, “Perturbation attacks” & “Retrieving keys with
DFA” TlE, BHIROL—HF -G EOEIRILF—HMPOER~AD
TV FHMAEEICE>T, BEHAECHAAKSZY I T 7IC
FHLAWADENEELIHE S, FPT_PHP.3(Z, CThbDKEIC
BEMWICHE L, TOEQEELRBEEZMETET 5. RE~OBEWGX
hfﬁﬁxli UYL IHERYE (TOEEFL) . 74 LA OB
=L RIZKDIHEOBRBTH D,

TREFMFECHEN., TOXMFEAOYPENKEL F U F
“Overcoming sensors and filters” A E S h. B IC
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O.Phys-Manipulation

O.RND

O.Cryptography

FPT_.PHP3IZ L > TEHHWIZHIEEIND, AMFHIE. HERHE
2Lk BTOEEIEGETH D, FPT_TST.1lE., EoHO T4 ILAZD5E
LMD TRAMNEERL, FPT_PHP3A B ICERIND I L5 X
%—d—éo

ZNB5SFRIZ & > T, O.MalfunctionpA@EYIZHE S5,

0O.Phys-Manipulationld, TOEOREDYEMZREIZ L > T, EE
BREEZRELZY., HOKBOERMANYICLEZY T E2BEICK
WIBHZEEBMET S, O.Phys-Manipulation(=(&. FPT_PHP.3
NxFIEd 5, FPT_PHPIIZEH I N Y EBENKEDL T VT DS
5. “Physical attacks with ...” »'0.Phys-Manipulation(Zi2 & &
nNrEtFxFa )T 8RAHEDAN—-F B,

TSEAZCDOSFRER =T ICIE. MMEKICEADLDTSFO/X—YMNIE L
CEETDZENMBETHD, TOTSFRN—YDIELVIEERHEDR
3 B5SFRE L T, FPT_TST.1 AR E s b, FPT_TST.1 1%,
O.Phys-ManipulationZ & /= 9SFRE=XET B4 TH .,

Z N 5SFRIZ & o T, O.Phys-Manipulation® @] IZiE s b,

O.RNDIE., TSFOAERTHEAHEHEEZICFASILICCLCT DR L
NEWNTHD, ZhIzxtisd 5SFRIEZ. FCS_RNG.1 £FPT_PHP.3 T
H5, FCSLRNG.TI1E, ELEAEMBO X2 U T BEH. ELEAER
ARNZXL, EBREINIEHOREREZERL. CLOoDEHKZE
BT LITk>T, WEEFOEKFTAZFIET S, FPT_PHP.3®D
“Attacks on RNG” (&, RNGIZx T 2B KE~NDM EEKXRT
%,

TSEMAZ DSFREFwm =T 12(E, JIMKICEHL BTSFO/X—YMIE L
CHETDENDETHD, FOTSFIRA—YDIELWEEEFER
9 5H5SFRE LT, FPT_TST.AMNRE SN 5, FPT_TST.11&. O.RND
EWI-9SFREXIETD2EHTH D,

N BSFRICE > T, O.RNDAEYIICHEEN D,

O.Cryptographyld, ATV T4 T o ICEEHEOFERZIRMET
%5, BE#®EIEX. FCS.COPITHREIND, BEEREICHERAI
PRESRODEREWEEX, FCS_CKM.1 £ FCS_CKM.4ATHE S 1
52, BERECEHEL THREICHDIEHEME. FCS_.RNG.1 TR
E3IND,

TSFAZ N D DSFREFE =T IZIE., TSFAE LS BET D2 & MNE
e d, TSFOIEL WEIFEZRERT H2SFRE LT, FPT_TST.AA
HEEN B, FPT_TST.11x. O.Cryptography % & = 3 SFR & 3z #2
THLEUHTH D,
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Z N BSFRIZE T, O.Cryptographyn @] Icizah 3,

6.3.1.3 Dependencies of the SFRs
ASFRIZHRESINKTFHEL ZORIEKRR ER6-7I2RT,

RIZBWT, MKEHEDOEXR] BIZIESFRIZBESNEEEKEEEZRT ., [KEEOXIS] I
. MESNFEKEELPPRD EDSFRICE > THEENEIN, HEIVEHFELESABENEESD
FUHEERITEBUANTERINDG,

#=6-7 SFROKFM

SFR RIEFMEDER REEA~DI I
[FCS_CKM.2F =&
FCS_CKM.1 FCS_COP.1]
FCS_CKM.4
[FDP_ITC.1 F[&
FCS_CKM.4 FDP_ITC.2F =& FCS_CKM.I M5 L. IREFEENE =S 5,
FCS_CKM.1]
[FDP_ITC.1 (&
FDP_ITC.2F =& FCS_CKM.T R U

FCS_COP.1 R U
FCS_CKM.4A IS, IKEFEENEI=SN B,

FCS_COP.1

FCS_CKM.1] FCS_CKM.4ANRFISL., Ik FEHEA BN,
FCS_CKM.4
FCS_RNG.1 ®L rE
FDP_IFC.1 FDP_IFF.1 FDP_IFFI MR ISL, IKFHEAH=SN D,
FOP_IFCI A IS L. K EHE/ =7,
FMT_MSA.3(E, TEHROEF 2T BHEIDE
FDP IFF.1 FDP_IFC.1 EEHEET S, ATOETIE. ZORE ML, TOES
- FMT_MSA.3 TEBEINDATRT—ADEMETHY. TOED
EHETN L TR, TD=6H. FMT_MSA.3(EE
Axnay,
FPT_PHP.3 NS rE
FPT_TST.1 7L =

6.3.2  Security assurance requirements rationale

TOENRH NI LAAEEILZ, BEOEXFA) T ADELAREIEESINA, AL L L
THRIZE W HEBRIEL RILTHDIEALAN BRI NI E LA L, TOEIZ(E, #HA &%
EFRESBRVTHERIELANLLARO 5NDZD T, RIFEH®HEEAL4LET B,
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Terms and definitions

7.1 Terms and definitions in the CC

PP

CC

ST

TOE

TSF

Protection Profile: TOEOEHIIZcx T2 tEFa1 ) T4 =Z—XIZ2DNTHDEE
ICEFELEWAT—RMAY K,

Common Criteria; ITEEO X1 ) T FME%E, CCER—DODHAABN
ISO/IEC 154081 R#& L THEIESN D,

Security Target: #B SN EHENTOEIZRTE2EFa T4 =Z—XI2DW
TOEEICKETDIRAT—MA U,

Target of Evaluation; %, VI b9 zx7,. 77—L9 7, RO/ZE
FEN—RII70tY hTHY., HALVRERSZELH D,

TOE security functionality; TOEQO 3 XTON—KD 7, VIhT 7.
BUOT77—Loz7hEELEEEETHY. SFROEEREREO-HIZE
BINREELREVNEOD,

7.2 Terms and definitions related to the TOE

IZalL—4

ICFy 7OCPUBIEZ T aL— T HEEBE, TIa2L—25EKTD L.
CPULRBABLTNA RIZFT VRS IEEEIIalL— 2 biER - EfFTE
5, HAHRER I T —XTOTNANYTEIFTTEL, BA7 T —XTOMH
AHEREOER - BF (TARAM, T—2N&E, T—F2EEHZ2ARL) 286
BATE2, “TNyH EHIhhdLe1H5,

30



