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2002 2 11

cCv2.1 3 ACM_CAP CEMV1.0 ACM_CAP

ACM_CAP2.6C  CM
ACM_CAP.2.4C

ACM_CAP.2
TOE
TOE

cM
cC ACM_CAP.2.3C ACM_CAP.3.3C
ACM_CAP.4.3C ACM_CAP.5.3C

TOE
CEM
659 938
ACM_CAP.4-6

ACM_CAP.2-7 ACM_CAP.3-8 ACM_CAP.4-9(



ACM_CAP.2-7 ACM_CAP.3-8

CM

CM
TOE

CM

ACM_CAP.4-9
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2001 11 12

ACM_SCP.*.1C

cCcv2.1 3 ACM_SCP.*.1C; CEM v1.0 ACM_SCP.2

ACM_SCP.*.1C CcM
ADV
ACM_SCP cM
ACM_CAP
ACM_SCP.1.1C
ST
cC 3
257 ACM_CAP
ACM_CAP
cM TOE ACM_CAP
ACM_SCP

CM

274 275 ACM_SCP

ACM_CAP CM



TOE

276 ACM_SCP

ST

277 ACM_SCP

ACM_ CAP CcM
ACM_CAP TOE
ACM_SCP
ACM_CAP CM

277 279 280 ACM_SCP

cM
278 ACM_SCP 2
ACM_SCP.1.1C ST
281 282 284 ACM_SCP.1 ACM_SCP.2 ACM_SCP.3
CM cM



ST CM

283 285 ACM_SCP.2 ACM_SCP.3 2

CM

ACM_SCP.*.1D

ACM_SCP.*.1D TOE

ACM_SCP*.1C

ACM_SCP.1.1C
ST

ACM_SCP.2.1C

ST

ACM_SCP.3.1C

ST

ACM_SCP.*.2C

CEM

953 1327 ACM_SCP.1 ACM_SCP.2

TOE

CM



955

a) TOE

b) ST

1329

a) TOE

TOE

b) ST

c)

3:ACM_SCP.1-1

4:ACM_SCP.2-1

CcC

3:ACM_SCP.1-1

TOE
TOE

4:ACM_SCP.2-1

TOE
TOE

TOE



3:ACM_SCP.1-2

ACM_CAP
ACM_SCP
ACM_CAP
ACM_SCP cM
ACM_CAP

ACM_CAP.*.9C

4:ACM_SCP.2-2

CM

TOE

(ACM_CAP.3
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2000 10 15

CCv2.0 3 ADV_HLD.*.5C

ADV_HLD.*.5C
TOE

TOE ADV_HLD.*.5C
IT

CEM CEM 2 1.0

cC ADV_HLD
328)

ADV_HLD.*.5C
TOE
TOE

TOE

TOE

(cCcv2.1
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2000 7 31
CCv21 1 54 CEM 2v1.0 ASE_INT
1
CcC
CCv21 1
CCv21 1 175
CcC 1 54 |/
CcC 1 54 |/
TOE PP
2 3
EAL



2 PP
1
3 PP
3 PP
PP
EAL
PP
/
PP TOE

TOE

TOE

TOE

TOE

TOE

TOE

10

EAL

PP(s)



CEM 2v1.0

335 340
cc 3 3
3 3
cc 3
cc
cc
PP cc PP PP
us EAL2
3
EAL3
2
us — 2 3
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3
2
X
Y
us
PP

TOE

EAL3

12

us

us

EAL3
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2000 4 13
CCv21 3 14 75
3 75

13



CcC

CEM

CcC

013

2000 10 15
TOE SOF
cCcv2.1 3 AVA_SOF ASE_REQ.1.9C
TOE SOF
TOE
TOE PP ST SOF
cc
236 237 425 426
157(APE_REQ) 178(ASE_REQ)
TOE SOF SOF
TOE
( ) TOE
SOF
TOE
SOF

14
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2002 2 11
ADO_DEL
CCv2.1: 3ADO DEL CEM v1.0ADO_DEL
ADO_DEL cC TOE
TOE
ADO_DEL TOE (

ADO_DEL.2 ADO_DEL.3

cc 3
e ADO_DEL (cc 3 289)
TOE TOE
TOE TOE
TOE PP/ST
« CC 3 290
. cc 3 290

15



TOE TOE

TOE /

TOE
TOE
TOE /
TOE

( ) TOE
ADO_DEL.2 ADO_DEL.3

CEM
e« ADO DEL.1 (CEM 664 960)
TOE
TOE
e ADO DEL.2 (CEM 1334)
TOE
TOE
e CEM 668 964 1338 TOE

e CEM 669 965 1339

16



ADO_DEL
PP/ST

ADO_DEL.*.1

TOE
TOE

TOE
TOE

ADO_DEL.*1

17



019

2002 2 11
ccv2.1 14413 ; 2214 3214 5; CEM
v1.0 220-222 410-411
(cc 3214 (  56) )
cc 1 4413 (  148)
2
3
3
3
cC
e CC 2 214
e CC 3 56
e CC 1 148
cC cC
PP/ST
PP/ST

18



PP

PP/ST

19

ST

PP

ST



CcC

1)
2) PP/ST
TOE
TOE
3)
199 a) a)l)

PP/ST

TOE

20

telnet

PP/ST

TOE telnet



PP

a)

CC 1

ST

TOE

TOE

1) TOE

AVA_SOF.1 TOE
TOE

SOF-
TOE
TOE
TOE
TOE
215 a) a)l)
TOE

TOE

21

TOE

TOE

TOE

TOE

TOE

( EAL2

SOF- SOF-

(AVA_SOF.1)



a)

IT
( 2
) 2
( ) TOE
TOE
TOE
TOE
1) TOE 2
TOE
AVA SOF.1 TOE ( EAL2
TOE
(
) TOE
SOF- SOF-
SOF-
TOE
TOE
TOE (AVA_SOF.1)
TOE
TOE
CEM
220 2
PP IT

22



CC
CEM

CcC

221

CcC

410

CcC

222

411

56

CcC

23

CcC

CcC
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2001 2 16
COTS
ccv2.i1 3
TOE
TOE
ACM
AVA
TOE
CEM
CEM 2 34
TOE TOE
TOE
ADV_HLD TSF
ACM_CAP
TOE

24

ADV

ADO_DEL
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2001 7 31
CEM V1.0 B.6.2 B.6.3
PC
TOE
Pentium
SCSI
Intel P5-233Mhz Intel Starfire 2- 6.2

3Com 3C509 NICS Quantum Fireball 4.3 SCSI

TOE TOE
ASE_INT ETR TOE
TOE
ADV TSF
CEM B.6.2 1817

TOE

25

PC 10-Base-T
TOE

70ns EDO RAM  16Mb
Adaptec 2940W SCSI



TOE

CEM B.6.3 1818

TSF

TOE TOE

26



027

2000 2 16

AGD_ADM

CCv21 3 AGD_ADM.1.1C

AGD_ADM.1.6C

TSF

AGD_ADM.1.1C
(AGD_ADM.1.6C (AGD_ADM.1.1C

AGD_ADM 375

AGD_ADM.1.6C

27

CC
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2002 10 25

CCv2.0 CCv2.1 3 AVA VLA CEM AVA VLA.1 AVA VLA.2
AVA_VLA.1
cc
TOE
2
1)
2) ST TOE
1
2 1
TOE TOE
TOE
CEM 899 1255 1722

28



29



032

2000 10 15

ASE_TSS
CCv2.1; 1 C; 3 ASE_TSS
cc 1 217 cc 3 ASE_TSS.1.10C
ST
ST TOE
cc
cc 1 217 a)3)
TOE
TOE

30
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2000 10 15

3 (check)

CCv2.1 AMA_SIA*.2E

AMA SIA*.2E
3 2.4
AMA SIA
3 24

AMA_SIA.1.2E AMA_SIA.2.2E
CcC 3 70

31

CcC

CcC



2001 2

CCv21

ACM TOE

ACM TOE

TOE

ACM CM

250

TOE

CM

ACM CM

CC

16

TOE

TOE

3ACM

ACM

TOE

CcC
(*

TOE

382

037

ACM

ACM 1

ACM

* CM

89

ACM

TOE
ACM

32

TOE

ACM_CAP

TOE

TOE

82

TOE



CM

TOE

ACM

33

ACM

CcC
CM

CM

249



038

2002 2 11
C&P( ) (as a minimum) *1
(*1 cc vel1 3 Yas a minimum”
ACM_CAPRS5.16C ACM_SCR*1C
)
Ccv2.1 1 C.2.7; 2 E.1 FCS_CKM ;
3 APE_DES.1.1C ASE_DES.1.1C ACM_CAP5.16C ACM_SCP.*.1C
AMA_AMP.1.11C AMA_CAT.1.1C ; CEMv1.0 ACM_SCP
cC
cC
CC
cC
Ccv21l 1
217 *2
(*2 ccvei 1 )
Ccv21l 2
696

34



TOE

CCv21 3

*1
APE_DES.1.1C
ASE_DES.1.1C
ACM_CAP.5.16C
ACM_SCP.*.1C
AMA_AMP.1.11C

CcC 3 15.3.2

TOE

TOE

CC 3

549

TSP

CC 3 AMA_CAT.1.1C

TOE

TOE

CEMvV1.0

TSP

35

TOE

TSP

TSP

TSP

TSP

TSP

TSP



952 1326

955 1329

36



043

2000 2 16

APE/ASE_OBJ.1

ccv2.1 3 APE_OBJ.1 ASE OBJ.1

ASE_OBJ.1.2C ASE_OBJ.1.3C
ASE_OBJ.1.2E

ASE_OBJ.1.2/3C APE_0OBJ.1.2/3C
ASE_OBJ.1.2E APE_OBJ.1.2E

APE_OBJ.1.2C APE_OBJ.1.3C ASE_OBJ.1.2C

ASE_OBJ.1.3C
cC ASE APE cc
1 BIC.25 APE/ASE_OBJ.1.2E

CEM

37



2001 2 16
CcCv2.1
cc 1B.25 C.2.5
PP/ST
1
cc 1 196 b)
TOE
(*
cc
cc
1

049

B/C.2.5
OSP
TOE
212 b)
1 198 214
TOE 1

38

3 APE/ASE_OBJ.1.3C

TOE



CEM 172 355

TOE
TOE
OSP
TOE

TOE

TOE TOE
OSP TOE
TOE /

39

PP/ST

PP/ST

TOE

PP/ST

TOE

TOE
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2002 10 25

C&P( )

CC v2.1 3 ADO_IGS.1.IC ADO_IGS.2.2C AVA VLA.1.1C

AVA_VLA22C CEM AVA VLAl AVA VLAZ2

cc
2 ADO_IGS AVA VLA

ADO_IGS AVA VLA

cc 3
ADO_IGS.*.1C
TOE
ADO_IGS.2.2C
TOE
TOE
AVA_VLA.*
AVA_VLA*1D

40



AVA_VLA*2D

AVA VLAl

AVA_VLA1.1C

AVA_VLA1.2C

AVA_VLA.1.3C

AVA VLA.2

AVA_VLAZ2.1C
TOE

AVA VLA.2.2C

AVA_VLA.2.3C

AVA_VLA24C

AVA VLA.3

AVA_VLA3.1C
TOE

AVA_VLA.3.2C

TOE

41

TSP

TSP

TSP

TOE

TOE

TOE



AVA_VLA.3.3C

AVA_VLA.3.4C

AVA_VLA.3.5C

AVA VLA 4

AVA_VLA4.1C

TOE

AVA_VLA4.2C

AVA_VLA.4.3C

AVA_VLA.4.4C

AVA_VLA.4.5C

AVA_VLA.4.6C

CEM

6.9.24.1

AVA_VLA1.1C

42

TOE

TSP

TOE

TOE

TOE

TOE



AVA_VLA.1.1C AVA VLA.1.2C AVA_VLA.1.3C

7.10.34.1 AVA_VLA.1.1C
AVA_VLA.1.1C AVA _VLA.1.2C AVA_VLA.1.3C

8.10.34.1 AVA_VLA2.1C AVA_VLA.2.2C

AVA_VLA2.1C AVA VLA.22C AVA_VLAZ23C AVA_VLA.2.4C

43



2000 10 15

2
FPT_RCV
CCv2.0 v2.1;
FPT_FLS.1
FPT_RCV
FPT_RCV
CcC 2 1236
FPT_RCV

055

FPT_RCV

ADV_SPM.1

44

FPT_FLS.1.1

FPT _FLS.1

ADV_SPM.1



20060 7 31

CCv2.0 v2.1:

CC 1 B.26

CC 1 C26

199 b)

PP

215 b)

058

1 B26 C.26

45

PP

TOE

ST

TSF

TSF

TOE

TOE

TOE

CcC

TOE

CcC

CcC



TOE IT
ST

CC 2 1

PP ST

TOE TOE

ST

46
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2001 7 31
CCv2.1 3 ALC_FLR
ALC_FLR.*.2D
1
TOE
TOE
cC 3v2.1 391 2 391
TOE
TOE

ALC_FLR.2.2D ALC_FLR.3.2D

a7



064

2000 2 16

CCv2.0 CCv21 3 APE/ASE_SRE

APE/ASE_SRE.1.5C

CC
cc CEM
( “CCIMB Interpretations-0407" )
cC 3 164 APE_SRE
APE_SRE.1.5C APE_SRE.1.6C IT
cC
ccC 3 185 ASE_SRE
ASE_SRE.1.5C ASE_SRE.1.6C IT
cC
CEM APE_SRE.1-5 281

48



APE_SRE.1-6 ASE_SRE.1-5 470 ASE_SRE.1-6

CC

49



065

2001 7 31
ccv2.1 2 FMT
FMT cc
TSF
cc 2 FMT TOE
cc 2
8 FMT
8.x FMT_SMF
TOE
TOE TSFI
TOE
TOE FMT
FMT
FMT_SMF ]

50



FMT_SMF.1 TSF

FMT_SMF.1

FMT_SMF.1

FAU_GEN

a)

FMT_SMF.1

FMT_SMF.1.1 TSF
[ TSF

H.x FMT_SMF

TOE

FMT_SMF.1

51

PP/ST

TSF



PP/ST
PP/ST

FMT_SMF.1 PP/ST TSF
TSF

8.1 FMT_SMF

52



—{ FMT_MTD TSF

"Specification of Management”

Functions”

H.1

53

"Specification of Management

FMT_SMF



—{ FMT_MTD TSF

"Specification of Management”

Functions”

FMT_MOF.1 FMT_SMF.1
FMT_MSA.1 FMT SMF.1
FMT_MTD.1 FMT SMF.1

54

"Specification of Management



067

2000 10 15

ST
cCcv2.1 C
cc 1 B
cc 1
ST
PP
cc
cc 1C.2.8
ST ST
ST PP
ST
TOE
TOE
ST

ST

55

PP

ST

ST
ST

ST
PP

PP



069

2000 3 30

CEM ADV_SPM.1

ADV_SPM.1 CEM TOE ISPM
ST

ASE ADV_SPM

ISPM
ISPM
ST ISPM
ASE ADV_SPM

CEM 1473

TOE

ADV_SPM.*.3C

ADV_SPM.*.2C

ISPM

56



ISPM

ISPM

CEM

ISPM

ASE

ADV_SPM

ST

ST

ST

ST
ADV_SPM

TOE

ISPM

ST
ISPM
TOE
TOE
ST TOE
ISPM
ST
ADV_SPM.1
ST
ISPM ST
ST
ST
1475
ADV_SPM.1
ST
ST
ADV_SPM
ST
ASE

57



ST

58



2000 10 15

074

ATE_COV.2-3 ATE_DPT.1-3
CEM 2 v1.0 1122 1130 1581 1589
EAL3 CEM ATE_COV.2-3 ATE_DPT.1-3
CEM7.9.1.3 ATE_COV.2
ATE_DPT.1
1
2
7.9.1.3
ATE_COV.2 ATE_DPT.1
EAL4 CEM CEM8.9.1.3
ATE_COV ATE_DPT
CEM
CEM 1.0
CEM 1122

59



a) 7.9.1.3
CEM 1130
a) 7.9.1.3
CEM 1581
a) 8.9.1.3
CEM 1589
a) 8.9.1.3
CEM 7.9.1.3 8.9.1.3
CEM EAL
EAL3 EAL4
ATE_DPT.1 EAL
8.9.1.3 ATE_COV.2 ATE_DPT.1
ATE_COV.2 7.9.1.3
ATE_COV.2-4
ATE_DPT.1-3

60

7.9.1.3 8.9.1.3

ATE_COV.2
CEM 7.9.1.3.
8.9.1.3
7.9.1.3. 89.13
ATE_COV.2-3



075

2000 10 15

ATE_FUN.1-4 ATE_IND.2-1

CEM 2 v10 1602 1604 1635 1637
*'ATE_IND.2-1 *ATE_FUN.1-4
*:ATE_FUN.1-4 ATE_IND.2-1 ATE_FUN.1-4

*:ATE_IND.*-1 *ATE_FUN.*-4

CEM 806 1144 1603

ST 1 TOE
ST
ST
CEM 617 839 1177 1636
ST 1 TOE
ST
TOE ST
CEM616

61



CEM

CEM

CEM

CEM

CEM

CEM

805

838

1143

1176

1602

1635

TOE

TOE

TOE

TOE

ACM_CAP.1

TOE ACM_CAP2

ACM_CAP.2

TOE ACM_CAP3

ACM_CAP.3

TOE ACM_CAP4

ACM_CAP.4

62



CEM

CEM

080

2000 10 15
APE_REQ.1-12
CEM 2 v1.0
2 APE_REQ.1-12
CcC
APE_REQ.1-12

63

APE_REQ.1-12



084

2000 2 16

TOE

CEM 2 v1.0 APE_REQ.1-20 ASE_REQ.1-20

APE_REQ.1.13C ASE_REQ.1.12C CEM TOE

APE_REQ.1-20 ASE_REQ.1-20 TOE

CEM APE_REQ.1-20 ASE_REQ.1-20

TOE TOE

TOE

TOE TOE

TOE

64



085

2002 2 11
SOF
CCv2.1: 3 APE_REQ1.11C & ASE_REQ.1.10C CEM
239 428

APE_REQ1.11C ASE_REQ.1.10C(CEM APE/ASE_REQ.1-16)

APE/ASE_REQ.1-16 PP ST SOF
PP ST

PP ST TOE

CcC 3

APE_REQ1.11C

ASE_REQ.1.10C

65



CEM

APE_REQ.1-16

PP

239

PP
PP SOF

SOF PP

PP

TOE

PP

239

PP SOF

SOF PP
SOF

ASE_REQ.1-16

ST

428

ST
ST SOF

66

TOE

SOF

PP

TOE

SOF

PP

TOE

TOE

SOF



SOF ST
ST
TOE
ST
428
ST SOF
SOF ST
SOF
CC 1B/C.2.6
TOE
SOF TOE
TOE

67

TOE

ST

TOE

AVA_SOF.1
PP

ST

SOF



092

2001 7 31
TOE
ccv2.1 3ALC_FLR
ALC_FLR.*.1C TOE
ALC_FLR TOE TOE
TOE
cC 3 391
TOE
TOE
TOE

TOE

68



094

2000 6 31

FLR

ccv2.1 3 ALC_FLR

ALC_FLR.2 ALC_FLR.3
(ALC_FLR.2.5C)
(ALC_FLR.3.7C)

TOE

CCv21 3

CC 3

ACL_FLR 390

TOE

TOE

69



ALC_FLR.1.1D

ALC_FLR.1.1D TOE
ALC_FLR.2
TOE TOE
TOE
ALC_FLR.2.1D
ALC_FLR.2.1D TOE
ALC_FLR.2
ALC_FLR.2.3D TOE

ALC FLR.25C  ALC_FLR.2.6C

ALC FLR.2.6C  ALC_FLR.2.7C

ALC_FLR.2

ALC_FLR.2.5C

TOE

ALC_FLR.2.8C TOE

70

TOE

TOE

TOE



ALC_FLR.3

TOE TOE
TOE
TOE
ALC_FLR.3.1D
ALC_FLR.3.1D TOE
ALC_FLR.3.3D
ALC_FLR.3.3D TOE
ALC FLR.35C  ALC_FLR.3.6C
ALC FLR.3.6C  ALC _FLR.3.7C
ALC FLR.3.7C  ALC_FLR.3.9C
ALC_FLR.3
ALC_FLR.3.5C TOE
ALC_FLR.3.8C TOE

71

TOE

TOE

TOE



ALC_FLR.3.10C TOE

ALC_FLR.3.11C TOE

(ALC FLR.3.11C
) 062*
I 2001 7 31 062

72



095

2001 2 16
ACM_SCP ACM_CAP
ccv2.1 3 ACM_CAP

ACM_CAP3 4 5  ACM_SCP.1

ACM_CAP3 4 5 ACM_SCP.1

cC ACM_CAP3 4 5 ACM_SCP.1
ACM_CAP2 3 4 5 TOE
PP/ST
ACM_CAP ACM_SCP
PP/ST

73



098

2002 2 11

CCv21 1

TOE PP

1 4413 —019

74

ST



116

2001 7 31
ADO_DEL
CEM v1.0 *ADO DEL*-1  *:ADO_DEL.*-2.
*ADO_DEL.*-1 *ADO_DEL.*-2.
*ADO_DEL.*-1 *ADO_DEL.*-2

CC

ADO_DEL.*-1 ADO_DEL.*-2

ADO_DEL.*-2 ADO_DEL.*-1

ADO_DEL.*-2 2
CEM
670 966 1340
TOE
TOE
2:ADO_DEL.1-2 671-672

75



3:ADO_DEL.1-2 967-968

4:ADO_DEL.2-2 1341-1342

76



CEM

120

2001 11 12

CEM v1.0 B.2
CEM V1.0 2B.2 p.348
1791a) 2

77

1791 a



127 r1

2002 10 25

TSS

CEM v1.0 ASE_TSS.1-6

CEM SOF ASE_TSS.1-6
ASE_TSS.1.10C CEM
CEM 490
IT
TOE TOE

78



128 rl1

2002 11 25

CEMv1.0 4:ADO_DEL.2-1

1338
TOE
TOE
TOE TOE
TOE TOE
1338
TOE TOE
TOE

TOE TOE

79



133r1

2002 10 25

AVA_MSU.2
CEM 2v1.0 4:AVA_MSU.2-8
322 1688
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