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: FDP_ETC.1
175
: FDP_ETC.
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FDP_ITT.1 TOE
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FDP_ITT.4 SFP
3
:FDP_ITT.1 FDP_ITT.2
FMT
a TSF TOE
TSF
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a
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FDP_RIP.2.1

Page 72 of 289

FDP:

(FDP_RIP)
TSF
FDP RIP: ZFIERRE 1
FDP_RIP.1 TSF
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)
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[FDP_ACC.1
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13.3 TSF (FMT_MTD)
304 ( ) TSF
TSF
FMT MTD: TSFT—42NDEE
305 FMT_MTD.1 TSF TSF
306 FMT_MTD.2 TSF TSF
307 FMT_MTD.3 TSF TSF
:FMT_MTD.1
308 FMT
a) TSF
: FMT_MTD.2
309 FMT
a) TSF
:FMT_MTD.3
310
:FMT_MTD.1
311 (FAU_GEN) PP/ST
a) : TSF

July 2009
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312

313

FMT_MTD.1

FMT_MTD.1.1

FMT_MTD.2

FMT_MTD.2.1

FMT_MTD.2.2

FMT_MTD.3

FMT_MTD.3.1
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TSF

TSF

TSF

TSF

TSF

TSF

: FMT_MTD.2

: TSF

:FMT_MTD.3

- TSF

FMT_SMR.1
FMT_SMF.1

[ : TSF

(FAU_GEN)

(FAU_GEN)

]
1

FMT_MTD.1 TSF

FMT_SMR.1

[ : TSF

TSF

TSF

FMT_MTD.1 TSF

[ TSF

Version 3.1

[

PP/ST

PP/ST

FMT:
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FMT:

13.4

314

315

316

317

FMT_REV.1

FMT_REV.1.1

TSF_REV.1.2

July 2009

(FMT_REV)
TOE
FMT_REV:
FMT_REV.1
: FMT_REV.1
FMT
a)
b)
c)
: FMT_REV.1
(FAU_GEN) PP/ST
a)
)
FMT_SMR.1
TSF TSF [
1 [
1
TSF [ ]

Version 3.1
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FMT:

13.5 (FMT_SAE)
318
FMT SAE: E¥aUT/BIEEERE 1
319 FMT _SAE.1
: FMT_SAE.1
320 FMT
a) ;
b)
: FMT_SAE.1
321 (FAU_GEN) PP/ST
a) : ;
)
FMT_SAE.1
FMT_SMR.1
FPT_STM.1
FMT_SAE.1.1 TSF [ ]
[ ]

FMT_SAE.1.2 TSF
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FMT:

TSFI

TOE

13.6 (FMT_SMF)
322 TOE
TOE
TOE
FMT
FMT:
FMT
FMT SMF: BIBH#EEDETE
323 FMT_SMF.1 TSF
:FMT_SMF.1
324
: FMT_SMF.1
325 (FAU_GEN) PP/ST
a)
FMT_SMF.1
FMT_SMF.1.1 TSF
]
July 2009 Version 3.1
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FMT:

13.7 (FMT_SMR)

326

327 FMT_SMR.1 TSF
328 FMT_SMR.2
329 FMT_SMR.3 TSF
: FMT_SMR.1
330 FMT
a)
: FMT_SMR.2
331 FMT
a) ;
)
: FMT_SMR.3
332
: FMT_SMR.1
333 (FAU_GEN) PP/ST
a)
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FMT:

334

335

FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

FMT_SMR.2

FMT_SMR.2.1
FMT_SMR.2.2

FMT_SMR.2.3

FMT_SMR.3

FMT_SMR.3.1

July 2009

: FMT_SMR.2
(FAU_GEN)
a)
b)
c)
: FMT_SMR.3
(FAU_GEN)
a)
FIA_UID.1
TSF [
TSF
FMT_SMR.1
FIA_UID.1
TSF [
TSF
TSF [
FMT_SMR.1
TSF [ : ]
Version 3.1
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FPR:

14 FPR:
336
FPR_ANO: 1 2
2
FPR_PSE: 1
3
FPR_UNL: 1
1 2
FPR_UNO: 3
4

13 FPR:
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FPR:

141

337

338

339

340

341

FPR_ANO.1

FPR_ANO.1.1

FPR_ANO.2

FPR_ANO.2.1

FPR_ANO.2.2

July 2009

(FPR_ANO)

FPR_ANO: BE£& 1%

FPR_ANO.1

FPR_ANO.2
FPR_ANO.1

:FPR_ANO.1 FPR_ANO.2

:FPR_ANO.1 FPR_ANO.2

(FAU_GEN)

a)

TSF [ : /

FPR_ANO.1

TSF [ : /

TSF

Version 3.1

TSF

PP/ST

11
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FPR:

14.2 (FPR_PSE)
342
2
FPR PSE: 441t 1
3
343 FPR_PSE.1
/
344 FPR_PSE.2 TSF
345 FPR_PSE.3 TSF
:FPR_PSE.1 FPR_PSE.2 FPR_PSE.3
346
:FPR_PSE.1 FPR_PSE.2 FPR_PSE.3
347 (FAU_GEN) PP/ST
a) : /
FPR_PSE.1
FPR_PSE.1.1 TSF [ / 1 [ /
/ ]
FPR_PSE.1.2 TSF [ 1 [ 1
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FPR:

FPR_PSE.1.3

FPR_PSE.2

FPR_PSE.2.1

FPR_PSE.2.2

FPR_PSE.2.3

FPR_PSE.2.4

FPR_PSE.3

FPR_PSE.3.1

FPR_PSE.3.2

FPR_PSE.3.3

FPR_PSE.3.4

July 2009

TSF [ :
] [ 1
FPR_PSE.1
FIA_UID.1
TSF [ : /
/ 1
TSF [ : ]
TSF [ :
[ ]
TSF [ : ]
1l
FPR_PSE.1
TSF [ : /
/ 1
TSF [ : ]
TSF [ :
[ 1
TSF [ : ]
Version 3.1
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14.3

348

349

350

351

FPR_UNL.1

FPR_UNL.1.1
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(FPR_UNL)
FPR_UNL:
FPR_UNL.1
/
:FPR_UNL.1
FMT
a)
:FPR_UNL.1
(FAU_GEN) PP/ST
a)

TSF [ : 1 I

Version 3.1

FPR:
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FPR:

14.4

352

353

354

355

356

357

358

359

360

July 2009

(FPR_UNO)

FPR_UNO:

FPR_UNO.1

FPR_UNO.2

FPR_UNO.3

FPR_UNO.4

: FPR_UNO.1 FPR_

FMT

:FPR_UNO.3

: FPR_UNO.4

FMT

a)

: FPR_UNO.1 FPR_

TOE
TSF

TSF

TSF

UNO.2

UNO.2

(FAU_GEN) PP/ST

Version 3.1
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361

362

FPR_UNO.1

FPR_UNO.1.1

FPR_UNO.2

FPR_UNO.2.1

FPR_UNO.2.2

FPR_UNO.3

FPR_UNO.3.1

FPR_UNO.4

FPR_UNO.4.1
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: FPR_UNO.3
: FPR_UNO.4
(FAU_GEN)
a)
TSF [ : /
/ ] [
]
FPR_UNO.1
TSF [ : /
1 [
1
TSF
: ]
FPR_UNO.1
TSF [ :
10 - ]
TSF [ : ]
Version 3.1

PP/ST

1 I

10

TOE

[ : /

FPR:
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FPT: TSF

15 FPT: TSF
363 TSF
FPT: TSF
SFP

364 TSF

a TSF SFR

b)  TSF SFR

¢) SFR TSF

July 2009 Version 3.1

TSF
FDP

FDP:

FPT: TSF

TSF
TOE
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FPT FLS: 7z—/Lt%a7

FPT ITA: TORR—ENTZTSFTF—2D A%

FPT_ITC: THORR—hEN = TSFT—2 D

FPT ITL TYRR—ENI-TSFT—2DFT 2

FPT: TSF

FPT _ITT: TOENTSFT—%#51%

FPT PHP: TSFHIRaY{R &

FPT RCV: E{EfEMEIE

FPT RPL:)TL A&

FPT_SSP: KEEREIZARIL

FPT STM: #A4 LRZT

FPT_TDC: TSFRRITSFF—4—Ef%

FPT_TEE: BB TATADTAE

FPT TRC: TOENTSFT—44#EH—E4

FPT TST: TSFE2F Ak

14 FPT: TSF

Version 3.1
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FPT: TSF

15.1 (FPT_FLS)
365 TSF TOE
SFR
FPT_FLS: 1
366 1 FPT_FLS.1
TSF
: FPT_FLS.1
367
FPT_FLS.1
368 (FAU_GEN) PP/ST
a) : TSF
FPT_FLS.1
FPT_FLS.1.1 TSF |
: TSF ]
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FPT: TSF

15.2 TSF (FPT_ITA)
369 TSF IT TSF
TSF TSF
FPT_ITA: TOZR—hENI-TSFr—20aI A% 1
370 FPT_ITA1 TSF
1
IT TSF TSF
:FPT_ITA.1
371 FMT
a) IT TSF
FPT_ITA.1
372 (FAU_GEN) PP/ST
a) : TOE TSF
FPT_ITA.1 TSF
FPT_ITA.L1 TSF [ 1 [ -
] IT [ :TSF 1
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FPT: TSF

15.3 TSF (FPT_ITC)
373 TSF IT TSF
TSF TSF
FPT ITC: THORR—hENT-TSFT—2DE 4 1
374 FPT_ITC.1 TSF 1
TSF IT
TSF
FPT_ITC.A
375
FPT_ITC.1
376
FPT_ITC.1 TSF
FPT_ITC.1.1 TSF TSF IT TSF
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154

377

378

379

380

381

382

383
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FPT: TSF

TSF (FPT_ITI)
TSF IT TSF
TSF TSF
FPT ITI: TORR—bENI-TSFr—32ND 52 1
FPT_ITI.A TSF IT
TSF IT TSF
FPT_ITI.2 TSF IT
IT
TSF
FPT_ITL1
:FPT_ITI.2
FMT
a) TSF TSF
by  TSF TSF
FPT_ITL1
(FAU_GEN) PP/ST
a) : TSF
b) : TSF
FPT_ITL2
(FAU_GEN) PP/ST
a) : TSF ;
b) : TSF
c)
\ersion 3.1
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FPT: TSF

FPT_ITI1 TSF
FPT_ITI.L1 TSF TSF IT TSF
[ ]
FPT_ITI.1.2 TSF  TSF IT TSF
[ ]
FPT_ITI.2 TSF
FPT_ITI.L TSF
FPT_IT1.2.1 TSF TSF IT TSF
[ ]
FPT_ITI.2.2 TSF  TSF IT TSF
[ ]
FPT_ITI.2.3 TSF TSF IT TSF [
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155 TOE TSF

384

385

386

387

388

389

390
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TSF

(FPT_ITT)

TSF

FPT: TSF

TOE

FPT_ITT: TOENTSFT—%&5:%

FPT_ITT.1 TSF
TSF
FPT_ITT.2 TSF
FPT_ITT.3 TSF
CFPT_ITT.L
FMT
a) TSF (
b) TSF
FPT_ITT.2
FMT
a) TSF (
b) TSF
c)
FPT_ITT.S
FMT
a) TSF (
b) TSF

TSF

Version 3.1

TSF
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FPT: TSF

391

392

FPT_ITT.1

FPT_ITT.1.1

FPT_ITT.2

FPT_ITT.2.1

FPT_ITT.2.2

FPT_ITT.3

FPT_ITT.3.1

FPT_ITT.3.2

July 2009

c) TSF TSF
d)

FPT_ITT.A FPT_ITT.2

:FPT_ITT.3
(FAU_GEN) PP/ST
a) : TSF ;
b)
TSF
TSF  TSF TOE
]
TSF
FPT_ITT.1 TSF
TSF TSF TOE
]
TSF TOE
TSF
FPT_ITT.1 TSF
TSF TOE TSF

TSF

Version 3.1
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TSF

TSF
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15.6

393

394

395

396

397

398

399

400

TSF (FPT_PHP)

TSF TSF

TSF

FPT: TSF

TSF

TSF
TSF

TSF

FPT_PHP: TSF¥EEHR %

FPT_PHP.1 TSF
FPT_PHP.2
FPT_PHP.3 TSF
. FPT_PHP.1
FMT
a)
. FPT_PHP.2
FMT
a)
b)
: FPT_PHP.3
FMT
a)
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FPT: TSF

:FPT_PHP.1
401 (FAU_GEN) PP/ST
a) T
: FPT_PHP.2
402 (FAU_GEN) PP/ST
a)
: FPT_PHP.3
403
FPT_PHP.1
FPT_PHP.1.1 TSF TSF
FPT_PHP.1.2 TSF TSF TSF
FPT_PHP.2
FPT_PHP.1
FMT_MOF.1
FPT_PHP.2.1 TSF TSF
FPT_PHP.2.2 TSF  TSF TSF
FPT_PHP.2.3 [ : TSF / ] TSF
TSF TSF
[ ]
FPT_PHP.3
FPT_PHP.3.1 TSF SFR [ : TSF /
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FPT: TSF

15.7 (FPT_RCV)
404 TOE
TSF
1 2 3
FPT_RCV:
4
405 FPT_RCV.1
TOE
406 FPT_RCV.2 1
407 FPT_RCV.3
408 FPT_RCV.4 TSF
: FPT_RCV.1
409 FMT

a)
:FPT_RCV.2 FPT_RCV.3

410 FMT

b) /

:FPT_RCV.4

411

Page 126 of 289 \ersion 3.1 July 2009



FPT: TSF

412

413

FPT_RCV.1

FPT_RCV.11

FPT_RCV.2

FPT_RCV.2.1

FPT_RCV.2.2

FPT_RCV.3

FPT_RCV.3.1

FPT_RCV.3.2

July 2009

b)

c)

a)

: FPT_RCV.1 FPT_RCV.2 FPT_RCV.3

(FAU_GEN) PP/ST

. FPT_RCVA4
(FAU_GEN) PP/ST
TSF
AGD OPE.1
/ ] TSF
FPT_RCV.1
AGD_OPE.1
/ ]
/ ] TSF
FPT_RCV.2
AGD OPE.1
/ ]
/ ] TSF
Version 3.1
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TSF

TOE

TOE
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FPT: TSF

FPT_RCV.3.3 TSF TSF
TSF [ : ]

FPT_RCV.3.4 TSF

FPT_RCVA4

FPT_RCV.4.1 TSF [ : ]
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FPT: TSF

15.8

414

415

416

417

FPT_RPL.1

FPT_RPL.1.1

FPT_RPL.1.2

July 2009

(FPT_RPL)
(
)
FPT RPL: YT A& 1
1 FPT_RPL.1
TSF
:FPT_RPL.1
FMT
a
b)
:FPT_RPL.1
(FAU_GEN) PP/ST
a
( ) ( )
TSF |
]
TSF [ 1
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15.9

418

419

420

421

422

423

FPT_SSP.1

FPT_SSP.1.1

FPT_SSP.2

FPT_SSP.2.1

FPT_SSP.2.2
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(FPT_SSP)

TOE TOE
TOE

(FPT_SSP)

( )

FPT: TSF

TSF

(FPT_SSP) TOE 2

FPT SSP: IKEERHAIZT ORI

FPT_SSP.1
FPT_SSP.2

:FPT_SSP.1 FPT_SSP.2

:FPT_SSP.1 FPT_SSP.2

(FAU_GEN) PP/ST

FPT_ITT.1 TSF

TSF TSk

FPT_SSP.1

FPTITTL  TSF

TSF TSF

TSF TSF

Version 3.1
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FPT: TSF

15.10

424

425

426

427

FPT_STM.1

FPT_STM.1.1

July 2009

(FPT_STM)

TOE

FPT STM: B4 LRAVT

1 FPT_STM.1
TSF  TSF
:FPT_STM.1
FMT

a)

:FPT_STM.1

(FAU_GEN) PP/ST

a) : ;
b)
TSF

Version 3.1
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FPT: TSF

15.11 TSF TSF (FPT_TDC)
428 TOE TSF ( SFP
) IT
TOE TSF IT
FPT_TDC: TSFRTSFT—4— &% 1
429 FPT_TDC.1 TSF TSF TSF  TSF
:FPT_TDC.1
430
:FPT_TDC.1
431 (FAU_GEN) PP/ST
a) : TSF
b) : TSF
c) : TSF
d) : TSF
FPT_TDC.1 TSF TSF
FPT_TDC.1.1 TSF  TSF IT [ :TSF ]
FPT_TDC.1.2 TSF IT TSF [ . TSF
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FPT: TSF

15.12 (FPT_TEE)

432 TSF

433

434 TOE TOE* ”
TOE

FPT_TEE: 1

435 FPT_TEE.1 TSF
FPT_TEE.1

436 FMT

b)
FPT_TEE.1

437 (FAU_GEN)  PP/ST

FPT_TEE.1

FPT_TEE.L1 TSF [ 1 [

FPT_TEE.1.2 TSF [ 1
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15.13 TOE TSF (FPT_TRC)
438 TSF TOE
TOE
TOE
TOE

FPT TRC: TOE TSF

439 1 FPT_TRC.1 TSF
TSF TSF

:FPT_TRC.1
440

:FPT_TRC.1
441 (FAU_GEN) PP/ST

a)
) . TSF
FPT_TRC.1 TSF
FPT_ITT.1 TSF
FPT_TRC.1.1 TSF TOE TSF
FPT_TRC.1.2 TSF TOE
[ : TSF ]
TSF
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FPT: TSF

15.14 TSF (FPT_TST)
442 TSF
TOE
TOE
443 TOE ( )
TSF TSF ( TSF TSF
)
/
TSF
FPT _TST: TSFE2T Ak 1
444 FPT_TST.1 TSF TSF
TSF TSF
:FPT_TST.1
445 FMT
a) TSF
b)
:FPT_TST.1
446 (FAU_GEN) PP/ST
a) : TSF
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FPT_TST.1

FPT_TST.11

FPT_TST.1.2

FPT_TST.1.3
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TSF

TSF

TSF

TSF

[

:TSF [

1 TSF 11
| 1 TSF
| . TSF

Version 3.1

] TSF

1 TSF]

FPT: TSF

]
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FRU:

16 FRU:
447 /
3 TOE
FRU_FLT: 1 2
FRU_PRS: 1 2
FRU_RSA: 1 2

15 FRU:
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FRU:

16.1 (FRU_FLT)
448 TOE
FRU_FLT: MifEE 14 1 2
449 FRU FLT.1 TOE
450 FRU_FLT.2 TOE

:FRU_FLT.1 FRU_FLT.2

451
:FRU_FLT.1
452 (FAU_GEN) PP/ST
a) - TSF
b) : TOE
:FRU_FLT.2
453 (FAU_GEN) PP/ST
a) . TSF
FRU_FLT.1
FPT_FLS.1
FRU_FLT.1.1 TSF [ . 1 [ : TOE
(capabilities) ]
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FRU:

FRU_FLT.2
FRU_FLT.1
FPT_FLS.1
FRU_FLT.2.1 TSF [ ] TOE

(capabilities)
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16.2

454

455

456

457

458

FRU_PRS.1

FRU_PRS.1.1

FRU_PRS.1.2
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FRU:

(FRU_PRS)
TSF
TSF TSF
FRU PRS: Y—ERBHKE 1
FRU_PRS.1 TSE
FRU_PRS.2 TSF

a)

a)

b)

TSF

TSF

: FRU_PRS.1 FRU_PRS.2
FMT
TSF
: FRU_PRS.1 FRU_PRS.2

(FAU_GEN) PP/ST

TSF

Version 3.1
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FRU:

FRU_PRS.2

FRU_PRS.1
FRU_PRS.2.1 TSF TSF
FRU_PRS.2.2 TSF
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16.3 (FRU_RSA)

459
TSF

FRU RSA: EREYT

FRU:

460 FRU RSA.1
461 FRU_RSA.2
:FRU_RSA.1
462 FMT
a) /
:FRU_RSA.2
463 FMT
a) /

:FRU_RSA.1 FRU_RSA.2

464 (FAU_GEN)
a)
b) . TSF
FRU RSA.1
FRU RSA.1.1 TSF [
]
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FRU:

FRU_RSA.2
FRU_RSA.1
FRU RSA.2.1 TSF [ 11
1 [ 1
FRU_RSA.2.2 TSF [ 1 1
] [ ]
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FTA: TOE

17 FTA: TOE
465
FTA_LSA:
FTA_MCS:
FTA SSL:
FTA TAB: TOE
FTA _TAH: TOE
FTA TSE: TOE
16 FTA: TOE
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FTA: TOE

17.1

466

467

468

469

FTA_LSA.1

FTA_LSA.1.1

July 2009

(FTA_LSA)
FTA_LSA:
FTA LSA.1
TOE
:FTA_LSA.1
FMT
a)
FTA LSA1
(FAU_GEN) PP/ST
a)
b)
c)
TSF [ : ]

Version 3.1
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17.2

470

471

472

473

474

475

FTA_MCS.1

FTA_MCS.1.1

FTA_MCS.1.2
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(FTA_MCS)

Ehb =] S,
FTA_MCS: ¥ ERtI 3> OHR

FTA: TOE

FTA_MCS.1 TSF

FTA_MCS.2

: FTA_MCS.1
FMT
a)
: FTA_MCS.2
FMT
a)
: FTA_MCS.1 FTA_MCS.2

(FAU_GEN) PP/ST

a)

b)
FIA _UID.1
TSF
TSF [
Version 3.1
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FTA: TOE

FTA_MCS.2

FTA_MCS.1

FIA_UID.1
FTA_MCS.2.1 TSF [ ]
FTA_MCS.2.2 TSF [ ]
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17.3

476

477

478

479

480

481

482

Page 148 of 289

(FTA_SSL)

TSF
TSF

FTA: TOE

FTA SSL: 2 avAayseikT

FTA_SSL.1 TSF

FTA_SSL.2

FTA_SSL.3 TSF TSF

FTA_SSL.4

: FTA_SSL.1

FMT

a)

b)
c)
: FTA_SSL.2

FMT

a)

Version 3.1

July 2009



FTA: TOE

483

484

485

486

487

FTA_SSL.1

FTA SSL.1.1
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. FTA_SSL.3
FMT
a)
b)
. FTA_SSL.4
:FTA_SSL.1 FTA SSL.2
(FAU_GEN) PP/ST
a)
b)
c)
. FTA_SSL.3
(FAU_GEN) PP/ST
a
FTA SSL4
(FAU_GEN) PP/ST
a
TSF
FIA_UAU.1
TSF [
a)
b) /
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FTA SSL.1.2

FTA_SSL.2

FTA_SSL.2.1

FTA_SSL.2.2

FTA_SSL.3

FTA_SSL.3.1

FTA_SSL.4
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/
1

ACL PP/ST

(FMT_SMR)
750 FDP_ACF.1.2 PP/ST

SFP
(
) ( ACL)
751 FDP_ACF.1.3 PP/ST
FDP_ACF.1.1
FDP_ACF.1.1
FDP_ACF.1.3
SFP
PP/ST
752 FDP_ACF.1.4 PP/ST
FDP_ACF.1.1
FDP_ACF.1.1
FDP_ACF.1.4
SFP
PP/ST
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FDP

F.3

753

754

FDP_DAU.1

755

756

757

FDP_DAU.2

758

759

760

July 2009

(FDP_DAU)

FDP_DAU.1.1

FDP_DAU.1.2

(trusted third party))

FDP_DAU.2.1

FDP_DAU.2.2

PP/IST

PP/ST

PP/IST

PP/ST

Version 3.1

( (FCO_NRO)
)

TSF

TSF
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FDP

F.4 TOE (FDP_ETC)
761 TOE TSF
TSF  TSF (FPT_TDC)
762 TOE (FDP_ETC)
763 TOE (FDP_ITC)
TOE
TSF

764

a) ;

b
765 SFP( / )

SFP
FDP_ETC.1
766 TSF
767 FDP_ETC.1.1 PP/ST

SFP(1 y SFP(1
)
SFP
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FDP

FDP_ETC.2
768
( )
TSF (FTP_ITC)
IT TSF  TSF
(FPT_TDC)
(FTP_TRP)
769 FDP_ETC.2.1 PP/ST
SFP(1 ) SFP(1 )
SFP
770 FDP_ETC.24 PP/ST
FDP_ETC.2.1 SFP /
SFP TSF
F5 (FDP_IFC)
771 SFP SFP
772 TOE
SFP MAC
TOE SFP
/
SFP (FDP_IFF)  TOE
FDP_ETC
(FDP_IFC) SFP SFP
773
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774 SFP

775 2
SFP

SFP

776 SFP

i SFP

SFP

778

779

FDP_IFC.1

780

781 FDP_IFC.1.1
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FDP

IT
(FDP_IFC.2 ) SFP
SFP /
1
SFP SFP
SFP
(
)
ST
IP TCP/IP
PP
PP/ST
TOE
TOE
PP/ST TSF
SFP
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FDP

782

FDP_IFC.2

783

784

785

786

F.6

787

July 2009

FDP_IFC.1.1 PP/ST
/
/
SFP
PP/ST
FDP_IFC.2.1 PP/ST
SFP
FDP_IFC.2.1 PP/ST
SFP
PP/ST
/
(FDP_IFF)
SFP
1
SFP
Version 3.1

SFP

TSF

SFP

PP/ST

SFP

(FDP_IFC)

SFP
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FDP

788
789
PP/ST
790 FDP_IFF.1 FDP_IFF.2
SFP
SFP
PP/ST
FDP_IFF.1
791
792 (
)
793
794 FDP_IFF.1.1 PP/ST TSF
SFP SFP
(FDP_IFC)
795 FDP_IFF.1.1 PP/ST
SFP
(sensitivity) (clearance)
796 FDP_IFF.1.2 PP/ST TSF
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FDP

797 FDP_IFF.13 PP/ST TSF SFP
SFP
SFP
2
PP ST
798 FDP_IFF.1.4 PP/ST
FDP_IFF.1.4
SFP
PP/ST
799 FDP_IFF.15 PP/ST
FDP_IFF.1.5
SFP
PP/ST
FDP_IFF.2
800 SFP )
801 FDP_IFF.2.4 FDP_IFF.2.1
SFP
SFP SFP
802 FDP_IFF.2.6
IT
FDP_IFF.2.6
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803

804

805

806

807

808
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FDP

SFP
PP/ST SFP 1
FDP_IFF.2.4

FDP_IFF.2.1 PP/ST TSF
SFP SFP

(FDP_IFC)
FDP_IFF.2.1 PP/ST

SFP
(sensitivity) (clearance)
FDP_IFF.2.2 PP/ST TSF
FDP_IFF.2.3 PP/ST TSF SFP
SFP
SFP
SFP
2
PP ST
FDP_IFF.2.4 PP/ST
FDP_IFF.2.4
SFP
PP/ST
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FDP

809 FDP_IFF.2.5
PP/ST
FDP_IFF.3
810
811
PP/ST
812 FDP_IFF.3.1
SFP
813 FDP_IFF.3.1
814 FDP_IFF.3.1
FDP_IFF.4
815
)
816 FDP_IFF.4.1
SFP
817 FDP_IFF.4.1

July 2009

PP/ST
FDP_IFF.2.5
SFP
1 SFP
PP/ST TSF
SFP
(FDP_IFC)
PP/ST
PP/ST
SFP (
PP/ST TSF
SFP
(FDP_IFC)
PP/ST
Version 3.1
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818 FDP_IFF4.1
819 FDP_IFF4.2
FDP_IFF.5

820

TOE
821 FDP_IFF5.1
SFP

FDP_IFF.6

822

TSF
823 FDP_IFF.6.1
SFP

824 FDP_IFF.6.1
825 FDP_IFF.6.1
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FDP

PP/ST

PP/ST

SFP

PP/ST
TOE

PP/ST
SFP
(FDP_IFC)

(FAU_GEN)

PP/ST TSF
SFP
(FDP_IFC)

PP/ST

PP/ST TSF
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FDP

F.7 TOE (FDP_ITC)
826 TOE

TOE TSF

TSF  TSF (FPT_TDC)

827 TOE (FDP_ITC)
828 TOE (FDP_ETC)

TOE
829

a (

)

b

C
830
831 2

(
)
( )
832 (
) (
)
833 SFP TSF
TOE (FDP_ITC)
TOE (FDP_ETC) ( )

834

a

b)
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835

836

FDP_ITC.1

837

838

839

FDP_ITC.2

840

841
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SFP(
SFP

PP/ST

FDP_ITC.1.1

FDP_ITC.1.3

SFP

(FPT_TDC)

FDP_ITC.2.1

TSF

PP/ST

PP/IST

FDP_ITC.1.1
TSF

PP/ST

Version 3.1

FDP

( )
TSF
TOE
SFP / SFP
SFP
SFP /
TSF TSF
PP/ST
TOE
SFP / SFP
SFP
July 2009



FDP

842 FDP_ITC.2.5 PP/ST
FDP_ITC.2.1 SFP /
SFP TSF
F.8 TOE (FDP_ITT)
843 TOE
TSF
(FDP_UCT) TSF (FDP_UIT)
TSF
TOE (FDP_ETC)
TOE (FDP_ITC)  TSF / TSF
844
PP/ST
845
TOE
846 SFP( / )
SFP
FDP_ITT.1
847 FDP_ITT.1.1 PP/ST
SFP(1 ) / SFP(1 )
848 FDP_ITT.1.1 PP/ST TSF
FDP_ITT.2
849
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850

851

852

853

FDP_ITT.3

854

855

856

857
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FDP_ITT.2.1 PP/ST
SFP(1 ) /
FDP_ITT.2.1 PP/ST
FDP_ITT.2.2 PP/ST
FDP_ITT.1
)
FDP_ITT.2
(FDP_ITT.3
PP/ST
PP/ST TSF
FDP_ITT.3.1 PP/ST
SFP(1 )
Version 3.1

FDP

SFP(1 )
TSF
TOE
FDP_ITT.2
TSF (
FDP_ITT.1
)
PP/ST
SFP(1 ) /
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FDP

858 FDP_ITT.3.1 PP/ST
859 FDP_ITT.3.2 PP/ST
TSF
FDP_ITT.3.1 SFP
FDP_ITT.4
860 FDP_ITT.2
TSF (
PP/ST
861
862 PP/ST
863 PP/ST (
864 PP/ST TSF
865 FDP_ITT.4.1 PP/ST
SFP(1
SFP(L )
866 FDP_ITT.A4.1 PP/ST
867 FDP_ITT.4.1 PP/ST
FDP_ITT.2
868 FDP_ITT.4.2 PP/ST
TSF
FDP_ITT.4.1 SFP
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TSF
TSF
)
PP/ST
)
) /
TSF
TSF
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FDP

F.9 (FDP_RIP)
869 TSF-
TSF
870 TOE
FDP_RIP
TSF
TSF
871 TSF
FDP_RIP
872
C )
( )
(FDP_RIP)
873 (FDP_RIP)
A B
A A
B (FDP_RIP)
874 (FDP_RIP)
TOE
(FDP_RIP) TSF
PP/ST
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FDP

875 TSF (
) (FDP_RIP)
(FDP_RIP) (FDP_ROL)
(FDP_RIP)
(FDP_ROL)
(FDP_ROL)
876 (FDP_RIP)
SFP SFP
877 SFP(1 ) SFP(1
) PP/ST
FDP_RIP.1
878 TOE
TSF
879 FDP_RIP.1.1 PP/ST
880 FDP_RIP.1.1 PP/ST
FDP_RIP.2
881 TOE
TSF
882 FDP_RIP.2.1 PP/ST
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FDP

F.10 (FDP_ROL)
883
884
885
(FDP_RIP) (FDP_RIP) (FDP_ROL)
(FDP_RIP) (FDP_ROL)
(FDP_RIP)
(FDP_RIP) (FDP_ROL)
(FDP_ROL) TOE
886
FDP_ROL.1
887
888 FDP_ROL.1.1 PP/ST
SFP(1 ) SFP(1
) SFP
889 FDP_ROL.1.1 PP/ST
890 FDP_ROL.1.1 PP/ST
/
891 FDP_ROL.1.2 PP/ST
2
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FDP

FDP_ROL.2
892 TSF
893 FDP_ROL.2.1 PP/ST
SFP(1 ) SFP(1
) SFP
894 FDP_ROL.2.1 PP/ST
895 FDP_ROL.2.2 PP/ST
2
F.11 (FDP_SDI)
896 TSF
897
TSF

898 ( )

(FDP_IFF) (FDP_ACF)
899 TOE TOE

(FDP_ITT)
FDP_SDI.1
900 PP/ST
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901

902

FDP_SDI.2

903

904

905

906

F.12 TSF

907

TSF

908

FDP_UCT.1

909
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FDP_SDI.1.1

FDP_SDI.1.1

FDP_SDI.2.1

FDP_SDI.2.1

FDP_SDI.2.2

TOE

TSF

FDP

PP/ST TSF
PP/ST
PP/ST
PP/ST TSF
PP/ST
PP/ST
(FDP_UCT)
IT
2
(FPT_ITC) TSF
TSF
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FDP

910 FDP_UCT.1.1
SFP(1
911 FDP_UCT.1.1
F.13 TSF
912 TSF
913
914 TSF
TSF
(FDP_UCT)
(FDP_UIT)

(FDP_UCT) TOE

FDP_UIT.1
915
TSF
916 FDP_UIT.1.1

)

July 2009

PP/ST
) / SFP(1 )
PP/ST
(FDP_UIT)
IT
TSF (FPT_ITI) TSF
(FDP_UCT)
(FDP_UIT) TSF
TSF
TSF
(FDP_ITC)
TSF
PP/ST
SFP(1 ) SFP(1
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917

918

919

FDP_UIT.2

920

921

922

FDP_UIT.3

923

924
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FDP_UIT.1.1

FDP_UIT.1.1

FDP_UIT.1.2

FDP_UIT.2.1
SFP(1

FDP_UIT.2.1
TSF

FDP_UIT.3.1
SFP(1

TSF

PP/ST

PP/ST

PP/ST

PP/ST

PP/ST

PP/ST

Version 3.1

FDP

TSF
IT
IT TOE
TSF
TSF
SFP(1 )
IT

SFP(1 )
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FDP

925 FDP_UIT.3.1 PP/ST TSF
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FIA

G FIA:

926 TOE

TSF TSF

927

928

929 (FIA_UID)
930 (FIA_UAU)

931 (FIA_AFL)

932 (FIA_ATD) SFR

933 - (FIA_USB)

934 (FIA_SOS)
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FIA

935

July 2009

25

FIA_AFL:
FIA_ATD:
FIA_SOS:
2
FIA_UAU:
FIA_UID: 2
FIA_USB: -
25 FIA:
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G.1

936

937

FIA_AFL.1

938

939

940

941

942

943
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(FIA_AFL)
( )
)
PP/ST
TOE
1
PP/ST TSF
PP/ST
TOE
PP/ST
TSF
)
FIA_AFL.1.1 PP/ST
FIA_AFL.1.1 PP/ST
10
Version 3.1

FIA

TSF
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FIA

944

945

946

947

G.2

948

949

FIA_ATD.1

950

951

July 2009

FIA_AFL.1.1

( )

FIA_AFL.1.1
TOE

FIA_AFL1.2 PP/ST

TSF
FIA_AFL.1.2 PP/ST
5
)
(
(FIA_ATD)
TSF
(SFP)
(

(

Version 3.1

SFR

PP/ST

@

PP/ST
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FIA

952 FIA_ATD.1.1 PP/IST

G.3 (FIA_SOS)

953

954 TOE ( TOE )
FIA_SOS.1

955 TOE FIA_SOS.2 TSF

TOE

956
FCS:

FIA_SOS.1

957

958 FIA_SOS.1.1 PP/ST

FIA_SOS.2 TSF

959 TSF
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FIA

960
()
961 FIA SOS.2.1 PP/ST
/
962 FIA S0S.2.2 PP/ST TSF
TSF
G.4 (FIA_UAU)
963 TSF
FIA_UAU.1
964
TSF TSF PP/ST
TSF
TSF
TSF
965
FIA_UID.1
FIA_UID.2
966 FIA_UAU.1.1 PP/ST
TSF TSF
FIA_UAU.2
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FIA

FIA_UAU.2

967 TSF

FIA_UAU.3

968

/ TSF

969 ( )
TSF  TSF

970 FIA_UAU.3.1 PP/ST TSF

971 FIA_UAU.3.2 PP/ST TSF

FIA_UAU.4

972

973 PP/ST 1 )

974 FIA_UAU.4.1 PP/ST
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FIA

FIA_UAU.5
975 TOE

FIA:
976 FMT
977 TOE

FIA_UAU.5.2
978 FIA_UAU.5.1 PP/ST
(
) S/
979 FIA_UAU.5.2 PP/ST
980 PP/ST
PP/ST
FIA_UAU.6
981
TSF (
TSF )
TSF
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982

983

FIA_UAU.7

984

985

986

G.5

987

FIA_UID.1

988

989
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FIA_UAU.6.1 PP/ST

TSF
PP/ST

10
)
FIA_UAU.7.1 PP/ST
(FIA_UID)
TSF
FIA_UID.1
TSF FIA_ UAU.1
Version 3.1
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PP/ST

FIA
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FIA

990

FIA_UID.2

991

G.6

992

FIA_USB.1

993

994

995

996

997

July 2009

FIA_UID.1.1

FIA_UID.2

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

PP/IST
TSF TSF

TSF

(FIA_USB)

TOE

PP/ST

PP/ST

PP/IST

Version 3.1

Page 231 of 289



FMT

H FMT:

998 TSF ( TSF )

999 TOE TSF
TOE

FMT REV.1
FMT_SAE.1
TOE
TSF (FPT_TRC)
1000 26
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FMT

July 2009

FMT_MOF: TSF

FMT_MSA:

FMT_MTD: TSF

FMT_REV:

FMT_SAE:

FMT_SMF:

FMT_SMR:

26 FMT:

Version 3.1
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FMT

H.1 TSF (FMT_MOF)
1001 TSF TOE
a  TOE
(
)
( )
( )
b)
c) TOE TOE
( )
d  TOE /
1002 PP ST TOE
TOE
PP/ST
1003 TSF
/
FMT_MOF.1
1004 TSF
/
1005 FMT_MOFL.1 PP/ST
1006 FMT_MOF.1.1 PP/ST
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FMT

1007

H.2

1008

1009

1010

1011

1012

FMT_MSA.1

1013

1014

1015

July 2009

FMT_MOFR.1.1 PP/ST TSF
FMT_SMR.1
(F MT M SA)
TSF
/ (
(
FMT_MSA.1
FMT_MSA.2
TOE
FMT_MSA.1
FMT_SMR.1
«( )
FMT_MSA.1.1 PP/ST
SFP SFP
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1016

1017

1018

1019

FMT_MSA.2

1020

1021

1022

FMT_MSA.3

1023
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FMT_MSA.1.1

FMT_MSA.1.1

FMT_MSA.1.1

FMT_MSA.1.1

TOE

FMT_MSA.2.1

TSF

PP/ST
PP/ST
PP/ST
PP/ST
PP/ST
PP/ST

PP/ST
Version 3.1

FMT

FMT_SMR.1

TOE
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FMT

1024

1025

1026

1027

FMT_MSA.4

1028

1029

H.3

1030

FMT_MTD.1

1031

July 2009

FMT_MSA.3.1
SFP

FMT_MSA3.1

FMT_MSA3.1

FMT_MSA.3.2

FMT_MSA.4.1

TSF

TSF

PP/ST

PP/IST

PP/ST

PP/ST

PP/ST

(FMT_MTD)

FMT_SMR.1

Version 3.1

SFP

TSF

PP/ST

FMT_SMR.1

TSF
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FMT

1032
« )
1033 FMT_MTD.1.1 PP/ST TSF
PP/ST
TSF TSF
PP/ST
TSF TSF
TSF TOE
1034 FMT_MTD.1.1 PP/ST
TSF PP/ST
1035 FMT_MTD.1.1 PP/ST TSF
FMT_SMR.1
1036 FMT_MTD.1.1 PP/ST
FMT_MTD.2 TSF
1037 TSF
1038 FMT_MTD.2.1 PP/ST TSF
TSF
1039 FMT_MTD.2.1 PP/ST TSF
FMT_SMR.1
1040 FMT_MTD.2.2 PP/ST TSF

TSF
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FMT

FMT_MTD.3

1041

1042

1043

H.4

1044

FMT_REV.1

1045

1046

1047

July 2009

TSF
TSF
TOE
FMT_MTD3.1 PP/ST
(FMT_REV)
TOE

a
b)
)

FMT_REV1.1 PP/ST

FMT_REV.1.1 PP/ST

Version 3.1

TSF

TOE

TSF
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1048

1049

1050

H.5

1051

FMT_SAE.1

1052

1053

1054

H.6

1055

Page 240 of 289

FMT

FMT_REV.1.1 PP/ST TSF
FMT_SMR.1
FMT_REV.1.1 PP/ST
TSF
FMT_REV.1.2 PP/ST
(FMT_SAE)
( ANSI X509
)
FMT_SAE.1.1 PP/ST
FMT_SAE.1.1 PP/ST TSF
FMT_SMR.1
FMT_SAE.1.2 PP/ST
TOE
PP/ST
(FMT_SMF)
TOE
TSF
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FMT

FMT_SMF.1

1056

1057

1058

H.7

1059

1060

1061

1062

1063

FMT_SMR.1

1064
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PP/ST

PP/ST

FMT_SMF.1.1

(

PP/ST

(FMT_SMR)

UNIX

(FMT_MSA)

TSF

Version 3.1

TSF

TSF

TSF
TSF

TSF

)
(FMT_MOF)
(FMT_MTD)
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1065

FMT_SMR.2

1066

1067

1068

1069

FMT_SMR.3

1070

1071
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FMT_SMR.1.1

TSF

FMT_SMR.2.1

FMT_SMR.2.3

FMT_SMR.3.1

PP/ST

PP/ST

PP/ST

PP/ST

Version 3.1

FMT
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FPR

I FPR:

1072

1073
PP/ST

1074 ( )

FIA: FAU:

PP/ST

1075 FAU:

1076 4

1077
TSF

1078
TSF /
PP/ST
TSF

1079 TSF
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1080

1081

1082

1083

1084

1085
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27

FPR

FPR_ANO:

FPR_PSE:

FPR_UNL:

FPR_UNO:

27 FPR:

(FPR_ANO)

FPR_ANO.2
TSF

(determine)

Version 3.1

PP/ST

TSF

TSF
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FPR

1086

1087

PP/ST /

1088

1089

FPR_ANO.1

1090

1091 FPR_ANO.1.1 PP/ST TSF

PP/ST TSF

1092 FPR_ANO.1.1 PP/ST (

) /
/

FPR_ANO.2

1093 TSF
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1094

1095

1096

1097

1098

1099

1100

1101

1102
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FPR

FPR_ANO.2.1 PP/ST TSF
/
PP/ST TSF
/
FPR_ANO.2.1 PP/ST (
) /
/
FPR_ANO.2.2 PP/ST (
)
FPR_ANO.2.2 PP/ST
( ) (
)
(FPR_PSE)
TSF
« )
FPR_PSE.1
2 . FPR_PSE.2
FPR_PSE.3
1 ( )
PP/ST FPR_PSE.2
1
(
)
PP/ST
FPR_PSE.3
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FPR

1103

1104

1105

1106

1107

1108

FPR_PSE.1

1109

1110

July 2009

FPR_PSE.2
TSF
TSF
FPR_PSE.1.1 PP/ST
/
PP/ST
/
Version 3.1

FPR_PSE.3
)
TSF
( )
)
TSF
TSF
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1111

1112

1113

1114

1115

FPR_PSE.2

1116

1117

1118

1119
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FPR_PSE.1.1

)
/

FPR_PSE.1.2
)

FPR_PSE.1.2

FPR_PSE.1.3

1

FPR_PSE.1.3

FPR_PSE.1

FPR_PSE.2.1

PP/ST

FPR_PSE.2.1

)
/

PP/ST

PP/IST

PP/ST

PP/ST

PP/ST

TSF

TSF

PP/ST

PP/ST
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TSF

TSF

TSF

TSF
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