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1 (FLHIC

AKX VT4 AKY — (LT, SP LRT) 1E, v/ Tl L7z C-SELECT & FEIZH
HIT7 NI TITAT 7V DEX2V T 4R —Th-> T, C-SELECT 7% JCMVP 55
FVa—tFa VT o8 [MSR] O L~L 1 OBEREZ-TZ L2557 A SP I3,
Nonproprietary 72 K¥ =2 A > R TH 5H.

11 X312 T4RYO—DSRBIER
AR, A SP OBIBEHA T
SP %A k)L C-SELECT tX=2UTFT 4K Y T —
SP X—Y =32 15

SP #1T# ¥/ ) PF Bfipise o & —
SP 31T H 2007 £ 4 7 10 H

12 BEEEL 1—)LOSRIER

AEiL, B3EY 22—/ Tdhb C-SELECT O REHR A 7~

WEela—LDOX A L C-SELECT
e N R A Va S = I 1.0
- 2 — L OEREE XY (KR

1.3 BEE 1 —IILOBE

C-SELECT %, W5 5{b/i+, EFEBELEMIBARGE, A v -V ATV = X b, #BEEE
Ak, BEABLIOCROEFDO X2 T L2 RET Y 7 h T 9477 U ThH
%. C-SELECT 1%, E¥ =2V 7 47 v halEo S EIERFHEZHME L —HEMT
DT v T 7477V THY, RFC 2628 [RFC2628] (Z % 5\ 7= Simple
Cryptographic Program Interface (Crypto API) % 4i3k L 7-4L5E Crypto API Z##2fk45.
EHIL, SEIERT Ty N 74— L ~DREMEESIZTH-0IC C FiEET TEINT
W5,
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14 EFa)T14LRIL

C-SELECT i%, JCMVP ;5 E Y 2 — /L% = U7 ¢ Zf [MSR] ® L ~UL 1 OER A2
TR O ITERGE, FE S, Table 1-1 12, C-SELECT 23723k F¥ 2 U 7 4 L%, X

2 VT 4558 T LR

Table 1-1 C-SELECT security levels

X U7 4 08 L~UL
B 5T Y 2 — /L DOfFE 1
ey 22— VDOR—NROA F T2 —2A 1
reEl, —e X, ROGRE 1
ARRKEEET L 1
M X =Y T 4 1
FEERER 1
I - g P 1
R E AR N (EMI/EMC) N/A
HOT7 A b 1
A RRIE 1
Z DD BLEEA~ DL N/A
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2 FXxa A2 OB

A SP %, JCMVP I 5EY 2 — /b X2 U7 ¢ ZE [MSR] IR L 72l 5E Y 2 —L D
Rl L OWEREMEZ R T, 1 BEIIFILE LT, SP O RIEH, KTV 2 — L ORMRIEHR,
e a2a—VOMELLNEX2 VT RV ERL, 2 BITAR SP OfRLAEZT~T. 3
BED 10 BIIA X2 U7 4 8IS LT, C-SELECT 3t ¥ = U 7 ¢ ER & 4i72 L C
W5 Z & ZHAT 5. 11 3L C-SELECT Ot 3% = 7 28 /EICB L TR L, 12 II0s:E
RL, 13 EIIBE L Z =T
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3 BEEDA—IILOLHK

C-SELECT % =1L FF v F2L v R7u MigEseya—L) ICHESH, Lo
DALV Ea—FTFy h74+—5 (HWBLOO0S) FTEifET 5.

@ I Pa—HFTFToRNTH—L FDI1
: PC/AT H#ab§ (x86 A.#LE¥)
: Microsoft Windows 2000 SP4

H/W
0OS

@ P a—HFTTRNTH—h FD2
: PC/AT A% (x86 A.#uk%)
: Microsoft Windows XP SP2

H/W
OS

@ I Pa—HFTST b NTFH—H FD3
: PC/AT H#ub§ (x86 A.#LE¥)
: Microsoft Windows Vista

H/W
0OS

@ I Pa—HFTSTy R NTF—L FDA4
: PC/AT A% (x86 A.#ui)
: Linux (Fedora Core 5)

H/W
0OS

728, C-SELECT O#iffZ T A hLizarv ¥ a—X 7Ty h 73 —L%F 311577

# 81 FAMLEAVYa—F TS5y 7+ —bD—&

H/W 0S

T A B HP Compaq Business Desktop de7100US Microsoft Windows 2000
AN ® Intel Cerelon D330 2.66GHz 'ut v# | Professional
T4 —51 ® 768MB AEV 5.00.2195 SP4

® 40GB n—RT 1A

® NIC,USBA»H#T7x—2A
s [F] k= Microsoft Windows XP
AN Professional
TH =52 Version 2002 SP2
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H/W 0S

T A b IBM xSeries 100 Microsoft Windows Vista
77 v bk ® Intel Cerelon D326 2.563GHz 7=t v ¥ | Ultimate
TA—53 ® 512MB #*%EV

® 745GB N—RT 4 R

® NIC,USBA»H#T7x—2A
7 A b HP Compaq Business Desktop dc7100US Fedora Core 5 (Linux)
AN ® Intel Cerelon D330 2.66GHz 7' =t
ZE " ® 768MB #EV

® 40GB N— KT 1 A7

® NIC,USBA ¥ 7 x—2R

C-SELECT OB i B8 fIE, T a—AnNETT 5, FloRLEEEDa
2—X77 v N7 4—ALTHY, C-SELECT Ol 5 ix, ¥4 F+Iv 7747
FJVEHRT DY 7 VI ETEY 2— /L THD.

AV 2—FT Ty T4 —L4, OS BELWUC-SELECT Z/Rr L7 ry 7 ¥EK 3117

ER
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WIEAIR R

: C-SELECT

HDD | MEMORY ﬂ 10 Port %

IHERSAT
ISR TARY
I NetworkPort
Monitor Port
Power Keyboard Port

3-1C-SELECT » 7 u v 7
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4 BEED212—ILDR—FRUAUEZTT—R

C-SELECT i =1V FF v FAZ > FT7T R U HEEEEY 2 —/V ] 125835, C-SELECT
OB AR— ML, A Ca—FT Ty N 74 —LbDA U FT7=2—AThHDH, F—AHK—F,
~UA, E=4,CD/DVD K747, 7avy =R RI 47 T UTNKR—hK /N7 LR —
;, USB AR— |k, IEEE1394, LAN % bk sihvd. LarL, C-SELECT XY 7 ho =7
T4 77V ThbHIz®H, C-SELECT ~DO7 —% OEZE XM, 4 72— A Th D
API i@ L CiThi 5. C-SELECT @ API i%, RFC 2628 [RFC2628] (2535 7= Simple
Cryptographic Program Interface (Crypto API) % ik L 7= JL3E Crypto API TH 5.
[F—% ANJJA > %7 =—A ] 1%, JE3E Crypto APL ~AJ1E3N57—4% CHRESH, [F
— 2N A B 72— 1, JEE Crypto AP 2B S s 7 — X THEELESNS.
(HIBATIA 2 7 = — A 1%, $E9E CryptoAPI TEELsh, MREHA %7 x—2X]
X, JE5E Crypto API @R Y EIS LT CryptoFIPSControl () 26 H 71 S35 IREER
Ik THBEIND.
728, C-SELECT IIffED L B a—4 7Ty 74 —L ETEET H728, [ERA—
M FZarvta—477y h 74— ~D&EFRTHD.
A U H T 2= ZAOHER, MEIHIAR — bR L OB A V¥ 7 == 2D IE e R 41 ITFL
5.

z 41AVFT7 2 —ADXIG

UF o5 | WER R — b FRERRA X T = — A

T—HA AN | F—Ah— REOEHEAT) R — L | YLk CryptoAPL ICA 1SN 5T —4

I/F

T2 M) | E= XA EOFEEN )R- b JE5E CryptoAPL b i s o7 — 4

I/F

A ) F—AR— FEOEEAT) R — K | JE3E CryptoAPI

I/F

WHEEH =X HEOFEE AR — b J3E CryptoAPI MR Y i,

I/F B IO cryptoFIPSContorl () API 7»
b H ) S5 IRRETE )

EIFRA— K | PC~OEFRA— N/A
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5 %%, y—EX, RUGREE

51 &2l

C-SELECT 1%, =—#%% (LLF,USER &/x)) & (27 V7 A7 ¢ 98E (LT, CO
LR OFEEYR— 5. 2P, C-SELECT %, JCMVP i 5E Y a— k%2 U T
4 2 [MSR] OL~v 1 OvFX= U7 ¢ BRET AT 720, 2—FOilEs LU
AEHERE R AR — bk L7g\. Table 5-1 (&% & — A D&IGE 77T, 7233, C-SELECT I3,
AUTF AP —ERERME LN, AT U AEEZ AR — R L7,

Table 5-1 &%& & P —E X D%t

E P—E R

USER USER 1%, C-SELECT W #2fft3 22 ToHOHY—E R, API 2N L TCT7 7tk
ATED.

CcO CO 1%, USER [Fl#kiZ, C-SELECT M #gft3 252 ToH—Ev X2, API /7

LTT 7 BARATELE0, e —t 2R HEEZHBWT USER & #72
F.COIZEBIL, C-SELECT 2 ar B'a—X 7Ty 73 —5 EIA &
F—LT&%. 728, CO X, C-SELECT D#%: D CSP ~DFpI 2R &
BHE70.

52 H—EX

C-SELECT 0f#fit4 A5 59—t 2 2”9, C-SELECT 1%, %7 25— 2 2 #fk4
AREREY 2 — LOBEEE— R LT, Y a—0OF— REFT) 28HHAET %, Table
5212 C-SELECT NETAEY 2 — /L DE— RE7R7T.

Table 5-2 [EV=2—NDE—F] —&

*— K& i
JCMVP E&— R JCMVP CTHRBENT=EX =) T A EOARZEALIZE—F
CMVP E&— R CMVPICEAREINT=EXF 2 T A EEOAZEA LIZE—F

NonCMVP E— F | JCMVP £7-1Z CMVP TIHERDOE X 2 U F (e x & 7, JCMVP
T —RFTH CMVP £— RCHARWE— R

VARR T TV D 5T Y 2 — ViR A OGERERIEE ) . W7 v XL, V7
P RTRN— R 2T ~EYNCFEE S TV D S 0 OFBRE 21T 9 il .
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IHig, —rxD

ML LT, EY2—0OF— FIZ LI C-SELECT 233 215 5

—ERZRY. JCMVP £ — FEMd 55— 2 & Table 5-3 (2, CMVP £— R34
i3 2 K5 5% — & 2 % Table 5-4 (2, NonCMVP & — RAM&fikd~ 5 0 54— & 2 % Table 5-5
IZZENTIURT.

Table 5-3 JCMVP £ — ROt 35— 2 D—&

= 2D | TAIY XL Ak %
2 A7
g | TDES (3 keys) [SP800-67] HiEgEns 5 oEEE— R (CLF,
BC £— F&7"7) 1 ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES O#E{EE— F : 3 keys
EDE
AES [FIPS197] BC £— F : ECB, CBC, CTR
R 1128, 192, 256 bits
Camellia [Camellial BC &=— F :ECB, CBC
HEF @128, 192, 256 bits
T UL DSA [ANSI X9.30]
B4 ECDSA [SEC1]
RSASSA-PKCS1-vl_5 | [PKCS#1]
Ny Yo SHA [FIPS180-2] #AR— kL T\W5% Hash 712
3R Yy X . : SHA-1, SHA-256,
SHA-384, SHA-512
Avt—y | HMAC [FIPS198] PAR—hk LTV Hash 712
RRIE J X 4 : SHA-1, SHA-256,
SHA-384, SHA-512
ELEAE AR PRNG based on SHA-1 | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
S el DH [ANSI X9.42]
ECDH [SEC1]
PredE RSA-OAEP [PKCS#1]

Copyright © 2006-2007, Canon Inc. All rights reserved.




C-SELECT X% =2VUTFT 4 AU —
Version 1.5, Date 2007 4£4 A 10 H

C:SCELECT

=t 2D | TAIY XL Ak fii %
2L
RSAES-PKCS1-v1_5 [PKCS#1]
HET A b
KRB

2%, BC £— N, [SPR00-38A] (2#:4 5. /-, #if DH B L O ECDH (2L T,
SSL Ver.3.1, TLS %1 EAP-TLS, IPSEC, SSH Ver.2 &0 #tf~r 7 1 k=v b U

HEAICIRY

FOREDR R L 72 5.

Table 5-4 CMVP E— FORHT IS — 2 0—5%

= 2D | TATY XL Ak %
2A7
W R 5 | TDES [SP800-67] BC & — K ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES O#EiffE€— K : 2 keys
EDE, 3 keys EDE
AES [FIPS197] BC &— K : ECB, CBC, CTR,
CCM
PR 1 128, 192, 256 bits
FUH I DSA [FIPS186-2]
B4 ECDSA [FIPS186-2]
RSASSA-PKCS1-vl_5 | [PKCS#1]
Ny A SHA [FIPS180-2] +AR—hkLTW2 Hash 712
BA%L J X 2 SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
A vt¥— | HMAC [FIPS198] PR —hKLTW5 Hash 7/1=
i Yy X 1 SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
CMAC [SP800-38B] | AR — KL TWAHEEET /LAY
Z . :TDES, AES

Copyright © 2006-2007, Canon Inc. All rights reserved.
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=t 2D | TAIY XL Ak fii %
2L
LA RK PRNG based on SHA-1 | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
LA DH [ANSI X9.42]
ECDH [SEC1]
i RSA-OAEP [PKCS#1]
RSAES-PKCS1-v1_5 [PKCS#1]
AES Key wrap [AESKW]
HE.7 A b
NG iREE
Table 5-5 NonCMVP &— FO#HET 25— AD—&
Y—E2XD | TAITY XA (RS {4
2A7
g | TDES [SP800-67] BC £ — K ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES O#E{EE— F : 2 keys
EDE, 3 keys EDE
DES [FIPS46-3] BC £ — F ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
RC2 [RFC2268] BC £ — F ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
AES [FIPS197] BC £—F : ECB, CBC, CTR,
CCM
R 1128, 192, 256 bits
Camellia [Camellial BC &=— F :ECB, CBC
R : 128, 192, 256 bits
NFHEERE 5 | RSA-OAEP [PKCS#1]
RSAES-PKCS1-v1_5 [PKCS#1]
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=t 2D | TAIY XL Ak =
2L
Elgamal [Elgamall
FIOHIN DSA [FIPS186-2]
B4 ECDSA [SEC1]
RSASSA-PKCS1-vl_5 | [PKCS#1]
Ny A SHA [FIPS180-2] #AR—hkLTW5% Hash 712
3R Y X . i SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
MD2 [RFC1319]
MD4 [RFC1320]
MD5 [RFC1321]
Avt—y | HMAC [FIPS198] PAR—hLTW5 Hash 712
FURIE U X 2 : SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512,
MD5
CMAC [SP800-67] PR — h LTV D MERR ST
/=Y X : TDES, AES
DESMAC [FIPS113]
ELEAE AL PRNG based on SHA-1 | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
PRNG based on DES | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
LA DH [ANSI X9.42]
ECDH [SEC1]
i RSA-OAEP [PKCS#1]
RSAES-PKCS1-v1_5 [PKCS#1]
TDES Key wrap [RFC3217]
AES Key wrap [AESKW]

723, BC £— KiZ, [SP800-38A] ¥ L1 [SP800-38C] (Z#Ed" 5.
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5.3 BEEE 21— IILOEEE—F

C-SELECT D% ¥ 2 —/LDE— R, CryptoFIPSControl () ZMHWTHIETH. £
2 —/LDOFE— REFREFRRR Y A I 71, C-SELECT OiE#Ek;, 5% Y C-SELECT ® &
— REF7ZTCTHD. —HEV2—LDOEF—RERELERIL, BR2EFE2—1DEF—FR
NEFEFTLHZEETERW, BV a—DOF— RAEET 5H7-0121F, C-SELECT
%7 >m—RL,C-SELECT #2— R LT, CryptoFIPSControl () ZHWTEY 2 —/L
DE— RERE LRTER S0,
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6 MEMEFX1I) T4

C-SELECT %, Y7 bv=T7 7477 U ThoT, PC/AT Ak - CEfESET, 7 A b
L7-. PC/AT F¥fif ChrarBa—477 v b 74— & C-SELECT 1%, #/H 27 L— K
AUR—F L FThoT, WL — ROWWEEBL LT IV FF v T RAE o RT7m M
WaEeya—/] AT 5.
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7 BMEIRIR

C-SELECT 13X A X7 73477V ThHhHID, 7al I3 577 ANPMEfBT RLR%E
l~o— RSB EA I 7T, fiA7 FLAER~T— RS, 32 2R T 7 2R
FITEND.

OS 1%, 7m I L (FrtR) TEICRRLEMET RLAZEMEREL, 7u /7577
ANVERIBT RLRZER~a— L, Ef74 5. [, 47392754750 Thb
C-SELECT H AR KL A2~ — K3 %, K-> T, C-SELECT i, OS IZ L > CTHEX
UTZINE L2 RAR T R L AZECHRITT 5.

C-SELECT O#EifEE— RiZ, JCMVP I 5EY 2 —/Lt¥ =V 7 ¢ %4k [MSR] THES
nie, B4 XL —4EfEE— NIZREINLI D LT H. £z, KIET R RAZEf~a—
R &i7z C-SELECT %, et AMBFEICL-T, tho7 X LfERELZHE LN ED
ET5.

Copyright © 2006-2007, Canon Inc. All rights reserved. 15
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8 HBSREHE

Table 8-1 {Z C-SELECT @ JCMVP &— R THY # 9 5 54822 > CSP, 3 X O CSP 2%
HEMERER A2, BB T3 XL T LR

Table 8-1 JCMVP £— NiZHiF % CSP OfEh] & #afEfER

P—ERADEAT | TAIY XA CSP k] FRAERE]

TR SRS 5 TDES (3 keys) FiA: it R, W
AES b R, W
Camellia T g R, W

TUHINES DSA T A N— [k R, W
ECDSA 7T A N— Mt R, W
RSASSA-PKCS1-v1_5 7T A N— Mt R, W

Ny o B SHA

A wt— U HMAC i R, W

BLEAE Rk PRNG based on SHA-1 for | v — R R, W
general purpose in FIPS 186-2 (+
change notice 1) Appendix 3.1

HEIAT DH 7T A X— Rt R, W
ECDH 7T A _— Lt R, W

ok RSA-OAEP 7T A _— Lt R, W
RSAES-PKCS1-v1_5 7T A _— Lt R, W

Ho7 A b

RREHUS

8.1 BOEM

C-SELECT (%, Table 8-1 ® CSP sl 2 A3 2M5 757 /L3 U XAICx LT, BUTICHE-> THE

AT S.

o Lj@#kn; 5 (TDES, AES, Camellia) 3 X U4 v & —URGEIE, C-SELECT 2343

LEMEBAERIC L > THRZERT I bD LT 5.

® DSA |, C-SELECT TARL L= Ll 2RI L <, [ANSI X9.30] (2 L7=23»>
THRAEERTDH LD ETD.
® ECDSA i, C-SELECT TRk L7 #Elils Ak 2% H LT, [SEC1] {2 L7=a» T

Copyright © 2006-2007, Canon Inc. All rights reserved.
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BEERT DD LTS,

® RSAES-PKCS1-vl_5, RSASSA-PKCS1-vl_5 3 J O RSA-OAEP i, C-SELECT T
Ak U7 UL B AE s 2 R L C, [PRCS#L] (IS L7a»> CHlEZAERT o0 &4
5.

® DH /¥, C-SELECT TApk L7z B ElELE AR A FIH LT, [ANSI X9.42] (L7223 >
THEERT LD ETD.

® ECDH i%, C-SELECT TApk L 7B ELE A s 2RI L C, [SEC1] 1Z L7zd > THE
BERTHLDO LTS,

723, C-SELECT (%, PRNG @ > — Rt 2 PN CTARL L 72\,

8.2 BOANBLUHAN

C-SELECT O x4 5 CSP D AH I, F—AR— REDOEUEAN SR — FF 721
o EOEER )R- 2B LT, BEFRIITbRS b0 ET 5. £7-, C-SELECT D
FREEE U6+ 5 CSP O A L, API ## L C, BTN bD LT 5.

8.3 BOmMEZE

C-SELECT %, imBRAYEE RN TARZEIZ A - 72 CSP B vk L THSET 5. C-SELECT 755
HEIEER N T CSP 23T 5 4 A X v 7 % FRtlmnd.

1. CryptoClose() %4 L, CSP Z B /RIIZHEZE LT-55.
2. C-SELECT #F|JH L CW\Wb 7 a2/ 7 AN C-SELECT #7 > r— K L7=HA.
3. C-SELECT 7?9 TR HOT A MK LTZSE.

B, MEHNERNCTAREIZR>7- CSPIX, HDD S0 a V' a—H2 7T v 7 +— L1
MEINTWARFERMEA ML —V % 74—~y hTHZETHEINDILDETS.

8.4 B
C-SELECT I, R AT Y ZF-7, 2R LV,
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9 HEBTA b

C-SELECT I%, NU—T7 v 7HUET A FBLOFHBECT A FOMEELZ AT 5. 9.1 Hilc X
U—7 v 7HCT A MIBELTRL, 9.2 8IICKEEC T A MBI L TR

9.1 ND—7yFHBTAXk

C-SELECT 1344w 2 V77477V LTRMEEND. LIZR-T, 7rn s 7 A
728 C-SELECT #u— NL7c & &I, HEICANY =7 v 7ACT A MRFEITSND. U
—7 v 7HCOT A MORERIL, DREH 1A % 72— Th D CryptoFIPSControl ()
WL TEY2a—AnbHATES. RU—T vy 7HLT A b DKM, C-SELECT 1%
CryptoFIPSControl () # 4 L7REEH 721 Ly CTE 72\ Loading Error IREE~ER
9 %. Loading Error IKEEN 5 D[EfE X, C-SELECT %7 > v — K L, ¥ C-SELECT % =
— R 2HERTTHD.

F 72, C-SELECT /%, USER (2 LY, CryptoFIPSControl () #J/rLTCA VT~ KT
V=7 v 7HOTAMFTTLHILHTED. ATV R TONRY =T v 7THET A
NOFEFR Y, NREH 1A ¥ 7 =—RX] ThH D CryptoFIPSControl () L - TEV =
—NABHNTED. RBA VT~ RTONT—=T v 7ACT A b DK, C-SELECT
I¥ CryptoFIPSControl(), CryptoClose(), CryptoPluginFini(), ¥ L O
CryptoFree () ZJ L7zl AT E 72 12RAEH J) L A>T X 721 Operational Error fRAE~
#E7 5. Operational Error IREEN S [EIE T % HikiE, (1) C-SELECT #7 > r— KL, &
J£ C-SELECT Zn— R$ %514, Y7 hvxT Uty hadTd 551k, 0280 OJ
ETHEIET 22 R TE 5.

C-SELECT I, "U—7 v 7HCLT AL LT, BigT VAV XLT ALY T byxT
TRMET A P EFEELTEY, UTIORTRETORST VY ZLT A RBITY 7 by
T FERMET A MIRALEEGEIZ, NU—=T vy 7HCT A MIARA L LT 2. 72
3, C-SELECT IFHEZEHERET 2 h 2324 L T,

911 BEFZILITVALTARE

C-SELECT %, W57/ 2 XLF A & LT, BEEfiET 2+ (LT, KAT L5-9) £721%
FERTEELPET A~ (LT, PWCT &779) #9245 L Cuv%. Table 9-1 12, C-SELECT 7233
L TWBHEST AT XLT A NOFERZRE ST /LY X5 T LR,
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Table 9-1 JCMVP E€— FIZBIFHEHETNVITY XA LT A FO—&

H—ERXD | TITY XA Bre7 3l A LT A MDD

ZAT Tyt

SRS 5 | TDES (3 keys) KAT
AES KAT
Camellia KAT

TUHI DSA KAT

B4 ECDSA KAT
RSASSA-PKCS1-v1_5 PWCT

Ny VA SHA KAT

ESpd

A vE—Y | HMAC N/A

FALE

LI R PRNG based on SHA-1 for general | KAT
purpose in FIPS 186-2 (+ change notice 1)
Appendix 3.1

B DH KAT
ECDH KAT

DR RSA-OAEP PWCT
RSAES-PKCS1-v1_5 PWCT

AREY 2= VINTU—T v 7HCLTAME L TY 7 N THZENT A NEFEHBL TED,
V7 N TS A2 M HMAC-SHAL I K> THEBE SN TWS. Lz2v-> T, SHA %
K57 V3 U XA AT A ME, SHA-256 8 L O SHA-512 (2%t L T2 5E I L TH Y, SHA-1
2 LTI SENE L7g v,

912 YO FIOIT7EEHETRA

C-SELECT !%, HMAC-SHA1l I2 k> T, TV a2a—LVOREMT A M EFEH L TW5B.
HMAC-SHA1 O fE#E Y C-SELECT NI fRFF L, HMAC fEIZ R 72 5 L7127 7 A v
I LT\ b, C-SELECT 1%, HE CHIXAFTIv I V073475V xtBic
HMAC-SHA1 Z#tHE L, WML 7 7 A WVICERFF L TV D HMACHE & bl L, — T 2 &0
IZ k> CHEAMEAE BT 2.
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9.2 Z#EHETA

C-SELECT [Z@HFEMEFIZ, A CT A ME LT, AT OHETHESMET A N &bl
%@Ek””“‘x FNeETTD, ZRHDT A RMBRETESNDGZA I U7, ZRTh 9.2.1
7L 9.22 IR T. RFEACT A FORERIL, V=T v T HLT A hORERFE, DK
A X7 x2—R] THDH CryptoFIPSControl () IZL>TEY 2—/NLHTIT
5. &M BE T A MO KME, CSELECT (X CryptoFIPSControl(),
CryptoClose (), CryptoPluginFini (), BXI O CryptoFree() &/ L7zHlEIAT £
TIIRAEH ) L A>T & 720> Operational Error JKAE~EF 3 5. Operational Error fRHEZ>
S5EET 5 H1E1E, (1) C-SELECT #7 > u— K L, & C-SELECT % 1 — K9 % 54, (2)
V7R T VY NEFETTDHHE O2BYOFETHETLZ ENTED.
C-SELECT %, &tFB .7 A M & LT, BT HEEMET A N Ll il Ak T 2 M2
EEELTND.

9.21 BRT7ESHTRAH

C-SELECT i, Table 9-2 IR THE ST /LT Y XAAMTEBWTEANTESMET A ME2FREL T
WD, BERTEEAMET A NI, 8.1 Hi TR LTS AR T EICFEITL, ARk LA REET D,
723, DH 3 L O ECDH O##~ 7 HEA M7 2 MM L72u,

Table 9-2 &EH 27 A MZBIT 5 PWCT 52 hD—&

P—E 2D | TATY XL

2A7

T UK DSA

B4 ECDSA
RSASSA-PKCS1-v1_5

ok RSA-OAEP
RSAES-PKCS1-vl_5

9.2.2 FEHEALMERMBTA b

C-SELECT &, #LEAERY — 2B W Tl LA E g 7 A &S LT 5. Hifil
BARET A M [FIPS186-2] 12 H-SWCTAR Lz ELEicxt LTF & b%;@ﬁ@ﬁ“ét
LAY —EADIATO T L IZFEITT .
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C-SELECT 1%, £ DO OBE~GHAL L7220,
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11 Secure operation

1114 X F—ILFIR
A ¥ A D=V FIEOBE & 7.

C-SELECT »#hfE+ % OS 1%, /SR U — R CTRIHFZ 2@ - 58T 28ExH95. CO %
L OV USER OFBFEICIE, HiZiikh] - e 2 FHT 5. 2072, CO1E, 0812 CO B &
O USER #EREFT LT WU a2 EnERT 5. HRIE, 70 FZEICREL
THLEWL, THU Y IBRET D7 —7Z L5 LTH XV, 2B, 0S 0EFHE & CO
Z A CIZ T 2 B 7.

C-SELECT 1314 v A F—F % F &R\, 2T, COIE, £ VA =1 HFEDEY 2 — /LN
TENDHZ L ZBIETAEDICRA SN T 7 AV EBIR T NV F~a—L, at—
L7277 A Mk LTl 7 7 7 2 AR (e.g. CO IZxFLTYU— R - 71 MER, USER
WXL T — FHERR) Z3RET 5.

TAD Y NMERGIERB X OT 7 v AMREITIEL, TAENOBREIZS CT-FIEIZHES.

11.1.1 Windows 1215
Microsoft Windows 2000 SP4, Microsoft Windows XP SP2 1 . O Windows Vista O ERE
WZBWT, BIFETE, CO ~~ crypto.dll, crypto.lib, crypto.dll.shal, api_def.h, api_prt.h,
crypt_comh ® 6 2D7 7 A NVEEATH. COIL, ZTNHDT7 7 A NVELEDT 4V
AE—FTHIENTED.

11.1.2 Linux IR1%

Linux OEREZIZEHBWT, BIFEE L, CO ~ liberypto.so.0.0, libcrypto.so.0.0.shal, api_def.h,
api_prt.h, crypt_com.h ® 5507 7 A L EEAIT 5. CO IE, —iXHIIZIE, liberypto.so.0.0
F L liberypto.so.0.0.shal % /usr/local/lib ~, ~v % —7 7 A )L % [usr/local/include
~aE—15.

11.2F HFIE

C-SELECT #F|H¥ 57 v /7 LAO¥EEIL, CSELECT 24 A I v 77477V &1L
THFIH L, 7, C-SELECT ® v — K#|Z CryptoFIPSControl () % =2—/,LL JCMVP
= RNICRETHZEICLD,JCMVPE— RTC-SELECT #f|H3 5 Z N TE 5. £V
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2—/VDFE— REREERZ A I 7%, C-SELECT Oj#Ejk;, 5% Y C-SELECT =
— REF721CTh D, —H C-SELECT ZFEDEY 22— /L DOF— RIZRE LKL, B2 D
EVa—VDE—R~AEHEFTLHZLIITERY, BRbEV2a—VDOE— R~EHTLHT-
2%, C-SELECT #7 > =2— RFL, C-SELECT # = — R L C, CryptoFIPSControl ()
EHAWCEY 2—L1OF— REZHRELRTNER S0, 728, C-SELECT v — K&,
CryptoFIPSControl () #a— /LT 52 LICLD, EVa—LDOE— REZHRTHI &
MNTED.
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12 IR &8

Acronyms Definitions

SP Security Policy

API Application Programming Interface

RFC Request for Comments

EMI Electromagnetic interference

EMC Electromagnetic compatibility

JCMVP Japan Cryptographic Module Validation Program
CMVP Cryptographic Module Validation Program
IPA Information-technology Promotion Agency
CO Crypto Officer

0S Operating System
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13 & X#k

[MSR] () 155 AL BEHESEE A, "JCMVP B 5 E Y2 — Lt X2 T 4 B
MSR-01", “FA% 18 410 H 16 H

[MTR] O THMAAIRHEEREARE, "JCMVP K5 5-E ¥ = — LR E A/ MTR-01", %
i% 18 45 10 A 16 H

[ATR] (i) TEHALERHEMERERE, "JCMVP W5 ¥ = — /LR 2 ATR-01", ¥

[ANSI X9.30]

[ANSI X9.42]

[FIPS46-3]

[FIPS113]

[FIPS186-2]

[FIPS180-2]

[FIPS197]

[SP800-38A]

[SP800-38B]

[SP800-38C]

[SP800-67]

[AESKW]
[RFC1319]

Bk 18410 A 16 H

ANSI X9.30-1997, "Public Key Cryptography for the Financial Services
Industry: Part 1: The Digital Signature Algorithm (DSA)", January 30,
1997

ANSI X9.42-2001, "Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm
Cryptography", March 9, 2001

FIPS Publication 46-3, "DATA ENCRYPTION STANDARD (DES)",
October 25, 1999

FIPS Publication 113, "COMPUTER DATA AUTHENTICATION", May
30, 1985

FIPS Publication 186-2 (+Change Notice 1), "DIGITAL SIGNATURE
STANDARD (DSS)", October 5, 2001

FIPS Publication 180-2 (+Change Notice to include SHA-224),
"SECURE HASH STANDARD", August 1, 2002

FIPS Publication 197, "ADVANCED ENCRYPTION STANDARD
(AES)", November 26, 2001

NIST Special Publication 800-38A, "Recommendation for Block Cipher
Modes of Operation Methods and Techniques", December 2001

NIST Special Publication 800-38B, "Recommendation for Block Cipher
Modes of Operation: The CMAC Mode for Authentication", May 2005
NIST Special Publication 800-38C, "Recommendation for Block Cipher
Modes of Operation: The CCM Mode for Authentication and
Confidentiality", May 2004

NIST Special Publication 800-67, "Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher", May 2004

"AES Key Wrap Specification", November 16, 2001

B. Kaliski, "The MD2 Message-Digest Algorithm", RFC 1319, April
1992
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[RFC1320]
[RFC1321]
[RFC2268]
[RFC2628]
[RFC3217]
[PKCS#1]

[Camellial

[Elgamall

[SEC1]

R. Rivest, "The MD4 Message-Digest Algorithm", RFC 1320, April 1992
R. Rivest, "The MD5 Message-Digest Algorithm", RFC 1321, April 1992
R. Rivest, "A Description of the RC2(r) Encryption Algorithm", RFC
2268, March 1998

V. Smyslov, "Simple Cryptographic Program Interface (Crypto API)",
RFC 2628, June 1999

R. Housley, "Triple-DES and RC2 Key Wrapping", RFC 3217, December
2001

RSA Laboratories PKCS #1 v2.1, "RSA Cryptography Standard", June
14, 2002

"128 By 7 m oy ZHFS Camellia 7L 3 U X AEEEE" 2 K,
September 26, 2001

Daniel Bleichenbacher, “Generating ElGamal Signatures Without
Knowing the Secret Key”, Advances in Cryptology - EUROCRYPT '96,
Lecture Notes in Computer Science, Springer-Verlag, vol. 1070, pp.
10-18, May 1996

"SEC 1: Elliptic Curve Cryptography", Ver.1.0, September 20, 2000
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