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1. Introduction
1.1. Purpose

ALEL, HL Y U 22— 3 A CRA%E L 7= HIBUN Cryptographic Module for Kernel-Mode
EMEENDERSTA T VY 2a— Il T 528X 207 0 RY (LT, SP LIE)TH
¥, HIBUN Cryptographic Module for Kernel-Mode 7% JIS X 19790 @ Level 1 D& X% = U 7 ¢
R L e 7 e BN 7 N I

1.2. References

SP %A1 k)L HIBUN Cryptographic Module for Kernel-Mode
JIS X 19790 Security Policy

SP/N—T g 1.7

SP FEATH HRASHERNSLY Y 2—va v R

SP ¥1TH 2012/3/15

W5ty a—/LZA ML HIBUN Cryptographic Module for Kernel-Mode

Bty a— /N — g 1.0 Rev. 2

1.3. Package Organization

HIBUN Cryptographic Module /3> 7r—1%, #7253 DDEY 2 —/L (User-Mode & ¥
= —/b, Kernel-Mode & ¥ = — /L, KT} Pre-boot & = — /L) 225 %%, HIBUN Cryptographic
Module D/~ 77— R &2 LU T ISR,

(1) Sp
HIBUN Cryptographic Module for User-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Kernel-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Pre-boot JIS X 19790 Security Policy
) HAX v ALE
HIBUN Cryptographic Module FI| i 77 A 4 > A
HIBUN Cryptographic Module API #hE e 14k
B) BHEIALATTVEYa—)b
HIBUN Cryptographic Module for User-Mode
HIBUN Cryptographic Module for Kernel-Mode
HIBUN Cryptographic Module for Pre-boot
X2 )T AR IRIET 2FITEY 2 — A THY, (HRITITIUTEI L TRl LT
Do
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ZK SP % HIBUN Cryptographic Module for Kernel-Mode JIS X 19790 Security Policy Td %,
A SP WxtHETHHEEET AT Z UEY 2 —/LT HIBUN Cryptographic Module for
Kernel-Mode T& %, LLT, [HIBUN Cryptographic Module | & V9 354 1%, HIBUN
Cryptographic Module for Kernel-Mode #5796 D & 3%,

2. Cryptographic Module Specification
2.1. Overview

HIBUN Cryptographic Module (X7 2> B a—% ETEET Y 7 b =7 TH Y,
JIS X 19790 ® Level 1 D& F =2 U7 ¢ ZEARIZ LIS T7 A4 77 VY 2—LTh o,
Table 1 (Z HIBUN Cryptographic Module 237292 % = U 7 ¢ B0 L~V 2 H B BN R T,

Table 1: Security Level Specification

Security Requirements Section Level
Cryptographic Module Specification 1
Cryptographic Module Ports and Interfaces | 1
Roles, Services, and Authentication 1
Finite State Model 1
Physical Security N/A
Operational Environment 1
Cryptographic Key Management 1
Self-Tests 1
Design Assurance 1
Mitigation of Other Attacks N/A

HIBUN Cryptographic Module (%, JIS X 19790 ®#i#% T I3 multi-chip standalone module (Z %7
I, 77U —3 =3 T Application Programming Interface (UL T, APl L&) 2 U T
JCMVP TR ENTZE X 2 U T A HERED 5 BTG5, A v —I XA V=R b, Avt
— VRREDHERE T 5,

UTF, 57477 VFYa—/] LW IH5EI1E, HIBUN Cryptographic Module % 59
boET D,

2.2. Cryptographic Boundary

5T A 7T YUY 2 — L OWENRRESERIT, 57477 )€Y a—ANBET
LAarva— 2 EROERTH L,

57477 VY 2— VOBl 5E5ME, 574077 %Ya—LOiES
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HROBERTH D,

2.3. Block Diagram
57477 VEYa—/NDO7 1y 7 X% Figure 1 (2787, Figure 1 Ti, B 552 DA,

A AR = b7,

Physical Cryptographic Boundary

e

Logical Cryptographic Boundary
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The cryptographic library module does not input data from Operating

System or output data to Operating System.

/O ports include followings:
Input physical ports: keyboard port, mouse port, network port

Output physical ports: monitor port, network port

Figure 1: Block Diagram of the Cryptographic Boundary
5
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2.4. Module Organization

57477 VEY2—/VLDEY 22—/ #% Figure 2 IR T 57477 VEY 2—

JUIE, Figure2 Oi# Y, Microsoft' Windows’ 4L —F (> 72 25 A (LUF, OS &#sT)
D, 32y FI—FNVE—F, 64 By M —FNVE— RORETHET 27 7V r—v =
NCEFX 2 YT A REZ IR 5, Figure 2 137 7Y r— 3 OO LBEMR & RE1 TR
LTWD,

F7z, ERITRTOMEIA 77 VEY 22—/, Table 1 TRLEZTRTOEXF=2 YT
A BHEDE S D,

Windows Kernel Windows Kernel
Driver (32 bit) Driver (64 bit)

Input ‘ 1 Output Input ‘ T Output
HIBUN Cryptogr.aphic Module HIBUN Cryptographic Module
(Windows Kernel-Mode 32 bit) (Windows Kernel-Mode 64 bit)

sxdcryfp.dat sxqcryfp.dat

Figure 2: Relations between the HIBUN Cryptographic Module and OS

2.5. Algorithms
57477 YEYa—/UE, JCMVP CHREINT-EX 2 U T 4 BEED 5 LXITFKE &,
fyt~v&4vab Ayt —VRAEOKEEZ AT D, W5 T7A4 7TV EY 2—R
T 25 ICMVP THRREINT-E X =2 U 7 ( HHE & % Table 2 1Z/” T,

Table 2: Approved Algorithms

Type Algorithm Mode JCMVP Publication | Algorithm
Approved Certificate
Number
Symmetric AES ECB, CBC, Yes FIPS 197 24
Cipher Encrypt/Decrypt | CFB 8 bit,
(128 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
Encrypt/Decrypt | CFB 8 bit,
(192 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
" Microsoft 1%, >K[E Microsoft Corporation 0 K [E35 £ T8N it DIEIC 3513 % B ERTGHE % 7= 1L FGE T,
2 Windows 1%, 2k[E Microsoft Corporation ¢ K[E35 £ 07 Ol DIEIC 351 % B R AGHE % 7= 12 R T,
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Encrypt/Decrypt | CFB 8 bit,
(256 bit) CFB 128 bit, OFB
Message Digest SHA-224 N/A Yes FIPS 180-3 | 18
SHA-256 N/A Yes FIPS 180-3
SHA-384 N/A Yes FIPS 180-3
SHA-512 N/A Yes FIPS 180-3
Message HMAC-SHA224 | N/A Yes FIPS 198 11
Authentication HMAC-SHA256 | N/A Yes FIPS 198
HMAC-SHA384 | N/A Yes FIPS 198
HMAC-SHAS12 | N/A Yes FIPS 198

2.6. Approved Mode

Ay
I

FI7ATT7VEY 2=, JICMVP TR EINT-t X2V T A EEOLEZHT 5, K

TI7AT T VRV 2a—E, UTOFIETHEMNT S Z & TRRB ShZBifEE — FTEIES

o

(1

2)
3)

4)

)

(6)

3.

Hﬁ

EET74 77 UVEYa—)UZ, APl il U CimBlie A o ¥ —7 = — A& #ft9 5, JIS X

WeJ74 77 UEYa—/L% Windows T —FR /L KT A2 V—RA L LTHDIAALT
WA AT Windows 7 — RV KT A X% Windows 7 7 A VY AT LA VA h—jLd
e BETZATITVEY2a—NEZHT 7 A0 E L TODLEEIEL, Windows 77—/ K
FANEWZFTATZ7Y)EY2—/L% Windows 7 7 A /LU AT AZa b —3 5,
Windows 1 — )V KT A "% A A M—)LT 5,

Windows 71—V RKTANN, BEI7A4A T 7V a—NVERFDY Y —AE 2 1TH]
Ty ANIPBAETICE— R 5,

Windows 7 —R/V KT A NN, 77 A )b~y X &2 L, Load Module ¥ — E A (API)
DOEEEINTWDT RLAEZH5,

Windows 7 —R/V KT A 3, K574 77 VEY2—/LD Load Module F—E 2%
RITL, Sy —E 20T FLAZRGT S, 57477 VY a— /LT,
Load Module H—EANTNU—7 v 7HCLT A M&E1TH,
TTVr—ardy, eI A4 7 7)Y 22— VO — A E2FETT D,

Cryptographic Module Ports and Interfaces

19790 ORI 2A v X —T =2 — A, WHHR—F B LIS 74 77 VY 2—1l ko
THMELE LD API DX} % Table 3 (277797,
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Table 3: Interfaces

JIS X 19790 Logical | Physical ports Module Mapping

Interfaces

Data Input Interface Keyboard port, mouse port, | Parameters passed to the module via
network port, etc. the API

Data Output Interface Monitor port, network port, | Data returned by the module via the
etc. API

Control Input Interface | Keyboard port, mouse port, | Control input through the API and
network port, etc. the API function calls

Status Output Interface | Monitor port, network port, | Information returned via the API

etc.

4. Roles, Services, and Authentication
4.1. Roles
WEI7A4 77V a—NTlE, 7V M7 0 P RE L 2 —FEEDIR— b,
VT NFT 4 FRENE, WETIATIFTVED2a— %A A M=/ T HEITH S &E
Thod, 2—VP&RENEL, 7V T A7 4 PR BEALEESTA 7T )Y a— Va1
LERICH I REITH D,
FAEI DN % Table 4 1277,

Table 4: Roles

Role Description

Crypto Officer (CO) The administrator who installs or uninstalls the module (CO can use
the same services as the user role)
- The crypto officer role is implicitly assumed when the application

requests installation or uninstallation of the module.

User General user who uses the module

- The user role is implicitly assumed when the application requests

services implemented by the module.

4.2. Services
Wa 7477 ) EY2— /L TIRIET 5% —E 2% Table 5 (2”7,
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Table 5: Services Provided by the Cryptographic Library Module

Type Algorithm | Description Service Exported to
Name Description | Windows
32/64-bit
Kernel Mode
Symmetric AES Encrypt/ aes_create Create AES | CO/User
Cipher decrypt data instance
using AES aes_init Initialize CO/User
algorithm AES
instance
aes_encrypt Complete CO/User
term AES
encryption
aes_decrypt Complete CO/User
term AES
decryption
aes_mode Set AES | CO/User
mode
aes_encrypt AES  data | CO/User
encryption
aes_decrypt AES data | CO/User
decryption
aes_destroy Destroy AES | CO/User
instance
Message SHA-2 Generate shs_init Create SHA | CO/User
Digest message instance
digests shs_term Destroy CO/User
SHA
instance
shs_update Get hash CO/User
Message HMAC Generate MAC | hmac_init Create CO/User
Authentication values HMAC
instance
hmac_term Destroy CO/User
HMAC
instance
All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 9
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hmac_update Get HMAC | CO/User
value
Show Status Get result Get_Status Get status CO/User
of status
Load Module Load module Load Module Create CO/User
module
instance
Unload Unload module | Unload Module | Change to | CO/User
Module unload status

4.3. Authentication

e o7A47 7)Y a2—/%, COBILWY, User DFFFED A 1= X L&A L7y, JIS X
19790 @ Level 1 O X =V 7 ¢ FfETIE, CO B LT, User DFRFED A H = XA [FTER X
VAWASTAN

5. Physical Security

GETATTVEDa—E, TrEa— S THETSY 7 by =T ThY, YR
X2 T AIIERETA T TR a— A RNIET AL B a— X EFEL TS, 55T,
WETA 7T UEYa— LOYEE X = U T BHL, WS TH 5,

6. Operational Environment
TIATTIVEY 2=/, LUTOEMERE CRBRA E L, JIS X 19790 @ Level 1
@t%;)74£#%ﬁtbfmé EEMER LTS,

PC : HP’ Compaq 8100 Elite CMT Business PC
CPU : A > /L Core* i5-650 7' 11 v (3.2 GHz)
A%V :2GB
OS:
Windows XP Professional Service Pack 3 32 bit
Windows Vista® Ultimate Service Pack 2 32 bit
Windows 7 Ultimate 32 bit
Windows 7 Ultimate 64 bit

 hp %, Hewlett-Packard Company D& 444 T3,
/]’ U7 E L O ntel Core 1%, KEFB X OBZOfoOEIC
> Windows Vista 1%, >K[E Microsoft Corporation D K[E 35 L OZ DD [E||Z

17 % Intel Corporation O FHIZ T,
BT D B ERPHIE F 72 ITREE T,

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 10
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We74 77y a—uE, E

FRICIA T FOBERE b YR — b5, 5747

ZVEYa—E, T OBEREZMEM L To FIPS 1402 L-YL 1 Ot F = 7 ¢ B
DOFBR X ITFERE A 521 Tu7ey, Lar L, FIPS 140-2 implementation guidance @ G.5 (2 & -
T, BV 2= EZ INADLOEERE CHMT 2 2 ENFFa TRy | BREITHER S d.)

Windows Server® 2003 32 bit
Windows Server 2003 64 bit
Windows Server 2008 32 bit
Windows Server 2008 64 bit
Windows Server 2008 R2

a7, 770y 2a— VT 4L —Z8fEE— FOHIR T CEESE 2, T4
TSV a— N EFHATAT U A — a v DEBO 7 T4 T2 MZRHELTHT S,

5T T VESa— > TET FY r—va U R —Da—F L b,

7. Cryptographic Key Management

Table 6 ICHEFH T A 77 VEY 2a— L THEHIZ VT It FXa VT 437 XA—% (LITF,
CSP L&) ZME5 T /LT Y X AT EIZRT, Table 6 @ Input or Generate (% CSP 23157
AT TVED 2= VICANSNDNEGT7A 77V EY2a— LV TERSNDNETRT,
Access Type 13K 57 A4 77 VEY 2 — VB CSPIZED X HNZT 7B AT H0ERT,

Table 6: CSP
Type Algorithm | Service CSP Input or Generate | Access Type
Symmetric Cipher | AES aes_create Secret Key Input Read
aes_init N/A N/A N/A
aes_encrypt Secret Key Input Read
term
aes_decrypt Secret Key Input Read
term
aes_mode N/A N/A N/A
aes_encrypt Secret Key Input Read
aes_decrypt Secret Key Input Read
aes_destroy Secret Key Input Write
6 Windows Server 1%, 3K[E Microsoft Corporation 0 K[E35 & U L [EIIT 35 1 2 ke & 7= 13 g <,
All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 11
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Message Digest SHA-2 shs_init N/A N/A N/A
shs_term N/A N/A N/A
shs_update N/A N/A N/A

Message HMAC hmac_init Secret Key Input Read

Authentication hmac_term Secret Key Input Read/Write
hmac Secret Key Input Read
update

Show Status - Get_Status N/A N/A N/A

Load Module - Load N/A N/A N/A
Module

Unload Module - Unload N/A N/A N/A
Module

7.1. CSP

a7 77 ) 2a— /L CTEHEHLTWS CSP %, Table 6 [Z/R7,

7.2. Key Entry and Output

WL, BT 7477V EY a— VOmBNRKEREAONTHLT 7Y r—ra v
NE, MRS VA —T 2 —AThHD APl ZIE LTS T7A4 77 VY 22— LIS
Do B, MEIAT7 TV a—UL, BEHET 7V r— 3 VITESRU,

7.3. Key Storage
eI A 77 ) FY a— VITERN AT,

7.4. Zeroization of Key Material
57477 VEYa— RN CSPE#Eafbd 544 I 7 ELTILRT,

aes_destroy FEITHRF (K5 58#)
hmac_term E1THF (K5 5-8#)
57477 VEYa— )L TN 7 —BNRAELT- L X (BFEH)

8. Self-Tests
e o7A4 77 )%y a—/E, JIS X 19790 DEMETH H /U —T v 7HET A hORBE
EHTLH, I A 77 VEY2—LOHCT A NTERT ST A % Table 7 IZ-7,

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 12
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Table 7: Self-Tests

Type Algorithm Test method Power-Up | Conditional
Self-Tests | Self-Tests

Algorithm Testing AES Known Answer Test | Yes N/A
SHA-2 Known Answer Test | Yes N/A
HMAC Known Answer Test | Yes N/A
Integrity Testing HMAC-SHA256 | Known Answer Test | Yes N/A

Note: Algorithm Testing @ SHA-2 |3 HMAC @ Algorithm Testing ®—#8 & L TIT 9,

8.1. Power-Up Self-Tests

NI—=T v 7THCLT A ML, BEIATTVEYa—Ann— RIize ITHEINIC
FIrEsNb, AT TN v 7HAT A MEITHI2E, BEIATT7VEY
—NETru—RFLTe—= R0 BEL1TH, NU—=T7 v THOT A FORERIT,
WRRHAA 2 =T == RPN TE %, BENT A P 2FOAAV—=T v 7HLT X
N DIPEEE, IRREH F1 A > % 7 = — A (Get_Status()) (337 —7 v 7T —DIRIEE KT,
SXDCRYFP_STATUS POWERUPERROR /3% DA > I —2 Th 5,

NU—=7 v 7HET A MDORME, 57477 )FVa—FxT—KELRD,
Get_Status(), Load Module(), Unload Module()?> API LIAMIEHAR T & 72 %, =T —IREED
HOEEE, FHER ST A7 7 VEY2—/LO Load Module h—E R ZFITT DML N H
o

9. Design Assurance
9.1. Configuration

57477 UEY2— L ORGHE LOBIRICERT D8R IE, LT THESND,

V= a— R
57477 EYa—/b
Sp

A X AN E

Z DG CE

EC R T EFE 1E Microsoft AL N—0 5 LA B Y 7 | Microsoft Visual SourceSafe’ (DL
T, VSS ElET) ICKVEEHINTWD, VSS I SN ERL, N—Ya L

7 Visual SourceSafe 1%, K[E Microsoft Corporation K [E3s X ONZ OO ENZ I 1) 2 BERFGHE £ 7 1XPHHE T,
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—ERIEA TE DERAOT O TEHEIND, VSS ITHRMSNIZAEFRIT, RESH
TeBARE DHMELEZTF AT 5 K95 27T 7 B Al a1T > T\ D,

9.2. Delivery

57477 VEYa— ) HA X ALEL, CD-ROM (2L > CHBEE~EAAT 5,
SP |22\ T, CD-ROM (Z X B EAG OAt, JIS X 19790 O Level 1 OFEFEZE HfSF L7 SP %
ORI RS OFERERLEL U A R (Web) TH AR 2,

9.3. Guidance Documents

THIBUN Cryptographic Module I T A X > A O [ 7 VT v A7 4% HA XA 12T
57477 VEYa—VOAFTHE, TEMEERTE A A M= VFEIC OV THB
L, [HIBUN Cryptographic Module FIH# A %> A O [2—HH A ¥ A & THIBUN
Cryptographic Module API MR TARE ) IS TR 74 77 U E Y 2 — 3 it 59—
EADMHEHAELZHI L TW5b,

10. Mitigation of Other Attacks
57477 VEYa—1E, £OMOKE~DLITE L7220,
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