2007000 8660

Juobogubgdboootdbootgbotdd

Jubgdbogtdbootdbotgtbbotgdgod

JCATTUOUOOOOOOOoDOoOooa

PSEC-KEM

20100 10

Joogob oooooobod



0 O

1 0000 3
2 0O0oOobOooooooooo 4
3 PSEC-KEM 6
31 OO0OO00DD00 (KPA) o o oveee e e e e 7
32 000000000 (K1) « v v v v vee et 8
3.3 FactsOODODO (*fax) . . ... ..o o 9
34 000000000 (*ISP) v v v v v e e e e e e e e e e 10
35 OO000O0 (FOUb) « v v vovovve e 12



1 Oood

O00000000O00O0o0o0oDO (00 JCATTOOOOO)ODOOODOO0OO0DOOOOOOOO
Oo0oO0OoooooooJCcATTOODOOOOOOOOoOooooDoOooooOoOooo

goooooo

e J0D0DDDDODO (*par)
0000000oooooooJcATTODODODOOOnOO
e 000O0D0OODO (*req)
00000000000 0000000000000JCATTOODODDOO0O0OOO
® Facts 00O OO (*.fax)
OooooOoooooooJcATTOOODODOODODOO
e J0ODDDDODO (*rsp)
goboobodbuoobtooboobooboboboobooboobooobogobooo
gbooobooooooooooon
e 0O0DDOD (*out)
0000000000 JCATTDODODODODOOD

gbobodgboobbodgbooboboobooobooab

gopogoood

e 100OODD ()000000000O0OODOODO

e 100000000 O0O00ONNONONOOOOOONNONONONONONONOOOOOOO
000000000 (freq) 0 Facts 000D (*fax) 0000000000000000
(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
0000000000000000000000 (*rsp)0 Facts0O000 (*fax)00000
00000000000000000000000 (*out)00000Facts0000 (*.fax)
000000 JCATTOOOOOO0O000O

gbooboobuoobouooboobbobbooboobooboobboobboboboobdy

goog

[ 100000 “CO0rcobbo0ooboooon
ubobooboobooooboobooobboobooobboood
gboogbobobooboooboobobobooboboobobooboboboobooboo
ugboboodgbooobooaooboo

gboboobooooboobon
gboboobooooooobobobobobooboboboboooboboboboono
gboobobolegbobobOobobOobOobOobOobOobOobob

00000 #00)00000o0o0o0o0o0oooooooooooood
0000000000000 D00O00000Uo00 (CR+LFOOO LF)OOODO
gbobobooboboboboobobileboboobOon

ubobooboobboob 1obooboon

ACSIIODOODOOOO0O0OOooon

0000000000000 0 (000000 EOFO00O0OOOOOOOOOO)O



2 Juoooobogoooob

00000 «,b0000000O0000O00O P = (2p,yp) 00000000000 “SEC 1:
Elliptic Curve Cryptography”0 2.3.30 (000 2340)00000000000000000O0O
00000000000000000000oooOO0O00(|ObooooUoUoooooon)

]DDDDDD\ oooooon \

00 rPOODODLDODO
02 | X zp=XUO000OypOUOOODOODODODODOD
03 || X zp=XUO000OypOODOODOODODODODOD
4 XY P=(zp,yp)=(X,Y)O OO

gbooboobooobooobo2ubuonooostuobobobobobypb0oboooooon
Ub0b0zpODOOOypODOOODOO200000000000000000000O0O00O0O0 yp
goobogo

1. 00obobo0oboobooboozuobbdby=00000
gbooboobooboboobosboubby=10000

2. 0000000 p000020000000 §j0000000 yp0000
3.000002"00X=00000yp=02"""'0000

4. 00000 2mDDX7é0DDDDypx1§1D(DDDDDDDDD)DDDDDD yoooo
UbdypbOOD0O0

000000000000 0000000 [Domain Parameter] OO0 000000 (DOOOO
0000 10)0000000000000000000OAD 320000000000000O00O0O

00 pO0O00

00 p60000]
0000000 e[160000]
0000000 b[160000]
0000000 G[e0000]
GOOOn[160000]
000000 A[100000]

oo 2000

0000 m[100000]
mOO00000 f(z) [160000]
0000000 e[160000]
0000000%[160000]
0000000 G[160000]
GOOOn[160000]
000000 R([100000)]



000000000000 00O00000O0O0O0000C0OO0O0OO0DO SEED(D0ODOO
0000000000000 00o0O0000oo00ooDO)0D0000O0D0O0oOOoOLUOOoOO
0000000000000 [SEED|0O0O000000DOO SEEDOOOOOOOOO

guoobbbdogoooooboobooobobbtbdduoaoon
[Domain Parameter]

...$1000000000000 (SEEDOO)0O0O0O0OOO
[SEED]

...$10000000000000 SEEDO [160000]
[Domain Parameter]

...f{2000000000000 (SEEDODO)0OOODOO
[SEED]

...$20000000000000 SEEDO [160000]



3 PSEC-KEM

PSEC-KEM O0OO0OO00OOOO0OOOODOOOOOOO0ODOOOOOOODOOOOoOOD
gobooboobboo,ogboobobooboobobooboon

0100000000
ooo [IEEEEEEEE]E
M_Kdf I1SO18033_2_.KDF1_SHA1 | ISO/IEC 18033-2 KDF1 with SHA-1
M_Kdf 1SO18033_2_.KDF1_SHA?224 | ISO/IEC 18033-2 KDF1 with SHA-224
M_Kdf 1SO18033_2_.KDF1_SHA256 | ISO/IEC 18033-2 KDF1 with SHA-256
M_Kdf 1SO18033_2_.KDF1_SHA384 | ISO/IEC 18033-2 KDF1 with SHA-384
M_Kdf 1SO18033_2_.KDF1_SHA512 | ISO/IEC 18033-2 KDF1 with SHA-512

020000000000

000 IEEEEEEE

M_ECP_I1S018033 2. UNCOMPRESSED | ISO/IEC 18033-2 0O 5.4.3 00U O O uncom-
pressed O [

M_ECP_I5018033_2_.COMPRESSED ISO/IEC 18033-2 O 5.4.3 0000 compressed
0o

M_ECP_ISO18033_2_HYBRID ISO/IEC 18033-2 0 5.4.30 000 hybrid 0 O

bobobobUbODbFactsOOO0ODOOOODODODODODODOD DDODO DODOD
gboobobooboooboo bboob ooooboobobbobooboobobobo
gooo



31 000000000 (*.par)

0 3: PSEC-KEMODOOOOOOODO

] 00 0o 00
(0o) [Algorithm Name] PSEC-KEM
[Characteristic] 000000000 p0O0D0 200000

oono

goboooboogd

[Function Name]

Encryption

[Domain Parameter]

gooooboogno

[Seed K]

gooogooooooobboboboboood
oon

[Bitlength of Seed K]

Seed KOOOOO

[KDF]

gboooooog

[ECP Format]

gbooboobooooo

[Bitlength of Seed]

goobobooooobbobooooobon
(KDFOOOOOOOoOoooooooooo
000 s5120000000000)

[Bitlength of Session Keyl]

goboobogooo

[Number of Session Keys]

gbooboooboooo

goboooobood

[Function Name]

Decryption

[Domain Parameter]

gooooboogno

[Seed K]

gooogoooooooboboboboood
oon

[Bitlength of Seed K]

Seed KOOOOO

[KDF]

gboooooog

[ECP Format]

uboboooooaoo

[Bitlength of Seed]

gooobooooobbbooooobon
(KDFOOOOOOoOOooooooooood
000 5120000000000)

[Bitlength of Session Keyl]

goboobogobooo

[Rate of Fail Data]

ugbobooboadbood

[Number of Session Keys]

uoooooboogn

googno

[Function Name]

Key Generation

[Domain Parameter]

ugboboodgboodan

[Number of Keys]

uoo




32 000000000 (*req)

0O 4: PSEC-KEMODOOOOOOODO

HRN RN RN
(0o) [Algorithm Name] PSEC-KEM
[Characteristic] gogoboboooopuoo 200000

oono

goboooboogd

[Function Name]

Encryption

[Domain Parameter]

gooooboogno

[KDF]

gooooooo

[ECP Format]

ugboboobooaboo

[Bitlength of Seed]

goobobooooobbobooooobon
(KDFOOOOOOoOOoOoooooooooo
000 s5120000000000)

[Bitlength of Session Keyl]

O0o0o0o0oo0ooo [1oooog]

[Public Key]

000 [160000]

[Number of Session Keys]

000000000 loooog]

goobooobog

[Function Name]

Decryption

[Domain Parameter]

gbooboooboooo

[KDF]

ugboobooogad

[ECP Format]

gooooboogoo

[Bitlength of Seed]

00000000000000000
(KDFOOOODOO0O00000000000
000 5120000000000) 1000
00]

[Bitlength of Session Key]

00000000000 100000

| [Number of Session Keys]

[Private Key]

O00000o [1oooog]

000000000 loooogj

[Ciphertexts]!

000 G [160000]

googn

[Function Name]

Key Generation

[Domain Parameter]

gbooboooooo

[Number of Keys]

000 [100000]

1. [Number of Session Keys]| D0 D000 Co 000000




3.3 FactsOO OO (*.fax)

0 5: PSEC-KEM FactsO QO OO

] 00 \ 0o 00
(0o) [Algorithm Name] PSEC-KEM
[Characteristic] 000000000 p0O0D0 200000

oono

goboooboogd

[Function Name]

Encryption

[Domain Parameter]

gooooboogno

[KDF]

gooooooo

[ECP Format]

ugboboobooaboo

[Bitlength of Seed]

goobobooooobbobooooobon
(KDFOOOOOOoOOoOoooooooooo
000 s5120000000000)

[Bitlength of Session Keyl]

goboobogooo

[Private Key]

gooooon

[Public Key]

ugoo

[Number of Session Keys]

gooooboogno

gooboobooo

[Function Name]

Decryption

[Domain Parameter]

ubooooboogn

[KDF]

goobooobgod

[ECP Format]

gooboboobonb

[Bitlength of Seed]

gooobooooboboooonbond
(KbFOOOOOOOoOoOooooooooo
000 5120000000000)

[Bitlength of Session Key]

gbobooboogooo

[Private Key] ooooooon
[Public Key] ooo
[Number of Session Keys] oboobooobooon
i [Ciphertexts]! ooo Gy
i [Session Keys]! ooooboo

googno

[Function Name]

Key Generation

[Domain Parameter]

uboboooboogn

[Number of Keys]

uoo

1. [Number of Session Keys]| 00000 Co 00000000000 OOOOOOOOOOO
0000 [Session Keys] 00000000 decryption error 100000




34 000000000 (*rsp)

0 6: PSECCKEMODOOOOOOODO

] 00 \ 0o 00
(0o) [Algorithm Name] PSEC-KEM
[Characteristic] 000000000 p0O0D0 200000

oono

goboooboogd

[Function Name]

Encryption

[Domain Parameter]

gooooboogno

[KDF]

gooooooo

[ECP Format]

ugboboobooaboo

[Bitlength of Seed]

0000000000000 O0000
(KDFOODODOO0OO0OO0O0000000000
000 5120000000000)[1000
00

[Bitlength of Session Key]

0000o00oo0ooo [100o0o0]

[Public Key]

000 [160000]

[Number of Session Keys]

000000000 looooo)

[Ciphertexts]!

O0ooooo Gy [16e0o0n]

gobodgobood

[Function Name]

Decryption

[Domain Parameter]

gooooboogn

[KDF]

gobooobod

[ECP Format]

ubobogbooaboo

[Bitlength of Seed]

0000000000000 O0000
(KDFOODODOOO0O00000000000
000 5120000000000) 1000
0o

[Bitlength of Session Key]

O0000o0o0oo0ooo [1oooog]

[Private Key]

0000000 [160000O)

[Number of Session Keys]

O0ooo0oooO looooo)

[Ciphertexts]?

000 Gy 160000

[Session Keys]?

0000000000 l6e0000]

oooon

[Function Name]

Key Generation

[Domain Parameter]

ubooooboogn

[Number of Keys]

000 [100000]

[Key Pair]?®

0000000 16e0o0o0]

1. [Number of Session Keys| 00000 Co0OO0OO0DODO

2. [Number of Session Keys| 00000 Co0O0O000O0O0O0OO0OOODOOOOOOOO
0000 [Session Keys] 00000000 decryption error 100000

10




3. [Number of Keys] 0O [Key Pair)] 00 0000000000000 O0O0O0O0OOOOOCOO
ub20000000000000

[Key Pair]
...p1doo0dooooooooooogn
...p10oooooooooon

[Key Pair]
...t200000000000C0O0O0O0O

L.j20000000000D00O

11



3.5 000000 (*.out)

0 7. PSEC-KEMOOOOODO
| 00 | 00
[Algorithm Name] | 00O
[Characteristic] | OOO0O0OO0OO0O0O pOO0OO 2000000
[Function Name] oooooodd
[Results] gooad

e JODODOUDODOOI(Results] D OKOOOODOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODDOODUOOOOOO [Results] OO0
gboobobgoboboobobooboobobooboooboboobooobobn
00 (NoO#000000000D0)0000O0OODOOOOODOOOOOOOOOOOO
gobobooogoobobooogobooboboboooboobooboboobooboon
gboooboboooobooooooooboboog1b0oboooobobboooobobo
gooon

12



goog

gboood goooaoo goog

20080 40 110 goood goog

20100 10 210 goood gobodgboooboboobooooboobooab

13




