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Ooo0oooooooooJcATTOOODODOODOOO
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gobooboobuoobooboobboobobboobooboobooobuogobooo
gboobooooooooooon
e 0ODDOD (*out)
0000000000 JCATTODODODODOOD

gbobodboobobodgbooboboobooobooab

googooan
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e 100000000 D0O00ONNONONOOOOOONNONONONONONONOOOOOODO
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(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
0000000000000000000000 (*rsp)0 FactsO0O000 (*fax)00000
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000000 JCATTOOOOOO0O000O
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2 DH(dhHybridOneFlow)

dhHybridOneFlow OO 000000000 OCOO0ODOOO0ODOOOOOOODOODOOOODOO
gbobooboooboboobooooboobooo

O 1. o0u0ooodao
ooad goooooood
M_Kdf_ANSI942_771SHA1 ANSI X9.42 KDF with SHA-1 based on ASN.1
M_Kdf_ANSI942_771SHA224 | ANSI X9.42 KDF with SHA-224 based on ASN.1
M_Kdf_ANSI942_771SHA256 | ANSI X9.42 KDF with SHA-256 based on ASN.1
M_Kdf_ANSI942_771SHA384 | ANSI X9.42 KDF with SHA-384 based on ASN.1
M_Kdf_ANSI942_771SHA512 | ANSI X9.42 KDF with SHA-512 based on ASN.1
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation

0000000000000 0000000SEFEDOOpgenCounter 10000 hOODODO
0000000000000 0 [PQG)DOOOOODODODO

PQG)

...$10000000000000ODO000OO 160000

[SEED]

...4{1000000000000000OD0O0000 SEEDODOOODOOO l600O0O0O)
[pgenCounter]

...4100000000000000000000 pgenCounter 100000 [100000]
b

...$100000000000000000O00D0 hOOUOOOO 60000O)

PQG)

...t20000000000000DO0O0O0OO 160000

[SEED]

...{20000000000000C0O0ODO0OO0OO SEEDOODOODOOO 1600O0ODO)
[pgenCounter]

...$200000000000000000000 pgenCounter 100000 [100000]
]

...t20000000000000000000O0 hOOOOOO 6000O0O)



2.1 0OOOO0OOOOO (*.par)
0 2: DH(dhHybridOneFlow) OO OO OO OO0
s 0o | 00
(00O) | [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Name] Key Sharing U
[Bitlength of p] Op00000
[Bitlength of q] qO0O0000
[Bitlength of SEED] p,q0000000000O0OO0O
[Seed S] SEEDD0O0D0O00O0O0O0OODODODO
ooooo
[Bitlength of Seed S] Seed SOOOODO
[Seed x] 0000000000000 oooooo
ooogd
[Bitlength of Seed x] Seed x OO OOO
[KDF] oopooooo
[Otherinfo for KDF] OO000O0O0DO00O00O00d Otherinfo
[Bitlength of Otherinfo for KDF] | UOOOOOOOOODOOO Otherinfo O
oooO
[Bitlength of Keying Data] oooooooooo
[Number of Keying Datas] ooooooog
000 V | [Function Name] Key Sharing V
[Bitlength of p] OpO00O0O
[Bitlength of q] qOO0Oonogd
[Bitlength of SEED] p,q0 000000000 0OODO
[Seed S] SEEDOODO0OOOOOCODODOODO
ooooo
[Bitlength of Seed S] Seed SOOOODO
[Seed x] Og00COOOoOOooOoooooooooo
oood
[Bitlength of Seed x] Seed x 0O OO0
[KDF] oooooooo
[Otherinfo for KDF] OO000O00DOOD0O0OO00 Otherinfo
[Bitlength of Otherinfo for KDF] | JO0OO0OOOOOODOODOO Otherinfo O
ooog
[Bitlength of Keying Datal] ooobooboooboon
[Number of Keying Datas] ooo0ooood




0 3: DH(dhHybridOneFlow) 000000000 (00)

00 \ 00 \ 00
(oo) [Algorithm Name] DH dhHybridOneFlow
ooooo [Function Name] Public Key Validation
[Bitlength of pl OpODOOO
[Bitlength of q] qOOoo0O0
[Bitlength of SEED] p,qO0 000000000000
[Seed S] SEEDOO00000O0O0O0Ooooooooo
O
[Bitlength of Seed S] Seed SOODOOO
[Seed x] oo oooooon
O
[Bitlength of Seed x] Seed x OO DOODO
[Number of Public Keys] ooooboooogoo
[Rate of Fail Datal] oooooooooooooo
ooooo [Function Name] Key Generation

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

p,qUUOO000O00O0O0OO0OO

[Seed S]

SEEDOOO0O0ODOOO0O0OOOOO0O0OnO
O

[Bitlength of Seed S]

[Number of XY Sets]

oo0ooboooobod0000y00000

gbooooobooog

[Function Namel]

Domain Parameter Generation

[Validation Method]

goboboogooblo200000 1000000040

[Bitlength of pl

OpO000O0

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

pgO000000000000

[Number of PQG Sets]

000000000 (pg,9) 000

gbooooobooog

[Function Namel]

Domain Parameter Validation

[Validation Methodl]

gboobobooolio200b00b0 10000004

[Bitlength of p]

OpO0O00O0

[Bitlength of q]

¢ooooo

[Bitlength of SEED]

pgO000000000000

[Number of PQG Sets]

000000000 (pg,9) 000

[Seed S]

SEFEDO0OD0O0OCOCOOOOO0O0OO0OOooooo
g

[Bitlength of Seed S]

Seed SOOOOO

[Rate of Fail Datal]

oooobooboooog




2.2 000000000 (*req)

0 4: DH(dhHybridOneFlow) 000000000

0g | 00 | 00
(00O) | [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Name] Key Sharing U
[Bitlength of p] OpO0000 100000]
[Bitlength of q] qUOU0O0O [100000]
[PQC] 000000000 pq,g[l60000]
[KDF] goooooon
[Otherinfo for KDF] 0000000000000 Otherinfo [16
0000]
[Bitlength of Otherinfo for KDF] | JO0OOOOOOODODOO Otherinfo O
0000 [100000]
[Bitlength of Keying Datal 0000000000 [looooo]
| [Number of Keying Datas] O000oo0o0ooo 1oocoog]
[x]! 00000 Static 0O ODO0OOO z [160
oooj
%[r]l 00000 Ephemeral 0000000 7 [16
oooo]
E 0000000 Static 000 y(x0000
oo0)[6edoO0o]
000 V | [Function Name] Key Sharing V

[Bitlength of pl

0DpO0O0000 [100000]

[Bitlength of q]

¢00000 [100000]

(PQG]

000000000 p,q,¢g[160000]

[KDF]

gboooooon

[0therinfo for KDF]

0000000000000 Otherinfo [16
0oooo)

[Bitlength of Otherinfo for KDF]

0000000000000 Otherinfo O
0000 [100000]

[Bitlength of Keying Data]

0000000000 [loooo0j

[Number of Keying Datas]

O0oo0o0ooo 1oocoog]

[x]?

00000 Static00O00000 2 [160
0o00]

| [y12

0000000 Static000 y (000
0000)(160000]

| [6]2

0000000 Ephemeral 00 0 ¢ [16 O
0ooj




1. [Number of Keying Datas| 0 O Static0 00O 000 [x] 0 Ephemeral 000000 [r]
O StaticO0O00O [y OO0O0O0ODOOOOOOO

]
...#1000 Static000O0D00OO0D00O0OO0O

[r]
...£1000 Ephemeral 0 000000000000

[v]
...$1000 Static0O0DOO0ODOOODO

]
...#2000 Static000O0D00OO0OD00O0OO0O

[r]
...42000 Ephemeral 0000000000000

[v]
...£2000 Static0O0DOO0ODOOOO

2. [Number of Keying Datas] 0 0 Static0 00O D000 [x] O StaticO OO [y] O Ephemeral
000 fjoo0o000ooooooo

[x]
...#1000 Static000O0D0O0O000OO0O

v]
...#1000 Static0O0DOO0OOO0OO

[t]

...41000 Ephemeral O O0O0O0O0OOOO

[x]
...#2000 Static000O0D000000OO0O

[v]
...$2000 Static0O0DOO0OOOOO

[t]

...12000 Ephemeral 00O OO0OODOODO



0 5: DH(dhHybridOneFlow) 000000000 (00)

00 | 00 | 00
(00O) [Algorithm Name] DH dhHybridOneFlow
oooono [Function Name] Public Key Validation
[Bitlength of pl OpO0000 100000]
[Bitlength of qJ ¢00000 [100000]
[PQG] 000000000 pgg[l60000]
[Number of Public Keys] | 0000000000 [100000]
N 000 y[160000]
ooooo [Function Name] Key Generation

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [100000]

[PQG]

000000000 p,q,g[160000]

[Number of XY Sets]

00000000000 z0000y000
00 [100000]

gboobobobo
oo

[Function Name]

Domain Parameter Generation

[Validation Method]

gboobooboboolg20b0000 10000
god

[Bitlength of p]

0p00000 [100000]

[Bitlength of q]

¢00000 100000]

[Bitlength of SEED]

SEEDOOOOO0 100000]

[Number of PQG Sets]

000000000 (pq,9)000 (10000
0]

gooboooboogn
go

[Function Name]

Domain Parameter Validation

[Validation Method]

gooooooolg200000 10000
oon

[Bitlength of p]

0pO0O0000 [100000]

[Bitlength of q]

¢00D000 100000]

[Bitlength of SEED]

SEEDOOOOO [100000]

[Number of PQG Sets]?2

000000000 (pg,¢)000 [10000
O]

" [Pqc] 000000000 pq,g[160000]
[SEED] p,¢00000000 (160000]
[pgenCounter] p,q0 000000 [1I00000]

(h]

h[160000]

1. [Number of Public Keys| 00 000 yOO0OO0OO0OO0O0O0O0O0OO

[v]

...t1000000000000

[v]

...t200000000000O

2. 000000000000000 [Number of PQG Sets] 0 0 [PQG]O[SEED]O[pgenCounter|O]
W O0O000D000O0O0[MO00 200000000000




2.3 FactsOOOO (*.fax)

0 6: DH(dhHybridOneFlow) Facts 0 O O O

[ 00 | 00 \ 00
(Oo0o) [Algorithm Name] DH dhHybridOneFlow

000 U | [Function Name] Key Sharing U
[Bitlength of p] OpO00000O
[Bitlength of q] qUoooo
[PQG] OOooo00000 pg,g
[KDF] gooooooo
[Otherinfo for KDF] OOOCOOO0OO0OOO0OO0O0oO Otherinfo
[Bitlength of Otherinfo for KDF] | 0O OOOOOOOOOMO Otherinfo0 0000
[Bitlength of Keying Data] oooooooooDo
[Number of Keying Datas] oooooooo
[x]! OO0000 StaticO0OOO0O0O00O =
[r]! OO0000 Ephemeral DOOOO0D0OO r
[yl! 0000000 StaticOO0O y(zOOOOOODO)
[Keying Data]! ooo

000 V | [Function Name] Key Sharing V

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[PQG]

000000000 p,q,9

[KDF]

gooooood

[Otherinfo for KDF]

0000000000000 Otherinfo

[Bitlength of Otherinfo for KDF]

OO0O0O00O0O00boO0OO000 OtherinfodODOODO

[Bitlength of Keying Data]

ooooooooon

[Number of Keying Datas]

gbooobooon

[x]?

OO0000 StaticOOO0OO0OOO

| [y12

0000000 StaticO0O0O y (x000000O0O)

| 12

0000000 Ephemeral 000 ¢

[Keying Data]?

goo

1. [Number of Keying Datas| 0 O Static0 000000 [x] 0 Ephemeral 0000000 [r]
O StaticOO O [y] O [Keying Data)| 000000000000

x]

...41000 StaticOOODODOOCODOOOOOO

[r]

...£1000 Ephemeral 00 0O0OD0OOOOOOODO

[v]
...41000 StaticOODODOOOOO

[Keying Data]
...t2000000000000

[x]

...t2000 StaticOODOOODOOODOOCOODO

[r]

...82000 Ephemeral O O00O0O0O00O00O00OOO

10




[v]
...$2000 Static00D0O0O0D00OO

[Keying Data]
...t2000000000000

. [Number of Keying Datas] 0 O Static0 0 00000 [x] O StaticO OO [y] 0 Ephemeral
000 [t] O [Keying Data] 000000000000

x]

...41000 StaticOOODODOOCODOOOOOO

[v]
...$1000 Static00DOO0OD00OO

[t]
...£1000 Ephemeral 000000000

[Keying Data]
...t1000000000000

[x]
...#2000 Static000O0D000000OO0O

v]
...£2000 Static0O0DOO0OOO0OO

[t]

...12000 Ephemeral 00O OO0ODOODO

[Keying Data]
...f2000000000000

11



0 7: DH(dhHybridOneFlow) Facts 0 OO0 (O O)

00 \ 0O \ 00
(oO) [Algorithm Name] DH dhHybridOneFlow
ooooo [Function Name] Public Key Validation
[Bitlength of pl] OpOD0DO0OO
[Bitlength of ql qOoO0o00
[PQG] 000000000 p,q,9
| [Number of Public Keys] | 0000000000
[yl! ooy
[Result]! O000ooO0oOoO0dooooooOo1oooo
oo
goooo [Function Name] Key Generation

[Bitlength of p]

Op0O0000O

[Bitlength of q]

¢0oooo

[PQG]

000000000 p,q,g

[Number of XY Sets]

obo0oobobooobod 0000 y0O0000

goooooooo
go

[Function Namel]

Domain Parameter Generation

[Validation Methodl]

gooboogooblio200000 10000004

[Bitlength of pl]

Op00000

[Bitlength of ql

¢0oooo

[Bitlength of SEED]

SEEDOOODODO

[Number of PQG Sets]

00000000000000 p,q,g000

gooooooboo
oo

[Function Namel]

Domain Parameter Validation

[Validation Methodl]

gbooboboblio200b000 10000000

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]
[Number of PQG Sets]?

SEEDOO0O0O0O0O

000000000 (pq,9) 000

[PQG] oooooooog p,q,g

[SEED] p,qOO0000ODOOO0

[pgenCounter] p,qUOonoog

(h] h

[Result] 000o0ooooooooooooooogogo

gboogil1boaobooan

1. [Number of Public Keys| 00000 [y 0000000 [Result)] 000000000000

[v]

...g100000000000

[Result]

...t100000000DOOoOgooOoo

[v]

...g200000000000

[Result]

...f20000000000DO0CCO0O

2. 000000000000000 [Number of PQG Sets] 0 0 [PQG]O[SEED]O[pgenCounter]
(W0 [Result) 0000000000 OO0O0200000000000




2.4 000000000 (*rsp)

0 8: DH(dhHybridOneFlow) OO OO OO OO0

I 00 \ 00
(00O) [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Name] Key Sharing U
[Bitlength of p] OpO0000D0 [I00D00D0]
[Bitlength of q] ¢O0O0O000 [100000)
[PQc] Static 000000000 pg,g 160000]
[KDF] ooooooond
[Otherinfo for KDF] 0000000000000 Otherinfo (16000
0]

[Bitlength of Otherinfo 0000000000000 Otherinfo 0000
for KDF] 0 [00000]
[Bitlength of Keying 0000o0o0ooo0oo [100000]

| Datal]
[Number of Keying Datas] | 000D 0O0UO0O0O [100000)
[x]! 00000 Static 0000000 z[160000)
[r]t 00000 Ephemeral 0000000 r (1600

B O0]
[yl* 0000000 Static000 y(0000000)

B [160000]
[Keying Data]’ 0000000 [160000]

000 V | [Function Name] Key Sharing V

[Bitlength of p]

OpO00000 [00000]

[Bitlength of q]

(00000 100000]

[PQG]

000000000 pg,g[160000]

[KDF]

oooooooon

[Otherinfo for KDF]

0000000000000 Otherinfo [16000
0]

[Bitlength of Otherinfo
for KDF]

0000000000000 Otherinfo J 000
0 [100000]

[Bitlength of Keying
Datal
[Number of Keying Datas]

0000000000 [1o00oo]

00000000 [oooog]

| [x12

00000 StaticO0OO0OOOO z[l60000]

[yl?

0000000 Static 000 y (z000000
0)[60000]

S

0000000 Ephemeral 000 ¢ [16 0000

[Keying Data]?

O0000o00D [160000)

13




1. [Number of Keying Datas| 0 O Static0 00O 000 [x] 0 Ephemeral 000000 [r]
O Static0 00 [y] O [Keying Data] 000000000000

]
...#1000 Static000O0D00O0D00O0OO0O

[r]
...£1000 Ephemeral 0 000000000000

[v]
...$1000 Static0O0DOO0ODOOODO

[Keying Data]
...f200000000D000O00DO

]
.. £2000 Static00O0D00O00O0DO0OOO

[r]

...42000 Ephemeral O O00O0O0O0O0O00OO0ODOO

[v]
...£2000 Static00DOO0O0D0D0OO

[Keying Data]
...g20000000000D0AO

2. [Number of Keying Datas] 0 0 StaticO0 00O D000 [x] O StaticO OO [y] O Ephemeral
000 [t] O [Keying Data] 000000000000

]

...41000 StaticOOODODOOCDOOOOOO

[v]
...$1000 Static00DOO0O0O0D0OO

[t]
...§11000 Ephemeral 00O OO0ODOODO

[Keying Data]
...g10o00b0dboobOoboon

[x]
...#2000 Static0000D000D000OO0O

[v]
...$2000 Static0O0DOO0ODOOODO

[t]
...£2000 Ephemeral 000 OOO0OOO

[Keying Data]
...f2000000000000O

14



0 9: DH(dhHybridOneFlow) 000000000 (00)

00 \ 0O \ 00
(oO) [Algorithm Name] DH dhHybridOneFlow
ooooo [Function Name] Public Key Validation
[Bitlength of pl] OpO0000O [10000DO]
[Bitlength of q] ¢O0OO000 [100000)
[PQG] 0000o0uod p,qgl60000]
| [Number of Public Keys] | 0OOO0OO0 [100000]
[yl! 000 y[160000]
[Result]! o0ooooOooooooOoooooooOooot
oooooo
goooo [Function Name] Key Generation

[Bitlength of p]

OpO00000 [00000]

[Bitlength of q]

(00000 100000]

| [PQG]

000000000 pg,g160000]

[Number of XY Sets]?

gbooboobobb 0000 y00D00O0O

| [xvl

000000000 z,y[160000]

Oooooooooo [Function Namel]

Domain Parameter Generation

oo [Validation Method]

oobooOogoooio200000 10000000

[Bitlength of p]

OpO00000 l00000]

[Bitlength of q

(00000 100000]

[Bitlength of SEED]

SEEDOODOOO [100000]

[Number of PQG Sets]?

000000000 pq,g000 [100000]

[PQG]

0000000000000 p,q,g[160000]

| [SEED]

O0000p,q0000000O0O [160000]

B [pgenCounter]

O00O0Op,q0000000O [100D00O0O]

| [h]

OO0O0O0A60000]

O0o0oOooooo [Function Namel]

Domain Parameter Validation

oo [Validation Methodl]

gbooboboblio200000 10000000

[Bitlength of p]

0pO00000 [I00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]

SEEDOOOOO [100000]

[Number of PQG Sets]?*

000000000 (p,g,g) 000 [100000]

| [PGe]

000000000 pq,g[160000]

B [SEED]

p,q0 0000000 [160000)

[pgenCounter]

p,q0000000 100000

(h]

h[160000]

B [Result]

gboboobobooobobooboboobooon
goooobOobobO 1000000

1. [Number of Public Keys) 00000 [y]0 0000000 [Result) 000000000000

[v]
...4100000000000

[Result]
...t1000000000000000

v]
...4200000000000

[Result]
...§2000000000DO00O00O0DOO0

15




2. [Number of XY Sets] 0000 [XY]OOOOODOOO [XY]OOOOOOOOO 0000
yO 20y00020000000

[XY]
...410000000000 000000
...41000000y0000D00

[XY]
...£200000000002000000

.. 42000000 000000
3. 0000000000000 O [Number of PQG Sets] 0 000 [PQG]O [SEED]O [pgen-

Counter|0 [h) 0000000 OODOO 1020000000000000000O00DOOO
goooooo

]DDDDDDDD\ 0ooooood \
oo 1 [PQG], [SEED], [pgenCounter]
oo 2 [PQG], [SEED], [pgenCounter], [h]

4. 0000000000 0000O [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O
[h)O [Result] 0000000000 O0DO0 200000000000

16



2.5 000000 (*.out)

0 10: DH(dhHybridOneFlow) 0 000 0O O
| 00 | 00
[Algorithm Name] | 00O 0O
[Function Name] ooooood
[Results] oooad

e UODDOUDODOOI([Results] D OKOOOODOO

e JUUODDOOUOI[Results] DO OOOODOONGODDOODOOOOOO [Results] OO0
gboobobgooboboobobooboboboboobooboobooboooobobn
00 (NoO#000000000D0)00000O0OOOOOUOODOOOOOOOOOOOO
gobobooogoobobooogobobobobooobooboooboobooboboooon
gbooboboooobooooooooboboobog1l1b0booooboobboooobobn
gooon

e 1ODDODODDIDIUIUIODOOOUOOOOODODDODOODUOIOOOOOOOOOODODOODOOOn
O00000000ooooO0O (NG)ODooooooooooo
NG(#10 : y = gAx mod p ?)
00000 ybOgO2xO0p0O y=¢"mod p0 00000000 DOOO0OODOOOOOOOO
goboooooboooooonoooooon
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