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2 SREFHVELEAERKZE NIST SP800-90A

NIST SP800-90A 12tk X 7= L s ELEUE B gt Hash. DRBG, HMAC_DRBG, CTR_DRBG with DF,
CTR.__DRBG without DF DS 7NV TV ALEEGRRD 7DD T 7 A VT 5 —< v Madldd 5. Zhsolk
EERITLBUE R8I T 5 7 4 —< v b iX, Algorithm Name ZWCTRIUTH 5.

Algorithm Name (&, ZHNZEN FELO@ED .

e Hash DRBG

o« HMAC_DRBG

e CTR_DRBG use DF
¢ CTR_DRBG no DF

AR AR, S 7T X LFEERBAKEEZSBOZ L.
Hash DRBG % #iUkf, B55 7Y I 7« 73l 71, RUCHBEINEY TH 5.

1 WS 7V 37« 7T (Hash DRBG Z##UK)
W57 371 731 | Wind 5Ny v 2B

SHA-1 SHA-1
SHA-224 SHA-224
SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-512/224 SHA-512/224
SHA-512/256 SHA-512/256

HMAC_ DRBG % &R, W55 7Y I 7« T#il 1%, R2ATEHSI hz@BOTH 5.

%2 WB 7Y 37+ 7#MT (HMAC_DRBG EHU)
e 7Y I 7« Tl | heT Ay v 2B

SHA-1 SHA-1
SHA-224 SHA-224
SHA-256 SHA-256
SHA-384 SHA-384
SHA-512 SHA-512
SHA-512/224 SHA-512/224
SHA-512/256 SHA-512/256

CTR_DRBG with DF (CTR_DRBG use DF) X /& CTR_DRBG without DF(CTR_DRBG no DF) % j#{RIK,
G5 7)) 3T 4 TR, R3ICEHBE B TH B,

#3 W57 37 1 7#0F (CTR_DRBG use DF X|¥ CTR_DRBG no DF J#E#Ikf)

| W57V I« THAT | AT 570y 2

AES-128 AES-128
AES-192 AES-192
AES-256 AES-256




21 NSA=T74)L (*.par)
R4 POEGRIVTLEEE#R NIST SP800-90A /X A —X 7 7 A )
E3 2 \ Py #i
AlgorithmName (FLEAE R #44) P&l
2 | » UnderlyingAlgorithm 57 T 1 TREBERAT P&l
|k SecurityStrength Xy T 1 RE 10 i
fig ~ WithReseedCapability Reseed #HE DA it (5 :True, f:False) XFF
i ; PredictionResistance Prediction resistance DA%/t D H fE (H:True, | XF5
B fi:False)
EntropyInputLen entropy_input D v bR 10 i
NonceLen nonce DYy M 10 #
PersonalizationStringMinLen personalization__string DYy b E - &/MHE 10 &
PersonalizationStringMaxLen personalization__string DYy Mg - JAfH 10
AdditionalInputMinLen additional__input DY v b - HuME 10 i
AdditionalInputMaxLen additional__input DYy b - B KfE 10 it
RequestedNumber0fBits 1BICHEKT 2HBOE Y MR 10 i
NumberOfTrials DRBG 1 Y ARV A& ART 5 [FIE 10 it




22 YIITRAMT7AI (*req)

#5: NIST SP800-90A (Zil# ¥ 117z HMAC_DRBG, Hash_ DRBG, &0 CTR_DRBG

BeS7 L) A LEERRIRE Al B ERa—
5y A L oFREEDOHIE fBm*REE Bl
ES AlgorithmName LB Bk 8 4 WDV N b % R S [AlgorithmName = HMAC_DRBG]
1 : HMAC_DRBG, Hash DRBQG,
N CTR_DRBG use df, CTR_DRBG
7 no df
# UnderlyingAlgorithm g5 7 U 3 7 a4 7 @M 1 XFF [UnderlyingAlgorithm = SHA-256]
HMAC DRBG X & Hash DRBG
DFEIREE, WDOWT % #R: SHA-
1, SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224, SHA-
512/256. CTR_DRBG use df X (&
CTR_DRBG no df O #ERKE, WD
WFnhE B AES-128, AES-102,
AES-256
SecurityStrength ¥ al) T o oRE strength 10 it [SecurityStrength = 256]
WithReseedCapability Reseed #REDH M (H:True, f:False) p&2] [WithReseedCapability = True]
PredictionResistance Prediction resistance O £ %k © 4 fii XA [PredictionResistance = True]
(f:True, #:False)
EntropyInputLen entropy_input Oy MR 10 iEFEL [EntropyInputLen = 512]
NonceLen nonce DLy h R 10 iE#A [NonceLen = 128]
PersonalizationStringMinLen personalization__string DYy MED 10 &G [PersonalizationStringMinLen = 0]
B/ME
PersonalizationStringMaxLen personalization__string O v MED 10 Kl [PersonalizationStringMaxLen = 2048]
[EoN |
AdditionallnputMinLen additional__input Oy M EOR/ME 10 #E#E [AdditionallnputMinLen = 0]
AdditionalInputMaxLen additional__input Oy MROEKMA 10 Al [AdditionallnputMaxLen = 2048]
RequestedNumber0fBits returned_bits DY v b requested_number__of_ bits 10 #ERG [RequestedNumberOfBits = 512]
Number0fTrials DRBG Y ARV A &ART 5 5K number_of_trials 10 &KL [NumberOfTrials = 100]
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B g (ECTRiDRBG @g})ﬂ‘%, LB DH D
1 1 ity ¢ use df” &, OEE “ no df” 244
*1 ~ iy
v PredictionResistance PredictionResistance Z H4)IZT 5454 P& [PredictionResistance = True]
X True, 5123 2454 False
EntropyInputLen entropy__input Oy MR 10 &Kl [EntropyInputLen = 512]
NonceLen nonce Dy M 10 &G [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 &KL [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LA I1: NumberOfTrials AifdD 44K i 10 iERAL COUNT =0
ER EntropyInput Instantiate B O AT & 5y M) i = (COUNT D1 ) IZHIt3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
1 Nonce Instantiate BIBO A1 &7 5y b i = (COUNT Ol ) 123 % nonce; 16 &K Nonce = 0102 ... 0f10
S PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1l ) 1263 % personalization__string; 16 &Kl PersonalizationString = 0102 ... ff00
{f AdditionalInput Generate FIBO A &5y M i = (COUNT Dfi ), j = 0 1ZxI5T % additional _input; ; 16 &Kl Additionallnput = 0102 ... ff00
z EntropyInputPR Generate BIBID AT &5y i = (COUNT O ffi ), 4 = 0 XT3 16 &Kl EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
AdditionalInput Generate FIBD AT &5y M i = (COUNT D ), j = 1 1ZxIE5T % additional__input; ; 16 #ERG Additionallnput = 0102 ... ff00
EntropyInputPR Generate BIBIDO AT 725y 1) i = (COUNT O fE ), j = 1 e m T 3 16 H#ERG EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
ReturnedBits Generate DL ITHD Y M 1 = (COUNT Dffi ), j = 1 IZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = ?
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B £ (ECTRiDRBG @£+RH§7 BB DHD
5 5 ity ¢ use df” &, OYE “ no df” 244
*1 ~ iy
v PredictionResistance PredictionResistance Z G412 T 5454 X [PredictionResistance = False]
2 True, %1129 %454 False
EntropyInputLen entropy_input Oy MR 10 #&Kqd [EntropyInputLen = 512]
NonceLen nonce Dy M 10 K [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 #E&Kqd [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LA I NumberOfTrials AilfdD 424K i 10 iERAL COUNT =0
ER EntropyInput Instantiate B O AT &5y M i = (COUNT D1 ) IZHIE3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
2 Nonce Instantiate BIO A1 275y b4 i = (COUNT Ol ) 1233 % nonce; 16 &Kl Nonce = 0102 ... 0f10
S PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1 ) 1263 % personalization__string; 16 iE#id PersonalizationString = 0102 ... ff00
{f EntropyInputReseed Reseed BIEDO A LBy M i = (COUNT @ ffi ), j = 0 X md 2 16 #R5d EntropyInputReseed = 0102 ... 3f40
i entropy_input_on_reseed; ;
AdditionalInputReseed Reseed BD A1 75y M i = (COUNT D fE ), 4§ = 0 TN T 3 16 iE &AL AdditionallnputReseed = 0102 ... ff00
additional__input_on_reseed; ;
AdditionalInput Generate FIBDO A &5y M i = (COUNT DM ), j = 1 159 % additional__input; ; 16 &Kl Additionallnput = 0102 ... ff00
AdditionalInput Generate BIBD A &5y M i = (COUNT Dl ), j = 2 1ZxI5T % additional _input; ; 16 #ERG Additionallnput = 0102 ... ff00
ReturnedBits Generate DL ITHL Y M 1 = (COUNT Dff ), j = 2 1ZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = ?
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B A (STR?DRBG @ﬁmﬁf, BB DD
3 3 5ier ¢ use df” &, fEDOEE ¢ no df” 2T
*1 ~ iy
v PredictionResistance PredictionResistance Z H4)IZT 5454 X [PredictionResistance = False]
2 True, %1129 %454 False
EntropyInputLen entropy_input DYy MR 10 #Kqd [EntropyInputLen = 512]
NonceLen nonce Dy M 10 &G [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 &Kl [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LAl NumberOfTrials AilfdD 44K i 10 ERFL COUNT =0
R EntropyInput Instantiate B O A &5y M4 i = (COUNT D1 ) IZHIt3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
3 Nonce Instantiate BIO A1 &7 5y b4 i = (COUNT Ofl ) 1243 % nonce; 16 &Kl Nonce = 0102 ... 0f10
A PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1l ) 1263 % personalization__string; 16 iE#id PersonalizationString = 0102 ... ff00
{jf AdditionalInput Generate FIBDO AT &5y M) i = (COUNT Dfi ), j = 0 1ZxIE5T % additional _input; ; 16 #E&Kqd Additionallnput = 0102 ... ff00
2 AdditionalInput Generate BIBID AT &5y ¢ = (COUNT D ), j = 1 1ZxIET % additional _input; ; 16 H#ERG Additionallnput = 0102 ... ff00
ReturnedBits Generate DL ITHD Y M 1 = (COUNT DM ), j = 1 IZHIET % pseudorandom__bits; ; 16 KD ReturnedBits = ?

x1 WithReseedCapability M Uf PredictionResistance DED M A H LHIZHIEL T, bk 1, R 2, XIEidk 3 ovwFnnr 1 D2ERE NS, £D ET, PersonalizationStringMinLen,
PersonalizationStringMaxLen, AdditionallnputMinLen %' AdditionallnputMaxLen OfEDHLADH HEITHIEL T, 1~4 [0, EIRS 72708k 1, Bk 2, XFikBr 3 2tk 5.
*2 NumberOfTrials D& 7 — X D EZTD L 5> 12itidd 5.

COUNT = 0 §i=00DF—ROMUZDWTEHRT .

EntropyInput = 0102 ... 3f40 # 1= 0IZXIET B entropy__input; Zidihd 5.

Nonce = 0102 ... 0f10 #i =0 ST 3 nonce; ikt 3.

PersonalizationString = 0102 ... £ff00 ¢ = 0 (ZXIET % personalization__string; %atikd 5.
AdditionalInput = 0102 ... ££00 4i=0, 7 =0I2WET S additional _input; ; Zilidd 5.
EntropyInputPR = 0102 ... 3f40 4i=0, 7 =0IZNET S entropy_input_PR; ; il d 5.
AdditionalInput = 0102 ... ££00 fi=0,7=1CNET2 additional__input, ; 2§ 5.
EntropyInputPR = 0102 ... 3£40 #i=0,j=1IHIET S entropy_input_ PR; ; Zicik¥ 5.
ReturnedBits = ? §i=0,j=1HIET S pseudorandom_bits; ;j DT L —AFNVAK.

COUNT = 1 fi=10F—XOMITOVWTHRT 3.

EntropyInput = 0102 ... 3f40 ti= 15T 5 entropy_input; Zitikd 5.

Nonce = 0102 ... 0f10 #i=1IZHIET 5 nonce; Zitikd 5.

PersonalizationString = 0102 ... £ff00 f ¢ = 1 (ZXIET % personalization__string; %atikd 5.
Additionallnput = 0102 ... ££00 fi=1, 7 =0I2WET 5 additional _input; ; Zilikd 5.
EntropyInputPR = 0102 ... 3f40 fi=1,75=0NET% entropy_input_ PR; ; 23l s 5.
AdditionalInput = 0102 ... ££00 fi=1, 75 =1IZNET 5 additional_input; ; Zilidd 5.
EntropyInputPR = 0102 ... 3f40 fi=1, 7 =1IIWET 5 entropy_input_ PR; ; Zitidd 5.
ReturnedBits = 7 gi=1,j=11ZHIET 25 pseudorandom_bits; ;j DT L —AKNLAK.

COUNT = ( NumberOfTrials —1)

44 = ( Number0fTrials —1) DT —XDMIZ DOV Tk 3 5.
EntropyInput = 0102 ... 3£40 § i = ( Number0fTrials —1) (IG5 entropy_input; Zidikd 5.
Nonce = 0102 ... 0f10 4 i = ( NumberOfTrials —1) 53 % nonce; itk d 5.
PersonalizationString = 0102 ... £f00 f# ¢ = ( NumberOfTrials —1) IZHJ&d % personalization__string; ik d 5.
AdditionalInput = 0102 ... ££00 # ¢ = ( NumberOfTrials —1), j = 0 IZW&d % additional__input; ; Zidild 5.
EntropyInputPR = 0102 ... 3£40 f i = ( NumberOfTrials —1), j = 0 IZWJ&d % entropy_input_ PR, ; Ziils 5.
Additionallnput = 0102 ... ££00 § i = ( NumberOfTrials —1), j = 1 IZIET % additional__input; ; Ziid 3 5.
EntropyInputPR = 0102 ... 3f40 4 i = ( NumberOfTrials —1), j = 1 IZ{IET % entropy_input_ PR, j Zilikd 5.
ReturnedBits = 7 4 i = ( NumberOfTrials —1), j = 1 IZXI59 % pseudorandom_ bits; ;j DTV —AFKILVK.




%3 NumberOfTrials fHD&T— X DAL FD & 512

COUNT = O

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 7

COUNT = 1

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 7

COUNT = ( NumberOfTrials —1)
EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00

ReturnedBits = ?

*4 NumberOfTrials fHD& T — X DMELUTD & 5125

COUNT = 0

EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ...
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 7

COUNT = 1

EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0f10
PersonalizationString = 0102 ...
Additionallnput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00

ReturnedBits = ?

COUNT =

( NumberOfTrials —1)
EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ...
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00

ReturnedBits = ?

££00

££00

££00

Al Y B,

fi=007—2DMIZONTiRT 5.

fi=0Ixtd s Pntropy MLput ZRikd 5.
fi=0ICMIET 5 nonce; Zididd 5.

fi=0xitnd s personalizationistringi %k 5.

fi=0,7=0ZHIEd 2 entropy_input_on_reseed; ; Zilikd 5.

fi=0,7=0HET 5 additional _input_on_reseed; ; Zilikd 5.
fi=0,7 =153 % additional_input,; ; Zididd 5.
fi=0,7=2ITIET % additional _input, ; Zilid$ 5.
fi=0,7=2ICHIET 5 pseudorandom_bits; j DT L —AFRILA.
fi=10F—2OMIzOWTidkT 5.

fi=1NIET 5 entropy_input; ks 5.

fi= 11535 nonce; Zitikd 5.

fi=1xI53 % personalization__string; %tk 3 5.
fi=1,75=0ICHET 2 entropy_input_on_reseed; ; ik d 5.
fi=1,j=0M5ET 2 additional_input_on_reseed; ; k3 5.
fi=1, 75 =157 % additional _input, ; Zilidd 5.

fi=1, 75 =257 % additional _input, ; Zilidd 5.

fi=1, 7 =2CHET % pseudorandom_ bits; j DT L —AFKILA.

DOF =X OMUZ DV T 5.
[ S T A entropy input; %
2G93 % nonce; Zidikd 5.
IZRIS S % personalization__string; Zitikh 3 5.
= 0IIIET % entropy_input_on_reseed; ; Zitidd 5.
= 0IZIET % additional_input_on_reseed; ;
= 1IZHET % additional _input, ; Zilidd 5.
= 2269 % additional _input; j Zidils 5.
= 2 IZMEF % pseudorandom_ bits; j DT L —AKRIVAK,

( NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials — ),
b
b
b
D

Bk 5.

NumberO0fTrials —
Number0fTrials —
NumberOfTrials —
NumberOfTrials —

[

)

é&~ss.s.s.s.s.s,s.
bl
coococooo ?‘/\/\/\/\/\/\/\/\

DT —ZDFUZDWTHIRT 5.

[ Sy v Y entropy input; Zatikd 5.

12X % nonce; 2k 3 5.

IZHIET % personalization__string; Zitd 3 5.
j = 0IZHIEd % additional__input; ; 3 .
j= 1 k)ﬁ'ﬂ'}?‘é additional__input; ; 27tk 9 5.
j=11ZHIEd % pseudorandom_bits; j DTV —AFRNLAK.

AE FE I RE S RE R L‘Uxxt:ttl::x::t:t:t:l::

[SRSRNREREER
Il

=107 — XD DV TR T 5.
1IZRISS % entropy_input; &3 5.
11283 % nonce; Zitikd 5.

1 1Zxd % personalization__string;
1, j = 01ZHIE$ % additional _input; ; b a

1, j = 1IZHIET % additional__input; ; Zitidd 5.

1, j = 11259 % pseudorandom_bits; ; DT L —AFRILVAK.

2RI T 5.

JSRSRERERERE
[

A T TE TE T O

DF—Z2DOHUZDOWTHRT 5.

i = ( NumberOfTrials —
i IZRIET % entropy_input; ZitkT 5.

( NumberOfTrials —

fi= )

g )

ff i = ( NumberOfTrials —1) IZXfJ&d % nonce; %tk d 5.

f i = ( NumberOfTrials —1) IZXJ&d % personalization__string; %l s 5.

f i = ( NumberOfTrials —1), j = 0 IZW&$ % additional _input, ; Zild 5.

f ¢ = ( NumberOfTrials —1), j = L IZXE9 % additional__input; ; 27tk d 5.

#f i = ( NumberOfTrials —1), j = 1 IZJET % pseudorandom_bits; ; DT L —AFIV K.

it d .



2.3 Facts 7 7 1)L (*.fax)

#6: NIST SP800-90A (Zil# ¥ 117z HMAC_DRBG, Hash_ DRBG, &0 CTR_DRBG

R D IPNE £ 50 Yo =i e o —

2R 5y A L oFREEDOHIE fBm*REE Bl
ES AlgorithmName LB Bk 8 4 WDV N b % R S [AlgorithmName = HMAC_DRBG]
1 : HMAC_DRBG, Hash DRBQG,
N CTR_DRBG use df, CTR_DRBG
7 no df
# UnderlyingAlgorithm g5 7 U 3 7 a4 7 @M 1 XFF [UnderlyingAlgorithm = SHA-256]
HMAC DRBG X & Hash DRBG
DFEIREE, WDOWT % #R: SHA-
1, SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224, SHA-
512/256. CTR_DRBG use df X (&
CTR_DRBG no df O #ERKE, WD
WFnhE B AES-128, AES-102,
AES-256
SecurityStrength ¥ al) T o oRE strength 10 it [SecurityStrength = 256]
WithReseedCapability Reseed #REDH M (H:True, f:False) p&2] [WithReseedCapability = True]
PredictionResistance Prediction resistance O £ %k © 4 fii XA [PredictionResistance = True]
(f:True, #:False)
EntropyInputLen entropy_input Oy MR 10 iEFEL [EntropyInputLen = 512]
NonceLen nonce DLy h R 10 iE#A [NonceLen = 128]
PersonalizationStringMinLen personalization__string DYy MED 10 &G [PersonalizationStringMinLen = 0]
B/ME
PersonalizationStringMaxLen personalization__string O v MED 10 Kl [PersonalizationStringMaxLen = 2048]
[EoN |
AdditionallnputMinLen additional__input Oy M EOR/ME 10 #E#E [AdditionallnputMinLen = 0]
AdditionalInputMaxLen additional__input Oy MROEKMA 10 Al [AdditionallnputMaxLen = 2048]
RequestedNumber0fBits returned_bits DY v b requested_number__of_ bits 10 #ERG [RequestedNumberOfBits = 512]
Number0fTrials DRBG Y ARV A &ART 5 5K number_of_trials 10 &KL [NumberOfTrials = 100]
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B g (;}qﬁfigfI)I{IB(} 0)ﬁ§ﬂ?ﬁ§, LB DH D
1 1 ity ¢ use df” &, OEE “ no df” 244
*1 ~ iy
v PredictionResistance PredictionResistance Z H4)IZT 5454 P& [PredictionResistance = True]
X True, 5123 2454 False
EntropyInputLen entropy__input Oy MR 10 &Kl [EntropyInputLen = 512]
NonceLen nonce Dy M 10 &G [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 &KL [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LA I1: NumberOfTrials AifdD 44K i 10 iERAL COUNT =0
ER EntropyInput Instantiate B O AT & 5y M) i = (COUNT D1 ) IZHIt3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
1 Nonce Instantiate BIBO A1 &7 5y b i = (COUNT Ol ) 123 % nonce; 16 &K Nonce = 0102 ... 0f10
S PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1l ) 1263 % personalization__string; 16 &Kl PersonalizationString = 0102 ... ff00
{f AdditionalInput Generate FIBO A &5y M i = (COUNT Dfi ), j = 0 1ZxI5T % additional _input; ; 16 &Kl Additionallnput = 0102 ... ff00
z EntropyInputPR Generate BIBID AT &5y i = (COUNT O ffi ), 4 = 0 XT3 16 &Kl EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
AdditionalInput Generate IO A1 &2 5 ¢y M i = (COUNT D ), j = 1 1ZxIE5T % additional__input; ; 16 &KL Additionallnput = 0102 ... ff00
EntropyInputPR Generate IO AT & 725y M i = (COUNT O fEi ), j = R A S R T ) 16 &KL EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
ReturnedBits Generate DL ITHD Y M 1 = (COUNT Dffi ), j = 1 IZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = 3afb ... d291
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B £ (:jffligfI)I{IB(} 0)ﬁ§HQH§7 BB DHD
5 5 ity ¢ use df” &, OYE “ no df” 244
*1 ~ iy
v PredictionResistance PredictionResistance Z G412 T 5454 X [PredictionResistance = False]
2 True, %1129 %454 False
EntropyInputLen entropy_input Oy MR 10 #&Kqd [EntropyInputLen = 512]
NonceLen nonce Dy M 10 K [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 #E&Kqd [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LA I NumberOfTrials AilfdD 424K i 10 iERAL COUNT =0
ER EntropyInput Instantiate B O AT &5y M i = (COUNT D1 ) IZHIE3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
2 Nonce Instantiate BIO A1 275y b4 i = (COUNT Ol ) 1233 % nonce; 16 &Kl Nonce = 0102 ... 0f10
S PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1 ) 1263 % personalization__string; 16 iE#id PersonalizationString = 0102 ... ff00
{f EntropyInputReseed Reseed BIEDO A LBy M i = (COUNT @ ffi ), j = 0 X md 2 16 #R5d EntropyInputReseed = 0102 ... 3f40
i entropy_input_on_reseed; ;
AdditionalInputReseed Reseed BD A1 75y M i = (COUNT D fE ), 4§ = 0 TN T 3 16 iE &AL AdditionallnputReseed = 0102 ... ff00
additional__input_on_reseed; ;
AdditionalInput Generate FIBDO A &5y M i = (COUNT DM ), j = 1 159 % additional__input; ; 16 &Kl Additionallnput = 0102 ... ff00
AdditionalInput Generate BIBD A &5y M i = (COUNT Dl ), j = 2 1ZxI5T % additional _input; ; 16 #ERG Additionallnput = 0102 ... ff00
ReturnedBits Generate DL ITHL Y M 1 = (COUNT Dff ), j = 2 1ZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = 3afb ... d291
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B A (STR?DRBG @ﬁmﬁf, BB DD
3 3 5ier ¢ use df” &, fEDOEE ¢ no df” 2T
*1 ~ iy
v PredictionResistance PredictionResistance Z H4)IZT 5454 X [PredictionResistance = False]
2 True, %1129 %454 False
EntropyInputLen entropy_input DYy MR 10 #Kqd [EntropyInputLen = 512]
NonceLen nonce Dy M 10 &G [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 &Kl [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LAl NumberOfTrials AilfdD 44K i 10 ERFL COUNT =0
R EntropyInput Instantiate B O A &5y M4 i = (COUNT D1 ) IZHIt3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
3 Nonce Instantiate BIO A1 &7 5y b4 i = (COUNT Ofl ) 1243 % nonce; 16 &Kl Nonce = 0102 ... 0f10
A PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1l ) 1263 % personalization__string; 16 iE#id PersonalizationString = 0102 ... ff00
{jf AdditionalInput Generate FIBDO AT &5y M) i = (COUNT Dfi ), j = 0 1ZxIE5T % additional _input; ; 16 #E&Kqd Additionallnput = 0102 ... ff00
2 AdditionalInput Generate BIBID AT &5y ¢ = (COUNT D ), j = 1 1ZxIET % additional _input; ; 16 H#ERG Additionallnput = 0102 ... ff00
ReturnedBits Generate DL ITHD Y M 1 = (COUNT DM ), j = 1 IZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = 3afb ... d291

x1 WithReseedCapability M Uf PredictionResistance DED M A H LHIZHIEL T, bk 1, R 2, XIEidk 3 ovwFnnr 1 D2ERE NS, £D ET, PersonalizationStringMinLen,
PersonalizationStringMaxLen, AdditionallnputMinLen %' AdditionallnputMaxLen OfEDHLADH HEITHIEL T, 1~4 [0, EIRS 72708k 1, Bk 2, XFikBr 3 2tk 5.
*2 NumberOfTrials D& 7 — X D EZTD L 5> 12itidd 5.

COUNT = 0
EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0f10

PersonalizationString = 0102 ...

AdditionalInput = 0102 ... ££00

EntropyInputPR = 0102 ... 3f40
AdditionalInput = 0102 ... £f00
EntropyInputPR = 0102 ... 3f40
ReturnedBits = 3afb ... d291
COUNT = 1

EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0f10
PersonalizationString = 0102 ...
AdditionalInput = 0102 ... ££00
EntropyInputPR = 0102 ... 3f40
AdditionalInput = 0102 ... £f00
EntropyInputPR = 0102 ... 3f40
ReturnedBits = 3afb ... d291

COUNT = ( NumberOfTrials —1)
EntropyInput = 0102 ... 3f40
Nonce = 0102 ... 0f10

PersonalizationString = 0102 ...

AdditionalInput = 0102 ... ££f00
EntropyInputPR = 0102 ... 3f40
AdditionalInput = 0102 ... ££00
EntropyInputPR = 0102 ... 3f40
ReturnedBits = 3afb ... d291

#i=00DT—XOMIZDOVWTEBT .

ti=0IHIET D entropy_input; Zidikd 5.

#i=0IHIET D nonce; Zitikd 5.

# i = 0ZxtIEd % personalization__string; %alikd 5.

4i=0, 7 =0I2WET S additional _input; ; Zilidd 5.
§i=0,7=0NEY % entropy_input_ PR; ; 2l s 5.
fi=0,7=1CNET2 additional__input, ; 2§ 5.
fi=0,7=1ICNET S entropy_input_ PR; ; Zitidd 5.
fi=0,7=1ICET % pseudorandom_ bits; ; DHIFHEEFIET 5.

i =10DF—ZDMIZOWTRRT 5.

i = 1 IZXIES % entropy_input,; itk 3 5.

1 2RSS % nonce; #itihd 5.

1Zxt s % personalization_ string; Zitikd 5.
1, j = 0TS % additional _input; ; ilidd 5.

1, j =0IZNEY % entropy_input_ PR; j il s 5.
=1, j = 11253 % additional _input, ; ididd 5.
=1, j = 1IZWHIET % entropy_input_ PR; j 27tk d 5.
=1, j = 1IZWHIET % pseudorandom_ bits; ; DHFHEE GRS 5.

( NumberOfTrials —1) OF — X DMUIZ DOV TR T 5.

( NumberOfTrials —1) IZXIET % entropy_input; Zitikd 5.

( NumberOfTrials —1) 53 % nonce; Zilikd 5.

( NumberOfTrials —1) (ZX59 % personalization__string; %ilikd 5.

( Number0fTrials —1), j = 0 IZWIE$ % additional__input; j 2l s 5.
( NumberOQfTrials —1), j = 0 259 % entropy_input_ PR; ; %ilikd 5.
( NumberOfTrials —1), j
( NumberOfTrials —1), j
( NumberOfTrials —1), j

iz 3
G % additional_input; ; k9 5.
IZHIES 5 entropy_input_ PR; ; %ididd 5.
iz

1
1
1

HWIEd 5 pseudorandom_ bits; ; ODHIfHEZ LT 5.




%3 NumberOfTrials fHD&T— X DAL FD & 512

COUNT = O

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 3afb ... d291

COUNT = 1

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 3afb ... d291

COUNT = ( NumberOfTrials —1)
EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
EntropyInputReseed = 0102 ... 3f40
AdditionalInputReseed = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££00
ReturnedBits = 3afb ... d291

*4 NumberOfTrials fHD& T — X DMELUTD & 5125

COUNT = 0

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 3afb ... d291

COUNT = 1

EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0f10
PersonalizationString = 0102 ... ££00
Additionallnput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 3afb ... d291

COUNT = ( NumberOfTrials —1)
EntropyInput = 0102 ... 3f40

Nonce = 0102 ... 0£f10
PersonalizationString = 0102 ... ££00
AdditionalInput = 0102 ... ££f00
AdditionalInput = 0102 ... ££f00
ReturnedBits = 3afb ... d291

Al Y B,

fi=007—2DMIZONTiRT 5.
fi=0Ixtd s Pntropy MLput ZRikd 5.
fi=0IxIEd % nonce; Zitikd 5.

fi=0IICNETS personalizationistringi Zalidy 5.

fi=0,7=0ZHIEd 2 entropy_input_on_reseed; ; Zilikd 5.
fi=0,7=0HET 5 additional _input_on_reseed; ; Zilikd 5.
fi=0,7 =153 % additional_input,; ; Zididd 5.
fi=0,7=2ITIET % additional _input, ; Zilid$ 5.
fi=0,7=2ICHI5T % pseudorandom_ bits; ; DWFHEZ LT 5.
fi=10F—2OMIzOWTidkT 5.

fi=1NIET 5 entropy_input; ks 5.

fi= 11535 nonce; Zitikd 5.

fi=1xI53 % personalization__string; %tk 3 5.
fi=1,75=0ICHET 2 entropy_input_on_reseed; ; ik d 5.
fi=1,j5=0ET 3 additional_input_on_reseed; ; ik s 5.
fi=1, 75 =157 % additional _input, ; Zilidd 5.
fi=1,75=2ITIET % additional _input, ; Zilidd 5.
fi=1,75=2ICHI5T % pseudorandom_ bits; ; DAFHEZ LT 5.

DOF =X OMUZ DV T 5.
[ S T A entropy input; %
2G93 % nonce; Zidikd 5.
12X 3 % personalization__string,
=0ZHIEd 2
=0T B
= 1IZHtEd 3
j =2 1A%

=21IZHET 2

( NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials — ),
b
b
b
1

- Bk 5.

Zalil g 5.
entropy_input_on_reseed; ; b9 5.
additional__input_on_reseed; ; 2§ 5.
additional__input; ; Ziild 5.
additional__input; ; Zilikd 5.
pseudorandom__bits; ; DWIFHEZ GRS 2

NumberO0fTrials —
Number0fTrials —
NumberOfTrials —
NumberOfTrials —

[

)

@,sss.s.s.ﬁ.s.s.s.
L
PLLpLiL gy

DT —ZDFUZDWTHIRT 5.

[ Sy v Y entropy input; Zatikd 5.
12X % nonce; 2k 3 5.
IZXIS S % personalization
j = 0xEd % additional
j= 1 k)ﬁ'ﬂ'}?‘é additional__input; ; 27k 9 5.

j = 1259 % pseudorandom_bits; ; DIMFHEZ R T 5.

string; %3
_input; ;

AE FE I RE S RE R L‘Uxxt:ttl::x::t:t:t:l::

[SRSRNREREER
Il

=107 —XOHIZOVWTHET 5.
1IZRISS % entropy_input; &3 5.
11283 % nonce; Zitikd 5.

1 1Zxd % personalization__string;
1, j = 01ZHIE$ % additional _input; ; b a

1, j = 1S % additional__input; ; Zitid 3 5.

=1, j = 1IZHIET 5 pseudorandom__bits; ; DMFHEZ LS 5.

2RI T 5.

JSRSRERERERE
[

A T TE TE T O

DF—Z2DOHUZDOWTHRT 5.

( NumberOfTrials —
( IZRIET % entropy_input; ZitkT 5.

NumberOfTrials —

fi= )

) )

f i = ( NumberOfTrials —1) IZXIET % nonce; Zalidd 5.

f i = ( NumberOfTrials —1) I(ZXJ&9 % personalization__string; %l s 5.

f i = ( NumberOfTrials —1), j = 0 IZWJ&$ % additional _input, ; Ziild 5.

f ¢ = ( NumberOfTrials —1), j = L IZXE9 % additional__input; ; 27tk 5.

f ¢ = ( NumberOfTrials —1), j = 1 IZXIE 9 % pseudorandom_ bits; ; DHIFHEZ LR T %



24 LRRVYZRIZ 74 (*rsp)

#7: NIST SP800-90A (Zil# ¥ 117z HMAC_DRBG, Hash_ DRBG, &0 CTR_DRBG

R D IPNE £ 50 Yo =i e o —

£l

2R 5y A L oFREEDOHIE fBm*REE Bl
ES AlgorithmName LB Bk 8 4 WDV N b % R S [AlgorithmName = HMAC_DRBG]
1 : HMAC_DRBG, Hash DRBQG,
N CTR_DRBG use df, CTR_DRBG
7 no df
# UnderlyingAlgorithm g5 7 U 3 7 a4 7 @M 1 XFF [UnderlyingAlgorithm = SHA-256]
HMAC DRBG X & Hash DRBG
DFEIREE, WDOWT % #R: SHA-
1, SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224, SHA-
512/256. CTR_DRBG use df X (&
CTR_DRBG no df ®#iRE, Ko
WFnhE B AES-128, AES-102,
AES-256
SecurityStrength ¥ ol T4 EE strength 10 it [SecurityStrength = 256]
WithReseedCapability Reseed #REDH M (H:True, f:False) p&2] [WithReseedCapability = True]
PredictionResistance Prediction resistance O £ %k © 4 fii XA [PredictionResistance = True]
(f:True, #:False)
EntropyInputLen entropy_input Oy MR 10 iEFEL [EntropyInputLen = 512]
NonceLen nonce DLy h R 10 iE#A [NonceLen = 128]
PersonalizationStringMinLen personalization__string DYy MED 10 &G [PersonalizationStringMinLen = 0]
H/IME
PersonalizationStringMaxLen personalization__string O v MED 10 Kl [PersonalizationStringMaxLen = 2048]
A AE
AdditionallnputMinLen additional__input Oy M EOR/ME 10 #E#E [AdditionallnputMinLen = 0]
AdditionalInputMaxLen additional__input Oy MROEKMA 10 Al [AdditionallnputMaxLen = 2048]
RequestedNumber0fBits returned_bits DY v b requested_number__of_ bits 10 #ERG [RequestedNumberOfBits = 512]
Number0fTrials DRBG Y ARV A &ART 5 5K number_of_trials 10 &KL [NumberOfTrials = 100]
2 =t (UnderlyingAlgorithm ODff ) i~y & UnderlyingAlgorithm @Aﬁﬁ P& [HMAC-SHA-512/224]
B g (ECTRiDRBG @gﬂﬂ‘%, LB DH D
1 1 ity ¢ use df” &, OEE “ no df” 244
*1 ~ iy
v PredictionResistance PredictionResistance Z H4)IZT 5454 X [PredictionResistance = True]
2 True, 5123 2454 False
EntropyInputLen entropy__input Oy MR 10 &Kl [EntropyInputLen = 512]
NonceLen nonce Dy M 10 &G [NonceLen = 128]
PersonalizationStringLen personalization__string DYy bR 10 &KL [PersonalizationStringLen = 2048]
AdditionalInputLen additional__input Dy bR 10 &K [AdditionallnputLen = 2048]
E COUNT 0 LA I1: NumberOfTrials AifdD 44K i 10 iERAL COUNT =0
ER EntropyInput Instantiate B O AT & 5y M) i = (COUNT D1 ) IZHIt3 % entropy_input; 16 HERG Entropylnput = 0102 ... 3f40
1 Nonce Instantiate BIBO A1 &7 5y b i = (COUNT Ol ) 123 % nonce; 16 &K Nonce = 0102 ... 0f10
S PersonalizationString Instantiate BIBO A &5y M4 i = (COUNT D1l ) 1263 % personalization__string; 16 &Kl PersonalizationString = 0102 ... ff00
{f AdditionalInput Generate FIBO A &5y M i = (COUNT Dfi ), j = 0 1ZxI5T % additional _input; ; 16 &Kl Additionallnput = 0102 ... ff00
z EntropyInputPR Generate BIBID AT &5y i = (COUNT O ffi ), 4 = 0 XT3 16 &Kl EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
AdditionalInput Generate FIBD AT &5y M i = (COUNT D ), j = 1 1ZxIE5T % additional__input; ; 16 #ERG Additionallnput = 0102 ... ff00
EntropyInputPR Generate BIBIDO AT 725y 1) i = (COUNT O fE ), j = 1 e m T 3 16 H#ERG EntropyInputPR = 0102 ... 3f40
entropy__input_ PR; ;
ReturnedBits (7)) Generate IO I THBE Y b 1 = (COUNT Dffi ), j = 1 IZHIET % pseudorandom__bits; ; 16 &KL ReturnedBits = 3afb ... d291
¢l
2 %t (UnderlyingAlgorithm ODff ) i@~y & UnderlyingAlgorithm O fill X [HMAC-SHA-512/224]
B £ (HCTRiDRBG @E*}Qﬁf, LB DHD
2 5 Bt ¢ use df” &, DB “ no df” 2+
*1 N pillh]
v PredictionResistance PredictionResistance Z A% 554 SCEH [PredictionResistance = False]
x True, %1129 2854 False
EntropyInputLen entropy_input Oy MR 10 #EFEL [EntropyInputLen = 512]
NonceLen nonce DLy h 10 #E#A [NonceLen = 128]
PersonalizationStringLen personalization__string Oty Mz 10 iEFid [PersonalizationStringLen = 2048|
AdditionalInputLen additional_input DYy FE 10 &Kl [AdditionallnputLen = 2048]
E COUNT 0 BLE NumberOfTrials RifiD T i 10 #E kG COUNT =0
73 EntropyInput Instantiate BIO A1 & 5w M5l i = (COUNT D1l ) IZHt3 % entropy_input; 16 #Kid EntropyInput = 0102 ... 3f40
2 Nonce Instantiate IO A &5y M4l ¢ = (COUNT Dff ) 12363 % nonce; 16 iEFE Nonce = 0102 ... 0f10
B PersonalizationString Instantiate B O A 2By M i = (COUNT D1l ) 1253 % personalization__string; 16 #ERG PersonalizationString = 0102 ... ff00
EntropyInputReseed Reseed BIBD AT & 725y M) i = (COUNT @ ff ), j = 0 x93 16 #ERG EntropylnputReseed = 0102 ... 3f40
entropy_input_on_reseedi,j
AdditionallnputReseed Reseed BIBD A1 & 725y M ¢ = (COUNT O fH ), 5 = 0 XT3 16 iE#Ad AdditionallnputReseed = 0102 ... ff00
additional__input_on_reseed; ;
Additionallnput Generate BIBDO AT & 725y M i = (COUNT DMt ), j = 1 159 % additional__input; ; 16 iERG Additionallnput = 0102 ... ff00
AdditionalInput Generate IO A1 75w M i = (COUNT DM ), j = 2 1269 % additional__input; ; 16 #ERG Additionallnput = 0102 ... ff00
ReturnedBits (/1] Generate IBOHITHLHE Y b i = (COUNT Dffi ), j = 2 (2SS % pseudorandom__bits; ; 16 &AL ReturnedBits = 3afb ... d291
¢l
BN =t (UnderlyingAlgorithm Of# ) Ay & Underlyinghlgorithm O il X [HMAC-SHA-512/224]
B 5 (CTRiDRBAG DFERR, HHBEBDH D
3 3 By ¢ use df” %, OYE “ no df” 24+
*1 ~ i
v PredictionResistance PredictionResistance 2 HXIIZ S 5154 p&] [PredictionResistance = False]
P True, #4023 2454 False
EntropyInputLen entropy__input O v Mg 10 #ERG [EntropyInputLen = 512]
NonceLen nonce DLy h R 10 iEFE [NonceLen = 128]
PersonalizationStringLen personalization__string Oy Mz 10 iE#G [PersonalizationStringLen = 2048|
AdditionalInputLen additional__input DYy bR 10 AL [AdditionallnputLen = 2048]
COUNT 0 BLE NumberOfTrials RifioDHE# i 10 #EFKz COUNT =0
EntropyInput Instantiate BIEO A1 5w M3 1 = (COUNT i ) IZXIES % entropy_input; 16 H#ERG EntropyInput = 0102 ... 3f40
Nonce Instantiate BIBO A 275 ¢y M i = (COUNT D1l ) 1243 % nonce; Nonce = 0102 ... 0f10
PersonalizationString Instantiate BIEO AT L 5w M5 i = (COUNT D1 ) 123 % personalization__string; PersonalizationString = 0102 ... ff00
AdditionalInput Generate FIBDO AT & 725y M ¢ = (COUNT DMt ), j = 0I5 9 % additional__input; ; Additionallnput = 0102 ... ff00
Additionallnput Generate BIBDO AT & 725y M) i = (COUNT Dff ), j = 1 IZXI59 % additional__input; ; Additionallnput = 0102 ... ff00
ReturnedBits (i1 71] Generate IBDHITHLHE Y b © = (COUNT Dfifi ), j = 1 IZHISY % pseudorandom__bits; ; 16 iE#id ReturnedBits = 3afb ... d291

x1 WithReseedCapability & Uf PredictionResistance DEDM A H L IZHIEL T, Bk 1, il 2, XIFidE 3 owvwdnnr 1 D& RI NS, D LT, PersonalizationStringMinLen,
PersonalizationStringMaxLen, AdditionallnputMinLen %' AdditionallnputMaxLen OfEDHABH HEITHIEL T, 1~4 [A], FEIRS 72788k 1, KBk 2, XIEidk 3 25tk 5.




%2 NumberOfTrials fHD& T — X DAL FD & 512

COUNT = 0

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
EntropyInputPR = 0102 ...
Additionallnput = 0102 ...
EntropyInputPR = 0102 ..

ReturnedBits = 3afb ...

COUNT = 1

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
EntropyInputPR = 0102 ...
Additionallnput = 0102 ...
EntropyInputPR = 0102 ...
ReturnedBits = 3afb ...

3f40

0102 ...

££00
3f40

££00
3f40
d291

3f40

0102 ...

££00
3f40

££00
3£40
d291

COUNT = ( NumberOfTrials —1)

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
EntropyInputPR = 0102 ..
AdditionalInput = 0102 ...
EntropyInputPR = 0102 ...
ReturnedBits = 3afb ...
*3 NumberOfTrials fHD& T — X DMELUTD & 5125

COUNT = 0

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
EntropyInputReseed = 0102 ...
AdditionalInputReseed =
AdditionalInput = 0102 ...
AdditionalInput = 0102 ...
ReturnedBits = 3afb ...

COUNT = 1

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
EntropyInputReseed = 0102 ...
AdditionalInputReseed =
AdditionalInput = 0102 ...
AdditionalInput = 0102 ...
ReturnedBits = 3afb ...

3£40

0102 ...

££00
3f40

££00
3£40
d291

3£40

0102 ...
3£40
0102 ...

££00
££00
d291

3£40

0102 ...
3£40
0102 ...

££00
££00
d291

COUNT = ( NumberOfTrials —1)

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
EntropyInputReseed = 0102 ...
AdditionalInputReseed =
AdditionalInput = 0102 ...
Additionallnput = 0102 ...
ReturnedBits = 3afb ...
%4 NumberOfTrials (HD&T — X DMELTD LS

COUNT = 0

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
AdditionalInput = 0102 ...
ReturnedBits = 3afb ...

COUNT = 1

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
AdditionalInput = 0102 ...
ReturnedBits = 3afb ...

3f40

0102 ...
3£40
0102 ...

££00
££00
d291

3f40

0102 ...

££00
££00
d291

3£40

0102 ...

££00
££00
d291

COUNT = ( NumberOfTrials —1)

EntropyInput = 0102 ...

Nonce = 0102 ... 0f10

PersonalizationString =
AdditionalInput = 0102 ...
AdditionalInput = 0102 ...
ReturnedBits = 3afb ...

3£40

0102 ...

££00
££00
d291

££00

££00

££00

££00

££00

££00

££00

££00

££00

££00

££00

££00

Al Y B,

fi=007—2DMIZONTiRT 5.

fi=0Ixtd s Pntropy MLput ZRikd 5.
fi=0IxIEd % nonce; Zitikd 5.

fi=0IICNETS personalization string; Zitidd 5.
fi=0,75 =0T 2 additional _input; j Z7ild 5.

)

i
i
i =0,
i

0,j=
0,j=
0,j=
0,5=

T FE T T

)

5

SRS
Il

TE T TE TE TE T T T

1,7
1,5
:1j
1,7

)
)
3

= S,
Ik
coococococooo Q‘/\/\/\/\/\/\/\/\

E I FE SE A RE R B R L‘Uxxt:ttl::x::t:t:t:l::

S S . o S . S o,
Il

Jj=
Jj=
Jj=
Jj=
Jj=

B N N T NS

THE TE TE TE TE TE O T T

ésss.s.s.s.s.s.s.

[ <

TE FE TE SE TE AE T CL FF TF T TF TF 5F TE T

JSRSRNRNREE
|

ECRECRLCN

JSRSRNRERERER
Il

L,
1

TE TE T TE T T

J
J

i

TE TE T TE T T
T N S

( NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1)
NumberOfTrials —1),
NumberOfTrials —1)
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0 IZx5d % entropy__input__ PRl G AT 5.
1IZHIST 5 additional__input; ; %iid§ 5.

1IZNIES % entropy_input_ PR; ; %ilid 3 5.
1ITHJE U TER S N7z pseudorandom__bits; ;.

=10F—2OMIZDOVTHBT 5.

1IZRIES % entropy_input; ZidhT 5.
112X d % nonce; Zitikd 5.

112 % personalization__string; Z7tikd 5.
1, j = 0ZHIEd % additional__input, j Z7ild 5.

01269 % entropy_input_ PR; ; %ilikd 5.
1IZNIES % additional__input,; j Ziids 5.

1IZNIES % entropy_input_ PR; ; %ilidd 5.
1ITHJE U TER T N7z pseudorandom__bits; ;.

DF =R DM OVTRART 5.
IZXISS % entropy__input; ZFlRT 5.
12059 % nonce; k9 5.
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j = 0 1ZNIES % additional__input,; j Ziilkd 5.
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21269 % additional__input, j Ziidd 5.

2 1THIS U TR E Wiz pseudorandom__bits; ;.

1 DOF—ZOMIZ DV T 5.

12T % entropy__input; &k d 5.

1IZHIET % nonce; Zitikd 5.

12363 % personalization__string; %tk 3 5.

=1, ] = 0 IZHIET % entropy_input_on_reseed; j Ziid 3 5.

Okﬁ'ﬁ}?‘é additional__input_on_reseed; ; &3k 7T 5.
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20 MIE$ % additional _input, j il d 5.
2 1TIE U TER I Wiz pseudorandom_bits; ;.

( NumberOfTrials —1) D5 — X DHUZ DWW THBT 5.

( NumberOfTrials —1) IZX5d 5 entropy input; itk 5.
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5

)

,_.
PR

J
J
v J
J

DF—ZOMIZDOWTHBT 5.
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WX % nonce; 7T 5.
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01269 % additional__input; ; PN AT
LIZHES % additional_input; ; itk d 5.
LIS U THES S Nz pseudorandom_bits; ;.

1 DF—XOMUZ DV TR T 5.
12 d % entropy input; &R T 5.
12X % nonce; 27 d 5.
11Zxf8d % personalization_ string; %itikd 5.
=1, j =0CHIET S additional__input; ;

g 5.
1IZHE S % additional__input; ; ik d 5.
LIS U TERE 17z pseudorandom_bits; ;.

DF =X DDV TERT 5.
IZRIST % entropy_input; ZFRT 5.
25T % nonce; il 5.
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j = 0 IZNJES 5 entropy_input_ PR; ; %ilid ¥ 5.
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Zatikd 5.

ZRldd 5.



25 #ER7 74V (Fout)
#8: NIST SP800-90A iz & 117z HMAC_ DRBG, Hash_ DRBG, kU CTR_DRBG
| 28 9y SES fEnxkE Bl=
HE
ES EX AlgorithmName TR R s 4. WD WwT h & [AlgorithmName = HMAC_DRBG]
2 *® » & GE PG HMAC_DRBG,
i3 ~ Hash_DRBG, CTR_DRBG
BN 7 use df, CTR_DRBG no df
B A UnderlyingAlgorithm B 5 70 I 7 o« 7 oA Es [UnderlyingAlgorithm = SHA-256]
B HMAC_DRBG X &
Hash_ DRBG O &R K, X O W
T ER: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512,
SHA-512/224,  SHA-512/256.
CTR_DRBG use daf X &
CTR_DRBG no df o % R K,
WO WFT N hEER AES-128,
AES-192, AES-256
SecurityStrength ¥ al) T o RE 10 it [SecurityStrength = 256]
WithReseedCapability Reseed # #8 © A & (H:True, | X541 [WithReseedCapability = True]
fit:False)
PredictionResistance Prediction resistance O HZILDH | XF5) [PredictionResistance = True]
& (F:True, f&:False)
EntropyInputLen entropy_input Oy bR 10 ##Ki | [EntropyInputLen = 512]
NonceLen nonce DYy b 10 ##3 | [NonceLen = 128]
PersonalizationStringMinLen personalization__string ®E v b 10 #E#&Kad [PersonalizationStringMinLen = 0]
FDR/ME
PersonalizationStringMaxLen personalization__string ®E v b 10 ##3d | [PersonalizationStringMaxLen = 2048]
FORAM
AdditionalInputMinLen additional _input Oy bEOR/N | 10 #XKi | [AdditionallnputMinLen = 0]
fill
AdditionalInputMaxLen additional__input DYy FEOEK | 10#XKil | [AdditionallnputMaxLen = 2048]
fill
RequestedNumber0fBits returned_bits Dy M 10 ##*Ki | [RequestedNumberOfBits = 512]
NumberOfTrials DRBG 1 VARV A%ART 5 %L 10 #%Kid | [NumberOfTrials = 100]
Ao (UnderlyingAlgorithm Offi ) iy & UnderlyingAlgorithm O pE2] [HMAC-SHA-512/224)]
B | il (CTR_DRBG DEIRURE, I A
1 1 DEDEA “ use df” %, HOLA «
1| no df” &)
v | PredictionResistance PredictionResistance 2 A#)IZT 5 | U4 [PredictionResistance = True]
z 56 True, 302 T 5554 False
EntropylnputLen entropy__input O v bR 10 ##%i | [EntropylnputLen = 512]
NonceLen nonce DLyt 10 #%id | [NonceLen = 128]
PersonalizationStringLen personalization__string O v k 10 #ERG [PersonalizationStringLen = 2048]
R
AdditionallnputLen additional__input Dy Mg 10 ##5d | [AdditionallnputLen = 2048]
( Results ) OK Xi¥ NG bl OK
Ao (UnderlyingAlgorithm Off ) ESI NS UnderlyingAlgorithm O pE2] [HMAC-SHA-512/224)]
B | fill (CTR?DRBG DFEIRURE, S A
2 5 DEDEA “ use df” %, HOLA «
| R no df” Z i)
v | PredictionResistance PredictionResistance 2 A #IZT 5 | U4 [PredictionResistance = False]
z 56 True, JE3NIZ T 5554 False
EntropyInputLen entropy_input Oy MR 10 #%i | [EntropylnputLen = 512]
NonceLen nonce DEv bR 10 #£%Ki¢ | [NonceLen = 128]
PersonalizationStringLen personalization__string O v k 10 #ERGE [PersonalizationStringLen = 2048]
=3
AdditionallnputLen additional__input DYy N 10 ##5id | [AdditionallnputLen = 2048]
( Results ) OK Xi¥ NG P2l OK
A | o (UnderlyingAlgorithm Dff ) BB RNS UnderlyingAlgorithm O pE2] [HMAC-SHA-512/224)]
B | 5 fill (CTR?DRBG DFEIRURE, S B E
3 3 DEDEA “ use df” %, EOLA «
w1 = no df” &)
v | PredictionResistance PredictionResistance 2 A #1295 | 74 [PredictionResistance = False]
z 56 True, JE3NIZ T 5154 False
EntropyInputLen entropy_input Oy bR 10 #%i | [EntropylnputLen = 512]
NonceLen nonce DYy b 10 ##5 | [NonceLen = 128]
PersonalizationStringLen personalization__string O v k 10 #E&Kqd [PersonalizationStringLen = 2048]
AdditionallnputLen additional__input DYy M 10 ##5d | [AdditionallnputLen = 2048]
( Results ) OK Xi¥ NG P2l OK
*1 WithReseedCapability & (f PredictionResistance DfEDHIAHOEIZHIGL T, il 1, iR 2, TR 3 OWIFhh 1 DWEIRE B, 2D
kT, PersonalizationStringMinLen, PersonalizationStringMaxLen, AdditionallnputMinLen %' AdditionallnputMaxLen Off Ol
AHDBIIHIEL T, 1~4 [0], EIRE N 72308k 1, Bk 2, XIFiER 3 %5k 9 5.
F

REAK DL, (Results ) IZ 0K & RRIN 5.
RGOS, (Results ) IS RO TNG LR RIND. 72, (Results ) Tl VARV
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