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2 CccMUon

CCMO Counter with Cipher Block Chaining-Message Authentication Code0 0000000
goooobobbbbodoooooooooobobooad
goooooobobobobbbtbdoddouooooooo

e VADT: 0 OO associated data0 0 O 00O (The Variable Associated Data Test)
e VPT: 00O ODO0OODODOOO (The Variable Payload Test)

e VNT: 000 nonce 000000 (The Variable Nonce Test)

e VIT: JUUO0OODDOOOUOOODDOOODO (The Variable Tag Test)

gbobooboobbooobooobobooobooboooooboooo
gobooboobobooboooboobooog

U 1.g0ogogoogn

goooooogoo oooooooooon
M_BlockCipher_ AES AES

M_BlockCipher CAMELLIA Camellia
M_BlockCipher CIPHERUNICORN_A | CIPHERUNICORN-A
M_BlockCipher HIEROCRYPT 3 Hierocrypt-3
M_BlockCipher_SC2000 SC2000




2.1 000000000 (*.par)

0O2.cCCcMO0000DO0O0OO00

[ OO 00 \ 00
(00) | [Algorithm Name] CCM
000 | [Function Name] Encryption

[Block Cipher]

ccMOOooooooooooooood

[Bitlength of Key]

goboboo128000 192000 256

[Seed] gddddddddddddooououuugda
oooooo

[Bitlength of Seed] Seed 00 OOO

[Number of Payloads for VADT] VADTOOOOODO

[Key for VADT] VADT OO

[Bitlength of Nonce for VADT]

VADT O nonce DO OO O

[Nonce for VADT]

VADT O nonce

[Bitlength of Associated data for VADT]

VADT 0O associated dataO0 0000

[Number of Payloads for VPT]

vPTOOODOOO

[Key for VPT] vpT OO
[Bitlength of Nonce for VPT] VPT O nonce DO OODO
[Nonce for VPT] VPT O nonce

[Bitlength of Payload for VPT]

vpProooooooo

[Number of Payloads for VNT]

vNTOOODOOO

[Key for VNTI]

VNT OO

[Bitlength of Nonce for VNT]

VNT O nonce 0O OO0

[Number of Payloads for VTT]

vIToooooo

[Bitlength of Tag for VTT]

viToooooooooooooo

[Key for VTT] VITOO
[Bitlength of Nonce for VTT] VITO nonceDOOOO
[Nonce for VTT] VTT O nonce




03 CCMUDUOODDOOODDOOoD (O0O)

IEER 00 | 00
(00) | [Algorithm Name] CCM
o0 [Function Name] Decryption

[Block Cipher]

ccMOOOOOODoOobDoOooooo

[Bitlength of Key]

gooooboi128000 192000 256

[Seed]

gboboboboooobbobooooobbobao
gboogooobon

[Bitlength of Seed] SeedDODOODO

[Number of Ciphertexts] oooooo

[Bitlength of Tag] 0000000000000
[Bitlength of Payload] ooo0oooQd

[Rate of Fail Data]

gboobooobooabodg




2.2 000000000 (*req)

04 CcCMOOOODOOOOOOD0

(oo | 00 \ 00
(0D0) | [Algorithm Name] CCM
000 | [Function Name] Encryption
[Block Cipher] ccMOOooooooooooooooo
[Bitlength of Key] 0000000128000 192000 256 (1000
i 00|
[Number of Payloads for VADT] VADTOOOOOO [100000]
[Bitlength of Tag for VADT] VADTOUOOOOOOOOOOOOO (10000
0)
[Key for VADT] VADT OO [160000]
[Bitlength of Nonce for VADT] VADT O nonce 00000 [100000]
[Nonce for VADT] VADT O nonce [16 00 00|
[Bitlength of Associated data for VADT] VADT O associated data 00 OO0 [10000
0)
[Associated datas for VADT]! VADT O associated data [16 00 O 0O]
| [Bitlength of Payload for VADT] VADTOOOOOOOO [1o0000]
[Payloads for VADT]! VADTOOO [160000]
[Number of Payloads for VPT] VPTOOOOOO [lo0000]
[Bitlength of Tag for VPT] VPTOOOOOOOO0O0OO000 100000]
[Key for VPT] VPTOO [160000]
[Bitlength of Nonce for VPT] VPT O nonceJO0DOODO [100000]
[Nonce for VPT] VPT O nonce [16 0000]
| [Bitlength of Associated data for VPT] VPT O associated dataO0 0000 [100000]
[Associated datas for VPT]? VPT O associated data [16 00 0O ]
| [Bitlength of Payload for VPT] VPTOOOOOUOOO [lo0O000]
[Payloads for VPT]? VPTOODO [160000]
[Number of Payloads for VNT] VNTOOOOOO [100000]
[Bitlength of Tag for VNT] VNTOOOOOOOOOOUOOOO [1ooouo|
[Key for VNT] VNTOO [160000]
| [Bitlength of Nonce for VNT] VNT O nonce 00000 [100000]
[Nonces for VNT]® VNT O nonce [16 000 O]
| [Bitlength of Associated data for VNT] VNT O associated data 00000 [100000]
[Associated datas for VNT]® VNT O associated data [16 00 0 O |
| [Bitlength of Payload for VNT] VNTOOUOOOOOD [100000]
[Payloads for VNT]? VNTOOO [160000]
[Number of Payloads for VTT] VITOOOOOO [100000]
[Bitlength of Tag for VTT] vITOOOODOOOOOoOoOoooo [1o00000]
[Key for VIT] VITOO 160000]
[Bitlength of Nonce for VTT] VITO nonce DO0O00O0O [100000]
[Nonce for VTT] VTT O nonce 160000 ]
| [Bitlength of Associated data for VTT] VTT O associated data0 0000 [100000]
[Associated datas for VTT]* VTT O associated data [16 000 O]
| [Bitlength of Payload for VTT] VITOOOODOOOO [100000]
[Payloads for VTT]* VITOOO 160000]
O
1. [Number of Payloads for VADT| O OO OO0OOO0OOO
2. [Number of Payloads for VPT]| O OO UOOOOOOOO
3. [Number of Payloads for VNT| OO OOOOOOOOO
4. [Number of Payloads for VIT| 0O OO0OOOOOOO




05 CCMUDUOODDOODOODOD (ODO)

IEER 00 | 00
(00) | [Algorithm Name] CCM
o0 [Function Name] Decryption

[Block Cipher]

ccMOOOOOODoOobDoOooooo

[Bitlength of Key]

0000000128000 192000 256 [10
0ooo)

[Number of Ciphertexts]

000000 100000]

[Bitlength of Tag]

0000000000000 (100000

[Bitlength of Payload]

0000000 [1o0oo0o)

[Keys]!

0 [160000]

[Bitlength of Noncel

nonce JO OO0 [1000D00]

[Nonces]!

nonce [16 0 00 O]

[Bitlength of Associated datal

associated data 00 000 [100000]

[Associated datas]!

associated data [16 0 0 O O

[Ciphertexts]!

000 [160000]

0

1. [Number of Ciphertexts] 0D O0O0O0O0O0O0O0O




2.3 FactsOOOO (*.fax)

0 6:CCMOOO FactsOO OO

IR 00 \ 00
(O00) | [Algorithm Name] CCM
000 | [Function Name] Encryption

[Block Cipher] ccMOUOUOOoopDoooooooooDo
[Bitlength of Key] oooboooo128000 192000 256

| [Number of Payloads for VADT] VADTOOOOODO
[Bitlength of Tag for VADT] vADTOOOOGOoooooooooo
[Key for VADT] VADT OO
[Bitlength of Nonce for VADT] VADT O nonce 0 OO OO
[Nonce for VADT] VADT O nonce

| [Bitlength of Associated data for VADT] VADT O associated data 0 0000
[Associated datas for VADT]! VADT O associated data

| [Bitlength of Payload for VADT] VADTOOOOOOOO
[Payloads for VADT]! VADTOOO
[Ciphertexts for VADT]! VADTOOOOOOO

| [Number of Payloads for VPT] vpTOOOOOO
[Bitlength of Tag for VPT] vPToOoOoODOOOoOoDoOOoOoooOo
[Key for VPT] VPT OO
[Bitlength of Nonce for VPT] VPT O nonce DO O OO
[Nonce for VPT] VPT O nonce

| [Bitlength of Associated data for VPT] VPT O associated data 0 0 00O
[Associated datas for VPT]? VPT O associated data

| [Bitlength of Payload for VPT] vPTOOOOOOOO
[Payloads for VPT]? vpToono
[Ciphertexts for VPT]? vePToooooood

| [Number of Payloads for VNT] vNTOOOOOoO
[Bitlength of Tag for VNT] vNTOOOoooooooooooo
[Key for VNT] VNT OO

| [Bitlength of Nonce for VNT] VNT O nonce DO OO0
[Nonces for VNT]? VNT O nonce

| [Bitlength of Associated data for VNT] VNT O associated data 0 0 00O O
[Associated datas for VNT]® VNT O associated data

| [Bitlength of Payload for VNT] vNTOOOOOOoOOgOo
[Payloads for VNT]3 VNTOOO
[Ciphertexts for VNT]3 VNTOOOOOOO

| [Number of Payloads for VTT] viToooooo
[Bitlength of Tag for VTT] viTODOOOOOOOoOoooooo
[Key for VTT] VITOO
[Bitlength of Nonce for VTT] VTTDO nonce 0O OO0
[Nonce for VTT] VTT O nonce

| [Bitlength of Associated data for VTT] VTT O associated data 0 0000
[Associated datas for VTT]? VTT O associated data

| [Bitlength of Payload for VTT] viToOOoooooo
[Payloads for VTT]* vIiToOOO
[Ciphertexts for VTT]4 vITooooooo

(]

1. [Number of Payloads for VADT| D OO OOO0OOO0OO0OO
2. [Number of Payloads for VPT| O OO OOOOOOOO
3. [Number of Payloads for VNT| 0O OOO0OOOO0OO0O
4. [Number of Payloads for VIT| OO OOOO0ODOO0OO00OO

9



0 7. CCMUDOO FactsDO OO (OO)

IEER 00 | 00
(00) | [Algorithm Name] CCM
o0 [Function Name] Decryption
[Block Cipher] cCcMOOOOpDOoOoooOoOoooooo
[Bitlength of Key] 0000000128000 192000 256
| [Number of Ciphertexts] oooooo
[Bitlength of Tag] 000D00000ooDooD
[Bitlength of Payload] ooooooo
i [Keys]! O
[Bitlength of Nonce] nonce 1 0000
| [Nonces]! nonce
[Bitlength of Associated data] associated data 0 0 0 0O 0O
| [Associated datas]! associated data
i [Ciphertexts]! ood
i [Payloads]? oo
0

1. [Number of Ciphertexts)| 0 0000000000

2. [Number of Ciphertexts| 0 D0 0000000000000 0000O0O[Payloads]0000
Oo0O0 InwvALIDOOOOO00

10




2.4 000000000 (*rsp)

08 ccMOooopoogooooon

IR 00 \ 00
(00) | [Algorithm Name] CCM
000 | [Function Name] Encryption
[Block Cipher] ccMOoooooooooooooon
[Bitlength of Key] 0000000128000 192000 256 (10000
0]
[Number of Payloads for VADT] VADTOOOOOO [100000]
[Bitlength of Tag for VADT] VADTOOOOUOOOOOOUOOOO [loooog]
[Key for VADT] VADTOO [160000]
[Bitlength of Nonce for VADT] VADT O nonce 00000 (100000
[Nonce for VADT] VADT O nonce [16 000 0]
| [Bitlength of Associated data for VADT] | VADT U associated data 00000 [100000]
[Associated datas for VADT]! VADT O associated data [16 00 O O]
| [Bitlength of Payload for VADT] VADTOUOOOOOOO [100000]
[Payloads for VADT]! VADTOOO [160000]
[Ciphertexts for VADT]! O0O00OVADTOOODOOOOOO [160000]
[Number of Payloads for VPT] vPTOOOOOO lo0000]
[Bitlength of Tag for VPT] VPTOOOUOOOOOOOOUOD [lo0OOoO]
[Key for VPT] VPTOO [60000]
[Bitlength of Nonce for VPT] VPTO nonce 00000 [100000]
[Nonce for VPT] VPT O nonce [160000]
| [Bitlength of Associated data for VPT] VPT O associated data0 0000 [100000]
[Associated datas for VPT]? VPT O associated data [16 000 O]
| [Bitlength of Payload for VPT] VPTOOOOOOOO [100000]
[Payloads for VPT]? VPTOOO [160000]
[Ciphertexts for VPT]? O00O0vVPTOOOOOOOOO [160000]
[Number of Payloads for VNT] VNTOOOOOD [100000]
[Bitlength of Tag for VNT] VNTOOOOOOOODO0ooooo [1o0000]
[Key for VNT] VNTOO [160000]
| [Bitlength of Nonce for VNT] VNT O nonce 0000 [100000]
[Nonces for VNT]® VNT O nonce [160000]
| [Bitlength of Associated data for VNT] VNT O associated data0 0000 [100000]
[Associated datas for VNT]3 VNT O associated data [16 0 0 0 O]
| [Bitlength of Payload for VNT] VNTOOOOOOOO [lo0000]
[Payloads for VNT]? VNTOOO 160000]
[Ciphertexts for VNT]3 O000OVNTOOOOOOODOOO 160000
[Number of Payloads for VTT] vITOOOOOO [100000]
[Bitlength of Tag for VTT] VITOOOOOOOOOOOOOO [1oooog]
[Key for VIT] VITOO [160000]
[Bitlength of Nonce for VTT] VITO nonce 00000 [100000O]
[Nonce for VTT] VTT O nonce [16 0000 |
| [Bitlength of Associated data for VTT] VTT O associated dataO0 0 000 [100000]
[Associated datas for VIT]* VTT O associated data [16 000 0]
| [Bitlength of Payload for VTT] VITOOOOOOOO [100000]
[Payloads for VTT]* VITOOO [160000)
[Ciphertexts for VTT]# O00OoOvVITOOOOOOOOO 60000]
O
1. [Number of Payloads for VADT| O OO OO0O0OOO0OOO
2. [Number of Payloads for VPT| D OO OOO0OO0O00DOO
3. [Number of Payloads for VNT| OO OODOODOOOOO
4. [Number of Payloads for VIT| OO OOOO0ODOO0OO00OO
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09 CCMUDUODODOODDODOOD (O0O)

IEER 00 00
(00) | [Algorithm Name] CCM
o0 [Function Name] Decryption
[Block Cipherl] ccMOODOOOoOOoOoOOooOOoOoOOoOO
[Bitlength of Key] 0000000128000 192000 256 (10000
)
[Number of Ciphertexts] 000000 [1ooo0ooj
[Bitlength of Tag] 0000000000000 100000
[Bitlength of Payload] O0o0O000oo 100o000]
| [Keys]! 0 [160000]
[Bitlength of Nonce] nonce JO0ODOO [1000D00]
| [Nonces]! nonce [16 0 00 O]
[Bitlength of Associated datal associated dataJ O 000 [100000]
| [Associated datas]! associated data [16 0 0 0O O]
| [Ciphertexts]! 000 [160000]
| [Payloads]? 000000 160000]
a

1. [Number of Ciphertexts] D00 O0000O00O00O
2. [Number of Ciphertexts| 0 D0 0000000000000 0000O0O[Payloads]0000

ubbOg INnvALIDOOOO0O0O0
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2.5 000000 (*.out)

O 10: cCMOOOO0OOO00gog
| 00 00
[Algorithm Name] | 00O 0O
[Function Name] ooooooad
[Results] oooad

e JODOOUDODOOI(Results] J OKOOOODDOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODOODOOOOOO [Results] OO0
gboobobogoboboobobooboobobooboobooboboooobobo
00 (NoO#0000000000)0000O00OODOOOOOOOOOOOOOOOOO
gobobooogoobobooogobooboboooboobooboboobooboon
gboooboboooobooooooooboboobog1l1b0oboooobobboooobobn
gooon
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