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3 ES7)LOY XLREARMLIE
31 ARIREEIFE

it 7 )L 3 X A DH, ECDH , KASI1, KAS2, KTS-OAEP, KTS-KEM-KWS , PSEC-KEM D i
BRIEH %250k 5.

WL F R —

3.1.1 Diffie-Hellman (DH) in NIST SP800-56A

NIST SP800-56A [4] (21, ¥RD 5 DD DH A F — AN GBI T\ 5,

dhHybrid1
dhEphem
dhHybridOneFlow
dhOneFlow
dhStatic

BT S HRE I, RAF — LIz DFE O TH 5.

o NAAUIINT A —RALIRE
o NAA UNT A — RIRGEHRE
AT A R BE

NG BERRGL R RE

o HItETERE

3.1.1.1 RXAA VIRT X —4 EHkaes R
RALUNRIA=RZDIH p & glzDOWTIE,

e FIPS 186-4 Appendix A 1.1.2 “Generation of the Probable Primes p and g Using an Approved
Hash Function”

Xl

e FIPS 186-4 Appendix A 1.2.1 “Generation of the Primes p and g Using the Shawe-Taylor Algo-
rithm”

ZEEIREINT VWD R AL VN TA—REFIRIZE ST p & g WERINT WS Z L 2T 5.
F72, AL VNI A =R gIZDWTIE,

e FIPS 186-4 Appendix A 2.1 “Unverifiable Generation of the Generator g”
XA&
e FIPS 186-4 Appendix A 2.3 “Verifiable Canonical Generation of the Generator g”

R I NT WD KA A YN T A= REFRIRIZE > T g WERINT WS Z L 2illkT 5.
RAA VNG A =R BB, RO STV TV AL MAGDETHHT 5.

e FIPS 180-4 (ZRdd#k I 7=y ¥ 2 BEK
R XA VN T A —RAERBEREARBRIZ G > C, ZOREES 7L I ) XADHES 7L TV X LFESERER
WAL TWARERD S,
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3.1.1.1.1 p,q DERRR

3.1.1.1.1.1 FIPS 186-4 A.1.1.2 [CE D < FERMFEE p, g DERK

[ o REI N/ FFC NI XA =KX Ly b RUONy Y afBUIX LT, IUT 2ERKL 7=
domain_parameter_seed % ¥ counter % JCATT (Z AJ1 U, JCATT I% FIPS 186-4 Appendix
ALI2DT NI XL >T2ODHR M p, ¢ 237 TS, 2D p/, ¢ &, IUT PERK
Uz p, g MMENETNEFE LN L.

o IUT DR L 72 BIBHE T 2E) DR ALV IRT A=K (p,q) WETHERLEHDT
HBZ L.
-

3.1.1.1.1.2 FIPS 186-4 A.1.2.1 ICED < F#¥ p, g DERK

% JCATT (2 A /1L, JCATT & FIPS 186-4 A.1.2.1 D7) T Y X LIZHE-T p', 4,
pseed’, gseed', pgen_counter’ i Uf ggen_counter’ % GtH S 5. T D p', 4, pseed', gseed',
pgen_counter’ J ¥ ggen_counter’ &, IUT DE U7z p, q, pseed, gseed, pgen_counter %
U ggen_counter £ INFENTNFEL W &.

o IUT AR U 7288 BIEHET 28) D RAA VT A =R (p,q) WRETELDLHDT
hBHZ L.

.

\
o IBEIN/ZFFC NI A=Kty b ROy ¥ aBBUZH U T, IUT BERK L 72 firstseed

BE, AL UNRT A =RERIZEWTHERHT 5y ¥ 2 B85S, FIPS 186-4 (24t > TIRD
Y95 .(pl2pDEY hE, g 2 qDEY FELT )

o |p| =2,048, || =224 --- SHA-224 L |
e |p| =2,048, |q| =256 --- SHA-256 bA L
e |p| =3,072, || =256 --- SHA-256 A |

31112 g DEMRAR
3.1.1.1.2.1 FIPS 186-4 A.2.1 ICED< g DEM

/
0

o p B g% LT, IUT A& U 7= ¢ % JCATT IZ AJJ L, JCATT I3 FIPS 186-4 A.2.2 O
TNUNTVZLIRE->T2<g<p—1h1Dgl=1 modp %73 HilRT 5.
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3.1.1.1.2.2 FIPS 186-4 A.2.3 ICED< g DEMK

[ o p KU q, domain_parameter_seed, XU index \Zxf U T, IUT D34 K L 7z g % JCATT IZ A
J1U, JCATT I FIPS 186-4 A23 DT )TV XALIZM->T g 25t8HT 5. ZdD g & IUT
DER U g BRFELWZ &, (88, p KU g % FIPS 186-4 A.1.2.1 IZEDWTHAKT
254, firstseed, pseed, O gseed % i#4E U725 D % domain_parameter_seed & L T
2.)

\_ /

3.1.1.2 RXA VRS X —yiRirisesse
RXAL VNG A=RZDIH p & glzoWTIE,

e FIPS 186-4 Appendix A 1.1.3 “Validation of the Probable Primes p and ¢ that were Generated
Using an Approved Hash Function”

Xl

e FIPS 186-4 Appendix A 1.2.2 “Validation of the DSA Primes p and g that were Constructed Using
the Shawe-Taylor Algorithm”

- Tpk g2 WGET 2H8E % iAERT 5.
T2, AL UNRT A=K glZDWVWTIL,

e FIPS 186-4 Appendix A 2.2 “Assurance of the Validity of the Generator g”
X

e FIPS 186-4 Appendix A 2.4 “Validation Routine when the Canonical Generation of the Generator
g Routine Was Used”

IHE- T g DREET B HERE 2 iABR T 5.
RAA VN T A — ZRGEREEEIL, IROBG S T3V AL 2 HAEDLDETHAT 5.

e FIPS 180-4 (ZEd#k I /=Ny ¥ 2 BI%K

R A A VN T X — ZMEFEEERERIZ G > T, 2O ES 7L 3D XADES 7L I ) X LFEERER
G LU TWARERH S,

3.1.1.2.1 p, g DR
3.1.1.2.1.1 FIPS 186-4 A.1.1.3 ICE DK< p, g DIREE

e .ILILLLLLL HilCEBR U7 p, ¢ R ICHNTH2HARICHES TS L% p, g
domain_parameter_seed, counter (ZXf U C, IUT ¥ “EM" L HET HZ &,

e B.LLLLLLILT HiZElR U7z p, ¢ HRERIZN T H2HBRICER TS L% p, g
domain_parameter_seed, counter \ZX U C, IUT 23 “AIE"EHET B Z &,

3.1.1.2.1.2 FIPS 186-4 A.1.2.2 [CE D < p, g DREE
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o 3.1.1.1.1.2 filZFEB U 7z p, g ERHEREIC N T 23ABRICHE G T2 K 57 p, q, first_seed,
pseed, gseed, pgen_counter, ggen_counter (Zx U C, IUT ¥ “Bi&" L H¥ET B Z &,

o 3.1.1.1.1.2 filZEEB U7z p, g KRR T 23ABRICIEK T2 K 5 7% p, q, first_seed,
pseed, gseed, pgen_counter, ggen_counter \ZX LT, IUT 23 “RIE” L HET S Z L.

3.1.122 g DHIIRE
3.1.1.2.2.1 FIPS 186-4 A.2.2 ICE D < g DRREL

o 3.1.1.1.2.1 HlZEIIR U7z ¢ ERBERE IS T 25ABRICEG T D X 572 p, ¢, g ITXH LT, IUT
MG L HET S L.

o 3.1.1.1.2.1 HIZFIB U 7z g AERBEREIT XT3 23RBRICIER T 5 K 572 p, ¢, g (I LT, IUT
MERIE"LHET S L.

3.1.1.2.2.2 FIPS 186-4 A.2.4 ICE D < g DMREE

e 3.1.1.122 Hiliik U7z g AN T 2BICEET L% p, ¢ &
domain_parameter seed, X O index \ZXf UC, IUT 23 “BF L HIET 5 Z &,

e 3.1.1.1.22 filciddd U7z g ERMEEIC N T 2BICERK TS ES% p, ¢ g
domain_parameter_seed, J O index (23 UC, IUT B “AIE" 2 HET B Z &,

3.1.1.3 SEARTENBEEEER
HEAT R RRERER D AR H 13IR D@ D TH 5.

e y=¢g" modp THsdHI &

1<x<g—-1,2<y<p-2ThH5BZ &

Y¥=1 modp THdHI &

IUT DR U 72 I HRE T 280 DR THRTRLZ2EDTHS I L.

AR 7 R EERE 1L, IRDIE S T IV T) AL 2 HASDLE CTHEHT 5.
e NIST SP800-90A (Z e #k X 372 1 & dm A L AR Bl

PR T ERMSRERER I > T, ZOIES 7L T ZLADIEE 7))L TV X LFEEREIZEK L TW
LD 5.

3.1.14 ARSI REEER
ﬁ%%*ﬁ%ﬁ%ﬁbuﬁ%ﬁ@uﬁ%ﬁIﬂa ITIRDBEOTH 5.
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o Ny MU' RAA VY IRT A=K (p,q,8) WEATDRMEET 2L TWVWBIKIZ
M EHEL, 2D TRIFNKRIELHET S L.
- 2<y<p-2THBZ &
- =1 modp THAHZ &

3115 BEABHKESR

P A B RE AR O GBRIE H 13, BAU5R 1 SUFEAER 2 XUFEAER 3 TH 5. BEEIFiAlk 1 TH 5.

Unilateral Key Confirmation % %7K — N3 254, SlBR 1 IZHA T, iR 2 126K T 2B ELH 5.
NIST SP800-56A [4] D {1:4% |, dhEphem A & — A % #IRT 254, iR 2 ILEIRTE 2.

Bilateral Key Confirmation % % R — M3 256, #BR 1 ITMA T, iR 3 IZEKTH2HEDLND 5.
NIST SP800-56A [4] D14k L, dhEphem /&% ¥ dhOneFlow A ¥ — L % &R T 554, iR 3 13ER
TER\.

HER 1, R 2 ROHER 3 T35 KDF 1%, £42 IZEd#&k X /- KDF 2 535E 7 5.

3.1.1.51 AR 1EIEDHER)

4 I
o JCATT 235X 7= OtherInfo DFERLEF, 3.1.1.4 HilZ 5l U 72 A BHSEMGEABRIZE S T 5

LI NAALUNT A=, NEAHE, HMAC % F\ 2 B85 1 BA R OO IR IZ 1 salr (24
LU T, IUT #31E U\ DerivedKeyingMaterial(DKM) X (% shared secret Z % £k 32 Z &.
o IUT DR U 72888 Glli@iE T 280 O ARV ETRLRLZ2EDTHE L.
o ICATT 23527275 A X— N, OtherInfo DRERELESE, 3.1.1.4 FilZGlib U 72 A B SEMGEE

RBRIZEN T 2 XD RARBIIH LT, IUT RS —2 T 52 L. y
-

3.1.1.5.2 5% 2(Unilateral Key Confirmation M 3158)

3.1.1.5.2.1 Key Confirmation Provider @ 5%

e JCATT bf’guztmm\ F‘x 4 VNG A =R NBIBE, T T A R— N, OtherInfo DR %
#, MacData, %53 5 5E121% Nonce , HMAC 7% F\ % S8 HH B O ZHRIRF 121X salt 12
UT, IUT AAEL W KeyData K MacTag # %K $ 5 Z &.
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3.1.1.5.2.2 Key Confirmation Recipient O 5%

/

\_

o JCATT B5-Z 72 IEL W R A A VR T A =% NEAGE, 75 1 ~X— M, Otherlnfo DFERLE
3, MacData, MacTag, 7% % 55121 Nonce , HMAC % F\ % S8 HBE A O ZE HRUIRF 12
I salt 126 U T, IUT 231E L\ KeyData % £k U, MacTag % BREEH EHET 2 Z L.

o JCATT 5 X =B S N NBEE, 77 1 RX— N, Otherlnfo DHERKE R, MacData,
MacTag, %29 % %5E121% Nonce , HMAC % I\ 2§28 H BAEL D IR IZ 1 salt (25X L
T IUT T T —% T 50Xk MacTag #BEEREM EHET 52 L.

/

3.1.1.5.3 5% 3(Bilateral Key Confirmation M :58)

-~

o ICATT B Z/ZIEL W R A A V8T X =& N, 77 A ~X— N, Otherlnfo 0)1‘%52%\
3, Key Confirmation Provider ® MacTag, %23 % %45 21% Nonce , HMAC % i\ % fE
HIBEE DRI 121X salt (24 U C, TUT H31E L\ KeyData & Uf Key Confirmation Recipient
D MacTag % 1% U, Key Confirmation Provider ® MacTag % Mt &% L ¥IEST 5 Z L.

o JCATT 5 2 7= S N ABHBE, 7T 1 X— M, OtherInfo DHERL 23, Key Confirma-
tion Provider ® MacTag, %43 556121 Nonce , HMAC % FH\ 2§88 A B D 3 Ry
WZ& salt \Zx U T, IUT AT F — % 119 % 7 X Key Confirmation Provider O MacTag
EWMEEAGHKEEHET B Z L.
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3.1.2 Elliptic Curve Diffie-Hellman (ECDH) in NIST SP800-56A
NIST SP800-56A [4] (21, ¥RD 5 DD ECDH A ¥ — AN FEHI N T W5,

e (Cofactor) Full Unified Model

e (Cofactor) Ephemeral Unified Model
e (Cofactor) One-Pass Unified Model
e (Cofactor) One-Pass Diffie-Hellman
e (Cofactor) Static Unified Model

RER RBERE X, B AF —LHLIZIRDEY TH 5.

o RXAAUINTA—ZRHENKRE
o NAAUIINT A — RIGGEEHRE
PrART A R RE

R BEREE R RE

o BILATERE

3.1.201 R XA VRS X —& EHseeRER
]\)('f y/{'—j)(“ﬁé‘z&&%ﬁbnﬁ%@nﬁ%lﬁa i(ﬁ\'@ D VC%%

3.1.2.1.1 B p OiFE
S p R A AV RT A —ZAESHBEEERER DFAEBRIHE IZIRDED TH 5.

4 e X a T4 LRI EsELT, nh max(2s,224) €y A ETHBH Z L.
e 4a®+270* #0( modp) THBZ L.
e a, b,x(;,y(; ﬁ‘OLXLp—lLXT@%%é&T%%:K
e y¢2=x5’+axg+b( modp) THBZ L.
o nNEHTHBHZ L.
e pHFEMTHBHI L.
o h<2 B WD h=|(/p+1)*}/n] THBZ L.
e nG=0ThsHZ L.
e TRTDI<SB<I00ZHULT pP#£1( modn) THBZ L.
e nhpTHBHI L.
o IUT WAER L 7288 GIEHET 28) DN AL VU NRNTA—ZXNRLETELLZEDTH S
Ze.
\

J

3.1.2.1.2 ZEH2DFE
TR 2 RAA VN T A—RERSBERERABRDABRIEH XX DB D TH 5.

11/69



e tXa VT 4L ALESsELT, nhmax(2s,224) ¥y MU ETHZ Z L.
o f(x) REUm DA FVBENZHATHS Z L.

o a,b,xg,yc MIREm—1LLFONAFIVZIHATHEZ L.

e b£0inFy THBH I L.

o V62 +x6V6 =x6° +axg? +binFon THBHZ &

o nNEHTHBHZ L.

e h<28 ;DO h=|(vV2"+1)?/n| THBHZ L.

e nG=0ThAZ L.

e TRTDISB<I00IZHLT2" £1( modn) THDZ L.

e nh#£2" ThHb I k.

o IUT AU 7B GIEBIHETEE) DR AA VNI A—RBLETRIRDZEDTHD

k.
o /

3122 RXAA VNS A—YiREIEEESER
RAA VN T A — R BGEREBEABR DRBRIEH IZIRDE D TH 5.

o JCATT 52723121 HHZFt L7z KA 1 VX5 A — XA NBREABRIEH I E A T 5
EOBMRRALUNRTA=RIZHUT, IUT DGR EHET L L.
o JCATT 235 272 3121 HIZRR U7z K X1 285 A — R A i BERERBRIE H I E X § 5
EOBMRAL VNG A—=RIZH UT, IUT B “RNIE?LHET ST &,

3.1.23 @RT7ENERERR

BEES7IL I XLRERRTHRE — AT — (ATR-01-A)[13] 3.1.2 fiiZZdR L 7= ECDSA D
N7 LS EREABRIEE LR U TH 5.

3.1.24 AFRSBIRIEEESER

BES7IILO) XLARERRTHE — A% — (ATR-01-A)[13] 3.1.2 HilZilk L 72 ECDSA O X2
BHSEMGT R RERBIEH G AU TH 5.

3.1.25 @RIEBAHKESR

B A B REABR ORBRIEE 13, AR 1 )RR 2 AR 3 Th 5. BEEidiliR 1 TH 5.
Unilateral Key Confirmation % %7K — N3 254, Sl 1 IZIA T, iR 2 126K T 2B ELH 5.
NIST SP800-56A [4] D14k L, (Cofactor) Ephemeral Unified Model A & — A % #2154, ikER
HEIRTE R0,
Bilateral Key Confirmation % % 43— M3 554, iR 1 IZMA T, iR 3 ITHEKTHHBEND
%. NIST SP800-56A [4] D :Fk L, (Cofactor) Ephemeral Unified Model % ' (Cofactor) One-Pass
Diffie-Hellman A % — A 2 2R3 2554, 3R 3 13#INT S .

FRER 1, 3ABR 2 e OViABR 3 T 9% KDF 1%, % 4.6 (Z50# X 172 KDF S 48E T 5.
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3.1.251 HER1ETEDHER)

a I
o ICATT 23527275 A X— Nk, OtherInfo DRERLE SR, 3.1.2.4 1250 U 72 2 BHSEARGE R

BRIZEGT DL NAAL U NT A =X, REBE, HMAC % A\ % S5 H B D R
1Z1& salt \2x8 U T, IUT H31E U\ DerivedKeyingMaterial( DKM) X 1% shared secret Z % £
KT BZ L.

o IUT AR U 7-EH BhgHE s 28) OGN ETREIEDTHL I L.

o JICATT 527275 A X— N, OtherInfo DRERLE SR, 3.1.2.4 12508 U 72 2~ BASEMGE R

BRIGENRTBEDIRRAA UNT A= RIS LU T IUT AT —2 T8 .
\_ J

3.1.2.5.2 E5& 2(Unilateral Key Confirmation @ 55%)

3.1.2.5.2.1 Key Confirmation Provider D& 5%

o JCATT 527277 4 X— N, OtherInfo DL TR, 3.1.2.4 1250k U 72 A FAHEMEE
RERIZCEETAEI DR RAAL UINT A =& NS, MacData, 3%24 3 53551218 Nonce
, HMAC 7% Fi\ 2§58 1 BRI SE IR 1 salt 128 U C, TUT A3 1E U\ KeyData & Of
MacTag ZHKd 5 Z L.

3.1.2.5.2.2 Key Confirmation Recipient O 5 5%

~
o ICATT 2352727 F A X— N, OtherInfo DIERLE SR, 3.1.2.4 1250 U 72 A BHSEARGEER

BRIZEEST D LI NAA VRT A =& ROABSE, MacData, MacTag, #5249 53562
1% Nonce , HMAC % FA\ 2 S8 HH EA R O3B IRIFIZ 1 salt 123§ U C, IUT H31E L\ KeyData
U, MacTag ZWBGEEEHE EHIET B Z L.

o JCATT D52 7-E I N/ ABHH, 7514 X— N, Otherlnfo DWEEEZE, MacData,
MacTag, %29 %54 121% Nonce , HMAC % A\ % S H BAEL D IR IZ 1 salt (25X L

T, IUT NI —%2 1T 50Xk MacTag ZWBFEAEGKEHET HZ L.
\_ /
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3.1.2.5.3 F5% 3(Bilateral Key Confirmation M &5%)

/

o ICATT 23527275 1 X— N, OtherInfo DWERNEEFE, 3.1.2.4 125 L f:@%ﬁﬁ*ﬁéﬁﬁsﬁ\
IZHEET D LSRN AL VN T A =&, KON, Key Confirmation Provider D MacTag,
MY B556121% Nonce, HMAC 7% F\ 2 B8 H EAEL OO IR 121X salt 12X L T, IUT 28
1E U\ KeyData %0 Key Confirmation Recipient ® MacTag % “£f§ L, Key Confirmation
Provider ® MacTag ZWGEEI& L HIET 2 Z L.

o JCATT M52 =B X N/ AR, 77 1 R— N, OtherInfo DRERLE SR, 3.1.2.4 1Z50d
U 72 RN BHBEMGEEABRIZE A 5 X 572 R A A /35 A — & Key Confirmation Provider @
MacTag, 35243 5356121 Nonce, HMAC 7% F\ % S8 HBEE D 3# IR IRFIZ 1K salr (235 L
T, IUT W J —% 1119 % H XX Key Confirmation Provider O MacTag % MGEEA G
cHEIHI L.
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3.1.3 Elliptic Curve (Cofactor) Diffie-Hellman (ECDH) in SEC1

ECDH in SEC1 DR REEEEIZIR DB D TH 5.

o NAAUINT A —RARLHRE
RAA V8T A — R IRGERRE
BT A e
R BE

o I RERE

3131 R AA VRS A—% ERRERER

BEES7IL I XLRERRTHRE — AT — (ATR-01-A)[13] 3.1.2 fiiZZdk L 7= ECDSA @ K
AA VNG A =R EREEABRIEH CF L TH B,

3.1.3.2  RXAA VT A= REEHEREEER

BES7ILI) XLRERRTHRE — AT — (ATR-01-A)[13] 3.1.2 fiiZZdR L 72 ECDSA @ R
A A VNT A= RGIRERERBRIEH R TH 5.

3.1.33 SEARTEMRBEEEER

BES7IL I XLAERERRTHRE — AT — (ATR-01-A)[13] 3.1.2 1223k LU 7= ECDSA D #
R7EFHERERBIEH AU TH 5.

3.1.34 REEIRGIKEEEER

BES7IL I XLAERERRTEHRE — AFRE — (ATR-01-A)[13] 3.1.2 fiiZ &k L 72 ECDSA O A
BHSRFRGE S REABIEH LRI U TH 5.

3.1.35 SEHAKESR
B A RREBROMERIHH 3R DE D TH 5.

o JCATT D’ 5-Z 7= (EE D) 77 4 R— M & NI U T, IUT 251E L WA % Ak
TE5Z L.

KDF &, ANSI X9.63 [2] IZ&d#k X v /=D KDF #{#ifH 3 %. KDF THWS /v ¥ 2 B,
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 O 538ET 5.
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3.1.4 KAS1 in NIST SP800-56B

KAS1 in NIST SP800-56B DA RELHEISIRDE D TH 5.

o HILATERE

3.14.1 HEHEHEEHR
KAS1 O#ELAHEEEIL, IROBEE 7L T ) XL ZMAGHLE T 5.

o KAINNIZEIHI N/ EHEABTHHEINSG Ny ¥ 2B IX HMAC

o IUT 73 Party U % 5 D4, NIST SP 800-90A 12 5ed#k X 4172 P 7€ Gty fLE A Bl 2

B BERERER 12T > T, NSO DIEE TN TV R LAFERBIZAK L TWARBRENH B.

3.1.4.1.1 Party U OER

KAS1-basic ® Party U DRERDRERIEHIZIRDORER | TH D, HEITiABR 1 TH 5.

Key Confirmation % # R — b T 254,

3.14.1.1.1

HER 1 (EEEDFHER. KAS1-basic DEER)

RBR IR CARBR 2 1C AT B REAH B

/

-

e MDNITA—RFUCHREINZHEHEHBEKIZNL T,
DerivedKeyingMaterial DKM) %495 Z &.

NF#E (n,e),
DKM O ¥ v b £ KBits,
PEEHEAAD AT Y N Otherlnfo DGR EE,
HMAC % A\ 5§38 B D RIS,
* HMAC O#te U THWS NS salt,

IUT M IEL W

~

AR 1 TS 2 BEEHIBIRUE, K411 o HEET 5.
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3.1.4.1.1.2 558 2 (Unilateral Key Confirmation O 55&)

-

a. K31 DOEADTIZ / DFVTWERT A=K MCITHEE S 72 #8385 H BB O Key
Confirmation FHDFEE 7z MAC 7))L 3V X LIZK LT, TUT H31E L\ KeyData % *E%

U MacTagy ZWGEEEIKE EHIET DT &.

b. £3.1 XA ML IIZ / D WTWBINT A — &, W HE S N7 BB O
Key Confirmation FID$EE T 7z MAC 7L T ) XLIZR U T, IUT TS —%2H T %

MU MacTagy ZWEEABIKE L HIETHZ L.

% 3.1: KAS1-Party_V-confirmation (for Party U) D/ 5 A — &

No. NI A—%& X 73
I IO 1III
1 B (ne) NARVARRV
2 secret value Z vV Vv oV
3 BEXC vV VoV
4 DerivedKeyingMaterial( DKM) O ¥ + & KBits NARVARRV
5  BEEREAEADATIE Y N Otherlnfo DRER Vv Vv
6 HEEHEABADATIE Y N Otherlnfo DWEL S NI MK %3 Vv
7 HMAC % i\ % B8 H I 0D 3R,
HMAC O#tE UTHWS NS salt vV VoV
8 MacKey Dty b vV vV
9  MacData vV VvV
10  MacTagy N4
11 WE S N7z MacTagy Vv

~
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3.1.4.1.2 Party V DFRER

KAS1-basic ® Party V DiRERDRERTE H XX DiAER | TH 5.
Key Confirmation Z %K — ;9 256, R 1 IZIX TRER2 IZEKT 2 HEDD 5.

3.14.1.2.1 Bk 1 BEEDHER. KAS1-basic DEHER)

- I
a. K32ORXHTIT / DN TWB T A — R JOFRE S - BRI L ¢, IUT A3
1E U\ DerivedKeyingMaterial( DKM) % 4% 5 Z L.

b. £32DX I/ DNNTWVWEIRNT A —X KROFRE X N7 S8 H BRI LT, IUT
ML —%HU, DKM Z AL W Z &,

# 3.2: KASl1-basic (for Party V) D /3T A — X

No. NI A—2X X 43

T4 R— N (n,d)

5 X C

RSASVE.Recover(...) T 7 —%2Hd 5 LSR5 C
DKM O v b & KBits

PEEHEABAND A1 Y NI OtherInfo DAL EE
HMAC 7% Fi\» 2 J35 B 0D s B,

HMAC O#te UTHW SN salt

oA W —
D UL U N N
U S NS

AR 1 TS B BEEHBIRUE, K411 o HEET 5.

3.1.4.1.2.2 FE& 2 (Unilateral Key Confirmation M 558)

e I
a. IRDINT A —& WNTHRE S N7z HEEHBIEUL O Key Confirmation F DFEE & 1172 MAC
7TV X3 LT, IUT D3E L\ KeyData O MacTagy #E8K$ 5 Z &

TI74 =gt (n,d),

57X C,
DerivedKeyingMateria DKM) D ¥ v k& KBits,
PEEHEABAND AT Y N OtherInfo DL EE,
HMAC % I\ 2 8 HE B A oD 3 BRI,

- HMAC O#tx L THW SIS salt,
MacKey D b E,
MacData,
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3.1.5 KAS2 in NIST SP800-56B

KAS?2 in NIST SP800-56B DA RELEEISIRDE D TH 5.

o HILATERE

3.1.51 BEABHKRESR

KAS2 OHIAREREIX, TUT 234H 5 23 Party U 7* Party V 202 K 53, IROBES 7L TV X A
EHAGDODETHETT 3.

o RANlITEHEHEINAFEHBKTHAINSE Ny ¥ 2 BE L HMAC
e NIST SP 800-90A (ZFl#k X 3172 P am I ELE A il 25

LA BEREABRIZ NI 5 T, ZNHDIEFS T T Y A LEERBRIZAK L TV I BELNDH 5.

3.1.5.1.1 Party U OEER

KASZ basic D Party U DFRERDFAERIHE (ZIRDFASR 1 TdH 5. Unilateral Key Confirmation %

— NI 25A, BB 1 ITIA TR 2 I2AH8 S 2 6D % 5. Bilateral Key Confirmation % 7R —

l\?é S, R LIZIMA TRER 3 IZER T D REDND 5.

3.1.5.1.1.1  5BR 1 (BIEDFHER. KAS2-basic DFRER)

-~

\
a. Z3I3ZDEATIZ / DT VBT A =X WTHRE S N7 HE BRI LT, IUT
DE U WIS XX Cy J O DerivedKeyingMaterial DKM) % £ 35 Z &

b. £33 DX IIT / DANT WS /T A =& WMNTIRE E N7 R H B D — O
B DI LT, B IRIIE T B 80 W53 & RS 72 I, 7 DS Cy AVER
SN k.

c. &#33 DK ULIT / DFVTWVWBNT A —X WMITHRE S N7z HE BT W L T,
IWWT L7 —%E 7L, DKM 24 LW Z &,

7 3.3: KAS2-basic (for Party U) D85 X — &

No. 8T RXA—2X X 43
111

Party U O 7' J A X— N (ny,dy)

Party V D AFFE (ny,ey)

Party V 234K U 721553 Cy

RSASVE.Recover(...) "I —%2H 135 & 5 2lEEX Cy
DKM O v b & KBits

B BN D AJIE Y N OtherInfo DRERKE %
HMAC % I\ % JE H B R oD S HURY,

HMAC O#tE U THWSL NS salt

~N N L W N

D UL U U U N
Ll U E

SN U AN
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3.1.5.1.1.2 558 2 (Unilateral Key Confirmation O 55&)

Key Confirmation Provider (KAS2-Party_U-confirmation) O itk
e N

a. 3.4 DT A =& WITHEE S 172 HEE H IR O Key Confirmation FH DFEE X 117-
MAC 7))LV 3 X L2 U T, IUT 231E LW S XX Cy, KeyData O MacTagy % %3
52 k.
#% 3.4: KAS2-Party_U-confirmation (for Party U) D /¥ J A — &
No. /NI AXA—X
1 PartyUD T T4 R— M (ny,dy)
2 Party V ORBAHE (ny,ey)
3 Party VAVER LU 7ZH553C Cy
4 DerivedKeyingMaterial(DKM) D ¥ v b & KBits
5 BREHEEMAD AT Y N Otherlnfo DR E
6  HMAC % F\ % S5 H BRI 0D R,
HMAC O#te UTHW SIS salt
7  MacKey D'y M
\_ /
Key Confirmation Recipient (KAS2-Party_V-confirmation) M iRk
e N

a. K35 DOEASTIZ / DFVTWERT A=K MCITHEE S 72 #8358 H BB Key
Confirmation DT X 1172 MAC 7V 3 ) A LIZx U C, IUT A3IE U\ KeyData % 4%
U, MacTagy ZMGEEEMEHET B Z L.

b. X35 DOXAH T/ DNV TWBIRT A =&, WONTHEE S 17z S5 BB O Key
Confirmation FHD 5 & 117z MAC 7V 3 ZLIZx U T, MacTagy % MEEARGH# & H
ETBHI L.

#* 3.5: KAS2-Party_V-confirmation (for Party U) D/¥F A — X

No. XTI RA—X X 43

Party U D 7' J A X— Mg (ny,dy)

Party U O secret value Zy

Party U D53 Cy

Party V D RFHEE (ny,ey)

Party V 23R U 72 153X Cy
DerivedKeyingMateria(DKM) D ¥ v b & KBits
PEEHEABAD A1 Y N OtherInfo DAL EFE
HMAC % f\ % $5 H BE L oD s U,

HMAC O#t& U THWS 5 salt

9 MacKey DE'v MK

10  MacDatay

11 MacTagy

12 e N7z MacTagy

0 3 N BN
LU O |-
N SN NN
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3.1.5.1.1.3 5% 3 (Bilateral Key Confirmation O 558)

e I

a. 3.6 DX TIZ / D VTWVWENRT A=K MCITHEE S 172 #8358 H BB Key
Confirmation Fl DFEE X 17z MAC 7LV 3V X L2 L T, IUT HY1E L\ KeyData & O
MacTagy % £ U, MacTagy ZWBREEH EHET S Z L.

b. £3.6 DXH I XULIIZ / DNWTWBINT A — &, W HE S N7 B ERORO
Key Confirmation FID$EE T 7z MAC 7L T ) XLIZR U T, IUT TS —%2H T %
YU MacTagy ZWGEEAGIE L HIET S Z L.

# 3.6: KAS2-bilateral-confirmation (for Party U) D /35 A — X

No. NI A—=X X7
I I 1
1 PatyUDT 71— M (ny,dy) vV vV
2 Party U @ secret value Zy vV vV
3 Party U DRSS Cy vV vV
4 Party V ORFAHE (ny,ey) vV vV
5  Party VMR LU 721545 XX Cy v vV
6 WEINEHTXCy Vv
7 DerivedKeyingMaterial DKM) D €' k& KBits NARVARY,
8  HEEHBARADATIE Y N Otherlnfo DWELEZ / V
9  HMAC % M\ % S5 H BRI,
HMAC 0§t L TRV 5N 5 salt NV
10 MacKey D hE vV VoV
11 MacDatay vV vV
12 MacDatay vV v oV
13 MacTagy Vv V
14 WE X N7 MacTagy v
\_ /

3.1.5.1.2 Party V OFER

KAS2-basic ® Party V D iRER D AERTE H IX X DiAER 1 T&H 5. Unilateral Key Confirmation %
R—bT 556, B 1 IZIA TRBR 2 1I26M T 2 B8 D% 5. Bilateral Key Confirmation % ¥ K —
oSG E, AR L ICMA THREBR3 ICAR T2 HENDH 5.
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3.1.5.1.2.1 5BR 1 (BIEDFHER. KAS2-basic DFHER)

a ™
a. 3.7 ORILIEH a 1235279 587 A — & WITHRE X 2§ BRI LT, IUT
D3IE U \WHE 5 XX Cy J O DerivedKeyingMaterialDKM) %&£ 3 5 Z &.

b. 3.7 OMIGIEHE bIZ§%4 T 5 /87 A — X MNTHRE X N2 #E B O —ZOMAH
DRI U T, B @ KE S 280 W53 2 Bk S Bz, [ DRSOy AERS
BNz,

c. 237 DOMIGIEE clZFH YT B85 A —X WM E I Nz B EBIcw LT, IUT
MES—%2H U, DKM ZERLIRWT &,

7% 3.7: KAS2-basic (for Party V) D/XF A — X

No. /XTI AXA—% X7
I I 1
1 Party U DRFAHE (ny,ev) vV VvV
2 Party U2V L 7255 XX Cy ARV
3 RSASVE.Recover(...) T 7 —% M35 &5 uHSE5 X Cy Vv
4 Party VDT T4 R— N (ny,dy) vV vV
5 DKM DYy b & KBits v v oV
6 BEEHIBAAD AT Y N Otherlnfo DL v VoV
7 HMAC % i\ % 8 B #  # Ry,
HMAC O#t e UTHW SN S salt vV VoV
- /

3.1.5.1.2.2 5% 2 (Unilateral Key Confirmation O 55&)

Key Confirmation Recipient (KAS2-Party_U-confirmation) Mzl
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4 N

a. 38DOEATIZ / DNVTWVWBENRT A =& AT E X 7z 58 H B O Key
Confirmation DT X 1172 MAC 7V 3 ) A LIZx U C, IUT 3IE U\ KeyData % 4%
U, MacTagy ZBGEEEK EHIET B Z L.

b. K38 DX IMIZ / DVWTWBIRT A =&, WONTHEE X 72 S5 H BB O Key
Confirmation FDIEE XN/ MAC 7L TV XL UT, IUTHRT S —%2H 3T 50X
& MacTagy ZMEERGRREHET S Z L.

% 3.8: KAS2-Party_U-confirmation (for Party V) D /¥ J A — X

No. NI A—X X 43

Party U D AFH#E (ny,ey)

Party U 23R U 7253 Cy

Party VD 7' J A X— Mg (ny,dy)

Party V @ secret value Zy

Party V D% 5 Cy
DerivedKeyingMateria(DKM) D ¥ v & KBits
PEEHEABAND AJIE Y N OtherInfo DAL EFE
HMAC % I\ % §E HE B R oD 3 UK,

HMAC O#tE UTHWS NS salt

9 MacKey Dty MR

10  MacDatay

0 3 N kWD =

LU |-
N N NN

11 MacTagy

12 E X N7z MacTagy
\_ /
Key Confirmation Provider (KAS2-Party_V-confirmation) O &
4 N

a. % 3.9 DT A — & MITHRE S N 72§95 H BIHUL O Key Confirmation FHDIEE X 1172
MAC 7L 3 X2k U T, IUT 231E L\ Cy, KeyData }.Of MacTagy %% $ 5 Z &.

#* 3.9: KAS2-Party_V-confirmation (for Party V) D/3J A — X

No. /NI AXA—X
1 Party U DRFA# (ny,ev)
2 Party U DMERL L 720553 Cy
3 Party VDT I A4 X— L (ny,dy)
4 DerivedKeyingMaterial DKM) D & v b & KBits
5 BEREHERBADAIIE Y N Otherlnfo DK EE
6  HMAC % JH\» 2 B8 A1 BE A o 32 iR,

HMAC O#te U THWS N5 salt
7 MacKey D v bR
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3.1.5.1.2.3

45 3 (Bilateral Key Confirmation M 5{58)

-

\_

a. & 3.10 DX TIZ / DFFVTWB 8T A =& A NTHRE X 72 S5 H B RO O Key
Confirmation i DFEE X 17z MAC 7LV 3V X L2 L T, IUT HY1E L\ KeyData & OF

MacTagy %2 U, MacTagy WA EHET S Z L.

b. & 3.10 DX 4T UL TTZ / DAFWT WS RT A — XA CIZHRE S 72 BB O
Key Confirmation FID$EE T 7z MAC 7L T ) XLIZR U T, IUT TS —%2H T %

XU MacTagy = MREA G EHIET S L.

7 3.10: KAS2-bilateral-confirmation (for Party V) D85 A — &

No. NI A—=X X7
I I 1
1 Party U OABE (ny,ep) v v oV
2 Party UDMAERL 7255 X Cy VARV
3 WEINEEX Gy Vv
4  Party VDT T4 X— M (ny,dy) v vV
5  Party V @ secret value Zy vV vV
6  Party VAVERL 253 Cy vV vV
7 DerivedKeyingMaterial(DKM) D ¥ k& KBits NARVARRY,
8  BEEHBARADATIE Y N Otherlnfo DRELEZ /
9  HMAC % M\ % S5 H B DRI,
HMAC O#t & LTHWV 513 salt v VY
10 MacKey D +E vV vV
11 MacDatay vV vV
12 MacTagy V V
13 B N7z MacTagy vV
14 MacDatay vV vV

~

3.1.6 KTS-OAEP in NIST SP800-56B

3.1.6.1

KTS-OAEP in NIST SP800-56B D iRER A FALEEIZIRDIED TH 5.

o [l T LHkRE

o HTHHE

g SEieES AR

5 AL RERABR D FRBRIH H IR DFRER 1, XIFFRER 2 TH 5. BEEITAR 1 TH 5.
Unilateral Key Confirmation & ¥R — b9 2555, 8A5R 1 IZHIA CilBR 3 IC B8 T 2 B EDNDH 5.
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3.1.6.1.1 B 1 BXIEDOHER)

o NFHHE (n,e) KU keying material K, i ONZF{E S N7z ¥ a RO~ 2 2 %B‘ZE@?&\
MGF J 0 additional input A (Z X%} U C TUT 2ERK U 7255 30 %, JICATT 2385 U 7212,
LELEDEXIHEFTINDZ L.

o [ U3, [A U/ABAE, [ U additional input A DAEIZXT U C, EE L& BLE T 2 8) 5

X B E R, A U S XXBERE e nwZ &, )
-

31612 FHER2 (ERTRIEY S5, HREIE mgfSeed Z=TE L TIT 3 BRI AHDEHER)

o NBHBE (n,e), keying material K % O additional input A, i NIZH8E X N7z Ny & 2 B,
X AT B MGF S O [EHME mgfSeed 53 U CTIEL WK S (% IUT HAERKT 52 L.

3.1.6.1.3 5% 3 (Unilateral Key Confirmation @3 5%%)

e I
a. RN DOEHTIZ / DV TVWBNRT A—=Z WTIRE I NIz Ny Va2 B8, v~ A2
EEBIE MGF % U Key Confirmation FHD$5E X 117z MAC 7V 3 X AIZK LT, IUT

M MacTagy ZMGEEEIKE EHIET DT &.

b. £3.11 DEFIIZ / DAWTNWBENT A= AiHRE I Nizny ¥ a B, v~ A2
B MGF % O Key Confirmation FH D$5E 1172 MAC 7V 3 X LIZK LT, IUT
M MacTagy = BEEAGIKREHIET 52 L.

Z% 3.11: KTS-OAEP-Party_V-confirmation (for Party U) D /85 X — X

No. NI A—ZX X5
I I
1 AGH# (n,e) v VY
2 keying material K(= MacKey||KeyData) +/ +/
3 additional input A v v
4 HfEfE mgfSeed v v
5 WiEXC VARV
6 MacKey Dty bR v vV
7  MacDatay v Y
8 MacTagy Vv
9 BTNz MacTagy v
o /

Ny YR, K417 obr ST EET S,
N AT BB MGF 1%, £ 418 DR P SIEET 5.
KTS-OAEP D S{bAEEEIL, IROEG S TNV TV AL 2 HAELETHHAT 5.

e FIPS 180-4 X.i% FIPS 202 IZZ&t# X =y & 2 B
e NIST SP 800-90A Z5i#k X 7= Pig s ELE A Al s

B LB RERBR 1T eI - T, 2N O DS 7L I XA ERRERIZEK U TWARBRERD 5.
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3.1.6.2 ESHReEER

SR DABRIHE IJR DA 1 TH 5.
Unilateral Key Confirmation & ¥R — b9 2555, iR 1 IZHIA CiRBR 2 IZ BT 2 B ENH 5.

3.1.621 HE1(BEEORR)

o 26N T T4 _X— gt (n,d) &, 5 Z 572 additional input A &, FEE I NNy ¥ a
BB O~ A7 LB MGF &, 52 5N -h5 5 XXUZxf LT, © & @ keying material K
IS TEBHI L.

o GZ6N=T T4 =gt (n,d) &, 5 Z 5172 additional input A &, FEE I NNy v a
BB N~ A 27 LR BABIMGF &, WE S Nz S SUIR UTAEMREZEL LTS Z &,

/

3.1.6.2.2 5% 2 (Unilateral Key Confirmation @ z{5%)

- ™
o IRDINTA—=& WUNHRE I NNy ¥ 2B, ~ A2 LB MGF, %1 Key Confir-

mation FHDFEE T4 7- MAC 7V 3V XL U T, IUT A3E U\ KeyData } O MacTagy
EERTH L.

T4 RX—= gt (n,d),
additional input A,
53 C,

MacKey Dy K,

MacDatay
\_ J

Ny Y EIE, RA41T DR SIEET 5.
N AR MGF 1%, K 418 DA S5 iEET 5.

KTS-OAEP D SHEREIL, IRDOBES 7L T) A A2 ALY CTHHT 5.
e FIPS 180-4 X% FIPS 202 IZE0# X N7z v ¥ 2 ¥

S HREARRIZ L > T, ZNS DS T T ZLERERBRIZAK L TWARBREND B.
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3.1.7 NIST SP800-56B D E & 1kE
IRDOEEREREIZ 0T 2 B R 2 S0k 3 5.

o AT AR RE
o NEABEER /> MREEHEEE
o K55 /MEETY I T4 7
— RSAEP
— RSADP
s 5 Ab/1E B A
— RSASVE Generate J#H#&
— RSASVE Recover J#H#&

3.1.7.1 @7 LR ER

BE7)L3) ALREABRTEE — 2B — (ATR-01-A)[13] 3.1.4 HiiZFdidk LU 72 RSASSA-
PKCS1-v1_5 DR T L piFaEiABRIEHE L[ U TH 5.
PEAR T BRI, RO E 7L T XL 2 A GHbETHAT 5.

e (FIPS 186-4 Appendix C.6 X% C.10 %\ %354, FIPS 180-4 IZ5i# X 7z & 2 B
e NIST SP 800-90A (ZFt#k & 7= P e Gm LA AL Bl 27

BT EBSRERRBRIZ I o T, 2o DIFE TV TV A LFELERBRIZER LTV EIBEND 5.

3.1.7.2 AREEDREIKRESER

NIST SP 800-56B 7%* 5 £ X 115, NIST SP 800-89 [6] 5.3.3 “(Explicit) Partial Public Key Validation
for RSA”IZ SR #k X N7~ MarbeRE % RER 3 5.

\
o NI (ne) PUATNDRMAEETZRZ U TWARITIL, “GE"EHEL, 25 TRIF L
CARIEPLHET B &
- FEnDEy FED 2048 XX 3072 DWVTNNTHD I L
- 20 2BOTHB L
- n kG e@mchsrl
- nRERETH Y, n BWEHDORZFTHRN &4
- nPISI U TOEREE L 2N &
9FIPS 186-4 |7] {ZFC#k X 717z Enhanced Miller-Rabin Test % A\ 5.
\_ J
INBHSREER > MGERERE L, IRDIE ST L T ) AL 2 flAEHLETHET 5.

e NIST SP 800-90A (ZEi#k & A7~ P ie dm i ELAUE B gy (FIPS 186-4 [7] (2l #k X 417~ Enhanced
Miller-Rabin Test D TR I N5 )

NEBEE  BEEREREEABRIC B o T, T o DS TV T AL ERRBRIZEK L T\ 5 BEAD
H5.
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3173 BSLESTVIFT147

3.1.7.3.1 RSAEP E&i4peER

e IRONTFA—RIZHNUTIELWIEESX ¢ 2 IUT REKTEZ L.
— N (n,e),

— integer k,

3.1.7.3.2 RSADP EXRHEEHR

1. 774 X— 1~ (n,d), 855 c 1T UT, IUT AIE L\ integer k 2 EKT 5 Z L.

2. 754 R— Nt (n,d), RSADP(..) WL T —% 195 & 5253 c (XU T, IUT A
To—%2HhTEI L.

3174 HBSIL/ESEE

3.1.7.4.1 RSASVE Generate ;&5 Zx=IEAEER

a N
1. B2 oA (n,e) 1T LT IUT AR U 72155 X C %, JCATT MMES L7212,
IUT YRR U726 & D secret value Z IZfES SN b Z L.

2. [E UARRSIZN U T, S (HRBIE § 280 W5 e LK X B 7, [/ U5 XA AR X

ngnZ k.
- j

RSASVE Generate {5 FREEEIL, IROBE ST LTV XL Z2HAELETHHT 5.

e NIST SP 800-90A ZE0#k & 41 7- P E imPELE L pl s

RSASVE Generate JH5 EEBEAERERIZE T > T, TNS5OREST7ILIT) RLAEERBRIZEKL T
WBREDH 5.

3.1.7.4.2 RSASVE Recover JE& EHxi4seER

1. 794 X— 1t (n,d), 5L CITH U T, IUT 21E U\ secret value Z 2 4pKT 5 Z &,

2. 774 R— Nt (n,d), RSASVE.Recover(...) LT —% N9 5 LSRRGS CIZxL
CTIUT RS —2HIT5Z L.
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3.1.8 PSEC-KEM
PSEC-KEM D :Algx REEREIZIRDE D TH 5.

o PHART Mk RE
o v a VNS LEkRE
o v a HE SRR

ZNZNOREREDRERIEH % LA N IZ5dik 3 5.

3.1.8.1 @EART7ERKRERER

BE7ILIY) X LARERBRLIFE — ABE — (ATR-01-A)[13] 3.1.2 HiiZ ik L 72 ECDSA D
R7EFHERERBIEH F U TH 5.

3182 tva RS bR

v ¥ a VRS LR REABR OB H IZRDE D TH 5.

o JCATT 3 5-Z 7= /nBaS Q 12xf U C, IUT AMERK U 7255 XX %, JCATT T 51k L 72§12,
5 SCE S EDMRGED Gk & 7 B Z &,

o [A UABISEIZ N U CHEE (HLERIE 3 280 OIGH & 45 X 172 1%, TUT H3F Ul S X
EEBRLBZWZ &,

KDF I, ISO/IEC 18033-2 [3] IZEl# X 117z KDF1 2 535%E 3 5. KDF1 THWA v ¥ 2 B,
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 O 538ET 5.

3183 tvavRESKEERE
v ¥ a VESHEEERERORERIEH ZIRDE D TH 5.

o JICATT W EZTHERT (d,Q) RUOWE S U T, IUT RIELLSEHESTHZ L.
o JCATT B L 72155 U UC, IUT BIE LK “HHT 2 Z &,

KDF I, ISO/IEC 18033-2 [3] IZEl# X 7z KDF1 2 538%E 3 5. KDF1 THWA v ¥ 2 BRI,
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 O 538ET 5.
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3.2 BEHEH
o B D ABRIEE 2 E0k 5.

3.2.1 KDF in NIST SP 800-108
NIST SP800-108 [8] 1, {RD 3 D DfEE H R Z e LT\ 5.

e KDF in Counter Mode
e KDF in Feedback Mode
e KDF in Double-Pipeline Iteration Mode

3211 BREHEAHEGER

NIST SP800-108 [8] THiE X #v7z KDF &, TN 2K T 5 BRERETH 2L T > X LB
(PRF:Pseudorandom Function) {Z, FIPS 198-1 TH{E X 1172 HMAC X i NIST SP800-38B THiiE X
N7 CMAC ZH\5. Z Z T, PRFHMAC XX CMAC) DHHhE (v ) 2 h &3 5.

ABRIEH XX DB TH 5.

o IUT Y K— b9 5, counter i DEZ (Ey M) r,
o JCATT 5.2 72

- T UR LIPS K,
- EH9 5 keying material (Ko) DEZ (Y'Y M) L,
— IV (KDF in Feedback Mode EE4R ;D &),

30N
o NURX—NIEET S
— FixedInput := Label||0x00||Context,
- Trva— KNIk [L;

12X U T, IUT A3IE U\ keying material (Ko) #4395 Z &.

o ¥ % keying material DEX L & U T, h TEIDYINZ ML, h TE O Yl NMED
Ji%, IUT Y R— N3 28 CTillRd 5 Z L.

e KDF in Feedback Mode &R, IV DR X %, IRD 4 DIZHFEL, IUT 238K — -3 5 #ijH
TiBRd 22 L. (len(IV) 21V Oy hELT 5)

- len(lV)=0
- 0<len(IV)<h
- len(/V)=h
- len(IV) >h
o %
Z T, NIST SP800-108 [8] T, [L], DEAK LT Y I —F 1 Y T DOWTHEL TWRW. %
DI=D, RV RXPEET7 7 AV EHBUT, Ty I— I N7z L) REELLITNER S0, £z,
FixedInput (Z 2\ TH, EHBEBOMAMHRIZIGU THEINDZETH DI L6, RV XD
BI7 74 INVEBEL T, FixedInput % F24: U722 17 X7 & 70,
PR BB, IROBEE 7L T) XL ZMABZDOETHEMHT 5.

e FIPS 198-1 THIE & 1172 HMAC X & NIST SP800-38B THiE = 1172 CMAC

P L EABGAERIZ > T, TS 7L I) ZXADKEES 7LD ) X LFEERBRIZEK LTV S %
ENH 5.
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3.2.2 PBKDF in NIST SP 800-132
3221 HBEHBEMEER

NIST SP800-132 [9] THIfE X #17z Password-Based Key Derivation Function (PBKDF) &, Z 4 % f#
%9 % EERET H S HEHL T & LBE (PRF:Pseudorandom Function) (Z, FIPS 198-1 THiE X 11
72 HMAC ZH\ 5. Z Z T, HMAC IZflAaGbE sy ¥ a O E (Ev MY % hLen, A
honmy s E%2BLd 5.

RBRIEH XD D TH 5.

4 ) N
e JCATT W52 7=

— Password P,

- EHH 9 5 Master key (mk) DEZ (€Y M) kLen,
IUT Y KR—h9 5
— TIteration count C,

EOY
IUT 2K T % XX JCATT 2352 5

- Salt§

1Zxf LT, IUT A31E L\ Master key (mk) 24K 5 Z &
Password P DX %, IRD 3 DIZHH L, IUT A3V K — b3 2#iPACHERT 5 Z L. (len(P)
ZPOEy MELT D)

- 112<len(P) < B
- len(P) =8B
- len(P) > B

Salt S DEX %, IRD 3 DIZHHL, IUT YR — b I 28 TR 5 Z £. (len(S) %
SOEy hRET D)

— 128 <len(S) < (hLen—32)
— len(S) = (hLen—32)
- len(S) > (hLen—32)

o B34 5 Master key DEX kLen & UT, hLen TEID YINB4H L, hLen TE| D Yl

EDOW 5%, IUT Y R— M T2HiFH TS 5 Z &,
\_ %

OB BT, RO S T IV 3 AL EHAGDOETHHETS.

e FIPS 198-1 THiE X 1172 HMAC

P A RGRER 2T > T, ZOMEE 7L T ZADES 7L 3 ) RAEREREBRIZEHK L TWA NG
HERd 5.

3.2.3 KDF in NIST SP 800-135
NIST SP800-135 [10] I&, ¥k D 8§ D DOFEHIEIM A EL TV 5.

e IKE version 1
IKE version 2
Key Derivation in TLS versions 1.0 and 1.1

Key Derivation in TLS version 1.2
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Key Derivation Functions in ANS X9.42-2001 and ANS X9.63-2001
SSH Key Derivation Function

SRTP Key Derivation Function

SNMP Key Derivation Function

3.2.3.1 IKE version 1 & HE#EER

NIST SP800-135 [10] THIE X 417z IKE version 1 OHEH BRI, T2 KT 2 EEMEEET
» BHEL T >~ & L BE (PRF:Pseudorandom Function) (2, HMAC % fH\ %

P H B BGERER 12 2657 5 T, HMAC DG S 7L 2 ) AL FEEREBRIZAEK L TWAMBEDRDH B,

NIST SP800-135 [10] THIE & 1 7- 8t BEGEI L, keying material SKEYID, SKEYID_d, SKEYID_a,
SKEYID_e % & H13 5. IKE vl OFEFESRNITIZIRD 3 DDOFRFES A d v, keying material SKEYID
DEHDOP Y HiE, BIREINAZZHF AN L > THRARS.

o T A VRNVBZLEMDGE
o NFASERE S %5 55
o HHTILARZ M S HE

HEEH IZRO@ED TH 5.
4 ™
1. SKEYID D&,

(@) BEEHRNZT 4 VRVEZEMDGE, ICATT BN G- 2 72IRD/NT A —=RIZxF LT,
IUT A31E U\ keying material SKEYID %145 Z &,
e 7 VX 7% nonce Ni_b, Nr_b,
e 7 ¥ X 173 shared secret g¥.
(b) FREFH RN AFASERE 5 %2 (#5354, ICATT ¥ 5- 2 72IRD /8T A — X IZx LT, IUT
MIE L\ keying material SKEYID 2 & Hi95 Z &.
e 7 ¥ X 173 nonce Ni_b, Nr_b,
o 7 ¥ X 7% cookie CKY-I, CKY-R.
(c) FRFEANICHATHLARZ M S 5E, JICATT 5 A 72RO/ T A —ZIZH LT, IUT
MYIE LU\ keying material SKEYID *zi:m’ﬂ?_é k.
e 7 Y X 7% nonce Ni_b, Nr_b,
o T VR LIRHANIAY pre-shared-key.

2. SKEYID_.d, SKEYID_a, SKEYID e D}

(a) BEIZEH X7z SKEYID KU JCATT 2835 2 72IRD /N T A —RIZx U T, IUT A3 1E
U\ keying material SKEYID_d, SKEYID_a, SKEYID e %8135 Z &
e 7 ¥ X 173 shared secret gv,

e 7 X 7% cookie CKY-I, CKY-R.
N /
AT =X DMMOBIL, Hl@EH B HEme 3 5.

3.2.3.2 IKE version 2 3 HEI K ER

NIST SP800-135 [10] THi%E = 117z IKE version 2 O FEHBMEL X, TN 2 a3 5 BEEERET
H HEL T X LEAE (PRF:Pseudorandom Function) (2, HMAC % i\ 5. Z Z T, HMAC O/
By MOZLETS.

BB H B BGRER 122537 - T, HMAC DS 7L 3 ) R LFEERBRIZAK LU TWABENDH S.
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NIST SP800-135 [10] THIAE X 417z IKE version 2 DO §EE HEIBHEIL, keying material SKEY SEED,
DKM, Child SA fi® DKM, ephemeral Diffie-Hellman (Z & % shared secret g"(new) % F\7z, Child
SA FH®D DKM, X% IKE SA @ “rekeying” D728 D SKEYSEED % &H 3 5.

RBRIEE IR DEDY TH 5.

a N
1. SKEYSEED D& H,

o JCATT D352 72IRD /N T A — R IZxF L T, IUT A3 1E LU\ keying material SKEY SEED
ZEHTHI L.
— Z Y X 7% nonce Ni, Nr,
- T Y& 173 shared secret g7,

2. DKM D&
o HLIZEH X N7z SKEYSEED KU JICATT 3 5-Z 72k D85 A —Z 120 LT, IUT »°
1E U\ keying material DKM % EHi9 5 Z &
— Y X 7% nonce Ni, Nr,
— 7 ¥ X 73 Security Parameter Index SPIi, SPIr,

3. Child SA /i DKM D& H
o HRIZEH XN/ SKEYSEED DSEh ¥y F TREXI NS SK. d KU JCATT 5%
TZIRDIN T A —ZIZH LT, IUT AYIE U\ keying material DKM % EHi4 5 Z &
- Z Y X 7% nonce Ni, Nr.

4. ephemeral Diffie-Hellman (Z & % shared secret g (new) % Fi\ 7z, Child SA Fi DKM D& H
o BHIZEH SN/ SKEYSEED DY h ¥y b TREE NS SK_d KU JCATT H15- %
TZIRDINT A —ZIZX LT, IUT H3IE U\ keying material DKM % & H 45 Z &
- 7 Y& L7 nonce Ni, Nr,
- T V& 173 shared secret g7 (new).

5. SKEYSEED (rekeying) D H

o MLIZE XNz SKEYSEED D4cHEh ¥y b TRELX N5 SK_d O JCATT 2352
TZIRDINT A —ZIZK LT, IUT HYIE U\ keying material SKEYSEED %3813 %
k.

- V& L7 nonce Ni, Nr,

- 7 ¥ X 173 shared secret g (new).
\_ /
ANT =R OMOBUL, HEED B HIEMEL 5.

3.2.3.3 Key Derivation in TLS versions 1.0 and 1.1 $23& B #5188

TLS version 1.0 &7 version 1.1 OFEEHBIRIL, TN 2R T 5 BEMETH HHHL T X L
#1 (PRF:Pseudorandom Function) %, HMAC-MD5 K& 10 HMAC-SHA-1 ZfllAadh b THEKT 5.

P A BARGABR 12 637 - T, HMAC-SHA-1 D5 7 )LV 3 ) AL REABRIZEE L TV B BTN
H5.

TLS version 1.1 DFEEHEIEIL, 97, pre_master secret, ServerHello.Random, %O ClientHello.Random
% 5. Z, keying material master_secret % & {9 5. TLS version 1.2 O#EHEEHUIL, I, B X
7= master_secret, server_random, JX (¥ client _random % 5-Z , keying material key_block %EH 9 5.
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TLS version 1.1 T, 712 RSA % W 5354 & Diffie-Hellman % fA\W 5354 & T, §EEH R
D AS1& 725 pre_master_secret DEUR\NMIZENDH 5. GIE L, 48 31 N DEERD pre_master_secret
ZELO S DT U, B 1%, BARIZ X, Diffie-Hellman % i\ T shared secret (Z) ZH#ENL L, /N1
N FNZ 2541 U 7= Z D Most Significant Byte (MSB) %% 0x00 D354 1%, MSB 2% 0x00 THE< 725 £ T
JEEHD 0x00 Z B D B\ 726 D % pre_master _secret £ L THLD 5.

RERTEH TR DAER | iR 2 TH 5. BEEldidir 1 TH 5

AER 1(BEE DIER)

- I

1. JCATT B’ 5- 2 72IRD /8T A —ZIZHR L C, IUT A31E U\ keying material master_secret %
HitgaZ L.

o T VX TR pre_master_secret,
o 7 VX IL7% ServerHello.Random, ClientHello.Random

2. BREIZEH X 17z master_secret O JCATT D3 5-Z 72IR DX F A — R IZH L T, TUT HYIE
U\ keying material key_block %3813 25 Z &.
o T VK IT% server_random, client_random.
\_ %
AN T =X DML, BB ED B HEMEEL T 5.

A 8& 2(Diffie-Hellman % A\ T pre_master_secret % LS % 54 DiRER)

- ™

1. JICATT D3 5-Z 72IRD /X F A — RIZHK LT, IUT A3 1E U\ keying material master_secret %
HitgaZ L.

o T VR LIRZ (SHEEUNA N 0x00 124> TWBIGEEED),
o T VX I7% ServerHello.Random, ClientHello.Random

2. BEIZEH X 77 master_secret KO JCATT D35 Z 72IRDINT A —ZIZH LT, IUT HIE
L\ keying material key_block %8425 Z &

o T VK IT% server_random, client_random
\_ %
ANT —ROMOEIE, MR ED 2 HEMEE T 5.

3.2.3.4 Key Derivation in TLS version 1.2 $#38 HE#5{5

TLS version 1.2 DFEEHBIEIL, Z N &M% T 5 ERBERE T H 25 T > X 1B (PRF:Pseudorandom
Function) {2, HMAC %=\ 5.

O H B EGRBRIZ %637 © T, HMAC DG S 7 )L 3V XL EHARERICAK L TV A RELRH 5.

TLS version 1.2 OFEEH IR, 77, pre_master_secret, ServerHello.Random, 2O ClientHello.Random
% 5.2, keying materialmaster secret %3813 % . TLS version 1.2 O#EEH BRI, Iz, BH X7z
master_secret, server_random, JX O client_random % 5- 2, keying material key_block % & H 3 %.

TLS version 1.2 T, #7112 RSA % W 5354 & Diffie-Hellman % fA\W 5354 & C, SHEH R
D ANS1& 725 pre_master_secret DEUR\NMNIZENH 5. §iE L, 48 31 N DEERD pre_master_secret
ZELD S DI U, B4 1%, BARIZ X, Diffie-Hellman % i\ T shared secret (Z) ZH#ENL L, /N1
N FNZ 2541 U 72 Z D Most Significant Byte (MSB) %% 0x00 D354 1%, MSB 2% 0x00 THE< 725 £ T
SJEEAD 0x00 ZHXL D FR\W72 6 D % pre_master _secret &£ L THLD 5.
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ABRIEH H IR DFER 1 XEEAR 2 TH 5. TR 1 TH 5.

AR 1€ D)
- N
1. JCATT 352 72IRD /R T A — X R OFRE T 172 PRFEIZx U C, IUT AY1E U\ keying ma-
terial master_secret =& H 35 Z L.

o 7V X T3 pre_master_secret,
o 7 VX IL7% ServerHello.Random, ClientHello.Random

2. BRIZEH X 7z master_secret, JCATT D35 Z 72IRDINT A — & KO K OFgE X 7= PRF
12X U T, TUT A3IE L\ keying material key_block % & H 35 Z &,

o T VX I3 server_random, client _random.

\ J
ANT =X DOMMDOENL, HIRED L HEMHE T 5.

A 5% 2(Diffie-Hellman % F\C pre_master_secret % M L3 5 854 DiAER)
a I
1. JCATT G- Z72IRD/NT A — X JOFRE X v7z PRF 126 U T, IUT 231E L W keying ma-
terial master_secret # EH 35 L.
o T VRLIRZ (BN R 0x00 1L TWBELEEED),
o 7 VX L% ServerHello.Random, ClientHello.Random

2. BRIZEH X 72 master_secret, ICATT D3 5-Z 72IRDNT A — X R OFEE X 7z PRF 12
XU C, IUT A31E U\ keying material key_block % EHi4 5 Z &.

o 7 VX 7% server_random, client _random

\ %
AT — Z DFRADEUL, BIRED 2 BIEH L T 5.

3.2.3.5 Key Derivation Functions in ANS X9.42-2001 and ANS X9.63-2001 $23& H EA#EER

ANS X9.42-2001(3X 1% ANS X9.63-2001) O#EEHBIHUL, Ny & 2B Z BEHEHA WS,

PR BIBGARRIZ G o T, Ny Y aBBOIEE 7L T X LAFELRBRICER L TV HED
H5.

ARETEH IR D@D TH 5.

1. JCATT A5 2 72IRD /8T A —ZIZxF U C, IUT 28 1E U\ keying material KeyData % & H}
THIL.

o 7 VX 173 shared secret Z,
o 7V X 173 OtherInfo(ANS X9.63-2001 Tl SharedInfo).

ANT =X DOMMDOENL, HIRED L HEMEE T 5.
728, ANS X9.42-2001 O #E H RIS, ANS X9.42-2003[1] O#EEH M L FE—TH 5. 7=,
ANS X9.63-2001 D #E %L, ANS X9.63-2011 OFEEH K EF—Th 5.

3.23.6 SSH :8 LRI
SSH DPLE A, /v & = IBUE IR 5. BEEMIEEABRI fe 2> T, Ay & = IO
BTN T R LEERBI AL T OB BEND B,
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SSH D #E H B shared secret K, H, XU session_id % 5-Z , keying material Initial IV (client to server),
Initial IV (serverto client), Encryption key(client to server), Encryption key(server to client), Integrity key(client to ser
Integrity key(server to client) %813 5. Z DI, shared secret K % RFC 4251 T 2 X 417z mpint
DRBUZZa—=F LT, Ny ¥ aBBIZ AT 208805 %, NIST ASKDFVS[11] Tld mpint D
BT Y J— R XN/ shared secret K 2B 7 7 1 WV THRELTWS.

AEBIEH IFZIRDEY TH B.
4 N

1. JCATT G- Z72IRDINT A — X

e T 2 X 7% shared secret K,
o 7 VRLIH,
o T VX LIL session_id

XU T, IUT BRIE L W

Initial IV (client to server),

Initial IV (server to client),

Encryption key(client to server),

Encryption key(server to client),

Integrity key(client to server),

Integrity key(server to client)

EHBITHI L.
\ %

ANT =X DMMDOENL, HIBRED B HEMHE T 5.

3.2.3.7 SRTP #EHEAHER

SRTP OHHE HBIEI, 71 v 755 AES % EHEHA W 5. JEH BIRGAERIZ J63 - T, AES O
FST7NTY ALEERBRIZEHK U TWERBRELRD S,

SRTP @ ##38 H B %1% master key (k_master), master salt (master_salt), key-derivation rate (kdr),
SRTP H D index, SRTCP D index % 5-Z, keying material SRTP i+ v > a Vg5 (k_e), SRTP
ey yarvAyr— UG (k.a), SRTP 2 v ¥ 3~ v»b%wmswmpﬁt//aﬁ
# (k_e), SRTCP Ht v > 3 v A v ¥ — VR (k.a), SRTCP it v > 3 > V)L Mgt (kos) 28 H
5.
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HEEH IZRO@ED TH 5.
é ™
1. JCATT X5 Z T2 IRDINT A — &

o 7 VX L\73 master key k_master,

o T VX 173 master salt master_salt,
e key-derivation rate kdr,

e SRTP H® index,

e SRTCP H D index

WX UC, IUT BSIE L W

SRTP it v ¥ 3 VIE S ke,

e SRTPHt v Y a vyt — V@ ka,
SRTP it v ¥ a v V)L Mt ks,

SRTCP it v ¥ a VG S#E ke,

SRTCP Yy Y a v Avt—VRE ka,
SRTCP ity ¥ a vy b ks

EHITHI L.
\ %

ANT —ZDRMOEUL, HIBRED BHEME T 5.

3.2.3.8 SNMP & HEA R ER
SNMP OFEEHEIEIL, Ny & 2R B WS . B BIRGRERIZ e -> T, Ny ¥ 2 BB
EE T T ALEERBICAEK L TWARELRH 5.

SNMP D HEH B L password, %k OF snmpEnginelD % 5- %, keying material key % & H 9 5.
MBRIHE IZIROBY TH 5.

a N
1. JCATT X5 Z T2 IRDINT A — &

o 7V XL} password,
o T VX L7 snmpEnginel D

W UT, IUT DIE U\ key 2 EH T 5 Z &,
\ %

ANT =2 DMOBUZ, HIRED B HEME T 5.
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4 MEERE

4.1

FITRMG

INTGA—=H|ZDWT

BN, FIRITHB W, I %'711/:1 D X LERE &2 F1T S 5 72O DSAFIE, M & 725 Bon

e

4.1.1

Dl b TEFEREL
FEEGRBRIZAE T 585 XA — fx D ANEAE RO F OBEEMEIX, F 4.1~ K 4.33

NEBRHEIIF IR

4.1.1.1 DH in NIST SP800-56A
%% 4.1: DH in NIST SP800-56A M BEE /i K O A J1 54k

EE7ILa) X ALFEE

LEABRIZ AT D 2

ETHD. BEETNITY XA
WZELET AL T 5.

AT BRAE | NI W (i £33
FFC NS A —ZX &y b FC FB, FC D\ 3§ >
ARBR D IR FIPS 186-4 A.1.1.2 /2| e FIPS 186-4 A.1.1.212%5< p, g
< p,q DER K DR KT FIPS 186-4 A2.1 123
" FIPS 186-4 A2.1 | 9K g DAL,
WCHEDL g DERK o FIPS 186-4 A.1.1.2 1235< p, ¢
DR J O FIPS 186-4 A.2.3 (2%
DK g DA,
o FIPS 186-4 A.1.2.1 123K p,¢q
DR & O FIPS 186-4 A.2.1 (23
< g DERK,
o FIPS 186-4 A.1.2.1 1235< p, ¢
DA J O FIPS 186-4 A.2.3 (2%
DK g DERK
DV hh
FIPS 186-4 | /N ¥ 2 FABGHH 1 SHA-256
Al.121Z FB O ¥4, SHA-224, SHA-256,
£#£5< pog SHA-384, SHA-512, SHA-512/224,
RAARNT | DR SHA-512/256
A — RH R FC D4, SHA-256, SHA-384,
SHA-512, SHA-512/256
domain_parameter_seed 256
Dy hE
FB O34, 224 LA £ 16000 LA
T
FC D5, 256 BA_ LA 16000 LA
T
BEBA(EES 10 5 E
FIPS 186-4 | /v ¥ 2 BEBGRAT 1 SHA-256 FB O %4, SHA-224, SHA-256,
A12.11Z SHA-384, SHA-512, SHA-512/224,
#£5< pog SHA- 512/256
DR FC ®¥54, SHA-256, SHA-384,
SHA-512, SHA-512/256
first seed DY v M 256 FB 054, 8 DEEND 224 DL E
732 16000 BATF
FC D56, 8 DT D 256 LA E
732 16000 LA N
T 5 p,q DE 10 S E
FIPS 186-4 | kT % g DI 10 500 F
A2.1 125
5L gk
154
FIPS 186-4 | domain_parameter_seed 256 o FIPS 186-4 A.1.1.2 iIZHD< p, g
A2312% | DY bE DR D R

RDR—=I1ZHe O < g DE

F%
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BIDR—ID 5 D =

SRBRX B FRRE | AR e I8 YNIE Y
—FB 05 &, 8 DfEEHD 224 DL
A 16000 LR
—FC DIGE, 8 DD 256 LA
A 16000 BLF
o FIPS 186-4 A.1.2.1 i2325< p, g
D HE A D IR
—FB D4, 8 DIEE DD 672 LA
J:ﬁ:t>16000LA1<
—FC DIGA, 8 DD 768 LA
A2 16000 BAF
T % g DI 10 50 E
FFC NS A—&X ¥t v b FC FB, FC D\\T 1175
RERDER FIPS 186-4 A.1.1.31Z| @ FIPS 186-4 A.1.1.312HD< p, g
o< p,q DWGEE KM DIRGEE O FIPS 186-4 A.2.2 (T
' FIPS 186-4 A.2.2 | DK g DIREE
23D g DMRGE o FIPS 186-4 A.1.1.3 1235< p, ¢
DOEFE KO FIPS 186-4 A.2.4 (24
< g DIRFE,
o FIPS 186-4 A.1.2.2 1235< p, ¢
DOEF KU FIPS 186-4 A.2.2 (24
DK< g DG,
o FIPS 186-4 A.1.2.2 1235< p, ¢
DOEE KO FIPS 186-4 A.2.4 (24
DK< g DWRGE
DOWI D
FIPS 186-4 | /v ¥ 2 BEHBGERAI T SHA-256
A.1.1.31Z FB O % &, SHA-224,SHA-
£#£5< pg 256,SHA-384,SHA-512 ,SHA-
DML 512/224 ,SHA-512/256
FC o # &, SHA-256,SHA-
RX A5 384,SHA-512 ,SHA-512/256
A — X REE domain_parameter_seed 256
Dy hME
FB D54, 224 BA_EAD 16000 LA
‘|§‘
FC D54, 256 LA ED*D 16000 LA
j(
A R AR 10 500 F
RITATBT—ZOEE 30 1L E9 BIF
3=t bh)
FIPS 186-4 | /N > 2 BABGER] v SHA-256 FB D&, SHA-224, SHA-256,
A.1221Z SHA-384, SHA-512, SHA-512/224,
#5< p,g SHA-512/256
DIRGLE FC D54, SHA-256, SHA-384,
SHA-512, SHA-512/256
first_seed,  pseed, 256 FB OEG&, 8 DIEF /D 224 L I
gseed DXy M 2 16000 AN
FC D54, 8 DRFEDD 256 BA L
b:<>16000L11<
T % p, g DI 10 50 E
HEATETF—XD 30 I CAE99 LI
#HE =k h)
FIPS 186-4 | kT % g DI 10 500 F
A2212H
D<K g DR
ik WEATHET—XD 30 1 BAE99 AR
#HE =k h)
RDR—I 17552 <
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BIDR—ID 5 D =

RN BRE | NI e I8 VSIE Yk
FIPS 186-4 | domain_parameter_seed 256 e FIPS 186-4 A.1.1.2 125K p, g
A241ZE | oy b E D H 1 D BRI
oK g DR —FB D54, 8 DN D 224 MU
i A2 16000 LR
—FC DIG4&, 8 DIEEDD 256 LA
A 16000 BLF
o FIPS 186-4 A.1.2.1 i23£25< p, g
D HE A D IR
—FB D54, 8 DIEE DD 672 LA
EA>2 16000 AT
—FC DIGA, 8 DIEEHD 768 LA
A2 16000 BAF
ERT % g DI 10 50
HEATBET—XD 30 1A E99 DLF
G =k U h)
FFC XT XA —&X+& v b FC FB, FC D\ 1
Ny 2 BRGERAT SHA-256
FB O % &, SHA-224,SHA-
256,SHA-384,SHA-512 ,SHA-
512/224 ,SHA-512/256
FC @ ¥ &, SHA-256,SHA-
384,SHA-512 ,SHA-512/256
PEART AR domain_parameter_seed D Y 256
v MR
FB D54, 224 BL_EA*D 16000 LA
j\‘
FC D54, 256 LA LD 16000 LA
T
AR 10 1021k
FFC XS XA —X ¥ v K FC FB, FC D\ § 1%
Ny 2 BRGERAT SHA-256
FB O % &, SHA-224,SHA-
256,SHA-384,SHA-512 ,SHA-
512/224 ,SHA-512/256
FC ® ¥ &,  SHA-256,SHA-
IN = 384,SHA-512 ,SHA-512/256
G THHERRAL domain_parameter_seed D Y 256
v MR
FB D54, 224 LA EAD 16000 B4
j\‘
FC D54, 256 BA_ED*D 16000 BA
T
A R 10 1020k
WEATET—ZDEE 30 1 BAE99 DI
S=k M)
RDR—IZ5% <
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BIDR—ID 5 D =

SRR X BRSHE | AT FEE M VNAE 3
FFC X5 A —Xt v I FC FB, FC D\ 3 11
BN EAEST Concatenation KDF | % 4.2 &

S

with SHA-512

HMAC #H\W2 § [ salt DY 256 112 BL_E 16000 BL R D 8 DfFE
EHER D EIREE | v MR
PEE TR Otherlnfo 7 — X & 240 16000 L~ D 8 DfEE. =7~ LU
(IUTid ® ¥y FE+ICATT H3E 5
party @ identifier D v M E) B
E.
IUTid alb2c3ddes 16 EFRKFL D X TF]
Nonce D v M 128
FB D54, 112 BA_E 16000 A F D
8 DIEH
FC D54, 128 BA_E 16000 AT D
8 DREE
B | DKM OE vy ME PRI CHEAT | 8§ OfFED D 16000 L~
R nNasNy v aEED
HhED 2%
A AR 2048 10 BLE 10000 L~
GtEHE) AET 57— 30 1 BAE99 DIF
RDEE (=¥ M)
FRELE A TE DKM I X B2 H&EE DKM (Z X 2L, Z 12 & B HGE X
1% MacTag 1= & 5 Gt
DKM OE VY F E FEEREBCHEAS | 8 OfFBA~AD MACHEOE Y N E |
NaNy ¥ alBO | Bk 16000 BATF
ARER 2, HOED 2 %
AR 3 MAC 7 V3 U XA HMAC #43, %44 25
MAC 7 VI U XLT SHA-512 # 43, K44 2R
FHT L7V XA
R MACHEOEL Y NE) | 256 F 43, K44 %25
MacTag Dy M 256 #=43,% 44 228,
Key Confirmation DffifH | HGITRT#EINTEZ2 | - dhHybridl
fET & LofEsE Unilateral U to V
Unilateral V to U
Bilateral
- dhHybridOneFlow
Unilateral U to V
Unilateral V to U
Bilateral
- dhStatic
Unilateral U to V
Unilateral V to U
Bilateral
- dhEphem
N/A
- dhOneFlow
Unilateral V to U
AR 2 ERBREER 2048 10 X F 10000 BAF
R WET 57— XDEE 30 I IE99BIF
(N—=t v M)
AER 3 A AR 2048 10 BX E 10000 BXF
i HET 57— XDHE 30 T ALE99 BIF
(s—t v bh)
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7 4.2: Key Establishment Schemes in NIST SP 800-56A TR nl H 7§38 H 4
# (FFC)

PRSI BER | GRS B
D
ERET

NIST e (Concatenation X I& ASN.1) KDF with SHA-1
SP 800-56A | e (Concatenation X {& ASN.1) KDF with SHA-224
e (Concatenation X i& ASN.1) KDF with SHA-256
e (Concatenation X I& ASN.1) KDF with SHA-384
e (Concatenation X | ASN.1) KDF with SHA-512
e (Concatenation X I3 ASN.1) KDF with SHA-512/224
e (Concatenation X I& ASN.1) KDF with SHA-512/256
e (Concatenation X I& ASN.1) KDF with HMAC-SHA-1
e (Concatenation X I ASN.1) KDF with HMAC-SHA-224
e (Concatenation X I ASN.1) KDF with HMAC-SHA-256

e (Concatenation X iZ ASN.1) KDF with HMAC-SHA-512

e (Concatenation X IZ ASN.1) KDF with HMAC-SHA-512/224
e (Concatenation X I& ASN.1) KDF with HMAC-SHA-512/256
e (Concatenation X 1Z ASN.1) KDF with HMAC-SHA3-256

e (Concatenation X I& ASN.1) KDF with HMAC-SHA3-384

e (Concatenation X IZ ASN.1) KDF with HMAC-SHA3-512

ANS e (Concatenation X | ASN.1) KDF with SHA-1
X9.42-2001 | e (Concatenation X I ASN.1) KDF with SHA-224

(ANS e (Concatenation X I& ASN.1) KDF with SHA-256
X9.63-2001) | e (Concatenation X i ASN.1) KDF with SHA-384
e (Concatenation X {3 ASN.1) KDF with SHA-512

!
!
!
!
!
!
!
!
!
!
e (Concatenation X (¥ ASN.1) KDF with HMAC-SHA-384
!
!
!
!
!
!
!
!
!
!

— i U (shared secret Z (2 & & MGiE D EIRRF)
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3 4.3: “Standard Test Message” % i\ 7z # L H D FAER ) U Key Confirmation Tf# i3 % HMAC O
Z&AF (FFC)

FFC /85 A —X%t v k | FB FC
Ny v a B SHA-1, SHA-1,
SHA-224, SHA-224,
SHA-256, SHA-256,
SHA-384, SHA-384,
SHA-512, SHA-512,
SHA-512/224, SHA-512/224,
SHA-512/256 SHA-512/256
DWF N DN I
HMAC#oO vy v E | 11284 E 128 LAk
DKM DYy b EXRG | DKM DYy b ERi
MacTag Dy b | 11220 E 128 BA |
Ny vafot g | Y aBBoRE
VS IVEN

% 4.4: “Standard Test Message” % i\ 7z #4745 D iR ) OF Key Confirmation Tf#i i §°% CMAC @
At (FFC)

FFC /85 A— &ty k FB | FC
Ju vy JiEE AES
MAC#D Yy bE | 128,192,256 DWW NHLDA,
DKM D ¥ v s AR,
MacTag Dy & 112 LA E 128 DA, 128
8 DT
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4.1.1.2

ECDH in NIST SP800-56A

%% 4.5: ECDH in NIST SP800-56A ™ BEE il J N A J1 54k

AR ERE | ATIIW kR fif AT
KA YRS [P DLy bR FEKREDA) 256 8 DAEEHD 16000 LA N
Rty | IR THROUI (B2 DR EDH) 283 16000 BX T
A AT 10 10 ZX F 10000 BXF
RAXANT | 72U - -
A — RIREE
BEART B EEREES 10 10 XX E
N [ R 10 0 DL E
ARG REATBET—XDEE OS—k VM) 30 1A E9 AR
ECCNXTA—=&X+Ev I KA /85 A— | EB, EC, ED, EE ®\\§ 175
R\Z HH)
| PEE R Concatenation KDF | &% 4.6 &
with SHA-512
HMAC Z V2888 [ salt D€y ME 256 112 2L E 16000 ELF D 8 OFEFEK
H B R D IR RS
P EIBUT OtherInfo 7 — X K 376 16000 AN @D 8 DfFEL. 727U (1U-
G Tid D ¥y b E+ICATT »3H 5 party
0 D identifier DY M) LA L.
IUTid alb2c3d4e5 16 MR D LFF
ARBR 1 DKM OE Y M E PEEHBBCHEM | 8 DFEEH D 16000 X R
INnB Ny v als
HBHE D250
v bR
A AT 2048 10 BL_E 10000 BAR
WET 2T —XDEE 30 IIE9 T
s—t v bh)
A A5 DKM (Z X 2#&GE | DKM (2 & 2R3l , shared secret Z IZ
X BHGEE X% MacTag 2 & A HRGEE
B 2, DKM oY v N E BT CHR | 8 fffin> MAC Oy KL
sy afl] | k16000 AT
BB o250
v MR
AR 3, MAC 7V 3VU XL HMAC #4.7,% 48 23],
MAC 7 V3 U XALT SHA-512 F#47,%48 23R,
T2 7LT) XL
HEE MACHEOL Y TE) 256 *47,%48 %2
MacTag D v MK 256 =47, 48 2R,
Key Confirmation @ f& FIZRTZEIRTE | - (Cofactor) Full Unified Model
FH HHEHET—F LD Unilateral U to V
FeHi %A Unilateral V to U
Bilateral
+ (Cofactor) One-Pass Unified Model
Unilateral U to V
Unilateral V to U
Bilateral
+ (Cofactor) Static Unified Model
Unilateral U to V
Unilateral V to U
Bilateral
* (Cofactor) Ephemeral Unified Model
N/A
- (Cofactor) One-Pass Diffie-Hellman
Unilateral V to U
AR 2 A i MEER 2048 10 ZX F 10000 BXF
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WET 2T — 2 DEE 30 124 E 99 LAF
CASaE AV
AER 3 A AT 2048 10 BX F 10000 BXF
e KET 27— 2DEE 30 1 BIE99 BIF
s—t v bh)
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7 4.6: Key Establishment Schemes in NIST SP 800-56A TR nl H 7 §i & Hi B

#(ECC)

PSR R

RAXALVINTGA=KEy b

D

EB, EC

ERET

PHOE B A

NIST
SP 800-56A

e (Concatenation X I& ASN.1) KDF with SHA-1
e (Concatenation X I& ASN.1) KDF with HMAC-SHA-1

e (Concatenation X I& ASN.1) KDF with SHA-224

e (Concatenation X IZ ASN.1) KDF with SHA-512/224

e (Concatenation X I& ASN.1) KDF with HMAC-SHA-224

e (Concatenation X |& ASN.1) KDF with HMAC-SHA-512/224

e (Concatenation X I ASN.1) KDF with SHA-256
e (Concatenation X I& ASN.1) KDF with SHA-384
e (Concatenation X I ASN.1) KDF with SHA-512
e (Concatenation X I& ASN.1) KDF with SHA-512/256

e (Concatenation X I ASN.1) KDF with HMAC-SHA-384

e (Concatenation X I ASN.1) KDF with HMAC-SHA-512

e (Concatenation X I& ASN.1) KDF with HMAC-SHA-512/256
o (Concatenation X.{& ASN.1) KDF with HMAC-SHA3-256

e (Concatenation X IZ ASN.1) KDF with HMAC-SHA3-384

e (Concatenation X I& ASN.1) KDF with HMAC-SHA3-512

ANS

e (Concatenation X I3 ASN.1) KDF with SHA-1

X9.42-2001

e (Concatenation X | ASN.1) KDF with SHA-224

(ANS
X9.63-2001)

e (Concatenation X | ASN.1) KDF with SHA-256
e (Concatenation X {& ASN.1) KDF with SHA-384
e (Concatenation X I& ASN.1) KDF with SHA-512

l
!
l
l
!
l
!
l
!
!
e (Concatenation X I& ASN.1) KDF with HMAC-SHA-256
!
l
l
!
l
|
|
l
!
l

fiE U (shared secret Z 12 & 5 FRATE D 2R EF)
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#* 4.7: “Standard Test Message” % Fi\\ 7z #1L 5 D FAER ) U Key Confirmation Tf# 3 % HMAC O

ZAf (ECC)
ECC/85 A—&+t v h | EB EC ED EE
Ny B SHA-1, SHA-1,
SHA-224, SHA-224, SHA-224,
SHA-256, SHA-256, SHA-256, SHA-256,
SHA-384, SHA-384, SHA-384, SHA-384,
SHA-512, SHA-512, SHA-512, SHA-512,

SHA-512/224,
SHA-512/256

SHA-512/224,
SHA-512/256

SHA-512/224,
SHA-512/256

SHA-512/256

DWFT N DV DV hh DWTHH
HMAC D vy b E 112 BAE 128 BA_E 192 BA E 256 LAk

DKM O tv |DKM ®tYw | DKM O ¥y | DKM ® Ev

=& S b~ A T NE=F R =& S
MacTag D v bR 112 A E 128 BA_E 192 BA_E 256 Ak

Ny Va8 Ny aB | Ny al B Ny Y aB K

OHIEMUT | OBAOET | oI EMNT | OBAHELR

7% 4.8: “Standard Test Message” % FH\\ 7z #t A D

AR I OF Key Confirmation Tf#fifi 3§ % CMAC @

2% (ECC)
ECC /8T A—&Z+tw h EB \ EC ED\ EE
Jay ZiEE AES

MAC DOV v &

128, 192, 256 D\W\WFTNH DA, DKM D

vy bR,

MacTag D +E

112 BA k128 BA

T, 8 D5

128

CMAC |3 A A
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4.1.1.3 4Lt ECDH in SEC1
# 4.9: #Z{K - ECDH in SEC1 D BEE fifi Jx O A1 54E

ARBON Bk RE | A I B Al UNUE i
pDEYy ME 256 8 DAL D 16000 LAN
o o | HIRRD T2 K AVEMGER | 256 8 DAFHAHD 16000 BA T
RAART .
X — Rk SEED DY v b E
A B fE 2 10 10 BAE
RAA T | 2L - -
A — X MRFE
PEART K Az BRI 10 10 LA E
- Az BSARE A 10 10 LA E
e L e o Y TP T LA E99 BT
(CATEE AV
A A 2 10 10 LA E
At A P T B A ANSIX9.63 KDF | ANSI X9.63 KDF with (SHA-
with SHA-256 1, SHA-224, SHA-256, SHA-384,
SHA-512 D\ 01hY)
OtherInfo DYy b 0 8 DfEEHD 16000 LAF
EHEREOYY ME P A BEEC T | 8 OfFEDD 16000 BA R
Y (S VAV
ot E

4.1.1.4 E# 2 O{&_Et ECDH in SEC1
2 4.10: 158 2 Ok - ECDH in SEC1 D BEE fil Je O A 1 54

ARBRON Bk RE | A IR B il A5
BER 2 THA D IREL 283 16000 BA R
. o | HRD T v X AVERMGER | 256 8 DIEHEIHD 16000 LA K
RAART .
X — Rk SEED Dt b
A A 2 10 10 A E
RAA T | 7L - -
A — R IRGEE
PEART K A A 10 10 LA L
. A A 10 10 LA L
ARG s =z oA |30 1LLE99 LI R
(3=t h)
A A 2 10 10 LA E
et A L T B A ANSIX9.63 KDF | ANSI X9.63 KDF with (SHA-
with SHA-256 1, SHA-224, SHA-256, SHA-384,
SHA-512 D\ 0hY)
OtherInfo DYy b 0 8 DEEHD 16000 LA
LE#EOY Y N E P BEHECTl | 8 OfFEDD 16000 BAR
Y (S YADAZ
Bt hE
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4.1.1.5 Key Establishment Schemes in NIST SP800-56B (ZHi@ 9 /35 X —%

7 4.11: Key Establishment Schemes in NIST SP 800-56B C3# 4R A i 75 #2 H BE#5

PR EE AL
D
bk

PSR

NIST
SP 800-56B

e (Concatenation X I ASN.1) KDF with SHA-1

e (Concatenation X I ASN.1) KDF with SHA-224

o (Concatenation X I& ASN.1) KDF with SHA-256

e (Concatenation X I& ASN.1) KDF with SHA-384

e (Concatenation X I& ASN.1) KDF with SHA-512

e (Concatenation X IZ ASN.1) KDF with SHA-512/224

e (Concatenation X 1% ASN.1) KDF with SHA-512/256

e (Concatenation X I ASN.1) KDF with SHA3-256

e (Concatenation X IZ ASN.1) KDF with SHA3-384

e (Concatenation X I& ASN.1) KDF with SHA3-512

e (Concatenation X I3 ASN.1) KDF with HMAC-SHA-1

e (Concatenation X IZ ASN.1) KDF with HMAC-SHA-224

e (Concatenation X 1& ASN.1) KDF with HMAC-SHA-256

e (Concatenation X I& ASN.1) KDF with HMAC-SHA-384

e (Concatenation X IZ ASN.1) KDF with HMAC-SHA-512

e (Concatenation X 1% ASN.1) KDF with HMAC-SHA-512/224
e (Concatenation X (& ASN.1) KDF with HMAC-SHA-512/256
e (Concatenation X IZ ASN.1) KDF with HMAC-SHA3-256

e (Concatenation X 1& ASN.1) KDF with HMAC-SHA3-384

e (Concatenation X I ASN.1) KDF with HMAC-SHA3-512

ANS
X9.42-2001
(ANS
X9.63-2001)

e (Concatenation X I3 ASN.1) KDF with SHA-1

e (Concatenation X I ASN.1) KDF with SHA-224
e (Concatenation X I ASN.1) KDF with SHA-256
e (Concatenation X I& ASN.1) KDF with SHA-384
e (Concatenation X I ASN.1) KDF with SHA-512

7% 4.12: Key Establishment Schemes in NIST SP 800-56B T:&R Al £ 7z, Key Confirmation (Z i\

% HMAC D444
HE 2048 | 3072, 4096, 6144, 8192
Ny S 2B e SHA-I,
e SHA-224,
e SHA-256,
e SHA-384,
e SHA-512,

o SHA-512/224,
o SHA-512/256,
e SHA3-256,
o SHA3-384,
e SHA3-512

HMAC o v vy b E

112 DL, DKM O ¥ v b ERiE 128 L., DKM O ¥ v N EXRi%

MacTag Dy M E

64 Db, Ny Y 2B RIT | 64 DLE, Ny Y 2l BOHITRIT

7% 4.13: Key Establishment Schemes in NIST SP 800-56B T:&iR A #E7:, Key Confirmation {2\

% CMAC D &4

R

2048 ‘ 3072, 4096, 6144, 8192

7y JEE

AES

MAC D v M

128, 192,256 D\ DN, DKM DB v bR

MacTag Dy b E

64 DAL 128 DL, 8 DfFEK
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4.1.1.6 KASI1 in NIST SP800-56B
# 4.14: KAS1 O BEE il e A Sy 4

RO RRE | AU BERE Al AN &AM
— 5 2048 2048, 3072, 4096, 6144, 8192
Par’t; U ANFE e DX A TR 65537 65537, 5 v XL OWTnh
fEHT % Concatenation KDF *4.11 28
BB H B with SHA-256
HMAC salt 256 o 8 DfFH
WS Dy M o112 AL
G L B AR D 3Ry e 16000 AT
HEE AR OtherInfo 384 o 8 DRFEK
ory b E e (IUTid ® ¥y b E+ICATT A4
5 party @ identifier D ¥y b &
+Noncey DY v &) LA E
e 16000 DA F
IUTid (or IDy) alb2c3ddes 16 HEREL D LFF]
Noncey DY b 256 BEEDY 2048 DA, 224 B E 16000
T D 8 DfFk
BEEDY 3072 DA, 256 BL L 16000
AT D 8 Dk
BEEAY 4096 D4, 304 LA E 16000
I D 8 DfFk
BEEMD 6144 D54, 352 BLE 16000
AT D 8 D%k
BEEDY 8192 D4, 400 2Lk 16000
UTRD 8 OfsHK
#AE 1 | DKM PRGBS CHAI NG | o8 DT
DOy b Ny Y alEBoOR T E o112 ML E
D2 e 16000 AT
A B 2048 10 2L E
ZRER 2 | secret value Z RS BEIZEL W
DLy hE
DKM PEEHBESCHAI NG | o8 DT
Dy MR Ny v aEoH R e MacKey DY v M EM E
D2 fE e 16000 DA F
Key Confirmation MAC 73V X2 | HMAC HMAC X% CMAC
IZHW3 MAC 73V X | SHA-256 # 4.12, % 4.13 2 2R
MAC 73V XA | THEHATS
V@ 2= DIVUN
MacKey DYy MR 128 #* 4.12, % 4.13 2 2
MacTag DY & MAC 73 XA £4.12, & 413 228
DOHNE
A AR 200 10 BA |k
WEATET—RZDEE 50 1 L E99 BT
S—t v bh)
- g 2048 2048, 3072, 4096, 6144, 8192
Par/t;/V T A RX— MNED R A THER CRT %2 L CRT 7 L
T % Concatenation KDF X 4.11 &
BB H B with SHA-256
HMAC salt 256 o 8 DIFH
ZHWS Dry bE o112 B E
G L B D SRRy e 16000 AT
S8 S BSUH OtherInfo 384 o 8 DfEH

DLy ME
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e (IUTd ® &' v s E+ICATT A3
5 party @ identifier D v b &
+Noncey D'y hE) ML E




e 16000 LA

IUTid (or IDy) alb2c3ddes 16 HEREL D FF]
Noncey DY b 256 BEEDY 2048 DA, 224 B E 16000
UTD 8 Of5HK
PR 3072 D56, 256 B E 16000
LT D 8 D
BEEDY 4096 D4, 304 B E 16000
AT D 8 Dff#
BEEDY 6144 DA, 352 B E 16000
AT D 8 D
BEENY 8192 DA, 400 KL E 16000
LR D 8 Dffsk
RER 1 | DKM PEEHBISMCHAI NG | o8 DT
DOy b Ny Y alEBoOR T E o112 Mk
D2 fE e 16000 AT
A A 2 200 10 BAE
WEATET—RDEE 50 1 BAE 99 BAF
(CASaE AV
RER2 | BEEXC HE BRIZEHELWL
DOy hE
DKM BB THAI NS | o8 DA
oy M Ny Y alEORE e MacKey DY v M EM E
D2 e 16000 BAF
Key Confirmation MAC 7V 3Y X | HMAC HMAC X & CMAC
IZHW3 MAC 73V XA | SHA-256 % 4.12,% 413 251
MAC 7L 3V XA | THHAT3
V2=V UN
MacKey D'y M E 128 *4.12, % 413 2 2R
MacTag DY v bR MAC 7T XA % 4.12, % 4.13 2 2R
OHIE
A A 2 200 10 BA k
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4.1.1.7 KAS2 in NIST SP800-56B

# 4.15: KAS2 DO EE il e A Sy 5t

RO RRE | AU Ik RE i NIE
Party U | $#E 2048 2048, 3072, 4096, 6144, 8192
T4 R— MNED X1 TR CRT 7L CRT % L
pis Party V | $#F 2048 2048, 3072, 4096, 6144, 8192
Par’t; U DB e DR A TR 65537 65537, 5 Y XL DWW H
ffifHd 5 Concatenation KDF #4.11 218
B L B A with SHA-256
HMAC salt 256 o 8 DfEMK
ZHWS DYy hE o112 Bk
BB L B 0D SEE R Iy ® 16000 AT
S BSUH OtherInfo 384 o 8 DfFHKL
oy b E o (IUTid ® ¥y hE+ICATT »3H >
party D identifier D' v M) B E
e 16000 AR
IUTid (or IDy) alb2c3d4es 16 #RFL DX FF
AER1 | DKM PGB THEHAINDS | o8 DT
ory M Ny valEot R o112 ML E
D245 ® 16000 BAF
A AR 2048 10 BA E
%50 Cy DI 200 10 DAk
(random generation test)
RER 2 | DKM POEHERCHEHINDS | o8 DfEM
DLy b Ny Y aBABOH N E o MacKey Dty M EDLE
D245 ® 16000 AT
Key Confirmation MAC 7V 3 XL HMAC HMAC X I& CMAC
IZHW3 MAC 73V XL SHA-256 % 4.12,% 4.13 251
MAC 73U X4 | THETS
V2=V N
MacKey Dy b 128 # 412, K 413 221
MacTag DY v b E MAC 7TV X F4.12, £ 413 221
DR
Key Confirmation | A ifE%K 200 10 Ak
Provider
Dk
Key Confirmation | 4% 200 10 DAk
Recipient WXATET—XDEE | 50 1 A E99 LA
DR AL
RER 3 | DKM PR CHAINDS | o8 DT
Dy Ny YA R e MacKey D'y MED E
D 2% ® 16000 BA N
Key Confirmation MAC 7)V3V X 2 HMAC HMAC X i& CMAC
IZHW3 MAC 7L TY X2 SHA-256 #4.12, % 4.13 &R
MAC 73V XL | THETS
V@ 2= DIVUN
MacKey Dy M 128 £ 4.12,% 413 2518
MacTag DY M MAC 73V XL £ 4.12,% 413 2518
OHIE
A B AR 200 10 BA E
WEATET—RZDEE 50 1 BAE 99 BATF
S—t v bh)
Party U | $#F 2048 2048, 3072, 4096, 6144, 8192
ANFE e DX A TR 65537 65537, 5 v XL DWFNH
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sl
Party V

Party V | #E 2048 2048, 3072, 4096, 6144, 8192
T4 R— MNED X A TR CRT 7L CRT 7 L
ffifHd 5 Concatenation KDF *4.11 218
FiE L B A with SHA-256
HMAC salt 256 o 8 DK
zHWS DYy ME o112 DA E
BB L B 0D SRR Iy ® 16000 AT
P BB OtherInfo 384 o 8 DfFHK
DYy hE e (IUTid &'y b E+ICATT »3H 5
party @D identifier D' v M) B E
® 16000 AR
IUTid (or IDy) alb2c3ddes 16 #EREL D SCFF
AE1 | DKM PGB THHAINDS | o8 DK
Doy b Ny valEomhE o112 ML E
D215 ® 16000 BAF
A AR 2048 10 LAk
55X Cy D 200 10 BA E
(random generation test)
RER2 | DKM PGB THEAINDS | o8 DT
Oy bR Ny Yoot IR o MacKey Dty M EDLE
D245 ® 16000 BAF
Key Confirmation MAC 73 XL HMAC HMAC X & CMAC
IZHWS MAC 73V XL SHA-256 #4.12,% 413 221
MAC 7V IY XA | THEHT3
V2=V UN
MacKey D'y M E 128 *F4.12, F 413 2 5R
MacTag DY v bR MAC 7TV X A F 412, %413 2R
O E
Key Confirmation | 4 sifE%K 200 10 Ak
Provider WEATHT—Z2DEE | 50 1 LAE 99 BAF
DFAER =k h)
Key Confirmation | 4 flE%X 200 10 DAk
Recipient
DR
RER3 | DKM PR CHAINDS | o8 DT
DYy hE Ny Voo R o MacKey Dty FEDLE
D2 f5F ® 16000 AR
Key Confirmation MAC 7)V3V X2 HMAC HMAC X I& CMAC
IZHAWS MAC 73V XL SHA-256 £ 4.12,% 4.13 221
MAC 73V XA | CHAT3
VP12= BN
MacKey DYy bR 128 #4.12,% 413 21
MacTag DY v bR MAC 73 XA #*4.12,% 413 21
OHHE
A A 2 200 10 Bk
WEATETF—RDEE 50 1 BAE 99 LR
S—k v bh)

53/69




4.1.1.8 KTS-OAEP in NIST SP800-56B
#% 4.16: KTS-OAEP O BEE it o OV A1 4tk

BT R BERE | A W fE PNAEUE
B 2048 2048, 3072, 4096, 6144, 8192
NFAHE e DX A TR 65537 65537, 7 VXL DWT»
Ny o K SHA-256 #* 4.17 24
=Ry a ~ A BB MGF MGF with SHA-256 # 4.18 B
additional input A Dy b E 64 8 DIEHD 16000 BA R
A 1 | keying material K D'y bR 256 8 DI D R - Ny ¥ 2Bt
ED2f%-16) AN
keying material K D% 2048 10 2Lk
5 XX DF (random generation test) 10 10 BAE
Bk 2 | mgfSeed DY M Ny Y aBlBOEIE | Ny Y aBBORIREICELY
keying material K D' v b+ 256 8 DAFEIND (E - Ny ¥ 2ot
FED 2 %-16) AT
Az A 200 10 BA
FRER 3 | keying material K D' v b 256 o 8 DfFEL
o MacKey DYy MR E
o (R - Ny Y alBOHLIED 2 £5 -
16) BAF
Key Confirmation MAC 7)V3V X | HMAC HMAC Xi& CMAC
IZHWS MAC 739 XL | SHA-256 #*%4.12,% 413 22
MAC 7 V3 Y XA | CHEMATS
VI2= IV N
MacKey DY v b 128 * 412, 4.13 221
MacTag DYy b E MAC 73V XA * 412, % 4.13 228
DR
Az AT £ 200 10 Bk
REAT BT —2DEHE 50 1 BAE99 BIF
(CASaE AV
{71853 2048 2048, 3072, 4096, 6144, 8192
TI A R— MO R A TR CRT 7 L CRT 7L
Ny Y B SHA-256 # 417 2|
B < A7 BB MGF MGF with SHA-256 * 4.18 2
additional inputA D& v b E 64 8 DfEEHD 16000 LATF
ABR 1 | keying material K D&y b 256 8 DEEID (BEE - Ny v a BB O
FD 2% -16) LT
W5 3L D 200 10 BA 1
WTATET—XDEE 50 1BAE99 U
3=t bh)
A& 2 | keying material K DYy b 256 o 8 DK
o MacKey DYy M EDE
o (E - Ny Y aBBOHNED 2 £ -
16) AR
Key Confirmation MAC 73V X2 | HMAC HMAC Xi& CMAC
IZHWS MAC 73 X | SHA-256 # 412, 3% 4.13 258
MAC 7V 3Y XL | THAT S
FUITY XL
MacKey DYy MR 128 # 4.12, % 4.13 22
MacTag DE v M & MAC 7L T AL X412, % 4.13 2BH
DN E
W5 LD 200 10 DA |
WTATET—RXDEE 50 1BAE99 I
S—=t v bh)
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% 4.17: KTS-OAEP in NIST SP 800-56B T:ERF[REZR /N v & 2 B

Ny Y a B Ok E

EPATRE 7R N ¥ 2 B

FIPS 180-4

e SHA-1

e SHA-224

e SHA-256

o SHA-384

e SHA-512

e SHA-512/224
e SHA-512/256
e SHA3-256

e SHA3-384

e SHA3-512

FIPS 202

%% 4.18: KTS-OAEP in NIST SP 800-56B TR Al g7 ~ A 27 = i B8 MGF

< A7 R OMLRRE | ~ A7 BB MGF o Tl AT RER N Y ¥ 2 B

NIST SP800-56B o SHA-1

e SHA-224

o SHA-256

o SHA-384

e SHA-512

e SHA-512/224
e SHA-512/256
e SHA3-256

e SHA3-384

e SHA3-512
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4.1.1.9 NIST SP800-56B D& & 4Hke

% 4.19: NIST SP800-56B THiE X 7= B EBERE D BEE(E o O A S 548

ARBRON R ELFEREEE | AT B AEH A5

PR T AR B 2048 2048, 3072, 4096, 6144, 8192
TIAR=NEDX A TEIN | CRTHYD | CRTHH,CRT 72 L DWT b
NFASE e DR A TR 65537 65537, 7 v XL DV H
B %K 10 10 L E

2 BRSEH 43 BLRIE B 2048 2048, 3072, 4096, 6144, 8192
NG e DR A TR 65537 65537, 7 v XL DV H
B %K 20 20 BA_E
WEAT BT —RDEE 50 1 BAE99 BAF
(=t h)

RSAEP R 2048 2048, 3072, 4096, 6144, 8192
NHIHE e DR A THER 65537 65537, 5 v XL DWW
integer k D&y bR B BEIZELL

G5 XD 2048 10 DA E

RSADP B 2048 2048, 3072, 4096, 6144, 8192

TIAR—MNED XA TEIR | CRT 7L | CRT &L

EEX cDEy bE W BHEIZZELW
e B AR 2 200 10 L E
WEAT BT —RDEE 50 1 A E99 BT
(=t h)

RSASVE Generate | #5 2048 2048, 3072, 4096, 6144, 8192
NHIHE e DR A TR 65537 65537, 5 VXL DWW
secret value Z D' v b & PR EIZE LW
55 S DEL 2048 10 B4 |

RSASVE Recover | #E 2048 2048, 3072, 4096, 6144, 8192
TITAR—MNEDO XA TEIR | CRT 7L | CRT &L

EEXCOEY Yy bE W BREIZZELWW
Az B AR £ 200 10 2L E
WXATET—RDEE 50 1 A E99 BLF
CASE VA
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4.1.1.10 PSEC-KEM

3 4.20: PSEC-KEM D BEREAE e P A1 5 (BAR B L 8 2 Dk | & THE)

ARBOT RE | AT B E fiEl AT G
BEART AR Az B 10 10 BA |
545 S DE 10 10 Bk
P B ISO/IEC 18033-2 | ISO/IEC 18033-2 KDF1 with
KDF1 with SHA- | (SHA-1, SHA-224, SHA-256,
. 256 SHA-384, SHA-512 D\ 41H%)
oy a . —
e tyva VDR 128 8 DAFEHD 16000 L T
S AHDOES 512 8 DIFE > 16000 LA
< A7 HE R D B uncompressed uncompressed, compressed, hy-
brid D\ 3
155 X DEL 10 10 BA |
P B ISO/IEC 18033-2 | ISO/IEC 18033-2 KDF1 with
KDF1 with SHA- | (SHA-1, SHA-224, SHA-256,
256 SHA-384, SHA-512 D\ 1h)
tyvarEOEX 128 8 DA 16000 BA R
yTa V| ALBORZ 512 8 DfEEH D 16000 AR
He AT R D A uncompressed uncompressed, compressed, hy-
brid DWW H
WEATHT—RDEE | 30 1 BAE99 AR
(S—=k 2 h)
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4.1.2 REHEK

4.1.2.1 KDF in NIST SP800-108

4.1.2.1.1 KDF in Counter Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iteration
Mode i@

F 421 LT v X LB (PRF) L BEE RO RS
(KDF in Counter Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iterantion Mode
I38)

AR | AT BERE A AF15A:
FRE

T3 | MAC 73U X4 | HMAC HMAC X1¥ CMAC

PRF MAC 7 V3 U XA | SHA-256 | HMAC ZEIRU =54,

DR THHT S ROBEESTIL T X Lh 5 EINABE
VO 2= N e SHA-1

e SHA-224

e SHA-256

e SHA-384

e SHA-512

e SHA-512/224

e SHA-512/256

e SHA3-256

e SHA3-384

e SHA3-512

CMAC %3&IRU 754,

o AES

e 3-key Triple DES

EEHEK Oy M E 256 HMAC % ERF,

o 8 DG

e 112 L

e 16000 BA R

AES % {#H L 7z CMAC % 2R, 128, 192,
256 DT

3-key Triple DES Z i LU 72 CMAC % #RF,
168

& B EE 4
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4.1.2.1.2 KDF in Counter Mode

3% 4.22: $EHBAE D BERE i K O A1 %44 (KDF in Counter Mode)

RER | AT R 7E il A&
POE S
B
i counter i DEIX (¥'y M) r 32 8, 16,24 X1% 32
e ffifi9 % PRF HMAC-SHA-256 | % 4.21 &
H BEFHEK Oy M E 256 * 421
5] IUTATR—FF25LDH 256 o h DIEE
b4 h TE Y YIS F/ME o h LI E
o F KAEAR
IUT XY R—FT35LDONH 1024 o h DIFE
h TE D Yl B K AE o H/MAM E
® 4096 AN
h CEO TNV % IUT AT R—FT5LDON | 112 o 8 DIFEL
IUT Y R— b9 2354 | h TE D O nim/MA e 112 L E
o X KAEAR
IUT AU R—1FFB5LDH | 640 o 8 DIGEX
h TEI D YN i Wi K AE o TU/MHELA |
® 4096 AN
A R AR 10 10 2L E
4.1.2.1.3 KDF in Feedback Mode
7 4.23: PG H B O BEEAE & O A S5 (KDF in Feedback Mode)
RER | AW R 7EfiE YNE 3G
PO
e
Tt counter i DEZ (Ev M) r 32 8, 16,24 X% 32
L counter # AJIZE D B E DD ER &5 BD5, EHHWV
DWFT N
H i3 % PRF HMAC-SHA-256 | % 4.21 &1
B | EELEKLKOEY N E 256 x 421 218
E44 IOTATR—FF25LDOH 256 o h DIFEL
h THE] D g1 5 F/ME o h DL L
o KA R
IUT XY R—FT35LDON 1024 o h DIFE
h TED Y B K AE o H/MAM |
® 4096 AN
h CEOYNZNL % IUTAVR—FTBLON | 112 o 8 DIFEL
IUT 238K — b9 254 | h TEI D I Wi/l o112 L4 E
o KM R
IUT Y R—FT5LDON | 640 o 8 DIFE
h THE Y Y W R fE o F/MELA L
® 4096 AN
IUT Y R—HFF 53 0 0 0
len(1V) 0<len(IV) <h h/2 o 8 DIFEK
e 8 LA E
o I Tz 72\
len(1V) =h h o IZFEL W
len(1V) > h 3h o 8 DFEX
eh 7%z 0%
AE AR 10 10 Lk
4.1.2.1.4 KDF in Double-Pipeline Iteration Mode
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% 4.24; B O BEE M & O° A 15 (KDF in Double-Pipeline Iterantion Mode)

BNl R 7E il YNE 36
PO
B
i counter i DEZ (Ev M) r 32 8, 16,24 X% 32
" counter # AJIIZE D 5 E DD ER &5 B3, OBV
DWW
H fEif 3 % PRF HMAC-SHA-256 | % 4.21 &1
B | HEEEEKLKOEY N E 256 * 421 21
P4 IUT Y R—FT5LDN 256 o h DIEEL
h TE D YIS F/ME o h Bl I
o KM R
IWUT AT R—FT5LDOH 1024 o h DIFEL
h TE Y YN B kKl o H/MELAE
® 4096 AN
hCEDEINZ WL % IUTAYR—FTBLON | 112 o 8 DIEK
IUT 238K — b9 254 | h TEI D I Wi/ME o 112 LA E
o B RAEBAT
IUT Y R—FT5LDON | 640 o 8 DIEE
h TE Y Yl K AE o H/IMEIA |
® 4096 AN
A BAEIER 10 10 BLE
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4.1.2.2 PBKDF in NIST SP800-132

% 4.25: PBKDF D BEEAE KO A S5

AR | AT WEREfiF USES S
PUE
e
fEATT % PRE HMAC-SHA-256 | IRDBGS 7 LT ) A L7
S AR
o HMAC-SHA-1
o HMAC-SHA-224
o HMAC-SHA-256
o HMAC-SHA-384
o HMAC-SHA-512
gt o HMAC-SHA-512/224
1 o HMAC-SHA-512/256
i o HMAC-SHA3-256
. o HMAC-SHA3-384
5 o HMAC-SHA3-512

Iteration count C 1000 e 1,000 DA |
@ 100,000 A~
Password P 112<len(P) < B 112 * 8 DfFHK
Doy hE o112 E
o B ki
len(P) =B B
len(P) > B 2B o 8 DIFEK
eB L Kk&ELl
e 16000 LA
Salt S @ 128 <1len(S) < (hLen—32) 128 o8 DIEH
vy MR e 128 ML E
o (hLen—32) BA'F
len(S) = (hLen —32) hLen — 32 (hLen —32)
len(S) > (hLen —32) hLen o 8 DfFEX
o (hlLen—32) L Hh KEL
© 16000 A~
IUT A" R— 13 % kLen DN 256 o hLen DIEEL
hLen TE| Yt 5 H/ME o hlen LA E
o A AMELAT
IUT S R— KT % kLen DN 4096 o hLen DIFEL
hLen TE| Y Y1 5 Kl o H/MELA E
0 8192 DA'R
hLen CTEID Y] [ IUT AU HR— NT 3 kLen 112 o 8 DIEHK
N7\ kLen % DN, hLen TH D Gz o112 DLk
IUT 289 R — b | &/ME o I KELL T
I 5545 IUT B’V R — T 3 kLen 640 o 8 DIGHL
DN, hLen TH| D iz o I/NMHALLE
R AE © 4096 LA N
EPA(CE 10 10 DL E
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4.1.2.3 KDF in NIST SP800-135

4.1.2.3.1 IKE version 1

K 4.26: PEE B D BEEAE K O AT 5

AR SbRE | AR

WEAE fiF EE

P B ffifd3 % PRF

MAC 7).V A L

HMAC HMAC

MAC 713V X LD
RIS 7Y

AN

XDBEF TNV ITYXLDS
EIRATHE

e SHA-1

e SHA-256

e SHA-384

e SHA-512

SHA-256

nonce (Ni_b, Nr_-b) DY > b &
D /Ml

o 8 DIEH
e 256 YA L
o U KMELLT

256

nonce (Ni_b, Nr b)) D v M
DI KAE

2048 e 8 DIEH
o T/IMEDL |

2048 DA'F

cookie (CKY-I,CKY-R) DE Y N E

64 64 [&E

shared secret (g¥) DE v M E

KD & IR ] RE
224
e 256
e 384
o512
e 1024
e 1536
° 2048
e 3072
® 4096
e 6144
e 8192

1024

IUT D AR Z

PR-FT254 D F/IME

HaiAHEOE Y PR

o 8 DIEH
o112 A E
o i KMELLUF

256

DI KAHE

FREAEHEOY Y PR

o 8 DIEH
o H/IMEDL |
© 4096 DA'N

512

EADAEES

10 10 BAE

4.1.2.3.2 IKE version 2

F 4.27: PRSI BIE D BEEAE B YA St
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ESETEHIPNL B € fif AN GAE
S HBE R ff$5 [ MAC7LVT) XL HMAC HMAC
PRF MAC 7L =) % SHA-256 | IROBEE TV T U X L0 5 ERAlHE
LOHTHHT % * SHA-1
yoI= DA * SHA-256
e SHA-384
e SHA-512
nonce (Ni, Nr) DE v N & 256 o 8 DIEEX
D /Ml o 128 DAL
o I AMELLT
nonce (Ni, Nr) DE v M E 2048 e 8 DfE%
DK AE o H/IMEIL |
¢ 2048 LAF
Security Parameter Index (SPIi, SPIr) | 64 64 [EE
Drv +rE
shared secret (g", g (new)) 2048 R & EHATHE
DOy b ® 224
® 256




e 384

512

e 1024
e 1536
e 2048
® 3072
e 4096
® 6144
e 8192

keying material (DKM) DY v N &

1280

° 8 DIFH
e h DL E
o D256 fH5LAT

Child SA H®D
keying material (DKM) D v b &

1280

e 8 DIEFL
e h UL |
o h D 256 fH LA

EDAEES

10

10 LA E

4.1.2.3.3 Key Derivation in TLS versions 1.0 and 1.1

K 4.28: B BB O BEEAH B O A S

AR S RE

AJIH

WEREfid

WS

PO BE R

ServerHello.Random DY v M &

256

256

ClientHello.Random D ¥ v b E

256

256

server_random DY v M &

256

256

client_random D¥ v M &

256

256

AABR 1

premasterjecret

DYy b

384

D> & R ] HE
e 224
e 256
e 384
o512
e 1024
e 1536
® 2048
e 3072
® 4096
e 6144
e 8192

RER 2

ZOrvy M E

384

R & IR ] BE
° 224
e 256
e 384
e 512
e 1024
e 1536
e 2048
e 3072
® 4096
e 6144
e 8192

master_secret DY v M

384

384

key_block DYy N &

1024

384

AABR 1

ESPAEES

10

10 A E

FABR 2

A Al X

2048

10 2L E

4.1.2.3.4 Key Derivation in TLS version 1.2

63/69




7 4.29: PRSI BIE D BEEAE B YA St

AR SRS RE

ATt

WER fid

A M

P H B

3% | MAC 7 VTV X A

HMAC

HMAC

PRF MAC 73U X A
OHTHHET S
b 2= RN

SHA-256

ROWEST NI XLD 5 R A fe
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4.1.2.3.5 Key Derivation Functions in ANS X9.42-2001 and ANS X9.63-2001
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4.1.2.3.6 SSH Key Derivation Function
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