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(extendable output « RIENIST SPXEZ%ELT.

SR ARBINT=FERAAFEIZDOL

function:XOF) et s,
- SHAKE-128 (FIPS 202, page V)
. SHAKE-256 TPy
&=

HREMES) XL http://www.cryptrec.go.jp/images/cryptrec ciphers list 2016.pdf
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B 7TV X LEERBRY—ILDE(HE I pA
LUy w2 B8%k SHA-3 (2)
State Array

¢+ 1600Ev~DEZFI
“State Array”

SO N NN

y< e

NN NN

34012
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F5 7L XLREHERY—ILDE(E IpA
LUy v 2 BH28 SHA-3 (3)
State ArrayD B i

+ JEEFZ(FIPS 202, 3.2.4)

A'[xa y,Z] - A[)C, y,Z]
@D ((A[(x+1)mod3, y,z]&®1)e A[(x+2)mod?3, y, z])

E ;E) ¢ Ak

?ié « HARKFHRILD)—D%F V71K
b D DD D THDIZEHENBRUERET.
EE
:[>°' NOT
1 ) AND

EB XOR (BEfthBOHEEFD)
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EE7IINTUXLRERRY—ILDEfE Ip A
%‘ELL\/ Vw2 BE# SHA-3 (4)
F7ILOY X LEEHER

¢ SHA3VS IPAL G L TRASE

« Short Message Test

« ROREIDAYtE—TDUNEBDEER

Ny B

SHA3-224  {0,1,2,..., 1152} {0,8,16, ..., 1152}

SHA3-256  {0,1,2,...,1088} {0, 8, 16, ..., 1088}

SHA3-384  {0,1,2,...,832} {0,8, 16, ..., 832}

SHA3-512  {0,1,2,...,576} {0,8, 16, ..., 576}
* Long Message Test

 Short Message Test[ZFES5AytE—T &Y, RWWAYE—D DB D ER
* Monte Carlo Test

« HIEHSNT=AATIIRETELNELIGE LY S TEEZEESE T, Rka
ZERVWHESET HHEER

* Variable Output Test
« SHAKE-128 R U'SHAKE-256EE MDA Z R H DA ER
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% %8

¢+ NIST SP 800-132

* Recommendation for Password-Based Key Derivation Part 1: Storage Applications

+ NIST SP 800-38G

«  Methods for Format-Preserving Encryption
. EpHE

BEOCIOVIEBESFIRAE—FIE. N\ (F)T—2(x9 5% H#H
o ADRBELLTVXFOERMTOEENHHEINLLY,
. R
- #HEREES
FT—RAR—RES1E

¢+ NIST SP 800-90A Rev.1

* Recommendation for Random Number Generation Using Deterministic Random Bit Generators
« CTR_DRBGIZZEHY

¢+ NIST SP 800-56A Rev.2

* Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography
¢+ NIST SP 800-56B Rev.1

* Recommendation for Pair-Wise Key-Establishment Schemes Using Integer Factorization
Cryptography
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¢ BEEV1—IILEBRRUEELHEDOBE
¢ KHEEICEITHESTILIV X LDOEIT
ISO/IEC 19790:2012D #7 T

Fﬁﬁ?‘éﬂ‘%ﬁ'ﬁ*&

EFRIREEAE
- ISO/IEC 17825

e BEET7ILI)XLEEHAERY—ILDEH
« SHA-3
o ELEURICEAT A5t Fal)T4EKEIE - SP800-90B

* Health tests
« ICMC2016
« CMVP®DE)[R]
« collaborative Protection Profile M &jzR

L 4

<&
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ST AR HER - ZLAEICET A tE 1T+ ERSBIE I pA
NIST SP800-90B(2"d Draft)

Recommendation for the Entropy Sources Used for Random Bit Generation

¢ Scope
« IUMAE—RDERET LEER
« Entropy source validation
© BRI ER/TAMIEDI IV MOE—ROEVEDHRE
* Health tests
« BETAMIEDKETHOIVMAE—ROE L) 4
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BHE T AR SR -ELSEICE T A r 1 FAERSBIE | pA
NIST SP800-90B(2"d Draft)

Recommendation for the Entropy Sources Used for Random Bit Generation

+ Health tests (H2 T X&)
- Efk
« EITRICIVMAE—RNABET HMELNELY,
« IVPAE—EMNIELLEILTWDEWLSTEEMERLLY,

o A8t
e IVFAE—EAMELTLVEW (R, ETHICHELBEETX
1T THERR T B,

- BETAMIEREINSHEERUVEH
- BRIEA. fBfgMC. FoT<Ur
- BH. OS5 EE—F
« Continuous health tests
» Repetition count test
» Adaptive proportion test
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NIST SP800-90B(2" Draft) |pA

Recommendation for the Entropy Sources Used for Random Bit Generation

4.4.1 Repetition count test (1)

Jde 5=
* B®m

o EMELBAEREGRT AR
(Continuous random number generator test)
« ALBAERBINOHINEREIZELBWNWCETHERET H=HDT
Ak
« ERICIEROEATAOVIMNELGLHIEEHERET D,
» BIZERINTI=TOvY
» SEBINf-7OvY
« 22MTAVIMN—HLT,. TRAMI KR ELGSIGE BBEED 21—
IVIEIS—REIZHY  BEED1—ILHASDOEAZZIELAITA
[E7E57E0y,
¢ FRRE
« BARIC—ELE-EZEEF B9 LLEL AR -ToMAE—
FROBETIEGZEWVGZENBZZLNS,
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NIST SP800-90B(2" Draft) |pA

Recommendation for the Entropy Sources Used for Random Bit Generation

4.4.1 Repetition count test (2)

¢ ZEZA
« HAOABEZHATHIHEEN—TFEULIZG-Ti5E8. T5—IC
Té o (min-entropylZZEBL TS0, HBHEITFBLI-TANTHS,)
nfEE#EL CRICEZERA T SERDHRKIE
P = 2—H(n—1) (H: min-entropy)

- AEWLT
—log, P
H
« PISRRBRHERZNRALT, o eI SEEEDVIATEEET S,
o BRI B R

n=1+

c-|1+ 7181

C: 71ybA2E%K
TAMDERETEL T, CRILLE, HHEZFHALI-bT5—IZT 5,
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NIST SP800-90B(2" Draft) |pA

Recommendation for the Entropy Sources Used for Random Bit Generation

4.4.2 Adaptive proportion test

¢ BRAN
. ZEI_'I” H-HAEZXENTLIHEN—TFELLLIZE-1=15
&.I7—I29 5,
. EPKE‘J(:(ZL HHWindow(W)DHIZ, ZDEMCELLLE
RAINDOERZT aLH<,
* 5l:Binary(ORX I ) EH DT 5 /4 XR. Window (W) = 1024
1€ﬂzé

2EEIC |3EBIC | “TTOAE R = LEERTE
H:-'T:fI'E Hf-fE | Hf=AE— H:.'T:ﬁﬁ
C&Uﬁ%t\ To—
1 0 0 0 CULTF
0 1 0 0 CLYKREL I5—
0 1 1 1 CLLF

0ZHZA 5 80
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¢ BEEDA—IILAEBRRUGEEHIEDHE
o KFIEIZEITHBETILIYXLDFEAT
ISO/IEC 19790:2012D #B 4t
BELET S FTIEEHR

L 4

<&

« |ICMC2016
« CMVP®&E][q]
« collaborative Protection Profile D &R
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International Cryptographic Module Conference (ICMC)2016

+ HEF:2016/5/18~20

o G- AFHF . A2, Shaw Centre
¢« SNER 92704

o ERISMEE:

131 #7—XF3U7 5 HBHR 3 Ryxz—FTr 1 74032k 1
7]7‘@ 75 A—ARKJ7 5 AVFRLT 2 HE 1 RN)L¥— 1
R [E 7 UAE 4 A5 2 JFx0 1 IL—<=7 1
=P 6 EE 3 Va7F7 2 kL3 1
N 6 ANAY 3 TR 2 N\HYY— 1

http://icmconference.orqg/
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http://www.nisc.go.jp/active/general/pdf/guide26.pdf

EE T HRITIER 1PA
ICMC2016

¢+ Certification Programs track

¢+ General Technology track

¢+ End-user Experience track

¢+ Common Criteria and Crypto track

¢+ Advanced Technology Track

¢ Industry Vertical / Embedded Crypto
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ICMC2016 — EEEKCMVP

¢ 20167 A M iKS X ISO/IEC 19790:2015(ZF DK
Fo sl 1 3R

v BEEESLEADYR—

+ PUF(Physically Unclonable Function)® zRELE

¢ loT(Internet of Things)A] [T DREEEL 21— JLERELE

SeogChung Seo et al, The current Status and Entropy Estimation Methodology in KCMVP,
ICMC May 18, 2016 84




BEE T S FTIEER IPA

ICMC2016 —hEl DA S ES1—IL DR

¢ 20055 B8R

¢ R —800%tLLE

o FREEEM150044LLE

o BN -5 EICHIRE

o BEE SEEICHF I B
¢ BEAREB PEANICEDS

¢’ nT%ﬁ*ﬂZF%ﬂ&nnb\_E*g%F%ﬂbﬁlﬁl_
(OSCCA: Office of the State Commercial
Cryptography Administration)

~I\

Di Li, Introduction to the Commercial Cryptography Scheme in China, ICMC May 18, 2016
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ICMC2016 — OpenSSL (1)

o BFECBALRIZEHODNTILNS
o FFEMAH: 154
. AU, BE, CA, CH(2), DE, SE(2), UK(4), US(3)

¢ Hfi53EPOODLEMZEoh I+ TFace to Face
meetingZ G

POODLE: Padding Oracle On Downgraded Legacy Encryption
https://jvn.jp/vu/JVNVU98283300/

o FRGERREIOLRRZELTY—RO—FDEH
NThnsd

o HEIL. NT DEAKRLOEEINEL
o SREREREEICIES$350kLL EMMBERE

Tim Hudson, An Overview of OpenSSL, ICMC May 19, 2016
Kenneth White, The OpenSSL 1.1 Audit, ICMC May 19, 2016
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http://www.nisc.go.jp/active/general/pdf/guide26.pdf

HET SR ER IPA
ICMC2016 — OpenSSL (2)

¢ EEE DB

* Phase 1
« X509 K TF ASN.1 (Abstract Syntax Notation 1)DE 7 ZEBL
=270 T AR

- EFBAZE:93M /\3—> “Frankencert”

“synthetic certificates that are randomly mutated from parts of real certificates
and thus include unusual combinations of extensions and constraints”

C. Brubaker, et al.
Using Frankencerts for Automated Adversarial Testing of Certificate Validation in SSL/TLS Implementations,
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6956560

o TAMEFE 228 BFfEILLE
 Phase 2

« TLS state machine, Protocol flows, Memory management, etc.
« RAYYINYT7—F—/N\—70—IZ&H2—FETOTHEM
« E—TN\wIr—F—N\—20—IZ&BI—FETOEHEME
- DoSOHHEME
Kenneth White, The OpenSSL 1.1 Audit, ICMC May 19, 2016 87
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HET SR ER 1PA
ICMC2016

¢ X AYTARI)ODTUOTL—FDEF
° t#llj%’l" I)/( I%Tén%hnrun

¢ RUF—ELTIEBRFED X2 T4 R ZESEICL
OOF#J%TZMIZ\%
- ARREEDOIEXARNBAZ X1 TR
FHEIHIET
c +AT+BOEFXI)TARIY
- EAERBEES - EREI MR DERZIERAVET

Ryan Thomas, FIPS 140-2 Security Policy Template Review, ICMC May 19, 2016
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HET SR ER 1PA
CMVP® &[]

o E.E & Rk 38 (Random Number Generator)D %17
* Active Validation Lists
o FRZEMIT
* Historical List
* “Do not buy”

+ Validation Sunsetting Policy
- SERMNZELEDHEAR
« 20171 ARETIE. REEHFAHS
« 2017F2AMBIE, #IEIFREEA M5
¢ BRIEILDIBIT
« 2018FEMNEIUEEINEED
« NIST SP 800-56A JE&E&
« NIST SP 800-56B JE&E&
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cPP: collaborative Protection Profile D &}|zZR
.

R RYNT=ITFTRARDASRSTATTATILaVTAT7 AV, 2015/2/27, 1"—231.0 [BRERE TE H0.2hR]
XY
J https://www.ipa.qgo.jp/files/000050182.pdf

ij'so—g%]%(ﬂ\iﬁﬁflﬁ)t%) RYNT =D T INA RCPPOFHE 7 U T4E T4, 20155828 . /\—2av1.0 [BIRRE
U

https://www.ipa.go.jp/files/000050183.pdf

AT—FIILNS T4V TAINRTFAT 04— DASHRST4ITTATHLaTAT7A )L, 2015/2/27,. 13 —2321.0
[BHERE EF0.2hR]

https://www.ipa.go.jp/files/000050184.pdf
ﬁﬁ—ti%(%?ﬁﬁﬂﬁ;c%) AT—RIILNS T4 T4INET7AT 94— ILcPPOEEET VT 4E T4, 201542
A . /\—2321.0 [BREREE0.2kk]

NAS NN —TT

https://www.ipa.qgo.jp/files/000050185.pdf

N g?%]?‘éw EB b DaSKRST4T TATHLaLTOT7AIL—EF AR, 2015/1/26, /1N\—231.0 [BHEREESE
3 .

,f https://www.ipa.qgo.jp/files/000050186.pdf
T R XEWMBERTXE). FSAJLARBEL: Fa S, 2015F18 . /A—2321.0 [BIEREEE0.25]

1% https://www.ipa.qgo.jp/files/000050187.pdf
HE F%g?&]éﬁs EEIbDATRSTA«T TOTH 30 TaI7AIIL—BEIU O, 2015/1/26, /13—2321.0 [BIEREE
f"-t https://www.ipa.qgo.jp/files/000050188.pdf
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