2007000 8660

Juobogubgdbootdbootdbotdd

bbb otdbotgtbbtgdod

JCATTUOUOOOOOOODOoOooa

Joogug

20080 41

Jooooo oogoogoo



0 O

2 0DOOoboob

2.1
2.2
2.3
2.4

1 0d0oo 3
4

O00000000 (KPAL) .« « o o v eeee e e e e e 5
O00000000 (K1eQ) .« « « o v v vee e e e e e 6
Facts OO OO (*fax) . .. ... ... 8
O00000000 (KISP) .+ « o o v v e e e e e e e 10
OOO0000 (F0Ub) « « o o oee e et e e e e 12

2.5
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Ooo0oooooooooJcATTOOODODOODOOO
e J0ODDDDODO (*rsp)
gobooboobuoobooboobboobobboobooboobooobuogobooo
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0000000000 JCATTODODODODOOD

gbobodboobobodgbooboboobooobooab
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e 100000000 D0O00ONNONONOOOOOONNONONONONONONOOOOOODO
000000000 (freq) 0 Facts 000D (*fax) 0000000000000000
(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
0000000000000000000000 (*rsp)0 FactsO0O000 (*fax)00000
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2 Joooon

000000 MISTY10O Hierocrypt-L10 CIPHERUNICORN-E[O Camelliall Hierocrypt-30
SC20000 CIPHERUNICORN-A 000000000 ODOO00O0OO0ODOODOOODOOO0O0OO0O
00000000000 00000000000D00000000 OAlgorithm Name OO ODODO
oood

Algorithm Name U U U OODODOOODODON

e MISTY1

e Hierocrypt-L1

e CIPHERUNICORN-E
e Camellia

e Hierocrypt-3

SC2000

e CIPHERUNICORN-A

gobooboobboobooboooobooboon

e KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test
e KAT-Key: Variable Key Known Answer Test

e KAT-Sbox: Sbox Known Answer Test

e MMT: Multi-block Message Test

e MCT: Monte Carlo Test

gbbodgboobbooooobbooobuooboaooboaoo



2.1 0OOOO0OOOOO (*.par)
01 000000000000000
IEEN 00 | 00
(00) | [Algorithm Name] (0o0o)
000 | [Function Name] Encryption
[Modes of Operation] ECBOCBCOCFB, OFBOCTROOOOOOO
10
[Bitlength of Keyl ooooog
[Number of Blocks for MMT] MMTOODOOODO
[Key for MMT] MMTODO
[IV for MMT] MMT O IV
[Plaintext for MMT] MMTOOO
[Number of Inner-loop for MCT] MCTOODOOOOOOO
[Number of Outer-loop for MCT] MCTOODOOOOOOO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCTOOOOOOO
[Initial IV for MCT] MCTO IVOOOO
[Initial Value of Counter for MMT] | MMTOOOOOOOO (Moded CTRODODOO
O00000oooooooon)
[Initial Value of Counter for MCT] | MCTOUOOOODDOOO (ModedO CTROODOO
O00000000000oo0)
[Bitlength of Counter] 000000000 (Mode CTRODODOODO
O000ooooooon)
00 [Function Name] Decryption
[Modes of Operation] oooooog
[Bitlength of Keyl]
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOODOO
[Number of Inner-loop for MCT] oooooog

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOODOOOOOO

[Initial IV for MCT]

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]

gooooo




2.2 000000000 (*req)

02 000000000000000 (0o0O)

IEER 00 | 00
(00) | [Algorithm Name] (Oo0)
000 | [Function Name] Encryption

[Modes of Operation]

ECBOCBCOCFB, OFBOCTROOOOOODO
10

[Bitlength of Keyl]

000000 [100000]

[Bitlength of Counter]

000000000 [100000] (Mode CTR
O00000000O0O00o0ooooon)

[Key for KAT-Text]

KAT-Text OO [160000]

[IV for KAT-Text]

KAT-Text 0 IV [16 0 0 0 0]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O
CTROODOO000000000O00O0000)

[Plaintext for KAT-Text]

KAT-Text 000 [160000]

[Key for KAT-Key]

KAT-Key OO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Keyl]

KAT-Key 00000 [160000] (Mode O
CTROODODDOOOO0O0O0O00D000000D0)

[Plaintext for KAT-Key]

KAT-KeyOODO [160000]

[Key for KAT-Sbox]

KAT-Sbox 00 [160000]

[IV for KAT-Sbox]

KAT-Sbox 0 IV [160000]

[Counter for KAT-Sbox]

KAT-Sbox 00O 00O [16 0000 (Mode O
CTROODOOOOOOODOOODODOOOOO)

[Plaintext for KAT-Sbox]

KAT-Sbox OO0 [160000]

[Number of Blocks for MMT]

MMTOODOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT] | MMTOOOOOODOO [160000] (Mode O
CTROODOOOOOOODOOODODOOOOO)

[Plaintext for MMT] MMTOOO [160000]

[Number of Inner-loop for MCT] MCTOOOOOODOD [100000]

[Number of Outer-loop for MCT] MCTOOOOOODOO [100000]

[Initial Key for MCT] MCTOOOOOO [160000]

[Initial IV for MCT] MCTO IVOOODUO 160000]

[Initial Value of Counter for MCT] | MCTOOUOODOO [160000] (Mode O

CTROODOOODOOOODOODODDOOOOO)

[Initial Plaintext for MCT]

MCTOOOOODOO [160000]




03:000000000000000(@O)

IEER 00 | 00
(00) | [Algorithm Name] (0oo)
o0 [Function Name] Decryption
[Modes of Operation] oooogoo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text 00 [160000]

[IV for KAT-Text]

KAT-Text O IV 16000 0]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O
CTROOOO00000000O0O0O0O0000)

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[Key for KAT-Keyl]

KAT-Key 0D [160000]

[IV for KAT-Key]

KAT-Key O IV [16 000 0]

[Counter for KAT-Key]

KAT-Key 00000 [160000] (Mode O
CTROODOO0O0O0O0DOO0000O0000)

[Ciphertext for KAT-Key]

KAT-KeyDODOO [160000]

[Key for KAT-Sbox]

KAT-SboxO O [160000]

[IV for KAT-Sbox]

KAT-Sbox O IV [16000 0]

[Counter for KAT-Sbox]

KAT-Sbox 00000 [160000] (Mode O
CTROOODOOOOOOOODOOOOOOO)

[Ciphertext for KAT-Sbox]

KAT-Sbox OO OO [160000]

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gooooo

[Ciphertext for MMT]

MMTOOOO [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gooooo

[Initial Ciphertext for MCT]

MCTOOOOOOOO 160000




2.3 FactsOOOO (*.fax)

04000000 FactsOOOO (ODDOO)

IEER 00 | 00
(00) | [Algorithm Name] (Oo0)
000 | [Function Name] Encryption
[Modes of Operation] ECBOCBCOCFB, OFBOCTROOOOODODO
10
[Bitlength of Keyl] oooood

[Bitlength of Counter]

000000000 (ModeO CTROODDOOODO
O00000oooooon)

[Key for KAT-Text]

KAT-Text O O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 0O OO0 (ModeO CTROOODOO
O000000ooooon)

[Plaintext for KAT-Text]

KAT-Text 0 OO

[Ciphertext for KAT-Text]

gboboobobooboaobobodaboo

[Key for KAT-Key]

KAT-Key OO

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Keyl]

KAT-KeyOOOOO (ModeO CTRODODODOO
O00000oooooon)

[Plaintext for KAT-Key]

KAT-Key 00O

[Ciphertext for KAT-Key]

gboooboaboaobbodaboo

[Key for KAT-Sbox]

KAT-Sbox O O

[IV for KAT-Sbox]

KAT-Sbox O TV

[Counter for KAT-Sbox]

KAT-Sbox 00O OO (Mode O CTROOOO
O0000000000oooon)

[Plaintext for KAT-Sbox]

KAT-Sbox 0 00O

[Ciphertext for KAT-Sbox]

gboooboboobooboboaboo

[Number of Blocks for MMT]

MMTOOOOOO

[Key for MMT]

MMTODO

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOOOO (Moded CTRODO OO
O0000oooooooon)

[Plaintext for MMT]

MMTOOO

[Ciphertext for MMT]

MMTOOOOOO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOODOOOOOOO

[Initial Key for MCT]

MCTOODOOODO

[Initial IV for MCT]

MCTO IVODOOO

[Initial Value of Counter for MCT]

MCTOOOOODOOO (ModeO CTROODOO
O00000000000000)

[Initial Plaintext for MCT]

MCTOODOOOOO

[Ciphertext for MCT]

MCTOOOOOD




05 000000FactsOOOO (ODDO)

IEER 00 | 00
(00) | [Algorithm Name] (0oo)
o0 [Function Name] Decryption
[Modes of Operation] oooogoo
[Bitlength of Key]
[Bitlength of Counter]
[Key for KAT-Text] KAT-Text 0O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 0O OOO (ModeO CTROODODOO
000000oooooon)

[Ciphertext for KAT-Text]

KAT-Text 0 0 00O

[Plaintext for KAT-Text]

gboboobogboooooboon

[Key for KAT-Keyl

KAT-Key O O

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-KeyOOOOO (ModeO CTRODODOOO
00000000ooooon)

[Ciphertext for KAT-Key]

KAT-KeyOO OO

[Plaintext for KAT-Key]

gboboobogboooooboon

[Key for KAT-Sbox]

KAT-Sbox OO

[IV for KAT-Sbox]

KAT-Sbox O O OO

[Counter for KAT-Sbox]

KAT-Sbox 00000 (ModeO CTROODOO
00000000oooooon)

[Ciphertext for KAT-Sbox]

KAT-Sbox O O OO

[Plaintext for KAT-Sbox]

gbobooboooboooooboon

[Number of Blocks for MMT] oooooo
[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

[Ciphertext for MMT] MMTOOOO
[Plaintext for MMT] MMTOOODOO
[Number of Inner-loop for MCT] gooooo

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCT]

[Initial Value of Counter for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOODOO

[Plaintext for MCT]

MCTOODOODOO




2.4 000000000 (*rsp)

U6 0boooobooon

000000 (0o0)

[ 00 | 00 \ 00
(0D0) | [Algorithm Name] (0Doo)
000 | [Function Name] Encryption

[Modes of Operation]

ECBOCBCOCFB, OFBOCTROOOOOOO 10

[Bitlength of Key]

000000 [oo0od]

[Bitlength of Counter]

O000O0O0oooo [100000] (Mode CTRO
00000o0o0oooooooooon)

[Key for KAT-Text]

KAT-Text 00O [160000]

[IV for KAT-Text]

KAT-Text O IV [16000 0]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O CTR
00000o0o00o0ooooooooon)

[Plaintext for KAT-Text]

KAT-Text0OO 1600 00]

[Ciphertext for KAT-Text]

00000000000 00uUoooo leooog]

[Key for KAT-Key]

KAT-KeyOO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-KeyOODOOUO [160000] (Moded CTR O
00000000000000000)

[Plaintext for KAT-Key]

KAT-KeyOOO 160000]

[Ciphertext for KAT-Key]

00000000000 0O0Uo0oo [leooog]

[Key for KAT-Sbox]

KAT-Sbox OO [160000]

[IV for KAT-Sbox]

KAT-Sbox 0 IV [16 0 0 0 0]

[Counter for KAT-Sbox]

KAT-Sbox DO OO0 [160000] (Mode O CTR
00000oo0oO0ooooooooooon)

[Plaintext for KAT-Sbox]

KAT-SboxO OO [160000]

[Ciphertext for KAT-Sbox]

0000000000 00000000 (160000

[Number of Blocks for MMT]

MMTOOOOOO 100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [l6000O0]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

O0O0O0OMMTOOUOOOOODO [160000]

[Number of Inner-loop for MCT]

MCTUOOOOOOOOO [100000]

[Number of Outer-loop for MCT]

MCTOOOUOOOOO [100000]

[Initial Key for MCT]

MCTOOOUOD [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTUOOOOOUOOD [160000] (ModeOl CTR
0000oo0ooooooooooon)

[Initial Plaintext for MCT]

MCTOOOOUOOO [160000]

[Ciphertext for MCT]

O00OMCTOUOOOOOUOD [160000O)

10




07 000000000000000(@O)

[ OO 00 \ 00
(00) | [Algorithm Name] (ooo)
o0 [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-TextO0O [160000]

[IV for KAT-Text]

KAT-TextO IV [160000]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode D CTR
000000000000000000)

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[Plaintext for KAT-Text]

0000000000000 0o00U [le0oO0g]

[Key for KAT-Key]

KAT-KeyOO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-KeyJOOOO [160000] (ModeDd CTR O
00000000000000000)

[Ciphertext for KAT-Key]

KAT-Key OO OO [160000]

[Plaintext for KAT-Key]

000000000000 ooO0OU [leooOog]

[Key for KAT-Sbox]

KAT-Sbox OO [160000]

[IV for KAT-Sbox]

KAT-SboxOOOO [160000]

[Counter for KAT-Sbox]

KAT-Sbox DO OO0 [160000] (Mode O CTR
0000O000U0ooOooooooon)

[Ciphertext for KAT-Sbox]

KAT-SboxOOOO 160000]

[Plaintext for KAT-Sbox]

00000000000000000 (160000

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gooood

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O000OMMTOOOOOOOO (160000

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gbooood

[Initial Ciphertext for MCT]

MCTOOOOOUODOO [160000]

[Plaintext for MCT]

OoooMCTOOOOODOOO [160000]

11




2.5 000000 (*.out)

08 000000000000
| 00 00
[Algorithm Name] | 00O 0O
[Function Name] ooooooad
[Results] oooad

e JODOOUDODOOI(Results] J OKOOOODDOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODOODOOOOOO [Results] OO0
gboobobogoboboobobooboobobooboobooboboooobobo
00 (NoO#0000000000)0000O00OODOOOOOOOOOOOOOOOOO
gobobooogoobobooogobooboboooboobooboboobooboon
gboooboboooobooooooooboboobog1l1b0oboooobobboooobobn
gooon

12



