2007000 8660

Juobogubgdbootdbootdbotdd

bbb otdbotgtbbtgdod

JCATTUOUOOOOOOODOoOooa

3-key Triple DES

20080 40

oooob oooooood



O o
1 0000 3

2 3-key Triple DES
21 000000000 (FPar) . .o vvo oo
22 000000000 (*req)

23 FactsOO OO (Ffax) . . o oo oo e e
24 000000000 (*rsp)
25 000000 (*out)

*

NoREEN SING) ETNGTIN



1 Oo0oon

000000000 0000o0o0O (00 JCATTOOOOO)ODOOODO0OO0DOOOOOOOO
OO00O000O00oooJCcATTOOOO0ODOOOOOOoO0OoooooDooooOod

googoog

e J00DDDDODO (*par)
0000000o0ooooooJCcATTODODODOOOnOO
e 000O0D0DODO (*req)
00000000000 0000000000000JCATTOODODDOOO0OOO
® Facts 00 0O (*.fax)
Ooo0oooooooooJcATTOOODODOODOOO
e J0ODDDDODO (*rsp)
gobooboobuoobooboobboobobboobooboobooobuogobooo
gboobooooooooooon
e 0ODDOD (*out)
0000000000 JCATTODODODODOOD

gbobodboobobodgbooboboobooobooab

googooan

e 100OODD ()000000000O0OODOODO

e 100000000 D0O00ONNONONOOOOOONNONONONONONONOOOOOODO
000000000 (freq) 0 Facts 000D (*fax) 0000000000000000
(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
0000000000000000000000 (*rsp)0 FactsO0O000 (*fax)00000
00000000000000000000000 (*out)00000Facts0000 (*.fax)
000000 JCATTOOOOOO0O000O

gboobooboobooboobobobbobooobooboobbobbooboobg

goog

[ 100000 “CO0rcobboooboooon
oboobooboobooooboobooobboobooaobbooonod
gboogboboboobooobooboboboobobobobooboboboobooboo
ubobodgbooobooaaoo

gbooboobooooboobon
gboboobooooooobobobobobooboboboboooboboboboono
gboobobolegbobobOobobOobOobOobOobOobOobob

00000 #00)00000o0o0o0o000o0oooooooooooo
0000000000000 0O0O000000o0O0 (CR+LFOOO LF)OOOO
gboboboboboboboobobilebooboobDOon

gbobooboobboob 1woboobooon

ACSIIODOODOOOOO0OOooon

0000000000000 0(CO00000 EOFO0O0O0OOOOOOOOOO)O



2 3-key Triple DES

3-key Triple DESOO0000O0DOOOODOO0ODOOOODOOOOOODOOOOOOODOOODO
gboooboboobuooboboobuooboobbod

o KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test
e KAT-Key: Variable Key Known Answer Test

e KAT-IP: IP Known Answer Test
e KAT-PO: PO Known Answer Test
e KAT-ST: ST Known Answer Test
e MMT: Multi-block Message Test

e MCT: Monte Carlo Test

goboobooboboooboobooobobooboobboobd

2.1 000000000 (*.par)
O 1: 3-key Triple DESOOODOODOOO0O
= 00 \ 00
(O00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption
[Modes of Operation] TECBO TCBCO TOFBUO TCFB10O TCFBS, TCFB,
TCTROOODOOOO 100
[Bitlength of Key] oooooo
[Number of Blocks for MMT] MMTOODOOO
[Key for MMT] MMT OO
[IV for MMT] MMT O IV
[Plaintext for MMT] MMT OODO
[Number of Inner-loop for MCT] MCTOOODOOOOO
[Number of Outer-loop for MCT] MCTOOOOOOOOO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCTOOODOOOO
[Initial IV for MCT] MCTO IVODOODO
[Initial Value of Counter for MMT] | MMTOUOOUOUOOO (ModeO TCTROOOOO
000oU0oooooooon)
[Initial Value of Counter for MCT] | MCTOOUDOOOODO (ModeO TCTROODOO
000o0ooooooooon)
[Bitlength of Counter] 000000000 ModeO TCTROOOOOOO
00o0oooooooon)
oo [Function Name] Decryption
[Modes of Operation] gopoooogd
[Bitlength of Key]
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOOOO
[Number of Inner-loop for MCT] opoooog

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOODOOOOO

[Initial IV for MCT]

goooog

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]




2.2 000000000 (*req)

0 2: 3-key Triple DESOOOO0OOOOO (DODO)

[ 00 | 00 \ 00
(00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB10O TCFBS, TCFB
TCTROOOODOOO 10O

[Bitlength of Key]

000000 [00000]

[Bitlength of Counter]

000000000 (Moded TCTROOOOOOO
00000000000)[100000]

[Key for KAT-Text]

KAT-Text 0O (16000 0]

[Plaintext for KAT-Text]

KAT-TextOOO (16000 0]

[IV for KAT-Text]

KAT-Text 0 IV [16 00 0 0]

[Counter for KAT-Text]

KAT-Text OO0O0O0O [160000] (Moded TCTR
00000o0o0ooUooooooooon)

[Plaintext for KAT-Key]

KAT-KeyOOO 160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-Key JOOOO [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Plaintext for KAT-IP]

KAT-IPOOO [160000]

[IV for KAT-IP]

KAT-IPO IV [160000]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
0000D0000000000000)

[Plaintext for KAT-PO]

KAT-POOOO [160000]

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POODOOO0 [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO [160000]

[Key for KAT-ST]

KAT-STOO [160000]

[Plaintext for KAT-ST]

KAT-STOOO 160000]

[IV for KAT-ST]

KAT-STO IV [160000]

[Counter for KAT-ST]

KAT-ST)O0O0O0O0 [160000] (Mode J TCTR
000000000000000000)

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT 00000000 (160000 (Mode O
TCTROOODODOOO0O0O0O0O0D000000O)

[Plaintext for MMT]

MMTOOO [160000]

[Number of Inner-loop for MCT]

MCTOOOUODOOOOO [1o0000O]

[Number of Outer-loop for MCT]

MCTUOOOOODOOOD [100000]

[Initial Key for MCT]

MCTOOOOOO 160000]

[Initial Plaintext for MCT]

MCTUOOOOUOUDO [160000]

[Initial IV for MCT]

MCTO IVOOUOO [160000O]

[Initial Value of Counter for MCT]

MCTOOOOOOO0 [160000] (Moded TCTR
000000000000000000)




0 3: 3-key Triple DESOO0 0000000 (ODO)

[ OO 00 \ 00
(0D0) | [Algorithm Name] 3-key Triple DES
o0 [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS8, TCFB,
TCTROOODOOOO 10O

[Bitlength of Key]

oooooo

[Bitlength of Counter]

000000000 [1o0000] (Moded TCTRO
O00000O00oooooooon)

[Key for KAT-Text]

KAT-Text OO [160000]

[Ciphertext for KAT-Text]

KAT-TextOOOO 160000]

[IV for KAT-Text]

KAT-TextO IV [160000]

[Counter for KAT-Text]

KAT-Text0O OO0 [160000] (Moded TCTR
000000000000000000)

[Ciphertext for KAT-Key]

KAT-Key OO OO [160000]

[IV for KAT-Key]

KAT-KeyO IV [1I60000]

[Counter for KAT-Keyl]

KAT-Key DJOOOO [160000] (Moded TCTR
000000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Ciphertext for KAT-IP]

KAT-IPOOOO [160000]

[IV for KAT-IP]

KAT-IPO IV (16000 0]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
O0000000oooooooon)

[Ciphertext for KAT-PO]

KAT-POOOOO [160000]

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POOOOO0 [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO (160000

[Key for KAT-ST]

KAT-STOO [160000]

[Ciphertext for KAT-ST]

KAT-STOOOO (160000

[IV for KAT-ST]

KAT-STO IV[I60000]

[Counter for KAT-ST]

KAT-STOOOOO (16000 0] (Mode 0 TCTR
000000000000000000)

[Number of Blocks for MMT]

MMTOOOOOO [l00000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT OOO0OOOO0OOO [160000] (Mode O
TCTROUOOOOOOOOOOOOOOOODN)

[Ciphertext for MMT]

MMTOOOO 160000]

[Number of Inner-loop for MCT]

MCTOOUOOOOOODDO [100000]

[Number of Outer-loop for MCT]

MCTOOOOOOUOOODO [100000O)

[Initial Key for MCT]

MCTOOOOOO [160000]

[Initial Ciphertext for MCT]

MCTOOOUOOOOO [160000]

[Initial IV for MCT]

MCTO IVOOOO [le0000O]

[Initial Value of Counter for MCT]

MCTOOOOOO0O0 [160000] (Moded TCTR
000000000000000000)




2.3 FactsOOOO (*.fax)

O 4: 3-key Triple DES Facts DO 00O (00O DO)

[ OO 00 \ 00
(0D0) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB10O TCFBS, TCFB,
TCTROOOODOOO 10O

[Bitlength of Key]

ggogaoo

[Bitlength of Counter]

O000000OouonO (MedeO TCTROUOOOOO
O00oU0oooooon)

[Key for KAT-Text]

KAT-Text 00O

[Plaintext for KAT-Text]

KAT-Text O OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 0O 00O (Moded TCTROOOOODO
Ooooooooooon)

[Ciphertext for KAT-Text]

KAT-TextOOOOOOOOO

[Plaintext for KAT-Key]

KAT-Key 00 O

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-Key OOOOO (ModeO TCTRODOOOODO
0ooUoooooooon)

[Key for KAT-Key] KAT-Key OO

[Ciphertext for KAT-Key] KAT-Key OOOQOGOQOQOOO
[Key for KAT-IP] KAT-IP OO

[Plaintext for KAT-IP] KAT-TPO OO

[IV for KAT-IP] KAT-IP O IV

[Counter for KAT-IP]

KAT-IPOOOOO (Moded TCTROOOOOODO
O0o0o0oooooon)

[Ciphertext for KAT-IP]

KAT-IlPOOOOODOOOO

[Plaintext for KAT-PO]

KAT-POODODO

[IV for KAT-PO]

KAT-PO O IV

[Counter for KAT-PO]

KAT-POOOOOO (Moded TCTROUUOOODO
Ooooooooooon)

[Key for KAT-PO] KAT-POODO

[Ciphertext for KAT-PO] KAT-POOOOOOOOOO
[Key for KAT-ST] KAT-ST OO

[Plaintext for KAT-ST] KAT-STOOO

[IV for KAT-ST] KAT-STO 1V

[Counter for KAT-ST]

KAT-STOOOOO (Mode TCTROOOOOOO
0000oooooon)

[Ciphertext for KAT-ST]

KAT-STOOOOOOOOO

[Number of Blocks for MMT]

MMTOOOODOO

[Key for MMT]

MMT OO

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOODOOO (ModeO TCTRODODOODO
0000oooooooon)

[Plaintext for MMT]

MMTOODO

[Ciphertext for MMT]

MMTOOODOOOOO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOOOOOOOOO

[Initial Key for MCT]

MCTOOODODO

[Initial Plaintext for MCT]

MCTOOODOOO

[Initial IV for MCT]

MCTO IvOOQonOo

[Initial Value of Counter for MCT]

MCTOOOOUOOOO (ModeO TCTROOOODO
Oooooooooooon)

[Ciphertext for MCT]

MCTOOODOOOOO




O 5: 3-key Triple DES Facts D 000 (0 0O)

[ OO 00 \ 00
(0D0) | [Algorithm Name] 3-key Triple DES
o0 [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS8, TCFB,
TCTROOODOOOO 10O

[Bitlength of Key]

oooooo

[Bitlength of Counter]

000000000 (ModeO TCTROOOOOOO
O00oooooooon)

[Key for KAT-Text]

KAT-Text O O

[Ciphertext for KAT-Text]

KAT-Text OO OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (Moded TCTROOOOOO
O00ooooooooon)

[Plaintext for KAT-Text]

KAT-TextOOOOOODODO

[Ciphertext for KAT-Key]

KAT-Key OO OO

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-Key OOOOO (ModeO TCTRUOOOOO
O00ooooooooon)

[Key for KAT-Key] KAT-Key OO

[Plaintext for KAT-Key] KAT-Key OO OOOOOO
[Key for KAT-IP] KAT-IPO O

[Ciphertext for KAT-IP] KAT-IPOOOO

[IV for KAT-IP] KAT-IPO IV

[Counter for KAT-IP]

KAT-IPOOOOO (ModeO TCTROOOOOODO
O00oooooooon)

[Plaintext for KAT-IP]

KAT-IPOOOOODOOO

[Ciphertext for KAT-PQO]

KAT-POOOOO

[IV for KAT-PO]

KAT-PO O IV

[Counter for KAT-PO]

KAT-POOOOOO (ModeO TCTROOOOOO
O0Oooooooooon)

[Key for KAT-PO] KAT-PO OO

[Plaintext for KAT-PO] KAT-POOOOODOOOO
[Key for KAT-ST] KAT-STOO
[Ciphertext for KAT-ST] KAT-STOOOO

[IV for KAT-ST] KAT-STO IV

[Counter for KAT-ST]

KAT-STOOOOO (Mode TCTROOOOOOO
O00ooooooon)

[Plaintext for KAT-ST]

KAT-STOOOOOOOO

[Number of Blocks for MMT]

MMTOOOOOO

[Key for MMT]

MMT OO

[IV for MMT]

MMTO IV

[Initial Value of Counter for MMT]

MMTOOOOOOOO (ModeO TCTROOOOO
O00ooooooooon)

[Ciphertext for MMT]

MMTOODO

[Plaintext for MMT]

MMTOOODOOOO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOOOOOOOODO

[Initial Key for MCT]

MCTOGOOOOO

[Initial Ciphertext for MCT]

MCTOODOOOODO

[Initial IV for MCT]

MCTO IVOOQOO

[Initial Value of Counter for MCT]

MCTOOOOOOUOO (ModeO TCTROOOODO
oooooooDoDoOoOoOO0O)

[Plaintext for MCT]

MCTOODOOOOODO




24 000000000 (*rsp)

O 6: 3-key Triple DESO OO O0OO0DOOO (DODO)

[ 00 | 00 \ 00
(00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB10O TCFBS, TCFB,
TCTROOOODOOO 10O

[Bitlength of Key]

000000 [00000]

[Bitlength of Counter]

0000oO0ooUo [1o0o0g] (Moded TCTRO
O00U0oo0oOooooooooon)

[Key for KAT-Text]

KAT-Text 0O [160000]

[Plaintext for KAT-Text]

KAT-TextOOO (16000 0]

[IV for KAT-Text]

KAT-Text 0 IV [16 00 0 0]

[Counter for KAT-Text]

KAT-Text OO0O0O0O [160000] (Moded TCTR
00000o0o0ooUooooooooon)

[Ciphertext for KAT-Text]

O0OO00OKAT-TextOOOOOOOOO [160000]

[Plaintext for KAT-Key]

KAT-Key OOO [160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Key for KAT-Key]

KAT-Key OO [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Mode D TCTR
000000000000000000)

[Ciphertext for KAT-Key]

O0O00OKAT-KeyOOOQOOOODOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Plaintext for KAT-IP]

KAT-IPOOO [160000]

[IV for KAT-IP]

KAT-IPO IV [160000]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Ciphertext for KAT-IP]

O0OO0OKAT-IPOOOODOOOO l60000]

[Plaintext for KAT-PO]

KAT-POOOO [160000]

[IV for KAT-PO]

KAT-POO IV 16 0000]

[Counter for KAT-PO]

KAT-POOOOOO0 [160000] (Mode J TCTR
000000000000000000)

[Key for KAT-PO]

KAT-PO0O0 160000]

[Ciphertext for KAT-PO]

O0OO0OO0OKAT-POOOUOOODOOOUDO [160000]

[Key for KAT-ST]

KAT-STOO [160000]

[Plaintext for KAT-ST]

KAT-STOOO 160000]

[IV for KAT-ST]

KAT-STO IV[160000]

[Counter for KAT-ST]

KAT-STOOOOO [160000] (Mode D TCTR
000000000000000000)

[Ciphertext for KAT-ST]

O0O0O0OKAT-STOOOOOOOOD [160000]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT 00000000 [160000] (Mode O
TCTROOOODOOO0000O0D000000O)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

O000OMMTOUOOOOOOOD [160000)

[Number of Inner-loop for MCT]

MCTUOOOOODOOOOD [100000]

[Number of Outer-loop for MCT]

MCTUOOOOODOOOD [100000]

[Initial Key for MCT]

MCTOOOOOO 160000]

[Initial Plaintext for MCT]

MCTOOOOOOO 160000

[Initial IV for MCT]

MCTO IVOOUOO [160000O]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (Moded TCTR
000000000000000000)

[Ciphertext for MCT]

O000OMCTOOUOOOOOUD [160000]




0 7: 3-key Triple DESOO0 0000000 (ODO)

[ OO 00 \ 00
(0D0) | [Algorithm Name] 3-key Triple DES
o0 [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS8, TCFB,
TCTROOODOOOO 10O

[Bitlength of Key]

000000 00000]

[Bitlength of Counter]

000000000 [1o0000] (Moded TCTRO
O00000O00oooooooon)

[Key for KAT-Text]

KAT-Text OO [160000]

[Ciphertext for KAT-Text]

KAT-TextOOOO 160000]

[IV for KAT-Text]

KAT-TextO IV [160000]

[Counter for KAT-Text]

KAT-Text0O OO0 [160000] (Moded TCTR
000000000000000000)

[Plaintext for KAT-Text]

O000KAT-Text OOODOOOOO [160000]

[Ciphertext for KAT-Key]

KAT-KeyOOOO 160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Moded TCTR
O000000U0ooooooooon)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Plaintext for KAT-Key]

O0O00OKAT-KeyOOOOOOOD [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Ciphertext for KAT-IP]

KAT-IPOOOO [160000]

[IV for KAT-IP]

KAT-IPO IV [160000]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Plaintext for KAT-IP]

OOO0OO0OKAT-IPOOOOOOODO [160000]

[Ciphertext for KAT-PQO]

KAT-POUOOO [160000]

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POODOOOO [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO [160000]

[Plaintext for KAT-PO]

O0O0O0KAT-POOOOOOOOO [160000]

[Key for KAT-ST]

KAT-STOO [160000]

[Ciphertext for KAT-ST]

KAT-STOOOO [160000]

[IV for KAT-ST]

KAT-STO IV[160000]

[Counter for KAT-ST]

KAT-STOOOOO [160000] (Mode O TCTR
000000000000000000)

[Plaintext for KAT-ST]

O00O0OKAT-STOOOOOOOO [l6e0000O]

[Number of Blocks for MMT]

MMTOOOOOO [l00000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT OOO0OOOO0OOO [160000] (Mode O
TCTROOOOOOOOOOOOOOOOODN)

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O000OMMTOOOOOOOO [160000)

[Number of Inner-loop for MCT]

MCTOOOODOOOOODO [100000)

[Number of Outer-loop for MCT]

MCTOOOOOOUOOODO [100000)

[Initial Key for MCT]

MCTOOOOOO [160000]

[Initial Ciphertext for MCT]

MCTOOOUOOOOO [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOO0O0 [160000] (ModeDd TCTR
000000000000000000)

[Plaintext for MCT]

OoooMCTOOOOODOOO [160000]
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2.5 000000 (*.out)

0 8: 3-key Triple DESO O OO0O0O
| 00 00
[Algorithm Name] | OO0
[Function Name] oooooon
[Results] ooon

e JODDOUDOOOI(Resultsl]J OKOOOODOO

e JOOODOOUOI[Results] DO DOOOODOONGODOOOOOOOO [Results]l] OO0
gbooobobooobobooboboooboobobooboobobooboobobo
OO0 (NeO#00000000O0OD0)0DO0O0O0OOODOOOOOOOOOOOODOOOOO
gboboboboooboooboobobobobooboobooooboooboooboooboo
gbooobooobooooboboobooboboo1bbobooboboboobooboo
gboogd
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