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2 DSA FIPS 186-2

DSAFIPS 1862 000 00000OCOO00O0DOODOOO0ODOOODOOOODODOOOOO
googobobooboobobooobooboobbon

e RGT: Random Generation Test(O OO0 OO0 0O00O0O0O0O0O0OO0O00O0OOODO (ODOOO
O00)00000000o0oToOo00OoO00oOoOo0oOomooooon)
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gobooboobboobooobooboon

01000000000
]DDDDDDDDD\DDDDDDDDDD\

| M_Hash SHA1 | SHA-1 |
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000000000 (*.par)

O 2: DSAFIPS 1862000000000

00 \ 00 \ 00

(o) [Algorithm Name] DSA FIPS 186-2
ooooooooo [Function Name] Domain Parameter Generation

oo [Validation Method] 0oodopooool1odoooogn

[Bitlength of pl

OpO00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

pgO000000000000

[Number of PQG Sets]

000000000 (pg,9)000

ooooboooo

[Function Name]

Domain Parameter Validation

ggd [Validation Method] gooboooooloooooooo

[Bitlength of p] OpOD0OOO

[Bitlength of q] qO0O00ono

[Bitlength of SEED] p,qO0O0000O0O0O0O0OOO

[Number of PQG Sets] o0ooooooo (p,¢g,9) 000

[Seed S] SEEDO0U0D0DD0O0O0O0D0DOOO0
gooogo

[Bitlength of Seed S] | Seed SO OO OO

[Rate of Fail Data] Oo0oooooooooooooogd
00

ooooo [Function Name] Key Generation

[Bitlength of p]

OpO000O00

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

pg0000000000000

[Seed S]

SEED 00000000000 O0O0
oooooo

[Bitlength of Seed S]

Seed SOODOODO

[Number of XY Sets]

ugbud z,yogoo




0 3: DSAFIPS 1862000000000 (00O)

00 0O \ 00
(00O) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign
[Bitlength of p] OpO0OOO0O
[Bitlength of ql qUooono
[Bitlength of SEED] p,q0 000000000000
[Seed S] SEppooooooooooooon
gooooo
[Bitlength of Seed S] Seed SOOOOO
[Seed P] gobbooobuoooboobboon
goooooooooo
[Bitlength of Seed P] Seed POOOOO
[Seed K] ooo0ooooooooooooogn
ooooo
[Bitlength of Seed K] Seed KOOODODO
[Hash] goooo o o 0o o og o
M Hash SHA1 OOOOOO
[Bitlength of Plaintexts] goooooo
[Number of Plaintexts] oooo
[Number of Signatures for RGT] RGTOOOOOODOOOOO
0000 | [Function Name] Verification
[Bitlength of p] ooooooo

[Bitlength of q]

[Bitlength of SEED]

[Seed 8]

[Bitlength of Seed S]

[Seed P]

[Bitlength of Seed P]

[Seed K]

[Bitlength of Seed K]

[Hash]

[Bitlength of Plaintexts]

[Number of Plaintexts]

[Seed of Ephemeral Keys]

O0o0o0o0k0O00OOooooooooOo
gooooooooo

[Bitlength of Seed of Ephemeral Keys]

Seed of Ephemeral Keys 00000

[Rate of Fail Datal]

gboobooaboooogad




2.2 000000000 (*req)

0 4: DSAFIPS 1862000000000

y 00 \ 00 \ 00
(00) [Algorithm Name] DSA FIPS 186-2
ooooooooad [Function Name] Domain Parameter Generation
oo [Validation Method] 0000000 (100000

[Bitlength of pl]

0pO00000 [I00000]

[Bitlength of ql

(00000 100000]

[Bitlength of SEED]

SEEDOO0OOO [100000]

[Number of PQG Sets]

000000000 (pg,9) 000 [I00000]

gooooooboo

[Function Namel]

Domain Parameter Validation

gd [Validation Method] 0000000 (100000
[Bitlength of p] OpO0000O [I00000]
[Bitlength of ql (00000 [00000]
| [Bitlength of SEED] SEEDO0O000 [00000]
[Number of PQG Sets] o0o0oooooo (pg,e) 000 [I00D0O0]
[PQc]’ 000000000 pqg[160000]
[SEED] ! p,q00000000 160000]
[counter]?! p,q0000000 [10000O0O]
goooo [Function Name] Key Generation
[Bitlength of pl Op00000 00000]
[Bitlength of ql (00000 [00000]
[PQC] 000000000 pg,g[160000]
[Number of XY Sets] 0000 2,y00000 [100000]
gooad [Function Name] Sign
[Bitlength of pl Op,00000 00000]
[Bitlength of q] ¢UOOOo [loooog]
[PQC] 000000000 pg,g[160000]
[Hash] 000000000000 M_Hash SHA1IOOOOOO
[Private Key] 0000000 [le0D00O0O]
| [Bitlength of Plaintexts] 0000000 1ooooo]
[Number of Plaintexts] 0000 [1o0oo0]
[Plaintexts]? 00 [160000]
[Number of Signatures for RGT] | RGTOOUOOOUOOOO [l00D00O0O]
oooo [Function Name] Verification

[Bitlength of pl]

goooboood

[Bitlength of ql

[PQG]

[Hash]

[Bitlength of Plaintexts]

0000000 (100000

[Number of Plaintexts]

0000 [100000]

[Public Keys]

000 160000]

[Plaintexts]?

00 160000]

[Signatures]?

00.100000,0 s00000000000[16
0ooo)

1. 000000000000000 [Number of PQG Sets| 0 0 [PQG]O [SEED]O [counter]

gbooooo

2. [Number of Plaintexts) 1000 (10000 10000)00000 (100001000
0)oooooo




2.3 FactsOOOO (*.fax)

O 5: DSA FIPS 186-2 Facts 0 0 0 O

00 \ 00 \ 00
(oo) [Algorithm Name] DSA FIPS 186-2
gooooooooog [Function Name] Domain Parameter Generation
[Validation Method] ooooodgo
[Bitlength of pl] OpOO0OO0OO0O
[Bitlength of ql qUooono

[Bitlength of SEED] SEEDDOOODOO
[Number of PQG Sets] o0oooooodo (p,g,9)000

goooooooood [Function Name] Domain Parameter Validation
[Validation Method] oogooooo
[Bitlength of p] OpOOOOO
[Bitlength of q] qOoOoono

| [Bitlength of SEED] SEEDOUODOO
[Number of PQG Sets] | 0O O0OOOOOO (p,gqg9) 000

[PQG]* 00ooooood p,q,g
| [sEED]! p¢00000000
*[counter]l p,qO0 000000
%[Result] goodooooooooooooooo
ocooooooOOoOo10000ooon
ooogoo [Function Name] \Key Generation

(000Do0o0oUoooOoooooon)

1. 00D000000000000 [Number of PQG Sets] 0 O [PQG]O [SEED]D [counter]O
[Result] 000000



0 6: DSA FIPS 186-2 Facts 1 000 (0 0)

[ 00 | 0O \ 0O
(00O) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign
[Bitlength of pl OpO0O00OO
[Bitlength of q] qUOoo0o-d
[PQG] 0o0oooooon pq,g
[Hash] ooooo o 0o O o oo o
M_Hash SHA1OOOOOO

[Private Key] ooooooo
[Public Keyl ood

| [Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oooo
[Plaintexts]® 0o
[Number of Signatures for RGT] | RGTOOOOOOOOOOO

0000 | [Function Name] Verification

[Bitlength of p] o0oooooo
[Bitlength of g]
[PQG]
[Hash]
[Private Keyl] goooogoo

| [Bitlength of Plaintexts] ooooogoo
[Number of Plaintexts] good
[Public Keys]? ooo
[Plaintexts]? oo
[Signatures]? OO0.100000r0 sO00DQ0OO

N goooo
[Results]? 0000000000000 00000

g i1gogoooo

1. [Number of Plaintexts) 1000 (10000 10000)000000

2. [Number of Plaintexts) 10 000 (10000 100000)000 (10000 10000)0
00 (1000010000)0000000000 (10000100000000)000
000



2.4 000000000 (*rsp)

O 7:DSAFIPS 1862000000000

oo

\ 00

|

oo

C0)

[Algorithm Name]

DSA FIPS 186-2

gobobooaboan

[Function Namel]

Domain Parameter Generation

[Validation Method]

O000OoOoOo [1oooog]

[Bitlength of p]

0p00000 [I00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]

SEEDOOOOD [I00000]

000000000 (p,g,9) 000 [10
0o000]

| rpgal! 0000000000000 p,q,g [16
i 0o000]
[SEED] ! 0000p,¢00000000 (1600

0oj

[counter]!

O00O0p,q00OD0OOOO0O [10000
O]

gobobooaboan

[Function Namel]

Domain Parameter Validation

[Validation Method]

O0O0oooo [1oooog]

[Bitlength of p]

0p00000 [I00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]

SEEDOOOOD [160000]

000000000 (p,g,9) 000 [10
oooo)

| [PQG12 000000000 p,q,g[l60000]
| [SEED]2 p,q00000000 160000]
k[counter]z p,q0000000 [100000]
k[Result]g goooooooobooooooogd

gbooobgooobobboo1l1bobo
oo

ooooo

[Function Namel]

Key Generation

[Bitlength of p]

0p00000 [00000]

[Bitlength of q]

(00000 100000]

| [PQG]

000000000 pg,g[160000]

[Number of XY Sets]

0000 2,y00000 [100000]

| xy1®

000000000 z,y [160000)

O

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]T [SEED]O [counter]
gooooo

2. 000000000000000 [Number of PQG Sets] 0 O [PQG]O [SEED]O [counter|O
[Result) 000000

3. [Number of XY Sets] D000 [XY]OOODODOODOD [XY]OOOODOOOOO 20000
yUOz0y0O00 20000000

[XY]

...$10000000000 2000000
...41000000y000000

[XY]
...£200000000002000000
...$2000000y000000
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0 8 DSAFIPS 1862000000000 (ODO)

| 00 | 0O \ 00
(ono) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign
[Bitlength of p] OpO0000 [I00D0C0O]
[Bitlength of q] qOO0O0U0 [100000]
[PQG] 00o00oo0ooogdp,qgl60000]
[Hash] ooooo 0o 0O O o0 oo o
M_Hash . SHA1O0OOOOOOO
[Private Key] 0oooooo 160000]
[Bitlength of Plaintexts] O00oO0ooo [1o0ooo0og)
[Number of Plaintexts] o000 ooooo]
[Plaintexts]! 00 [6e0000]
[Signatures]! oboooob. 10obogoo r0o sgo0O
B ooooooooopleoooO]
[Number of Signatures for RGT] | RGTOOODOODOOOOODO[0OOO
0]
[Signatures for RGT]? Oo000ORGTOOOOOO OO. 10
0000 -0 s0000000O000OO
[160000]
OOO0O0O | [Function Name] Verification
[Bitlength of p] ooooooo

[Bitlength of q]

[PQG]

[Hash]

[Bitlength of Plaintexts]

O00o0ooo [1ooooog)

[Number of Plaintexts]

0000 [100000]

[Public Keys]®

000 [160000)

[Plaintexts]?®

00 160000)

[Signatures]?®

00.100000r0s000000
00O0O00[60000)

[Results]?

goboobooooooooobooo oo
gbooobo1oo000b0

1. [Number of Plaintexts] 1000 (10000 10000)000 (1000010000)0

googond

goooag.

. [Plaintexts]| 0000 10000000000000O [Number of Signatures for RGT] O O

[Number of Plaintexts| 0000 (10000 100000)000 (10000 10000)0O
00 (l00o0010000)bo0o0o0000o00 1000010000 ooOoD)0oooo
000 00O [Number of Plaintexts] 0 20 0 0O O [Public Keys] 0 OO0 10 0O O [Plaintexts]
0000 1000[Signatures] 0000 10000000000000000O[Results|]000
010000000[Public Keys| 0O OO 200 0[Plaintexts] 0 O 0 O 20 0O O [Signatures|

0000 20000000000000000([Results] 0000200000000
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2.5 000000 (*.out)

0O 9: DSAFIPS 186-20 00000
| 00 00
[Algorithm Name] | 00O 0O
[Function Name] ooooooad
[Results] oooad

e JODOOUDODOOI(Results] J OKOOOODDOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODOODOOOOOO [Results] OO0
gboobobogoboboobobooboobobooboobooboboooobobo
00 (NoO#0000000000)0000O00OODOOOOOOOOOOOOOOOOO
gobobooogoobobooogobooboboooboobooboboobooboon
gboooboboooobooooooooboboobog1l1b0oboooobobboooobobn
gooon

e J00UDODDLDOOUDODLDLOUDOLDDOLUOOLUDUOOUDOUODO (NG)UOODO
gooooooo
NG(#10 : y = gAx mod p ?)
NG(#10: 1 <=x<=¢-1,1 <=y <=p-27)
NG(#10 : yAq =1 mod p ?)
DOOOONGH#10: y=gAxmodp?) 00000 yO0OOOD0OD z000000000
Op0¢g00000000y=¢"modpl 00000000 O0OOOOOOODOOOOONO
goboooooboooooooga
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