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1. DSA
FIPS PUB 186-4, Digital Signature Standard (DSS), July, 2013.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
HfRL, BAAEMIZHWD p 22048 'y ML 2D q & 224 By ML RO
LDy v aBBobERE 224 €y NULEET D,

2. ECDSA
ANS X9.62-2005, Public Key Cryptography for the Financial Services Industry :
The Elliptic Curve Digital Signature Algorithm (ECDSA)
B L, BAEMIIHW DM O Ez 224 ©y A EDSHERT Ny v 2B
HomhE#24 vy N EET D,

3. ECDSA
FIPS PUB 186-4, Digital Signature Standard (DSS), July 2013
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
AL, BAEMIIHW MR ONEZ 224 ©y A EDSERT /Ny 2 2B
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ECDSA

SEC 1. Elliptic Curve Cryptography (May 21, 2009 Version 2.0)
http://www.secg.org/secl-v2.pdf

E L HL, FEHERROMEZ 160 ©y MU EET D,

k2o HL, BAEMIIAWC DM RO Z 224 €y FULEDPSERT Sy 2=
Bt EE 224 8y FLLEET D,

RSASSA-PKCS1-vl_5

PKCS#1 v2.2: RSA Cryptography Standard, October 27, 2012.
https://www.emc.com/collateral/white-papers/h11300-pkcs-1v2-2-rsa-cryptography-stan
dard-wp.pdf

HELAHL, EV2T A LR A 1024 €y R ELET D,

HE2 HL BAERICHNDEY 2T AL RD A %Z 2048 £y ML BT 5
Ny V2O NEEZ 224 8y N EET D,

RSASSA-PSS

PKCS#1 v2.2: RSA Cryptography Standard, October 27, 2012.
https://www.emc.com/collateral/white-papers/h11300-pkcs-1v2-2-rsa-cryptography-stan
dard-wp.pdf

ELAEL, EVaT7ALR05608% 1024 vy MU ELT D,

E2r HLU BAERICHWDEY 2T AR DEMEZE 2048 £y FEL BT S
Ny vaBBOM IR 224 vy A EET D,
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7.

RSA-OAEP

PKCS#1 v2.2: RSA Cryptography Standard, October 27, 2012.
https://lwww.emc.com/collateral/white-papers/h11300-pkcs-1v2-2-rsa-cryptography-stan
dard-wp.pdf

EL L, T2 T AL %E 1024 €y ML ELT D,

H2 B B AABIC DN TIEY 2 7 AL R DG 3% 2048 £ ML B 2T 5
Ny aBBOMNEY 224 8y N EET S,
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1. AES

FIPS PUB 197, Advanced Encryption Standard (AES), November 26, 2001
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf

2. Camellia
128 EwhrIOvIRES Camellia 7)LIUXLEHE (55 2 iR: 2001 £ 9 A 26 B)
https://lwww.cryptrec.go.jp/cryptrec_03_spec_cypherlist_files/PDF/06_01jspec.pdf

<n-EvhIOvIRBESOFAE—F>

3. Electronic Codebook (ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB),
Output Feedback (OFB), and Counter (CTR)
SP 800-38A, Recommendation for Block Cipher Modes of Operation, December 2001.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf

<128-EvhrIOvIEEDOFAE—F>

4. XTS
SP 800-38E, Recommendation for Block Cipher Modes of Operation: The XTS-AES
Mode for Confidentiality on Storage Devices, January 2010.

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf

<A MU —AEFE>

5. KCipher-2
ARJ—LEES KCipher-2 ({EREE 1.2 ki)
https://www.cryptrec.go.jp/cryptrec_13_spec_cypherlist_files/PDF/21_09spec_j_1.2.pdf

Ny o

1. Secure Hash Standard (SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224
and SHA-512/256)
FIPS PUB 180-4, Secure Hash Standard, August, 2015.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
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2.

SHA-3 Hash Algorithms (SHA3-256, SHA3-384, SHA3-512)
FIPS PUB 202, SHA-3 Standard, August, 2015.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf

SHA-3 Extendable-Output Functions (SHAKE128, SHAKE256)

FIPS PUB 202, SHA-3 Standard, August, 2015.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf

JE: {B L. SHA-3 Extendable-Output Functions ( SHAKE128 % T* SHAKE256 ) D 7 &
Nletx =27 o #aEL L TOEMATIEC OV TR, BIEHET D,

*Ayt— TR

1.

HMAC (HMAC-SHA-1, HMAC-SHA-224, HMAC-SHA-256, HMAC-SHA-384,
HMAC-SHA-512, HMAC-SHA-512/224, and HMAC-SHA-512/256)

The Keyed-Hash Message Authentication Code, FIPS PUB 198-1, July 2008.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.198-1.pdf

A fBEL, Ay e—VRGEFAERICHVW D SHOERIT, 1128y MU EET 5,

CMAC

Recommendation for Block Cipher Modes of Operation: The CMAC Mode for
Authentication, NIST Special Publication 800-38B, May 2005 (Updated 10/6/2016).
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf

HE: {A.L. Triple DES ZffH 9 % CMAC 1FFx <,

CCM

Recommendation for Block Cipher Modes of Operation: The CCM Mode for
Authentication and Confidentiality, NIST Special Publication 800-38C, May 2004.
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf

GCM/GMAC

Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM)
and GMAC, NIST Special Publication 800-38D, November 2007.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf

GCM-AES-XPN

IEEE Standards Association, Standard for Local and metropolitan area networks, Media
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Access Control (MAC) Securityy, Amendment 2: Extended Packet Numbering,
802.1AEbw-2013, February 12, 2013.
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1. Approved Random Number Generators
3E LM
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1. Approved Key Establishment Techniques
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1. Hash_DRBG, HMAC_DRBG and CTR_DRBG
National Institute of Standards and Technology, Recommendation for Random Number
Generation Using Deterministic Random Bit Generators, Special Publication 800-90A
Revision 1, June 2015.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
7 {H. L. Triple DES % M9 % CTR_DRBG 1% <,
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1. DH
National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56 Ar3.pdf
HEL{HL, pZ2048 By LA EMNDq&E 224 By UL ELET S,
W2 {HL, FAA /"7 A—=HL, FIPS 186-type IZfR %,

2. MQV
National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
HELEL, pZ 2048 By N ENDqE 224 By R EET S,
2 HL, RAA T A—H L, FIPS 186-type IZfE 5,

3. ECDH
National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56 Ar3.pdf
M (B L., MR EE 224 £y ML EET 5,
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SEC 1. Elliptic Curve Cryptography (May 21, 2009 Version 2.0)
http://www.secg.org/secl-v2.pdf

B L. RO E 224 €y FULEET D,

ECMQV

National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf

W AR L, PSRN B E 224 £y FULEE TS,

Key Establishment Schemes in NIST SP800-56B

National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography, Special Publication
800-56B Revision 2, March 2019.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Br2.pdf

HE: {H L. KMAC % i i % Key Confirmation 2% <,

KDF

National Institute of Standards and Technology, Recommendation for Key Derivation
through Extraction-then-Expansion, Special Publication 800-56C Revision 1, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Cr1.pdf

E: {HL. KMAC {7 % KDF IEk=<,

KDF

National Institute of Standards and Technology, Recommendation for Key Derivation
Using Pseudorandom Functions (Revised), Special Publication 800-108, October 2009.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-108.pdf

1 {E L. Triple DES ZA#i /i3 % KDF |EFr <,

KDF

National Institute of Standards and Technology, Recommendation for Password-Based
Key Derivation, Special Publication 800-132, December 2010.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-132.pdf
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10. KDF
National Institute of Standards and Technology, Recommendation for EXxisting
Application-Specific Key Derivation Functions, Special Publication 800-135 Revision 1,
December 2011.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-135r1.pdf
A AL, TPM 1285 < KDF 13BR<
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ANSI X9.31 Appendix A.2.4 Using
3-Key Triple DES

ANSI X9.31 Appendix A.2.4 Using
AES

Hash_DRBG, HMAC_DRBG and
CTR_DRBG in NIST SP800-90
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#71 : PSEC-KEM {1453 version 2.2

(FRE 2044 H 14 R)
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£z, LUT OFELECERG & HIER,

Hash DRBG, CTR_DRBG and
OFB_DRBG in ISO/IEC 18031
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ECDSA OftEED S HESEIZ. ANS
X9.62-2005 % (X FIPS 186-3 % i /M,
DH OO S TH 5 ANS
X9.42 122U T, 2001 4ERi > £ 2003
FERRIC S IR % J8T,

DH X% O ECDH DA DB JRSEIT
NIST SP800-56A 7% JE /I,

Rk 22 %26 H 30 H

A -

DSA Otk DZ S TH 5, FIPSPUB
186-2 with Change Notice 1 ™ URL % &

o

- 10/14 -




SRk 24 %22 H 29 H

A -

LIEHEIC XTS 23800, A » & — VFEREIC
GCMIGMAC % 811,

TRk 2542 H 13 H

O -

DSA OO S FISEIZ, FIPS 186-3
Z B0,

SHS DftEkD S % . FIPS 180-4
\ZEH,

HMAC Dtk DSR4 | FIPS
198-1 [ZZE W,

Hash_DRBG, HMAC_DRBG,
CTR_DRBG DOflkkD S % |
NIST SP800-90A |25 &,
ECDH(NIST SP800-56A) D A & — A
ZIRET DR LEE ZHIRR,
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PKCS#1 v2.2: RSA Cryptography
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2019.
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