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1. [FL®HIZ

1.1 JC-STAR &

XA TAEHEEFTFMEUVSIANY S HIE (JC-STAR: Labeling scheme based on
Japan Cyber-Security Technical Assessment Requirements) (. ETSI EN 303 645 %5 NISTIR
B4 FLLAML DD MBICEHIHEEEN (X2 ) TABINEH ITEDE, loT HA
ZFIIHTAEEEHADEEHZMHERE - AIRILT 58 RDHETH D, FIEFHICDOLTIE
UTZESRO &,

HIREEEME - https://www. ipa. go. jp/security/jc—star/index. html

JC-STAR TlE., K ohdtFXa ) TaKEIZHE LX) T EMEHE LT, RIE
ROEZBICHIET 5F-ODHRELBEOBEEEL - FFHEFIEk 1) & Tol HSMBERI LN
BICIECH-EEEG - SMEFIE(k2~%4) L VS ABRBOEHLANLARESNATIND,

* 3THREELS loT MRE. BIFHESOCEES VI SBEE. ARRK. KX
FE. ZRENEESIND T HBFLESTHMTHDH, AXNETIE. NBEERSE 20REL
=k BLARNIILDEHICDNTERE LTS,

#& 1. JC-STAR TOEHK LA DLES 1T

LR BT BEEG | HEARX
I BFHEZOCERS VO SEXEE. HARKK, KX
NEERVATLTOMAZEEL-HGERILOR =&
RABPGEX1) T4 BEHZED. ThEB=I_ L& EaRiil
* 3 HmEE

NLEEZENTELTRTLO
BARBHCEORHEERL. X 1ITEMTREERY
*2 | BEFLUTABHZED. ThEE-TEEH/HMN

UE—RELEETHEHO BEES
WAL LTABELTROLNIBEROLF2 Y T B ) BE
_ T | nean
*1 | HERD. ThERETCLEREARLF—HNELEE -
/\L

THLD

1.2 BBEINILEF

BEINILEF, EDON-BEEHOFMEL A FIZHEL. TOBEEHIEET BB
[T H7=OIC ToT HEDtEXF1 ) To#EEE LTI REKEITELTWSLE
TTELDTHD. [oTHENBEEIANIVRGEATHDHZ EERKRTHEHIZ, ToT BEA
DE—F, WEKEK, Nv = BIRRBEE. YZaTFI. YTy b R—LAR=D
FIZ, BEINIEEE - Rt - FHRATDHIENTE, ChITEY, £Fa2 ) T4 HERKDE
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ANHERSINTNE I EZRILET HLDTIEAL,
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IPA (FHERE L 72N,
DFY., FHEDEBERR T —DEEEIEKET S LI2H 5,
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B8 (7 v 77— MERCREMERS . et ABERE. SRIChH-5ERERTITHE
LA o —miCRETELIHEAZMY ANTLS,
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EHRHALELIREE

Exh (Active)

KMEF

(K HrEEH (Extension
procedure in progress))
eS| BEINILOADPBNET L&, EVHEOERLTH
(BEHDHRUIN Expired)) | A TULVELVKEE, 3 IEOEE I RILOI DA VKEE
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https://www. ipa. go. jp/security/jc—star/shinsei/index. html
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% 3 BERNOEX2YTAEH

No HE - HAFSA DR
1 | ETSI EN 303 645 V3.1.3 (2024-09)
2 Cybersecurity Labelling Scheme (CLS) Publication No.4 Version 1.2 April 2025
3 | Cyber Resilience Act (CRA)23 October 2024
4 | Radio Equipment Directive (RED) : 28.12.2024
5 | EN 18031-1 / -2 / -3:2024
6 | IEC 62443-4-1 2018
7 | IEC 62443-4-2 2019
8 | NIST IR 8425 September 2022
9 | UK PSTI i Regulation 2023
0 BB E DI REERED-ODHA RZ4 2 (FM T EER) O—EBE (FH 7
£9A)
11 | CCDS loT 4B tFa ) T+ EHBEEEESN A FS5 4> 2025 &R Ver. 1.0
12 | BERAGHSE £KBLX2UTT70T9230707740L 1.0MKR
13 | BMSec F v b —VHEEFEFEHHELFX 1T HA 54> Ver. 1.00
14 | 754 mARREEREY SHWT7EF10A8 18 KT
1.6 TRAFNEY—ER] OFZXA

JC-STAR [2&1F5 TloT ®inl &1F, HBHICKYVREXIIFAEBICKOIBADEM LR
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AR —ER] ETERINS—REET, [RWEAMEY—ER] L& HREGS Mol
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Appendix B: B&EY Y

BEEHIE - X& Link
ETSI EN 303 645 V3.1.3 (2024- https://www. etsi.org/deliver/etsi_en/303600_ 3036
09) 99/303645/03. 01. 03_60/en_303645v030103p. pdf

https://isomer-user—
Cybersecurity Labelling Scheme content. by. gov. sg/36/03b1d128-7284-40ac—bb1f-
(CLS) Publication No.4 Version fdc94b5842a3/CCC%20SP-151-

1.2 April 2025 4%20CLS (I1oT) %20Assessment%20Methodo | ogy%20v1. 2. p
df

Cyber Resilience Act (CRA)23 https://eur—lex. europa. eu/legal-

October 2024 content/EN/TXT/PDF/?uri=0J:L_202402847
https://single-market-

Radio Equipment Directive economy. ec. europa. eu/sectors/electrical-and-

(RED) :28.12. 2024 electronic—engineering-industries—eei/radio-

equipment-directive-red_en
EN 18031-1 :
https://www. en-standard. eu/bs—en-18031-1-2024-

common-secur i ty-requirements—for-radio-

equipment—internet—connected-radio—equipment/
EN 18031-2 :
https://www. en-standard. eu/bs—en-18031-2-2024-

common-secur ity-requirements—for-radio-

equipment-radio—equipment—processing—-data-

EN 18031-1 / -2 / -3: 2024 ] .
name |l y—internet-connected-radio-equipment-

childcare-radio—equipment—toys—radio—equipment—

and-wearable-radio—equipment/
EN 18031-3 :
https://www. en-standard. eu/bs—en-18031-3-2024-

common-secur ity-requirements—for-radio-

equipment—internet-connected-radio—equipment-

processing-virtual-money—or-monetary-value/

IEC 62443-4-1 2018 https://webstore. iec. ch/en/publication/33615
IEC 62443-4-2 2019 https://webstore. iec. ch/en/publication/34421
https://nvipubs. nist. gov/nistpubs/ir/2022/NIST. |

NIST IR 8425 September 2022

R. 8425. pdf
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https://www.en-standard.eu/bs-en-18031-2-2024-common-security-requirements-for-radio-equipment-radio-equipment-processing-data-namely-internet-connected-radio-equipment-childcare-radio-equipment-toys-radio-equipment-and-wearable-radio-equipment/
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https://webstore.iec.ch/en/publication/34421
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8425.pdf
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UK PSTI ;% Regulation 2023

https://www. legislation. gov. uk/uksi/2023/1007/sc
hedule/1/made

BUFHEZF DO REERED =&
DHA RS54 2 (8T EER O
—ERE(FMTFIA)

https://www. cyber. go. jp/pdf/policy/general/guide
r7_9. pdf

CCDS loT #2374 EfE
BEENA LS4 2025 FhiR
Ver.1.0

https://www. ccds. or. jp/public/document/other/CCD
S_SecGuide-IoTReg Criteria 2025 v1.0_jpn. pdf

BERARKE KBEX1) T4
aOF4o<a>r7o774J)0 1.0

https://www. ipa. go. jp/security/jisec/pps/certifi
ed-pps/c0755 it2805. html

BMSec v kT —4 HEEE(TEEFE
X )TaHA R4
Ver.1.00

https://bmsec. jbmia. or. jp/file/guide. pdf

WHEE mARBFRA ST HF
10 A 18 T

https://laws. e-gov. go. jp/law/360M50001000031
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2026.02.12 CR & 1.1 hflx (JST-CR-03-01-2026R1) 4>FA
® Appendix B: %k >4, TEN 18031-1 / -2 / -3: 2024) M) > 9 #EIE
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