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Dear I san,
Sorry to inform you that we have received news from our account department concerning your intended payment for the 2 invoice.
Our trading bank account had encountered some technical issues following a payment we had received from a bad transfer channel and the
present epidemic have been quite disruptive to our official actities and has not allowed us ample time to completely attend to the situation.
Inline with the above, our account team have decided to introduce our alternative bank account for your immediate action. Please kindly
note that our alternative bank account is domiciled in Hong Kaong.
Please kindly confirm if our above payment request is acceptable to enable us furnish you with bank details and also let us know what
additional documents might be required to facilitate this request.
Thanking you in anticipation for your understanding and kind cooperation.
Best Regards,
W
@ FHFTr1) 4B Bs0KE § INTHRF |~

b
=
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[A¥DA—IL 7KL R] alice @ b-companys—cc . com
("com”&"cc" DEIER/NATUTHEEHZ)
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® B#DYIL—TREDHEHARADHI(RHHRE)
[ A—I)LF7ELRX] bob @ b-companysgroup . com . cc
[{B¥0D A—IL 7KL RX] bob @ b-cornpanysgroup —cc . com
("m & rn"ICEEHA . "com”" & cc" DIEDL/NATUTHEEHZ)
KEBRICEASN-LDOELEL S,
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B2 TVD, JELSEDA—IL (B 7). B HIBHEAELNT-, TDHER . BHIEBLELKEFLOMT,
XIBIZDOVT BBED A—ILDPY EY B ThhT=,

BRI, WBEDNOIA—ILIBIEERDFEREEZRTLEZO T, IKLLHNENGNESROHIZHERL
TIFLLY XIWEFEFRADAECEELT, IEWVSIEDA—ILE ADEREN RIS TELNT
El-. COBMDBEREF. ERDBFEREZEICLT, IRAXEOEARTASN-LDTHoT=,

ZD%.BHDIEZEN RIAZOENERIN-CLITDOVT. AHDIELE~NEEREEHREIT-
FCETEENREL, EBRMWEHFICEELLM o1,

WEIZHMDA—=ILDPYEYIZDNT. K 5(ZFRT,
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H L s <INVOICE>

Ir -z AT Q ERURMEEEADLTIZEN

R I I - 2020/05/7
<mwvorce> N

Dear [N H

Due to this recent COVID-19 situation 1n the world, our government have 1ssued a compulzory lock down.

Please advise when payment will be released to us.

Best regards,

R L

6 FHl 3 WEEHNSOA—)L(1:EH)
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H *r b s <INVOICE>

T -3 AT Q EFURMWERE A HLTEEN

) I E— ——
———pawes———— =N

Dear NN, H

Regarding below payments,Kindly advise your account department to hold on with payment to us.

We' re currently facing some difficulties confirming payment from clients due to the lock down in our cities
affecting banks and public places closure.

Will advise solutions soon.

Thank vou.

Best regards,

* &

_ e

7 EHl3 HEEHLSDA—)L(2;:FEH)
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(2) BDA—ILTFZELADER
WEEHE AMELFITHEYTELT. BHOIBLEEAA—ILEEDRIZ, A—ILD From ANyA (EHA)
[CIFA#EBEEEORBZBERYDA—ILTRLREFRET H5— A T. Reply-To NyH GRIESF) ZRD&LIIC
MILTLM=,

® B fAZELNT=A—)L®D Reply-To ~NyA D1

[A¥p])alice . eve @ company—a . com

[{A%])alice . eve . company—a @ mail . com

KERICEASNLDEEELS,

Reply—-To AV [ZERE SN TLWVHEED A—ILFRLRIE, mail.com®1EWLVD . B DY—E X TE
HEBTESR A DIDTHT=,

F-. REENLDLGYTELA—IL T, RERE (Co) ITRE SN EHD AT DMIBLUEDA—IL
TRLUR3, Reply-To AV ERL T —A—IILTRELADEALDEDIZHELTLN =,

COFOILKY, ROMEEE-IDEEZOND,

o EHAFromZAYDA#HBUEDA—ILTRLRIZERET SHET. AYPDA—ILIZREMNTDD,
A—ILANRIELESET B L. IRIES K (Reply-To) [CEMINTF=A—IILPRLAMNIBELELTHREEIN ST
. ELWVEEADEREICEDELSELTNNS,

® RERSNTVAIA—ILTRLRERETSHIET.B #HIELFITESTIE B LU DELDOBERFRED
FEEICAODTWAEIIZRZSD (RARBEOFTOPLYEYIZRZD) A, EEIZIE B tOAITESN
TEY. BRINTVBILIZRIEFIKL Tz A HAIDOBEZREIZESTIE. COBA—ILAEMELY
=8, BEERMNITHhhTLNAIEIZR DT,

5 2020/7/14 B AT, BZY—EXTIL 255 DR AU NSBIRLTA—ILTRLRAFRIG T HEMNARETH
%
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3.4 HHl 4 BENTIN—TEEHB--HE

AEHIIL, 2020 F 4 B, J-CSIP DS MNfEH (A$L) D CEO ITHY T HELI-HEBEEN . AL DEHN T IL—
T (B ) D CEO IZXL T, AN A—LEZEYFTH=LDTHD,

COFOIKXIPAA 2017 F 4 BICARLISEEBRELR—FTHBALTVODIE DRI A—)LFF#R®D 5 D
DEIATD55. (347 2. BEEBE~ADITYTELIZET S,

CDEHITIX.BHAIDA—ILZEEDL . ESRAA— LR TIIHEOMNERBIZEL . BHDU AT L
HLUFICHRLIZECA, ZOREVNDHIEHEIN . A—ILDBRIEFITHIEMN 1120, EENEHEIC
[EESGEI ST,

SETERIZKEENMOELNTA—ILDKE . AXIZDWT, K 8IFRT,

Subject: Correspondence with legal

Dear - ,

[ hope you are doing well.
Are you available?

Greetings,

Sent from my iPhone

8 EPl 4 WMBENSELNTEA—ILDHEREERI

ZDBEDA—ILTIE, ZH AN (From) N [ZTRD KSR ENITTHhATULV =,

From: [A %t CEO D& HjEA—IL T KL X]secured by [mailto:relay@365-offices.com]

CDEITFTBIET. ZIEBEDA—ILY IR LETIE, KYID AL D CEO DRARIEA—ILTRLANRIRS
N5, INIZEKY  BADA—ILTRLANSEEESNTWBILEEZR IONBFIKTRHWAHZEEHLNS,
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3.5 Hfl 5 EHEB~TTHNi- CEO ZFEMTH—ED B E (§IR)

2019 £ 10 A LAR&. J-CSIP O milH 5. ERT I —TSHOBREBEFEMLIEYTELA—ILIC
DUVT, BTEFEAE TERE. L THERIZE L HoTz, £1=.IPA TI-CSIP L DIERFEZSHHEIC
ABZEITOESA. RBIRHESN LD EEHLE TH=IZ 50 4(2019 £ 10 A ~12 A EATIE 62 4. 2020
F£1 A~3 AHTIE 46 H-HER) DELT 54— ILBEAREAF T HICESTS,

INEDA—)LIERIZTT AN HEBELTEY . A—DHEBEIZKDIHEN. ERNDZHOMEBAT
OB DOLHASIN DK THD . CO—EDKHEIIDVTIE. KEFOENSE DRAA—ILFEHRD
—HETHAHAEEZTHEY. TEDRRA—)LFFERIBECIIZRET 2B HI ST EMUE (E=4) 1D 2.3 & F4I13
HIO—EOHEBED—EHTH5,

A—ILDIESEE. ERNOBEROEXBEZFLEONEIA—ILTRLR)THS,
ETE TS CEO LHETFEZHEMLTLS,
> CEO %9 2. (XX HEBEDBEEDERD CEO #AFE-TLS,
WEBENMEALIZA—IILTRLRIFHRRIZEGDH., BITRAIMELHD, EARMIZIE. ZHA
(From) ¥53R{E 5% (Reply-To) IZ, Isecure LWV HEEE RIA(RRE-RIE-EEFE) (CEATHHE
HABEDOEA—ILTELAMNERIN TS,
> 2020 3 A 24 BITHEELIZA—IL(R 41TEHF 12)DH . KK (RE- B2 -BEE)(CEHTS
BERELA TG, ST-A TOMORFHIF—HL TV,
NFETHERELE—EOHBA—)ILOBHEZOAXILIFFEXTHY. BARBEDA—/LIFIHE AR
AVREDA—ILIE N . TIVREBEDA—ILIF 1 HHEZEL TS, A—ILDHZ - AXDRNBIEZH
DIN)I—230 ¥ H b, A —ILANRIET HE EHDIRYIAADERFEDFHMNHAONDEDE
BEhnd,
> 2019F 7 A 23BM52020F 58 13 BETOA—ILOFHELTIE, A—JLAKRXIE5~101T
BEOHZLLOT, EANERAGEIEMINMTWVEVND, TEELRAGNHS ). TFHEICDN
TEALEWIELT, A—ILANRIET B EERODIABTHLIAMEBEL TN,
> 2020 & 3 B 24 BLURE. Hi1iEO0FIA )L ABRESE (COVID-19) DEEEEXENEEHLEL
THEATAIRBA—LEEHFERL TS,
< 2020 & 3 A 24 BA5 2020 & 5 B 12 BETD A—)LTIL, TCOVID-19 [Z kBt RH%E
EROF . BERROREPCREEZFES> TS IELSIEZTHLOLD A E ho1=h3, 2020 F
5820 BUEDA—)L (K 9) Tl&. ERPOE LN RLITHEBZEML LR T, &
FEBZBERLTOMRTAEGSAE I ENSKIIT XEICEEARONT-,
< 2020 ££ 5 A URRICERBISNI=A— L TIE., B4R ZProject NN A B LSIZZE{ELT=,

® FA— )LDEERIL. ERTETLVAEY. 201945 7 8 23 AN 20204 6 A 23 HTH 5,

8 KEHIZDNTIX, RLUAR—MAERSATHS 2020 F£ 7 A 1 BETHDERTEREH LTS,
T INHA— LI DULNTIE, KE Agari Data #1HVR D URL TAKILTWWALR—MERIBHTHY . B—D
KWEBEICXIHETHAEHAILTNS,

https://www.agari.com/email-security—blog/cosmic—lynx-russian—-bec/

S BAREEDOA—IVITDOWTIE, YA N—EREF A= 7 T47 (U-CSIP):ERKR[2019 £ 10 A ~12 AIIC

A—ILDBIEREE LTS,

S REDA—IVIZDWTIITE DR RA—)LEFHRBEC I ICBAT 2 EBHILFEME (FE=) ITHRNAL TS,
http://www.ipa.go jp/security/announce/2020-bec.html
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https://www.agari.com/email-security-blog/cosmic-lynx-russian-bec/
http://www.ipa.go.jp/security/announce/2020-bec.html

AMEEERZ IPA THEZELEA—IILDERO—EZ. &K 41277,

CD—EDEDRRA—)LEERIE . HEDMBBOCEBDOAZAILDTIT L ZHOEREITHLTH
HoNf=CEEHRLTLS, CDT=. XFEICHAHLLT . #fiL TEANOBBICHLTHRENAALN
LEREEAHY . SERLIENVLETH D,

& Mozilla Thunderbird — O X
Ir{WE |EE FRNV BBG AvE-IM Y-ILO ALTH

J & EE = EZE IOt -
=% Project Mockingbird 2020/05/20

#

]

b AT
I

Dear NN,

I hope you and your family are coping fine.

As countries around the world gradually ease lockdown restrictions and
companies resume business, we must now look beyond the crisis and position
ourselves for the economic recovery.

Motwithstanding these challenging times, we are pushing ahead with our
business expansion plans and are now in the closing phase of acquiring the
assets of a foreign target company. We have mandated our legal team to work
on its execution and I will appreciate your help with certain time pressing
issues.

To safeguard confidentiality, the acquisition is codenamed "Project
Mockingbird". I hope to count on your discretion in this very sensitive

matter.

Please let me know soonest by email if you can handle this and I will let
you know what needs to be done.

Thanks,

Sent from my iPhone

b

9 Xl 5 MEHEMNMSDF —)L(2020/5/20)
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# 4 B4 5 IPA THEELTVWA RGO HEA—LIERO—&

BE | BAELEDXTE | SEHH #4£ WEENERALIZA—ILTRLR
1. BB 2019/10/23 | Liaise with external legal counsel smtp—neptune@secure—mail-server.cc
2. HEE 2020/1/16 Resolve matter with law firm secure—uranus@secure—mx—gateway.cc
3. HEE 2020/2/6 Accords finaux en cours secure—pluto@fortinet-gateway.cc
4. HEE 2020/3/9 Matter with law firm smtp—saturn@secure—mx—provider.cc
5. HEE 2020/3/9 Matter with law firm smtp—saturn@secure—mx—provider.cc
6. sEE 2020/3/9 Matter with law firm smtp—saturn@secure—mx—provider.cc
7. sEE 2020/3/9 Matter with law firm smtp—saturn@secure—mx—provider.cc
8. sEE 2020/3/17 | SAEREBEHFATEDEE encrypted—jupiter@encrypted—mail-server.com
sEE 2020/3/17 | SAEREBEHFATEDEE encrypted—jupiter@encrypted—-mail-server.com
10. aExE 2020/3/24 | SEREIREIRFREDEE encrypted-sirius@encrypted—mail-server.com
11. aEE 2020/3/24 | SEREIREIEFREDEE encrypted-sirius@encrypted—mail-server.com
12. TR, RIRE 2020/3/24 Coronavirus Sensitive Matter ssl@secure—smtp—servers.com
13. g 2020/3/30 | Possible corporate action tls—nexus@mx—secure—net.com
14. 2020/4/2 New corporate development secure—tucana@secure—smtp—service.com
BB 3
initiative
15. TRE RIKZE 2020/4/3 New corporate development project | tls—mercury@mx—secure—net.com
16. 2020/4/3 New corporate development tls—venus@mx—secure—net.com
RiE%x
initiative
17. HEE 2020/4/6 Possible corporate action -
18. R 2020/4/7 New corporate development tls—uranus@mx-secure—net.com
HE%x
initiative
19. R 2020/4/7 New corporate development secure—jupiter@mx—gateway—host.cc
RE%x
initiative
20. R 2020/4/7 New corporate development secure—jupiter@mx—gateway—host.cc
RE%x
initiative
21. PHTAZE, EPF9- | 2020/4/16 New corporate development tls—taurus—net@mx-gateway—host.cc
Bffi—ER%E initiative
22. PHTEAE, EPF9- | 2020/4/20 tls—sirius—net@mx-gateway—host.cc
~ R Potential corporate transaction
Bffiv—EX%E
23. IEHEIEE 2020/4/21 Possible corporate transaction mx—jupiter—host@secure—email-provider.com
24. g 2020/4/22 New corporate development encrypted—neptune@encrypted—-mail-server.co
1=
initiative m
25. PHTEZE, EM- | 2020/5/5 gateway—atlas@encrypted—host.cc
- R Project Indigo
Hffi—E X%
26. TR, RIRE 2020/5/6 Project Daylight gateway—pluto@mail-transport—gateway.cc
27. IEHREIEE 2020/5/6 Project Ambience tls—pluto—net@mx-gateway—host.cc
28. aEXE 2020/5/6 Project Hexagon secure—jupiter@smtp—gateway—host.cc
29. aEXE 2020/5/6 Project Ambience tls—pluto—net@mx-gateway—host.cc
30. aEXE 2020/5/6 Project Ambience tls—pluto—net@mx-gateway—host.cc
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HE | BELEOXE | BERH %2 WEEMEALIA—ILTFLR
31. BER-HR-EHE | 2020/5/6 secure—jupiter@smtp—-gateway—host.cc
Project Hexagon

LR/ STEE 3
32. aEXE 2020/5/7 Project Gemini mx—venus—host@secure—email-provider.com
33. HEE 2020/5/7 Project Gemini mx-venus—host@secure—email-provider.com
34. HEE 2020/5/7 Project Gemini mx-venus—host@secure—email-provider.com
35. HEE 2020/5/12 | Project Magnolia tls—jupiter@fortinet-server.cc
36. HEE 2020/5/12 | Corporate matter smtp—mercury@secure—mx—provider.cc
37. BER-HAR-EHE | 2020/5/12 tls—jupiter@fortinet-server.cc

Project Magnolia

LR/ STEE 3
38. slE% 2020/5/13 | SAERERBEHFATEDEE smtp—jupiter@fortinet—protection.cc
39. slE% 2020/5/13 | SAERERBEHATEDEE smtp—jupiter@fortinet—protection.cc
40. g% 2020/5/13 | SV EREIREIFATEDEE smtp—jupiter@fortinet-protection.cc
41, HEE 2020/5/19 | Project Helium smtp—saturn@fortinet—protection.cc
42. HEE 2020/5/19 | Project Helium smtp—saturn@fortinet—protection.cc
43. HEE 2020/5/19 | Project Helium smtp—saturn@fortinet—protection.cc
44, HEE 2020/5/20 Project Mockingbird secure—mercury@secure—mx—host.com
45. HEE 2020/6/2 Project Evergreen tls—jupiter@mail-transport—agent.cc
46. B 2020/6/9 Project Cairo gateway—nexus@secure—mail-gateway.cc
47. HEE 2020/6/9 Project Cairo gateway—nexus@secure—mail-gateway.cc
48. HEE 2020/6/9 Project Biltmore gateway—jupiter@encrypted—host.cc
49. ENFE 2, INFTE 2020/6/18 Project Asterix mx—venus@fortinet—protection.cc
50. EREEE 2020/6/23 | Project Rosetta gateway—neptune@secure—smtp—service.com
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3.6 Hfl 6 [AAKEEILIShT= CEO FFERDINE (HiiR)
2020 £ 4 B . TEDRRA—)LFFERIBECIICEAT 2 EFILTEME (BE=H) 1D 21 F EHI1ITT. R
EBTITHONTOWHEATHEREL 1SN, BADREAFELLZE D RRAA—ILFEOEHZLRFELZ ',
Z D% . J-CSIP DS MfAI L. ENEEDRERBEFMLILLBYTELA—ILIZONT, ##5EL THIR
REMNHoT=, F1=.IPA T I-CSIP ADIEREFFSHMBIZAELZTo1EIA. FEHREHIN DL
BhHETH=IZ 25 4 (2020 £ 3 ARFFRATIL 7 HHER) DFELT SA—IILIREEAFTHICESR ',

CNBEDA—=LIFRIZRT RO HBELTEY ., A—DRBEIZLIKEN, ERHND S HOMERBAT
ONELDEHASNHIRRTHS.

o S—)LMDFEEIF. ERNDEHDEZRE(CEO FLEOLNEIA—ILTRLR)THS,

® =795 CEO ZEEFLTLNS,

o WEEMNFRALELA—ITRLRAESEFSFIZELDN, BISRAIMELAH S, EEMICE., RIE
FA— LT REL X (Reply-To ~v4& ) T. lboard | %Tboard-1]. lrelay JIELNVSBEEAA—HILB(Z{E
HNTHEY . AL E D IZIE intern] T mobile . Iserver |ELNVS =B EZ A S HE-A—ILTF
LADMERASINTILNS,

o HIELHAZNEEIHIN. L OAXILFZERLABTHD, ZRIITEETIA—IL(1 EB)
DAXIFE 5 T~10 ITIREDEHRGLDO T, THEFTHLN . £EXBEI DL THALTIELL
EDBHBIEVNSTZRABENENINTINS,

® A—)LDEERHIL, HIETETLAEY. 20194 11 A 20 BN 20204 6 A 29 HTHS.

® A—JLMiEIEIZISendGrid |EWLVIA—JLH—E XRZEFERAL TS '2, SendGrid HY 1R HHEEEEL T,
ZEENA—ILERH LI-CEEREEN B TEDMHEFT (D TE—aV)ZA—)LIZHEDHRAD
ZEMNTTRETHY . EFEIZ. SendGrid DE—a EBHND HTML 25 MW—EBD A— LIRIATHESR
TETW%,
> KEENERMNICHIFKREDEHEFIT>TLDIEDOTHANFHEN, CORL. WEFO

DIEIMEERLTWDATEEE LB S,

A IPA THRLIA—LOERO—EZ. K 577,

CO—EDECHRA—LEEHRIE. CNETICT 5 DDERBITHL THALNZIEERRBLTHY . BE
DIRBCEEDAHZRIELD TIFEL, COT=8%. KEICELLT | ML TERS ORI L THRE
MRABLNEAREMENHY . SRUIEHPRETHS.

EHl 5 EHBLTERASRELT. CblFnBCEANETELHI TEEILGA—ILIZRZS—AT.
X -BEAEMLTOSBILTAA—ILITIHEL EDA—IVEEVFITTODIHREE (AF) THY. £
DHREEHIFEHOERISH L THHITHBZRYRLTOSENBABTH D, BYEERBLENE
BICRABDEIGA—ITH=ELTH BEHIRETIE LRSS,

O CEEREIRAOEANDEEFRITEDRAA—ILFER"OF O (FE=%R) (IPA)
https://www.ipa.go.jp/security/announce/2020-bec.html
" AREHIDONTIF, ALR—MAER R THS 2020 F 7 A 1 BETOERTRAEL TS,
"2 SendGrid ZEAL TLVEWEFILHERELTEY . T LERY—ERZEA T HELIDITTIEAL,
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https://www.ipa.go.jp/security/announce/2020-bec.html

% 5 =l 6 IPA THEEL TV RGO EA—/LIERO—&

HE | BELEOXE | BERH 4 WEEMMERALIZA—ILTFLR
1. BLEX 2020/1/20 | EMEHFLERICDOEFELT board@mobile81-intern.com
2. HAEE 2020/2/12 Finance M&A board@mobile81-intern.com
3. HE%x 2020/3/3 EREGFEBERIZDEELT board@intern-mobile081.com
4. HE%x 2020/3/3 EREGFEBERIZDEELT board@intern-mobile081.com
5. HE%x 2020/3/25 | EMEFLBERICDOEFELT board@intern—081mobile.com
6. BLEX 2020/3/26 | EMEHFLERICDOEFELT board@intern—081mobile.com
7. BLEX 2020/3/30 | EMEHFLERICDOEFELT board@intern33-mobile.com
8. BLEX 2020/3/30 | EMEHFLERICDOEFELT board@intern—081mobile.com
BLEX 2020/3/30 | EMEHFLERICDOEFELT board@intern—081mobile.com
10. HE%x 2020/3/30 | EREHEBINIZDEELT board@intern—081mobile.com
11. ERE, RIZE | 2020/4/7 EREGHEBERIZDEELT -
12. ERE, RIZE | 2020/4/7 EREGFHEBERIZDEELT -
13. TR, RIRE 2020/4/7 TREHEEIZDEELT board@mobile81-intern.com
14. BLEX 2020/4/22 | EMEHFLERITDOEFELT board@server—-mobile33.com
15. HEE 2020/4/27 Finance M&A board@server-mobile33.com
16. X RRZE | 2020/5/7 EMEFLERICDOFELT board@mobile-server33.com
17. ENSEE. /NSTE | 2020/5/11 | Finance M&A board@intern33-mobile.com
18. HEE 2020/5/14 Finance M&A board@mobile—server33.com
19. ENFE%. /NSEE | 2020/6/5 Liaise with counsel board—1@outlook-ssl.host
20. LS 2020/6/8 EREGFEBERIZDEELT -
21. RE%x 2020/6/9 Finance M&A -
22. ENSEE, INTE 2020/6/22 Finance M&A board@mobile—jp.co
23. ENSEE. /NSTE | 2020/6/22 | Liaise with counsel board-1@dmarc—a—365.host
24, ENSEE. /NSTE | 2020/6/23 | Liaise with counsel board-1@dmarc—a—365.host
25. BB 2020/6/29 | EELEGEBEUIZDOEFELT relay@secure-sec—gov.com
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4 SEARY—/IINORETIRRICLIESEEFRETATSLOZEEG
AEEHE, J-CSIP SmEELY . M AL TV Y — NI BEEEDRELTITATIL LT,
A URAFT ) AR EITRESN-EVSEHRIREE N H o1,
AEDERII. AHROFOZFESHEFFAARFRTLHEISINTEY . HEOHBR - X%H-
ADTRIGENEEZ OGNS, AETIF, ZEETICCOEHIT OV TERAT S,

EZRRICELIRE
2020 £ 4 A kK. ¥E&SMAK TERALTLYS SOC (Security Operation Center) [ZHULNT. Hi%S A
BAERALTOANEBARY —/\NRBLBEZTV. FELI7MILEF HoO—RLIzZEEF&EALT-,
CDHIZDLNT,. 202055 A 12 B, BZSIMEBHDS IPAN FELEELREEDIC. FUvO—REhiz
T7AILIZDWTERIRE, TTH NI,

FRHROAEIZEY . ABRORERIE. V59 F—ERLIZHALUZSMABNEIRT 55—/ A%,
RERMBICEVERETAUEA—R I DHEESNTWDREELG STV =CE. T, FD=H WL =
(T1=tDTHo=Z e hoT=,

BESO-HEOFO
BRI REN-HNEN S, FHOKEOFRNIERDEY TH S,

1. SMERABAY—/NTIREIL TL = PostgreSQL (21, 0S AT RAU 2143 Difiss
(CVE-2019-9193) MEFEFZEL TV =, MBE I AXRIEHHEZERALTH—/N\IZRET7 IV ERF1ToT=,

2. SNEBAREY—NICRETVERALEZREE L., AL RDY—IL (Linux ) ET7MILDE I
A—F%4Tofz. COBDA Do O—RIZEHN IR IEERIETIZIL, tor2web 3 JOR AL DEDH
Hot=,

» PNScan ((R—hXF¥U—)L)
» sshpass (SSHAS A E{TY—IL)
» INNRT—FKYRRI7AIL

3. WMEHEIL., SEAREY—/ M5 VPN BRHCEERRELERAEDIRFRICXL. MEFEFEOERD
HAO. ssh AT AURITY—ILENRRT—RYRNI7AILEZRAWVERETOEALK (BIAEE.
Lateral Movement) Zi8 & 1=,

4. RAIZHLEERISHLTIE, 3104 F—ZIES B SR ERENTON . BB, 0107
AF—IFAE) L TRETHLDTHo1=,

BE.ROBAIZDONWTIHERIZREE S TTBHATH-T-.
> HHBARNDBRAILKEIC, REENEREFHAA-MEMN
> AR AFT—DFER, FIEERLE

3 Ttor2web (4TI T SO ZFERET T A3 —RYEDD Tor RYRT—DIZT7IERTBH=ODK
A (Tor 7AXY) THD,
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AEHITE. 2 OOREATHEZZIT. HWEITE o1, | DEBRFFREDOFHEIZEST.BERETH—/
NAV A=y ETRRINTINV=CE 2 DB IFY— /N ETEELTLVA U R T AICHESH SN H-1-C&
THb.

MRS RICOVNTIL BETOT S LD NERZRONEIEL, ATRERRYBECGERTHIENER
THBD. Y—/\DREIZTDOVTIE, BEFBAGNEIITIDN T DBENH DD, R H—/\DHER AR
[SDOWTIE, BEOHAENOFET I EANHALONSTHAILEZRHEICEE RELGHEZELDD
REICITOINETH A,
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5 BERNE#-EXOBYMFDOEH

2020 £ 5 A 13 B, ZHOBAREXCHEBOA/ Y AN (LRMEBOEHRDIDEEERGDISAMU T, 4
FHABDITTR—CONBENRTREND AN BFEET HEVIERA SNS FTHEI o7 ", KEIZD
WT. HH5S NS, BREBOHBY M FOFEEZHEREL-EVSFERIZH L H 1=,

A ELTIE, HEAVAIDTIERERDHOHE. TOBEREERDITT YA bAEREL,
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