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ARETEH, Y—A"BEEZTO EToBHFRE LT, REFEFZRET 5,

B, HHT IRV a T A AN Ea—va VOEWICEY, REFENRR-T20
RENTERNPSTLVTIHEAERDDLZEICHET LI L, EARREGHAESCY=2T7 V2S5
BIpLiblc, —2BER L LTRSS,

AKEFLUTFOY 7 hooT "=V a vEdGE LTERSLE,
OpenSSL 1.1.1d
GnuTLS 3.6.11.1
Apache httpd 2.4.41
lighttpd 1.4.54
nginx 1.16.1, 1.17.6
mod_gnutls 0.9.1

1L ¥—"REFEFOELELD

1.1. Apache+mod_ssl DFH
Apache HTTP Server O#&E 7 7 A /v (5 7 + /v b DA httpd-ssl.conf) TR EH] % LLFIZR
R

<VirtualHost *:443>
(1)
SSLEnNgine on

#AEAE L EFORE !
SSL CertificateFile /etc/ssl/chain.crt
SSLCertificateKeyFile /etc/ssl/server.key

#BEEAL—FRE, BEAA— FOREF 1ELSHDZ &
SSLCipherSuite "TLS1.2 AR 75 A A — N % E SLF51"
SSLCipherSuite TLSv1.3 "TLS1.3 FlF 5 A A — b &R E XL F4"

# 7o halX—Vg VUERTE, 2LEILEBHROZ &

U

SSLProtocol /N— 3 VR IE

# WS AL — MEF Y — A MERRE
SSLHonorCipherOrder On

LRETINRIFTUTOLEED,
letc/ssl/chain.crt : Y — NGEBRE 3 L OV I GERA &
letc/ssl/server.key : Y — NGEBE T b i 9 5 Bl g
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HTTP Strict Transport Security, OCSP stapling O % 4 5 & A 12iE, 2 ZIZiER T
Do HARTA L TARRD AEHS FLURELBMO Z &

</VirtualHost>

1.2. lighttpd O 4&
lighttpd DEXE~ 7 A /v (7 7 4 /v F ©E lighttpd.conf ) TORER % LLFIZRT,

$SERVER(["socket"] == "0.0.0.0:443" {
ssl.engine = "enable”

(rhrg)

# REPAE L BOBRE

ssl.pemfile = "/etc/ssl/serverkey cert.pem”

# 5 AA— MRE, BHEAAL— FOREF 1LEHLSZHDOZ &
ssl.cipher-list = "TLS1.2 DR IS 5 A A — K8 E SCF51"
ssl.openssl.ssl-conf-cmd = ("Ciphersuites” => "TLS1.3 55 A A — k% E XL T4

u) 2

# Fu ha Al nn—Tg VERE, 228 L

ssl.openssl.ssl-conf-cmd = ("MinProtocol" => /X— 3 3 3 &, "MaxProtocol" =>

N— g URETE)?

# K5 AL — MERY — NBEERE

ssl.honor-cipher-order = "enable”

HTTP Strict Transport Security DX E 4 3 2% A 101X, 2 ZICBRLT 5, WA RIA
YITAFIKROAES BUBREZZROZ L, 7ok, lighttpd Ti% OCSP stapling D&% E
FTE RN

2 TLS1.3Mf 5 A —heTr har =Tz 00
ssl.openssl.ssl-conf-cmd N TR F DRTEZ1TH =

TLS B 554 E — R EMm — 3

ExIATHHAE. —o2D

v 5



1.3. nginx DFE
nginx DRE 7 7 A v (7 7 4V b D& nginx.conf) TORREH % LL FIZRT,

server {
listen 443 ssl;
(Hh &)

# REPAE L BOBRE

ssl_certificate /etc/ssl/chain.crt;

ssl_certificate_key /etc/ssl/server.key;

# 5 AL— FERE, BT AL —FOFKEH 1 LSO Z & (FFIC TLSL3 K5 A A
— FOREIZOVWTIEE S A A — FOREH 1L12HE2SHOZ &)
ssl_ciphers "TLS1.2 LR KB A A — N R E L T4,

# Fu halnn—Tg UERE, 23HL BBz L

ssl_protocols 711 kL R— g VERIE;

# K5 AL — MERY — NBEERE

ssl_prefer_server_ciphers on;

HTTP Strict Transport Security, OCSP stapling O E % 3 254 121E, Z ZILERT
Do HARTAVTAFHROAES BELUREEZSZROZ L

1.4. Apache+mod_gnutls DA
Apache+mod_gnutls D& E 7 7 A /L TOBGER] & LL T IR T,

<VirtualHost *:443>
()
GnuTLSEnable on

# AEAAE O E
GnuTLSCertificateFile /etc/ssl/chain.crt
GnuTLSKeyFile /etc/ssl/server.key

TLS W5 & I —/ i E — 4



# AL — K, T hal X—2g v BEAAL— NEFY — MBELERTE, 24 #i, 3.4
i, AL —bPOREH 2ELZHROZ &
GnuTLSPriorities "l 5 A A — k&% & L FH"

HTTP Strict Transport Security, OCSP stapling O Z 4 5 & A 12i%, 2 ZIZiER T
Do HARTA L TAHRD AHSELURLSMOZ L

</VirtualHost>

2. Fu harnn— g vOBREHIEG
2.1. Apache+mod_ssl DiFA

T bal "= rOREIE, 1L HoTa har A=V g VEREDEHATICUL TONRKE %
w5,

o HTivrxol s oM
SSLProtocol TLSv1.2 +TLSv1.3

o Mt U7 B (TLS1.3 #%h)
SSLProtocol TLSv1.2

e HbEXxUTs oM
SSLProtocol TLSv1.2 +TLSv1.3

® X UT oS
SSLProtocol TLSv1 +TLSv1.1 +TLSv1.2 +TLSv1.3

® tXx= U ¢ fIAEL (TLS1.0 #E%h)
SSLProtocol TLSv1.1 +TLSv1.2 +TLSv1.3

® Lo UF ¢4 (TLS1.0, TLS1.1 #%h)
SSLProtocol TLSv1.2 +TLSv1.3

® XU ¢ B4 (TLSL.3 %))
SSLProtocol TLSv1 +TLSv1.1 +TLSv1.2



2.2.

Ta halXR—=T g VORTEIZ. 12 fioTa hal =g VEREDOEHSICUL TONR % &

lighttpd D&

w5,

etk 2 U7 ¢ B
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1.2", "MaxProtocol" => "TLSv1.3")

® MBItV T M (TLS1.3 HEX))
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1.2", "MaxProtocol" => "TLSv1.2")
o StXxaVUT ¢
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1.2", "MaxProtocol” => "TLSv1.3")
& x=UT s
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1", "MaxProtocol” => "TLSv1.3")
® X UT ¢S (TLS1.0 %))
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1.1", "MaxProtocol” => "TLSv1.3")
® X=UT ¢S (TLS1.0, TLS1.1 %))
ssl.openssl.ssl-conf-cmd = ("MinProtocol” => "TLSv1.2", "MaxProtocol” => "TLSv1.3")
® ¥ UT IS (TLS1.3 HE%))
ssl.openssl.ssl-conf-cmd = ("MinProtocol™ => "TLSv1", "MaxProtocol" => "TLSv1.2")
2.3. nginx DFE
I harAsA—=Ta VOFEIE, 13 §ioT e harAS—T g VERIEDTHSIZUL T ONE G
w5,
o Mt ¢

ssl_protocols TLSv1.2 TLSv1.3;

HEE %2 VT oM (TLSL.3 %))
ssl_protocols TLSv1.2;

EEX=a T oM
ssl_protocols TLSv1.2 TLSv1.3;

tx = U7 1 fils R
ssl_protocols TLSv1 TLSv1.1 TLSv1.2 TLSv1.3;
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® X VT ¢S (TLS1.0 %))
ssl_protocols TLSv1.1 TLSv1.2 TLSv1.3;

® Xx=VUT ¢ sl (TLS1.0, TLS1.1 #%))
ssl_protocols TLSv1.2 TLSv1.3;

® X UF ¢ fHE (TLSL.3 M%)
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

2.4. Apache+mod_gnutls DFA&

Apache+mod_gnutls Tl GnuTLSPriorities (25 ET D055 A A — M EDOFREFIZ T 7 Fa /LA
—Va VIIETORENGTEND, Tu h A= T g VERET H®ITIE, VERS-TLS TH
FHL7TE AN =T g VOREICEHT LM EERTT D,

BIZIE, HEREREX2 U7 BB T TLSI3 2T 2 5B IEU FTO X 9 ICEE T 5, (K
TN A T

(£ 5L AiT)

GnuTLSPriorities NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+#+COMP-NULL:+GROUP-ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-
GCM:+AES-256-GCM:+CHACHA20-POLY1305:+AES-128-CCM:+AES-256-CCM:+AES-128-
CCM-8:+AES-256-CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-
GCM:+AEAD:+SHA384:+SHA256

(£ H %)

GnuTLSPriorities NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:+SIGN-ALL:+COMP-
NULL:+GROUP-ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-GCM:+AES-256-
GCM:+CHACHAZ20-POLY1305:+AES-128-CCM:+AES-256-CCM:+AES-128-CCM-8:+AES-256-
CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-GCM:+AEAD:+SHA384:+SHA256

ERNCxNT D7 e han"—2a VoRER ELLNIZART, 7272 L, VERS-TLS THi4s L 72
W, e hanrnn—vg VPO EERIT T L THRELTWD,

o HLItXo VT oM (EFE TEHA IZRL)
GnuTLSPriorities (M%) :+VERS-TLS1.2:+VERS-TLS1.3: (%)

® Mt XxoUF (M (TLS1.34ELh, it (W& ICFHEL)
GnuTLSPriorities (M%) :+VERS-TLS1.2: (l%)

e kXU T M



GnuTLSPriorities (#%) :+VERS-TLS1.2:+VERS-TLS1.3: (M%)

® Xl T ¢ fHsH
GnuTLSPriorities (%) :+VERS-TLS1.0:+VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3: (lt%)

® tXx=UT ¢4 (TLS1.0 #E%h)
GnuTLSPriorities (#%) :+VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3: (lf%)

® XU ¢4 (TLS1.0, TLS1.1 fE%))
GnuTLSPriorities (#%) :+VERS-TLS1.2:+VERS-TLS1.3: (H#%)

® XU ¢ fHIFE (TLS1.3 M%)
GnuTLSPriorities (F%) :+VERS-TLS1.0:+VERS-TLS1.1:+VERS-TLS1.2: (H%)

3. W5 AA — MEFY —EEREITES

3.1. Apache+mod_ssl DiFH
= SRONEE A A — NN AT 5 720 ORUE, 11 EONEF A A — M3
BREREDTH I TORNKZRLRT 5,

SSLHonorCipherOrder On

3.2. lighttpd ®FE&
Y= MUDOKFH A A — MBEIEMN ZEA T 27200 EIL, 1.2 SO 5 A A — MEFH—
BIEBE DR TICLL T ONKE 2Lk d 5,

ssl.honor-cipher-order = "enable"

3.3. nginx DFE
P SUDBE A A — MERNAN Z 6 T 5 720 ORGEIL, 1.3 HiOB 2 A — FIEFH—
AR DA BL T DA & R 5,

ssl_prefer_server_ciphers on;

3.4. Apache+mod_gnutls DF&
Apache+mod_gnutls Tl GnuTLSPriorities IZHEET AM E5A A — FEOREFITHE 5 AL — |
NEF o — NMERICET AR ENTEND, T—MUDKEF AL — MEEIBM ZEHT 27201
TLS Wi & I —/ i E — 8



IZ. %SERVER_PRECEDENCE #f5E 1 5,
Bl 21X, AT X 97 GnuTLSPriorities O E % L TH — MU DKE 5 A A — MMESCNENL & ff
HAT2E9FET DI, LTFTOXLHIICEET LD, (KFEEIZEHEHAT)

(42 5 AT

GnuTLSPriorities NONE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-ALL:+COMP-NULL:+GROUP-
ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-GCM:+AES-256-
GCM:+CHACHAZ20-POLY1305:+AES-128-CCM:+AES-256-CCM:+AES-128-CCM-8:+AES-256-
CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-GCM:+AEAD:+SHA384:+SHA256

(ZHE%)

GnuTLSPriorities  NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+#+COMP-NULL:+GROUP-ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-
GCM:+AES-256-GCM:+CHACHAZ20-POLY 1305:+AES-128-CCM:+AES-256-CCM:+AES-128-
CCM-8:+AES-256-CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-
GCM:+AEAD:+SHA384:+SHA256

4. RAZHNT X — B OREFIEH

AK#ETlX DHE., ECDHE #4217 V2 ) XA THHEN D 7V — 7 OFE T IEIC OV TR
5. 7. RSAEAZHOBRIHEH SN A2 MERIIFEAZIZLID DO TH D20, RETITfNZ
VY,

4.1. OpenSSLIZ&L D DHE RF A —F 7 7 4 VDR
openssl =~ > FIZ KD B O 2048 © vk OEE 0 7 L — 7 & AEET % DHE /87 A — 4
77 A vk PEM R TART 5 II3B T & £ATT 5.

openssl dhparam -out dh2048.pem -outform PEM 2048

¥/, ECDHE XT A =477 A V& PEMIEXTHITHHELHIN, KFEF2 A2 FTIE
A3HI LI R T X2/ V=T D4 HEERT5720, ALV,

42. GnUTLSIZE A DHE RF A —F 77 A VDA
certtool =~ RiZ LV, RFC7919 iz S N/=/ T A —4 % PEMEATIET AITIILL T
FITTDH, ZOHITIH2048 By b AEFFOI7NV—TH#HBEL THELTW5D,

certtool --get-dh-params --bits=2048 --outfile=dh2048.pem



WMEBO I N—T%EETDHDHE RXT A =47 7 A V& PEMIEXTAEKRTDHZELAETH D
23, GnuTLS TITHER I N TV, ZOHEEZHEHT 256, #l2132048 v b O % £
TN—TThHEUL TOa~vy ReETT 5,

certtool --generate-dh-params --bits=2048 --outfile=dh2048.pem

4.3. Apache+mod_ssl iZ31} % DHE, ECDHE @X#i/35 X — ¥ RE

SSLCertificateFile |Z5% & 7 7 A VW HF CTHEE DR EN AIRE/R 7 1 /X7 4 ThH Y | #H 1% PEM JZX
D SSL = NGEHEZIRET LH7ODOLDTH D,

Apache 2.4.7 LAB&TlE, SSLCertificateFile TERET 27 7 A /L OHIZ, DHE $##4# CTHEMH T 5
TN —THRT NG A= T 7 A VEPRPICED D ENTE DL, ZO7HIZ, L1 OFEHE
CEHEOBRTEDOE /S THRE TS 7 744 (1.1 i O Tidletc/ssl/chain.crt) (ZxF L T, 4.1 €iTHERKR
LTenNRTG A= T 7 A VEBRLT D,

® DHE M CTHHT DI/ NV—T DT A =8 T 7 A4 )X HEREH
(— NFEBE~0BEF (Linux %))
cat /etc/ssl/chain.crt dh2048.pem > /etc/ssl/chain-dh2048.crt
(httpd-ssl.conf TP &% )
SSL CertificateFile /etc/ssl/chain-dh2048.crt

ECDHE &M CTHEHA T2 70V —7OHFHEIT. L1 OMHELHOZTEDOEHSIC, LLFTDO LD
BT 5,

® ECDHE &M T 2 7 v — 7 DR EH
SSLOpenSSLConfCmd Groups "X25519:X448:P-256:P-384:P-521"

4.4. lighttpd IZ31F % DHE, ECDHE @&%&Z#/%5 X — ¥ & E
lighttpd TiE, 41 EI CAEK LIZ/RT XA —H T 7 A JLIZONT, 1.2 HiDFEHE & O % E O}
W, AP XS IZHET 5,

pal S
=
&

® DHE R THEHT D27 NV—T DT A =27 74 VX DIEEH
ssl.dh-file = "/etc/ssl/dh2048.pem™

® ECDHE #&HTHM I 2 7 /v —7 DFEH
ssl.openssl.ssl-conf-cmd = ("Groups™ => "X25519:X448:P-256:P-384:P-521")

45. nginx IZB1} 5 DHE, ECDHE 53 #/8F X — ¥ RE
ngInX /C‘lji\ 41 /E‘_ﬁyc‘éﬁi LTC/\"?;{ »—-& 777/1)}]/6:01/\“(‘\ 13 Eﬁ@%—ﬂz%%k%@;
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W2, UTDOLIICEET D,

® DHE#RMMTHMAT D7 NV —TDNRT A=K7 74 WL LEEH
ssl_dhparam /etc/ssl/dh2048.pem;

® ECDHE #&#a T T 2 7/ — 7 O fa EHl
ssl_ecdh_curve X25519:X448:P-256:P-384:P-521;

4.6. Apache+mod_gnutls {2331} 5 DHE, ECDHE @R#/35 X — ¥ R E

Apache+mod_gnutls Ti, GnuTLSPriorities (ZfFET HME A A — FEOFREFIZ 7 V—7ITH
TOREVEEND, BEWIEH S ND 7NV —T 2 ET H72HI21E. GROUP ThaE 2 #%
WMCHEMNT L7V —TORECHT DMy EERTT 5,

® DHE T X —% 7 7 A WZ X ZHREH
GnuTLSPrioritiesde (ZF2iR 4% 7 /v — 7 O E 121X GROUP-EC-ALL # f5 & L. Jlli&
GnuTLSDHFile g E ZBINT 5,
Bz, SmEx=a T 8T 2048 By DN EFFO NV —T ZIRET DH DHE /N T A —
277 ANEFERTLHEF, DTOXSICHEET D, (KT 4 &)

GnuTLSDHFile "*/etc/ssl/dh2048.pem™

GnuTLSPriorities NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+COMP-NULL:+GROUP-EC-ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-
128-GCM:+AES-256-GCM:+CHACHAZ20-POLY 1305:+AES-128-CCM:+AES-256-CCM:+AES-
128-CCM-8:+AES-256-CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-
GCM:+AEAD:+SHA384:+SHA256

® RFC7919 (Zfg#{ X #17= DHE 7' v — 7 O fg &
GnuTLSPrioritiesde (ZF2 iR+ 5 7 /b — 7 O EIZ . GROUP-EC-ALL & (2, GROUP-
FFDHE2048 ., GROUP-FFDHE3072. GROUP-FFDHE4096 ., GROUP-FFDHE6144, GROUP-
FFDHE8192 oW J 41h, & LT EIBET 2,
FlzIE, mtx=al T 0B THIEAH 4096, 6144, 8192 ¥y hDEK T —TF HEHT 554
FULTF O XS ITHRET D, (CKFHA 2 5% 7r)

GnuTLSPriorities NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:#+VERS-TLS1.3:+SIGN-
ALL:+COMP-NULL:+GROUP-EC-ALL:+GROUP-FFDHE4096:+GROUP-
FFDHEG6144:+GROUP-FFDHES8192:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-
GCM:+AES-256-GCM:+CHACHA20-POLY 1305:+AES-128-CCM:+AES-256-CCM:+AES-128-
CCM-8:+AES-256-CCM-8:+CAMELLIA-128-GCM:+CAMELLIA-256-
GCM:+AEAD:+SHA384:+SHA256

TLS B 5% &€ Y — 1 iRiEMm — 11



® ECDHE #&Z#a T % 7 v — 7 OfaEH
GnuTLSPrioritiesde (ZFEik§ 5 7 v — 7 O E I, GROUP-DH-ALL & 1L(Z . GROUP-
SECP256R1, GROUP-SECP384R1, GROUP-SECP521R1, GROUP-X25519 @\ /7y, & L
{IFHEHKEERET D,
Bl z0E, W%V T 4 BT P-256, P-384, P-521, X25519 O 4% 7' )L — 7 & 4 535413
UTOXDITHRET D, (ORTFHAL HET)

GnuTLSPriorities NONE:%SERVER_PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+COMP-NULL:+GROUP-DH-ALL:+GROUP-SECP256R1:+GROUP-
SECP384R1:+GROUP-SECP521R1:+GROUP-X25519:+ECDHE-ECDSA:+ECDHE-
RSA:+DHE-RSA:+AES-128-GCM:+AES-256-GCM:+CHACHA20-POLY1305:+AES-128-
CCM:+AES-256-CCM:+AES-128-CCM-8:+AES-256-CCM-8:+CAMELLIA-128-
GCM:+CAMELLIA-256-GCM:+AEAD:+SHA384:+SHA256

5. HTTP Strict Transport Security (HSTS) D& E 5 EH

5.1. Apache D&

HTTP ~ > ZIZ HSTS O ZBINT D7D HET 7 A MICLL FOFIRZENT 5, 728,
max-age [T A IR #F L, Z OFITIL 365 H (31,536,000 F) OF M ZHET D2 & &2 EKR
LTW5%, F£7-. includeSubDomains 8% 25 A. 7 RAAL A2 b@AHAIN D,

Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

7B, HTTPIZ K A7 7 B A Z R THTTIPSIZU XA L7 N4 5729I21%. <VirtualHost *:80>H
IZLLF o X 9 72 RewriteRule, RewriteEngine D% E %87 5,

LoadModule rewrite_module modules/mod_rewrite.so
<VirtualHost *:80>
(FF )
ServerAlias *
RewriteEngine On
RewriteRule ~(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

5.2. lighttpd DFH
HTTP ~ v Z|Z HSTS O1E#W A2 BINT 572012, REZ 74/ (L2 HiD%4E . modules.conf &
lighttpd.conf) (ICLA N O RERAZENT 5, 703, max-age IFAMWIMAEZR L., ZOFITIX 365 H

TLS B % & V— @i — 12



(31,536,000 ) OFMEEZHET DI EEERL TWA, F£7z., includeSubDomains 7% & % &
H. T RALVICHLBEHEINS,

(modules.conf T® & &)
server.modules = (
(FP %)

"mod_setenv"

(lighttpd.conf T D% &)
setenv.add-response-header = (
"Strict-Transport-Security” => "max-age=31536000; includeSubDomains"

BRB.HTTPICL DT 78 A2 2 THTTPSICU XA L2 b T 5701I001%, BE7 7 A4/ (1.2 6
D4 modules.conf & lighttpd.conf) ICLLF D X 9 iR E & BINT 5,

(modules.conf T ® % &)
server.modules = (
(%)

"mod_redirect"

(lighttpd.conf T D% &)
$HTTP["scheme"] == "http" {
(i)
$HTTP["host"] =~ ".*" {
url.redirect = (".*" => "https://%03$0")

5.3. nginx DFE

HTTP ~» ZIZ HSTS O ZBIMNT H72DIC  HET 7 A MICLL T OB ZENT 5, 728,
max-age (XA BHIM A E L, Z OFITIi% 365 H (31,536,000 ) oA AR ET D 2 & 2 EHK
LTCTWb, F£7=. includeSubDomains N dH 255 H. 7 RAAL ChbEH IS,

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains";

B, HTTP Ik 57 7 A% 42T HTTPS I2V XA L7 b9 571X, "listen 80;"% & T»
server 12, AT L5 RRE#BIMNT 5,
TLS B 5% € — &R EMm — 13



server {
listen 80;
(%)
return 301 https://$host$request_uri;

6. OCSP stapling D&% E 5 EH

6.1. Apache+mod_ssl DiZH&

OCSP stapling Z E#NCT 2702, RET 7 A VLV FOFER ZBINT %,

72X, ZOBNZEIT S SSLStaplingCache DK DFFIMNIZF ¥ v a4 XEK L, ZOHIT
1% 32,768 A FERETHI L EEWKRL TWD, £z, <VirtualHost *:443>DAMANZFEH T 5 2
&

SSLStaplingCache "shmcb:/var/run/apache2/stapling_cache(32768)"
<VirtualHost *:443>
(FR )
SSLUseStapling on
</VirtualHost>

6.2. nginx DFE

OCSP stapling # 5N T 27202, RET 7 A VUL FTORER ZBMNT 5,

Z Z C ssl_trusted_certificate |28 E T HFEBHEIL OCSP L AR Z NS DINEDMRFED 172 5
T2 ITIAT U IRIAEATOBED 7 F 47 » FAEFEORAEIC A &415, OCSPstapling & 7
TAT Y MNRAEFRBFICHEINZ L e, PTHILRWS IA4T7 2 MEHEEZZ T ANLD Z &N
BANEHSFETDHZ L,

server {

(FF )
ssl_stapling on;
ssl_stapling_verify on;
ssl_trusted_certificate /etc/ssl/ca-certs.pem;

6.3. Apache+mod_gnutls DFA&
OCSP stapling Z E#NCT 2702, RET 7 A WMLV FOFER ZBINT 5,

TLS B 5% € Y —  iRiEfm — 14



¥, ZOFNZEIT D GnuTLSOCSPCache D REDFEINNIZF v v v a4 X&KL, Z D
T 32,768 A NEFHETDHI EEEWRLTWD, £z, <VirtualHost *:443>DAMANZFEHE T 2
L,

7272 L mod_gnutls @ OCSP stapling F22 I Z I A BEAELCHMMEDORENFET 2720, FAEHED
WAL OCSP L AR ZDFEIEIZL>TIZTOCSP L AR U AL IEHRINEEBONT, 7 T4
TV MIGEHAEOREAZEZFETEARNVWIERHLIAICHEETH I L,

GnuTLSOCSPCache "shmch:/var/run/apache2/stapling_cache(32768)"

<VirtualHost *:443>
GnuTLSOCSPStapling On
</VirtualHost>

7. RENBEDOHERTTIE

71, Fr A4 Y —EREBMHH LIRS E

Qualys, Inc.7’ SSL Labs PN CTHEflt4-% SSL Server Test ZfifH L CTA v ¥ —x v NI SN
P —RNOBRELHERTHZENTE D, MEEZELZWEAIE, Do not show the results on the
boards| ([ZF = v 7 Z ANDLENRH D RIZEET D,

SSL Server Test
https://www.ssllabs.com/ssltest/

DHE., ECDHE ##22#: T ] X415 7 /L — 7 1% Configuration— Cipher Suites |2 THER TX %,
1 OF]TlX Y — 3% ECDHE Tl P-256, DHE T3 2048 vy NN EZFFO 7 N —T % H L T
W5,

Cipher Suites

#TLS 1.2 (suites in server-preferred order)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp256r1 (eq. 3072 bits REA) FS
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH secp256ri (eq. 3072 bits REA) FS
TLS_DHE_RSA_WITH_AES_256_GCM_SHA3IS4 (0x3f) DH 2048 bit= F3

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (1xJe) DH 2048 bits FS

B 1 Cipher Suites @& R(ssllabs.com X YV 5| )
ECDHE $#A#a THHR— I N TV DT XTHZ/L— 7 Configuration— Protocol Details—

Supported Named Groups (2 THERR T 5, 2 OB TIEH— % P-256, P-521, P-384, secp256k1l
TLS B 53 E H—\RiEmm — 156


https://www.ssllabs.com/ssltest/

DAFEEO I NV—T %P R —FLTW5,

e LA U 3T WS U Wi I TUST R LY
Supported Named Groups secp2h6ri, secpb21r1, secp384r1, secp256k1 (server prefarred orde
CECl 2 handehalko roomnatibilitoe oo

2 Supported Named Groups ® R~ (ssllabs.com X ¥ 5| )

72. a<w U RIAVY—VEERLEERFE
7Y —Y 7~ 7 testssl.sh ZFHWVT Linux 2D a~> R4 b — NORELXHRTH
N TE D,

testssl.sh
https://testssl.sh/
https://github.com/drwetter/testssl.sh

(AT 1)
Jtestssl.sh example.jp:443

DHE #4234 T FH S 5 7 /L — 71X Testing robust (perfect) forward secrecy— Finite field group T
ERTHENTE D,

ECDHE #:xc#aCffi H &5 7 /L — 714 Testing robust (perfect) forward secrecy— Elliptic curves
offered THER T2 Z LN TE 5,

(H 81 - $FE)
Elliptic curves offered: prime256v1 secp384rl secp521rl X25519 X448
DH group offered: RFC3526/0akley Group 14 (2048 bits)

7.3. openssl 3= K& AW HERGE
OpenSSL & AW TH — DAL/ N T X — & 283 5 121%. openssl s_client # {3 5,

® TLS1.2 VIR CT?O DHE A CHEH I ND 7V — T DR 1

(AT H1)
openssl s_client -cipher DHE -tls1_2 -connect example.jp:443

()61 - $5FE)
Z ORI TIEY — N3 DHE 8822 #212 2048 £y b D AR > 7V —T HEH L T\ 5,
Server Temp Key: DH, 2048 bits


https://testssl.sh/
https://github.com/drwetter/testssl.sh

® TLS1.2 LIfiiC? ECDHE 8 #a CEH S b 7 v — 7 ORI IE

(FE4761)
openssl s_client -cipher ECDHE -tls1_2 -connect example.jp:443

(H B - $Fe)
Z OB TIEY— N E X25519 ZfEH L T\ 5,
Server Temp Key: X25519, 253 bits

® TLS13 CORLMMTHEHIND T NV—T DR GTIE

(547 41)
openssl s_client -tls1_3 -connect example.jp:443

(H B - R FE)
Z ORI TIEH — N T X25519 AfEA LT\ 5D,
Server Temp Key: X25519, 253 bits

® RSAGEHAEZEDHEE v MIOMER FE(Z OFEIX TLS1.2 LIFTO RSA A THLEH D)

(AT H1)
openssl s_client -cipher DHE+aRSA:kRSA -tls1_2 -connect example.jp:443 | openssl x509 -text

(A1 - $Fe)
ZOBITIEY — N T, ABSEAN 2048 B b D RSAGEHIEEHEH L T 5,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

® ECDSAGEHEDOHY v NI E 7V — 7 OMER Gk

(F4741)
openssl s_client -cipher ECDSA -tls1_2 -connect example.jp:443 | openssl x509 -text

(H A1 - HFe)
ZOFTIEY— 3%, P-256 & 7 Vv — I L7z ECDSAGEAELAZEH L TV 5,
Subject Public Key Info:
TLS B 53 E H—/ iEm — 17



Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub: (%)
ASN1 OID: prime256v1
NIST CURVE: P-256

74, 773UV ERWIERFE
DT T TN T N 2T A WTHEAR TR SN V=T 2R T H b TE D,
ULTFRICEE R T T P TCOMRITEERT,

KENWZUTOY 7 b =27 "=V a v E2BEIERENT,
Google Chrome 79.0.3945.117
Safari 13.0.5 (15608.5.11)
Mozilla Firefox 72.0.1
Internet Explorer 11.592.18362.0 (¥ #/3x— = > 11.0.170)
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® Google Chrome

Ve 7 NV EBWRAE T F12 ¥ — %2 M L THRR Z L5 DevTools @ Security % 7 C,
UTOEFREZMHRBTDHIENTED, 7221, BIfED Google Chrome |% DHE ## A2 #i 4
—FLTWARAWEICEET S,

Ja hannR—yg v

PEAZHA T LT Y XA

R CERN I —T

FeT Y XL - B ERHE— R

P Deviools - www.ipa.go.jpf

(v ﬂ Elements  Console  Sources Metwork Performance  Security 3 @2 42 :
@ Overview Security overview
&
Main arigin
Reload to view details This page is secure (valid HTTPS).

B Certificate - valid and trusted

The connection to this site is using a valid, trusted server certificate
issued by SECOM Passport for Web EV 2.0 CA.

View certificate

B Connection - secure connection settings

The connection to this site is encrypted and authenticated using TLS 1.2,
ECDHE_RSA with P-256, and AES_256_GCM.

B Resources - all served securely

All resources on this page are served securely.

3 Google Chrome (Z31F 5 &R



® Safari
(BR% ) A==a—@ [Web o > AT X 2RKp] #RIRTDHZ L THEREIND [Web 1 > A
RIZ| T4 RO [ Ry NT—7 | BT TRRINDEZEIV Y —AD X2 VT 4] ¥
TC, LTOBEFLZWRT LI ENTEL, (IFRPHVETA EROTEGAEITFTRA
ABZAT D)
Za halnR—g

B AL —
[ NON ) Web-f ¥ A7 % — www.ipa.go.jp
Ny =50 (3 ez @1 _ {}} Q- BFR
2R i xyhT—2 | FRyH | UY—R | #1L51> | ARL— | Canvas |» |+ | &2
N TWN—T AT FOER E]’ @
E| X Hr X 13wy EFaUTa
@ default.css iR
| basic.css ZOR2L: TLS 1.2
\clﬂ layout.css fg%: TLS_ECDHE_RSA WITH_AES 1

\ 28_GCM_SHA256
5| component.css

\cli] font.css

‘ THE

o) aly.css

\Lﬂ script.js TERGIEAE T RR

\jj jsapi 4 www.ipa.go.jp

s jquery.min.js BREARIBAAE: 2019/4/26 18:08:05

B4R T H: 2020/5/27 23:59:59
DNS: www.ipa.go.jp

\ is| jquery.cookie.js

\_is"] iauerv.textresizer.is
>

4 Safari iZBITHER



® Mozilla Firefox
T2 T RX=VERWERETCIVTHFA N =2 —D [ XR=UDOFREFRR() 2RSS
TLTERREND [ R=UEH A 7070 x0T 4(S)) 7T, U TFTOEHEZT
WTHIENTED,
o hanRN—Tg v
W5 A A — b

Y K-UtEE - https//www.ipa.gop/

o = 1t &

—#(G) AFATM HAFEETEE  EFUTAS)

I 4 FOERIER
%A www.ipa.gojp
EEE: Information-technology Promotion Agency, Japan

EafFE:  SECOM Trust Systems CO.LTD. A AEEETW)..
H#ER: 2020F5827H

TN -tRE

FEEETICZOYA FERRLEZZEN B I (AR Y

O A FEIVEI-I-ITERERFEL TS Wit Cookie ¥4 FT-FEHEE(C)
O FORAT-FEREFELTOSS ARV KA7-FERTRW)...
HtEE

EENESEEhTET (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, £ & 256 bit, TLS 1.2)
FTRROA-SEAVF-Fvk ECEEEhIAICR SN TNET.

EStici TV 1-7-RNEE0EZ EERCEY. COR-JERy M I-JTEERICEN-FOMBEEOTER NI
EEEFEGEYET.

MILT

5 Mozilla Firefox (Z81F 5 £~



® Internet Explorer
VT RX=VERWCREBTa Ly THFA N A=a—0 [Fa T 1 (P) Z28RTHZLT
RrIhd [ TaxT 4] A7 7T, UTOBRFZHRTHIENTED,
7a hanrnR—y g
(RS =) I SN
BT LT Y R L
B CHEN SN A —TOREOE v M

IPARBITTEGEN BHRLEEERE

70RJ)l:  HyperText Transfer Protocol with Privacy

= Chrome HTML Document
BE TLS 1.2, AES / 256 Ey MRS (75); ECDH / 256 Fuhag
]

Y s A=tk | {FFEE-F {5k

TELA:  httpsy/fwww.ipa.gojp/
(URL)

44 FIFETaET

{fEfH:  2020/01/20
EF&HE: 2020001720

AHREWQ)

OK Fot )l ERA)

6 Internet Explorer |23} % &£~
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