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20 ENISA (2017) “Baseline Security Recommendations for IoT”:
https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot/at_download/fullReport
21 Connected Factory Global (2016) “Manufacturing Control System Cybersecurity: Risk Assessment & Mitigation Strategies”:

http://www.connectedfactoryglobal.com/resources/cybersecurity-report/
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24 NIST (2016) “Current Standards Landscape for Smart Manufacturing Systems”:
https://nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.8107.pdf
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26 HART (Highway Addressable Remote Transducer Protocol): https://www.fieldcommgroup.org/technologies/hart

27 MODBUS TCP/IP Specification: http://www.modbus.org/specs.php

28 OPC (Open Platform Communications): https://opcfoundation.org/about/what-is-opc/

2% OPC Unified Architecture (OPC UA): https://opcfoundation.org/about/opc-technologies/opc-ua/

30 Kaspersky Lab (2018) “Worried about IoT, but hit by malware: Kaspersky Lab reveals industrial organization pain points”:
https://www.kaspersky.com/about/press-releases/2018_ics-cybersecurity

31 Hongmei He (2017) “Security Challenges on the Way Towards Smart Manufacturing”:
https://www.iotsecurityfoundation.org/security-challenges-on-the-way-towards-smart-manufacturing/

32 positive Technologies (2018) “ICS SECURITY: 2017 IN REVIEW”:
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/ICS-Security-2017-eng.pdf
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33 World Economic Forum (2015) “Industrial Internet of Things: Unleashing the Potential of Connected Products and
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34 Synopsys (2017) “State of Fuzzing 2017":
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Cloud Security Alliance - Identity and Access Management for the Internet of Things -
Summary Guidance
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+ Cloud Security Alliance - Future Proofing the connected world

Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- SANS Institute - Building the New Network Security Architecture for the Future

Federal Office for Information Security (BSI) - BSI-Standards 100-4 - Business Continuity
Management

+ Federal Office for Information Security (BSI) - BSI-Standards 100-4 - Business Continuity

- H—EXEL
- B

Management

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ Online Trust Alliance - IoT trust framework 2.5
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+ ECSO (European Cyber Security Organization) - INDUSTRY 4.0 AND ICS SECTOR REPORT

Cyber security for the industry 4.0 and ICS sector

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- NIST - NIST SP 800-146 Cloud Computing Synopsis and Recommendations
- Online Trust Alliance - IoT trust framework 2.5
- SANS Institute - Building the New Network Security Architecture for the Future
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program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security management systems -- Requirements

+ NIST - NIST Advanced Manufacturing Series 300-1 Reference Architecture for Smart
Manufacturing Part 1: Functional Models

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
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+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
+ Symantec - Smarter Security for Manufacturing in The Industry 4.0 Era: Industry 4.0 Cyber
Resilience for the Manufacturing of the Future
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« ETSI (European Telecommunications Standards Institute) - ETSI GR QSC 004 V1.1.1
(2017-03) Quantum

Safe Cryptography; Quantum-Safe threat assessment

+ Federal Office for Information Security (BSI) - BSI-Standards 100-4 - Business Continuity
Management

- Huawei - IoT Security White Paper 2017

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST Advanced Manufacturing Series 300-1 Reference Architecture for Smart
Manufacturing Part 1: Functional Models

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ Symantec - Smarter Security for Manufacturing in The Industry 4.0 Era: Industry 4.0 Cyber
Resilience for the Manufacturing of the Future
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+ Federal Office for Information Security (BSI) - BSI-Standards 100-4 - Business Continuity
Management

ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST Advanced Manufacturing Series 300-1 Reference Architecture for Smart
Manufacturing Part 1: Functional Models

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ The Cavalry - Hippocratic Oath for Connected Medical Devices

+ Center for Internet Security (CIS) - Critical Security Controls

- Federal Office for Information Security (BSI) - BSI-Standards 100-4 - Business Continuity
Management

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ NIST - NIST Advanced Manufacturing Series 300-1 Reference Architecture for Smart
Manufacturing Part 1: Functional Models

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
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+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices

- [IC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- Infineon - Hardware-based solutions secure machine identities in smart factories

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

+oneM2M - Standards for M2M and the Internet of Things - TR 0008 Security V2.0.0 - Security.

Technical Report

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- Huawei - IoT Security White Paper 2017

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - NIST SP 800-52 r1: Guidelines for the Selection, Configuration, and Use of Transport
Layer Security (TLS) Implementations

+oneM2M - Standards for M2M and the Internet of Things - TR 0008 Security V2.0.0 - Security.

Technical Report
- Symantec - An Internet of Things Reference Architecture
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+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

- IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

- [oT Alliance Australia - Internet of Things Security Guidelines v1.2
- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NIST SP 800-52 r1: Guidelines for the Selection, Configuration, and Use of Transport

Layer Security (TLS) Implementations

+oneM2M - Standards for M2M and the Internet of Things - TR 0008 Security V2.0.0 - Security.

Technical Report

+ ENISA - Baseline Security Recommendations for IoT

GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems

- Huawei - IoT Security White Paper 2017
+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor
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+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

ENISA - Baseline Security Recommendations for IoT
GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- Huawei - IoT Security White Paper 2017

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
« IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices
« IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2
- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
- OWASP (Open Web Application Security Project) - IoT Security Guidance
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+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -

Summary Guidance
Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

« IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

- IOActive, Embedi - SCADA And Mobile Security In The Internet Of Things Era

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

« IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks
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+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -

Summary Guidance

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2
- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- Huawei - IoT Security White Paper 2017
+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

« IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2
+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

- NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks
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FE ~ = = = _ = ~
"BEREID. =H5lC. TYERBILEY U1 -232% vy - Huawei - IoT Security White Paper 2017
VES=EIC I - (BRIIDEE - IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

- [IC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- OWASP (Open Web Application Security Project) - IoT Security Guidance

F—ARE TM-26 : BETIINRNTOENEGFZEZREL T, 1 | - NEEE/ER + Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
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() : BEFE AR —ZA DT O Xl BB (C K DIRE) . - TIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended
Use

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ OWASP (Open Web Application Security Project) - IoT Security Guidance

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor

+ The Cavalry - Hippocratic Oath for Connected Medical Devices
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+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -
Summary Guidance

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

- Homeland Security - Strategic Principles for Securing the Internet of Things

+ IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices

- [IC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor

The Cavalry - Hippocratic Oath for Connected Medical Devices

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

- Homeland Security - Strategic Principles for Securing the Internet of Things

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

The Cavalry - Hippocratic Oath for Connected Medical Devices

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended
Use

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - Framework for Improving Critical Infrastructure Cybersecurity V1.1

NIST - NIST SP 800-52 r1: Guidelines for the Selection, Configuration, and Use of Transport
Layer Security (TLS) Implementations
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+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
+ IoT Security Foundation - Establishing Principles for IoT Security

+ NIST - Framework for Improving Critical Infrastructure Cybersecurity V1.1

- The Cavalry - Hippocratic Oath for Connected Medical Devices
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- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems
IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
+ NIST - Framework for Improving Critical Infrastructure Cybersecurity V1.1
+ NIST - NIST SP 800-52 r1: Guidelines for the Selection, Configuration, and Use of Transport

Layer Security (TLS) Implementations
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- NIE#21E/EH - GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
sk =, ~« | IoT Service
- BEE/EZINAD
Zcosystems
vy - GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
- (BREONEE Endpoint Ecosystems
. [EE/2SEE - IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
=] 7N
program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

« IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices

- International Telecommunications Union - Security capabilities supporting safety of the
Internet of things

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy Risks

+ OWASP (Open Web Application Security Project) - IoT Security Guidance

- VDMA - Smart Manufacturing General security and privacy principles to ensure a Trusted IoT
environment

101
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- BEE/BER/I\AD

+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -
Summary Guidance

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

- Huawei - IoT Security White Paper 2017

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

« IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended
Use

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

- IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls
+ OWASP (Open Web Application Security Project) - IoT Security Guidance
- VDC - Industry 4.0: Secure by design
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+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -

Summary Guidance

- ENISA - Baseline Security Recommendations for IoT
- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

- OpenAl and others - The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and

Mitigation

- OWASP (Open Web Application Security Project) - IoT Security Guidance
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- BER/BER/INAZ

+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -

Summary Guidance
Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ ENISA - Baseline Security Recommendations for IoT
- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
- OWASP (Open Web Application Security Project) - IoT Security Guidance
+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security

Concerns
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- BIE/BER/I\AD

- ENISA - Baseline Security Recommendations for IoT

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

- Huawei - IoT Security White Paper 2017

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

- IEC - IEC 62443-3-3:2013 System security requirements and security levels

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy Risks

- OWASP (Open Web Application Security Project) - IoT Security Guidance

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security

management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice
for information security controls

+ VDMA - Industrie 4.0 Security Guidelines
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+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for

IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for

Endpoint Ecosystems

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
- [oT Alliance Australia - Internet of Things Security Guidelines v1.2
- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ OWASP (Open Web Application Security Project) - IoT Security Guidance
+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -

Summary Guidance

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations
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+ Cloud Security Alliance - Identity and Access Management for the Internet of Things -
Summary Guidance

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

« IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ NIST - NISTIR 8200: Interagency Report on Status of International Cybersecurity
Standardization for the Internet of Things (IoT)

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy

Risks
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- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.14 IoT Security Guidelines for
Network Operators

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

+ International Telecommunications Union - Security capabilities supporting safety of the
Internet of things

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy Risks

- OpenAl and others - The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and
Mitigation

- OWASP (Open Web Application Security Project) - IoT Security Guidance
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- ENISA - Baseline Security Recommendations for IoT

Huawei - IoT Security White Paper 2017

IEC - IEC 62443-1-1:2009 Terminology, concepts and models

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

- [IC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

- [oT Alliance Australia - Internet of Things Security Guidelines v1.2

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information
security management systems -- Requirements

+ LNS - Putting Industrial Cyber Security at the top of the CEO agenda

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy Risks

+ SANS Institute - Building the New Network Security Architecture for the Future

+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security
Concerns

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor
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« IEC - IEC 62443-1-1:2009 Terminology, concepts and models

IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
« IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ LNS - Putting Industrial Cyber Security at the top of the CEO agenda

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ SANS Institute - Building the New Network Security Architecture for the Future
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- Homeland Security - Recommended Practice: Improving Industrial Control System

Cybersecurity with Defense-in-Depth Strategies
IEC - IEC 62443-1-1:2009 Terminology, concepts and models

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
« IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ International Telecommunications Union - Security capabilities supporting safety of the

Internet of things

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks
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- BITAG (Broadband Internet Technical Advisory Group) - Internet of Things (IoT) Security and

Privacy Recommendations
Cloud Security Alliance - Identity and Access Management for the Internet of Things -
Summary Guidance

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ ENISA - Baseline Security Recommendations for IoT

- GSMA (Global System for Mobile Communications) - GSMA CLP.14 IoT Security Guidelines for

Network Operators

- Huawei - IoT Security White Paper 2017
+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

- IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks

+ OWASP (Open Web Application Security Project) - IoT Security Guidance
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+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ ENISA - Baseline Security Recommendations for IoT

- GSMA (Global System for Mobile Communications) - GSMA CLP.14 IoT Security Guidelines for

Network Operators

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security

112

Concerns
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- BEE/BER/)\AD

- BEE/BER/I\AD

*BITAG (Broadband Internet Technical Advisory Group) - Internet of Things (IoT) Security and
Privacy Recommendations

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security
Concerns

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor

- BITAG (Broadband Internet Technical Advisory Group) - Internet of Things (IoT) Security and

Privacy Recommendations

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

- GSMA (Global System for Mobile Communications) - GSMA CLP.12 IoT Security Guidelines for
IoT Service Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.13 IoT Security Guidelines for
Endpoint Ecosystems

- GSMA (Global System for Mobile Communications) - GSMA CLP.14 IoT Security Guidelines for
Network Operators

- Huawei - IoT Security White Paper 2017

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
- OWASP (Open Web Application Security Project) - IoT Security Guidance
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« AT&T Cybersecurity Insights - Exploring IoT Security Volume 2

BITAG (Broadband Internet Technical Advisory Group) - Internet of Things (IoT) Security and
Privacy Recommendations

+ Cloud Security Alliance - Future Proofing the connected world
+ EC Alliance for Internet of Things Innovation (AIOTI) - AIOTI Digitisation of Industry Policy

Recommendations

+ EuroSMART (the voice of the Smart Security Industry) - Internet Of Trust Security And

Privacy In The Connected World

- Federal Office for Information Security (BSI) - Protection Profile for the Gateway of a Smart

Metering System (Smart Meter Gateway PP), Certification-ID: BSI-CC-PP-0073

+ GSMA (Global System for Mobile Communications) - GSMA CLP.11 IoT Security Guidelines

Overview Document

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ Infineon - Hardware Security for Smart Grid End Point Devices
- International Telecommunications Union - Unleashing the potential of the Internet of Things
+ Internet Engineering Task Force (IETF) - Best Current Practices for Securing Internet of

Things (IoT) Devices

+ Internet Engineering Task Force (IETF) - IETF RFC 7452 Architectural Considerations in

Smart Object Networking

- Internet Research Task force (IRTF) - State-of-the-Art and Challenges for the Internet of

Things Security

- IOT-A (Internet of Things Architecture)
+ ISACA - Performing a Security Risk Assessment
- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

security management systems -- Requirements #A10. Cryptography

- ISO - ISO/IEC 27031:2011 Information technology -- Security techniques -- Guidelines for

information and communication technology readiness for business continuity 7.4.3

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks
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+ NIST - Framework for Improving Critical Infrastructure Cybersecurity V1.1

+ NIST - NIST SP 800 30r1 - Guide for Conducting Risk Assessments

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations - SC-13 Cryptographic Protection

- oneM2M - Standards for M2M and the Internet of Things

+ OWASP (Open Web Application Security Project) - Guide to Cryptography

+ Software Assurance Forum for Excellence in Code (SAFECode) - NPO - Call it the Internet of
Connected Things: The IoT Security Conundrum

- Symantec - Internet Security Threat Report (ISTR) Volume 22

+ Trusted Computing Group (TCG) - Guidance for Securing IoT Using TCG Technology
Reference Document

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things

+ Federal Office for Information Security (BSI) - BSI-Standards 100-1 - Information Security
Management

Systems (ISMS)

- Huawei - IoT Security White Paper 2017

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security
program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security
Framework

+ LNS - Putting Industrial Cyber Security at the top of the CEO agenda

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and
Organizations

+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
Cybersecurity and Privacy Risks

+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security
Concerns

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor
- Symantec - An Internet of Things Reference Architecture

+ Symantec - Smarter Security for Manufacturing in The Industry 4.0 Era: Industry 4.0 Cyber
Resilience for the Manufacturing of the Future
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+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ ENISA - Baseline Security Recommendations for IoT
+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - IIC Endpoint Security Best Practices
« IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks

+ OWASP (Open Web Application Security Project) - IoT Security Guidance
+ SANS Institute - An Abbreviated History of Automation & Industrial Controls Systems and

Cybersecurity

- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor
- VDC - Industry 4.0: Secure by design

+ ENISA - Baseline Security Recommendations for IoT

- Huawei - IoT Security White Paper 2017

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
+ NIST - NISTIR 8200: Interagency Report on Status of International Cybersecurity

Standardization for the Internet of Things (I0oT)

- NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks

+ OWASP (Open Web Application Security Project) - IoT Security Guidance



FaUFaH{ER /Ty RTISOF7 4 X

BREIYR T DDA

BER/EE

1B EHE

TM-54 : SEIERBREOEEICAEDE -S54
StFIUTABREELYT D, R—ASA 2T 5
([C. SRAFLOZR—2 MNCEIBIER Bl 1>X
N—ILENBHAY I NI T TDI\N -3 &S, AR
L—F+ 20T AICET B\ FIER. 7T Vo—
>3a>oRD0 MU S BER—N ORI, 1
BB BLUEE/SA—F). Ry hD—U RO, >
AT LT —FFTOFvICHBITIREBENRERELESD
%o

52, HEEOERS AT ABBORABE EBICE(L
IBEH R=ZASA>DREULSLUFHULLINR—RS
A > %&ERR T DICHDFIRZEMHEILT D,

TM-55 : B EBEAEECT DANZX L EZIBY —
IWVEEAT D, COANZXA(E. BEDBHEZER
D RAT ADIREDBIENTRETH D &

- NIERF/ B
- YIEINE

- BEFRNIEE
- [EE/RENE

- H—EXfELE

- NIERE/EA

c BER/MEZINAD
v

- YPIRINEE

- BRIIE

- [EE/RE

- B—EXELE
ERR

KE

117

+ ETSI (European Telecommunications Standards Institute) - ETSI GR QSC 004 V1.1.1

(2017-03) Quantum Safe Cryptography; Quantum-Safe threat assessment

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2
+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8200: Interagency Report on Status of International Cybersecurity

Standardization for the Internet of Things (IoT)

+ Smart Card Alliance - Embedded HW Security for IoT Applications

- Huawei - IoT Security White Paper 2017
+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks
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+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program
IEC - IEC 62443-3-3:2013 System security requirements and security levels

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- ISA - ANSI/ISA-95 Part 1: Models and Terminology

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

- [RE/REE

security management systems -- Requirements

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor

- BEFRNIEE

+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IEC - IEC 62443-3-3:2013 System security requirements and security levels
+ IIC (Industrial Internet Consortium) - Accompanying the Industrial Internet of Things

Volume G1: Reference architecture

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

security management systems -- Requirements

- ISO - ISO/IEC 27002:2013 Information technology -- Security techniques -- Code of practice

for information security controls

+ NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security
+ NIST - NISTIR 8183: Cybersecurity Framework Manufacturing Profile
+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)
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Cybersecurity and Privacy Risks

+ SANS Institute - The 2018 SANS Industrial IoT Security Survey: Shaping IIoT Security

Concerns
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+ IEC - IEC 62443-2-1:2010 Establishing an industrial automation and control system security

program

+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

- ISA - ANSI/ISA-95 Part 1: Models and Terminology
- ISO - ISO/IEC 27001:2013 Information technology -- Security techniques -- Information

security management systems -- Requirements

- NIST - NIST SP 800 53r4: Security and Privacy Controls for Federal Information Systems and

Organizations

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ Cloud Security Alliance - Security Guidance for Early Adopters of the Internet of Things
+ ENISA - Baseline Security Recommendations for IoT
+ IIC (Industrial Internet Consortium) - Industrial Internet of Things Volume G4: Security

Framework

« IIC (Industrial Internet Consortium) - IoT Security Maturity Model: Description and Intended

Use

- IoT Alliance Australia - Internet of Things Security Guidelines v1.2

+ IoT Security Foundation - Connected Consumer Products. Best Practice Guidelines

+ NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

+ NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (IoT)

Cybersecurity and Privacy Risks

- OpenAl and others - The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and

Mitigation

+ OWASP (Open Web Application Security Project) - IoT Security Guidance
- Siemens - Industrial Security: Applying IoT Security Controls on the Industrial Plant Floor
+ Symantec - Smarter Security for Manufacturing in The Industry 4.0 Era: Industry 4.0 Cyber

Resilience for the Manufacturing of the Future
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EC Alliance for Internet of Things
Innovation (AIOTI)

ECSO (European Cyber Security
Organization)

ENISA

European Parliament and Council of
the European Union

IOT-A (Internet of Things
Architecture)

2. KEBEOA=>F7FT

AIOTI Digitisation of Industry Policy
Recommendations

INDUSTRY 4.0 AND ICS SECTOR REPORT Cyber
security for the industry 4.0 and ICS sector
Baseline Security Recommendations for IoT

The General Data Protection Regulation (GDPR)
(EU) 2016/679
I0T-A (Internet of Things Architecture)

https://aioti-space.org/wp-content/uploads/2017/03/AIOTI-Digitisation-o
f-Ind-policydoc-Nov-2016.pdf

http://www.ecs-org.eu/documents/uploads/industry-40-and-ics-sector-r
eport-032018.pdf

https://www.enisa.europa.eu/publications/baseline-security-recommenda
tions-for-iot
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv:0J.L_.2016.
119.01.0001.01.ENG

http://cordis.europa.eu/project/rcn/95713_en.html
http://www.meet-iot.eu/iot-a-deliverables.html

H

Homeland Security

Homeland Security

NIST

NIST

NIST

Strategic Principles for Securing the Internet of
Things

Recommended Practice: Improving Industrial
Control System Cybersecurity with Defense-in-
Depth Strategies

NISTIR 8183: Cybersecurity Framework
Manufacturing Profile

Draft NISTIR 8228: Considerations for Managing
Internet of Things (IoT) Cybersecurity and
Privacy Risks

NIST SP 800 82r2: Guide to Industrial Control
Systems (ICS) Security

https://www.dhs.gov/sites/default/files/publications/Strategic_Principles
_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf

https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/N
CCIC_ICSCERT_Defense_in_Depth_2016_S508C.pdf

https://nvipubs.nist.gov/nistpubs/ir/2017/NIST.IR.8183.pdf

https://nvipubs.nist.gov/nistpubs/ir/2018/NIST.IR.8228-draft.pdf

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.p
df


https://aioti-space.org/wp-content/uploads/2017/03/AIOTI-Digitisation-of-Ind-policydoc-Nov-2016.pdf
https://aioti-space.org/wp-content/uploads/2017/03/AIOTI-Digitisation-of-Ind-policydoc-Nov-2016.pdf
http://www.ecs-org.eu/documents/uploads/industry-40-and-ics-sector-report-032018.pdf
http://www.ecs-org.eu/documents/uploads/industry-40-and-ics-sector-report-032018.pdf
https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot
https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG
https://eur-lex.europa.eu/legalcontent/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG
http://cordis.europa.eu/project/rcn/95713_en.html
http://www.meet-iot.eu/iot-a-deliverables.html
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICSCERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICSCERT_Defense_in_Depth_2016_S508C.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2017/NIST.IR.8183.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8228-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
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NIST

NIST

NIST

NIST

NIST

NIST

NIST

NIST

NIST
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g1 ML

NIST SP 800 53r4: Security and Privacy Controls
for Federal Information Systems and
Organizations

NIST.SP 1500-202 - Framework for
Cyber-Physical Systems: Volume 2,

Working Group Reports

NIST SP 800 30r1 - Guide for Conducting Risk
Assessments

Best practices in cyber supply chain risk
management. Smart Manufacturing The Future of
Manufacturing and Value Chain Competitiveness
NIST SP 800-52 r1: Guidelines for the Selection,
Configuration, and Use of Transport Layer
Security (TLS) Implementations

Cybersecurity for Smart Manufacturing

Framework for Cyber-Physical Systems: Volume
1, Overview

Framework for Improving Critical Infrastructure
Cybersecurity V1.1

NIST Advanced Manufacturing Series 300-1
Reference Architecture for Smart Manufacturing
Part 1: Functional Models

NIST SP 800-146 Cloud Computing Synopsis and
Recommendations
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https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.p
df

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-202.p
df

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30
ri.pdf

https://www.nist.gov/sites/default/files/documents/itl/csd/NIST_USRP-S
martManu-Cyber-SCRM-Case-Study.pdf

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r1.p
df

https://www.nist.gov/sites/default/files/documents/2016/12/05/cyberse
curity_for_smart_manufacturing.pdf
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-201.p
df

https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

https://nvipubs.nist.gov/nistpubs/ams/NIST.AMS.300-1.pdf

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-14
6.pdf
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NIST SP 800-61r2: Computer Security Incident
Handling Guide - Recommendations of the
National Institute of Standards and Technology
NISTIR 8200: Interagency Report on Status of
International Cybersecurity Standardization for
the Internet of Things (IoT)
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https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pd
f

https://csrc.nist.gov/publications/detail /nistir/8200/draft

Auto ISAC (Automotive Information | Automotive Cybersecurity Best Practices -

Sharing and Analysis Center)
BITAG (Broadband Internet
Technical Advisory Group)

Center for Internet Security (CIS)

Cloud Security Alliance

Cloud Security Alliance

Cloud Security Alliance
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https://www.industry.usa.siemens.com/automation/us/en/formsdocs/Documents/2016%20MIA-%2023%20Industrial%20Security%20Applying%20IoT%20Security%20Controls%20on%20the%20Industrial%20Plant%20Floor.pdf
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https://www.industry.usa.siemens.com/automation/us/en/formsdocs/Documents/2016%20MIA-%2023%20Industrial%20Security%20Applying%20IoT%20Security%20Controls%20on%20the%20Industrial%20Plant%20Floor.pdf
https://www.pinsentmasons.com/dokument/it-security-in-smart-factories-white-paperapril-2015.pdf
https://www.pinsentmasons.com/dokument/it-security-in-smart-factories-white-paperapril-2015.pdf
https://www.symantec.com/content/en/us/enterprise/white_papers/iot-securityreference-architecture-wp-en.pdf
https://www.symantec.com/content/en/us/enterprise/white_papers/iot-securityreference-architecture-wp-en.pdf
https://www.symantec.com/security-center/threat-report
https://resource.elq.symantec.com/LP=3980?cid=70138000001BjppAAC&mc=202671&ot=wp&tt=sw&inid=symc_threat-report_regular_to_leadgen_form_LP-3980_ISTR22-reportmain
https://resource.elq.symantec.com/LP=3980?cid=70138000001BjppAAC&mc=202671&ot=wp&tt=sw&inid=symc_threat-report_regular_to_leadgen_form_LP-3980_ISTR22-reportmain
https://resource.elq.symantec.com/LP=3980?cid=70138000001BjppAAC&mc=202671&ot=wp&tt=sw&inid=symc_threat-report_regular_to_leadgen_form_LP-3980_ISTR22-reportmain
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/industry-4.0-en.pdf

https://www.iamthecavalry.org/wp-content/uploads/2016/01/I-Am-The-
Cavalry-Hippocratic-Oath-for-Connected-Medical-Devices.pdf
https://cdn2.hubspot.net/hubfs/582328/whitepapers/VDC%20-%20Indu
stry%204.0%20Secure%?20by%20Design%20-%20for%20GrammaTech.
pdf?t=1519834251604

http://www.vdmashop.de/refs/Leitf 140_Security_En_LR_neu.pdf

http://ec.europa.eu/information_society/newsroom/image/document/20
17-11/smart_manufacturing_to_ensure_a_trusted_iot_environment_by_
vdma_0B8285E7-9C90-7E5C-04DA25B61A5C3FA5_43660.pdf

https://ioactive.com/pdfs/SCADA-and-Mobile-Security-in-the-IoT-Era-Em
bedi-FINALab%?20(1).pdf
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https://ioactive.com/pdfs/SCADA-and-Mobile-Security-in-the-IoT-Era-Embedi-FINALab%20(1).pdf
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48 CyberArk (2018) “Anatomy of the Triton malware attack”: https://www.cyberark.com/threat-researchblog/anatomy-triton-malware-attack/

49 Sentryo (2018) “Analysis of Triton industrial malware”: https://www.sentryo.net/analysis-triton-malware/
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Maersk iR EDNEZ < DEXEPE(CHEZRF U, RIDBEEIENT D/26H(C SMB 7O N IILOI O TOA hEfE
BU. RICCOIORTOA bDFE=EZ IRV (\yFERBRING) #EE5D. RiERETFRLUTRY hJ—
U LoofhotgsszHIEHU LD & Uiz, THUE NotPetya Z4FICERIREDIC LTz, eSS Tco/z 1 DTEHD &
Y ND—O2FENER(ICETSINDEREEN G DD TH D BREFEER<. NotPetya (FI>E1—FEDTF
IV ZBES{EUIADTIE. UNBESHARTIRERAETIES(EUZ. & BEEENZIRTDOI7ILAKHND
CEEBIERT D, DFED. DAILRIETAI/IN—DRS(CHEEL. SRFTLNSEERT —FZHIBRUZ, CNTEHRE
BIEREZEDDZENTERODT. NotPetya WAHICSHADTIT7ROMN. ENEEST T LD 7ICAEE
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30 Kaspersky Lab (2017) “More than 50% of organizations attacked by ExPetr (Petya) cryptolocker are industrial companies”:
https://ics-cert.kaspersky.com/alerts/2017/06/29/more-than-50-percent-of-organizations-attacked-byexpetr-petya-cryptolocker-are-industrial-companies/

51 The New York Times (2017) “Cyberattack Hits Ukraine Then Spreads Internationally”:https://www.nytimes.com/2017/06/27/technology/ransomware-hackers.html|

52 CNet (2018) “US: Russia's NotPetya the most destructive cyberattack ever”: https://www.cnet.com/news/uksaid-russia-is-behind-destructive-2017-cyberattack-in-ukraine/
53 TechRepublic (2017) “NotPetya ransomware outbreak cost Merck more than $300M per quarter”:
https://www.techrepublic.com/article/notpetya-ransomware-outbreak-cost-merck-more-than-300m-per-quarter/

5% The Register (2018) “IT 'heroes' saved Maersk from NotPetya with ten-day reinstallation bliz”: https://www.theregister.co.uk/2018/01/25/after_notpetya_maersk_replaced_everything/
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55 WelLiveSecurity (2017) “Industroyer: Biggest threat to industrial control systems since Stuxnet”:

https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-systems-since-stuxnet/

56 MIT Technology Review (2016) “Ukraine’s Power Grid Gets Hacked Again, a Worrying Sign for Infrastructure Attacks”:

https://www.technologyreview.com/s/603262/ukraines-power-grid-gets-hacked-again-a-worrying-sign-forinfrastructure-attacks/
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57 ICS-CERT (2017) “Alert (ICS-ALERT-17-102-01A) BrickerBot Permanent Denial-of-Service Attack”: https://icscert.us-cert.gov/alerts/ICS-ALERT-17-102-01A

8 BleepingComputer (2017) “BrickerBot Author Retires Claiming to Have Bricked over 10 Million IoT Devices”:
https://www.bleepingcomputer.com/news/security/brickerbot-author-retires-claiming-to-have-bricked-over-10-million-iot-devices/

% Sentryo (2016) “The ‘mirai’ iot botnet, a publically available turn-key threat”:https://www.sentryo.net/themirai-iot-botnet-a-publically-available-turn-key-threat-2/

80 Xage Security (2016) “Mirai and IIoT Security”: https://xage.com/press/mirai-and-iiot-security/
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61 SANS ICS (2016) “Analysis of the Cyber Attack on the Ukrainian Power Grid Defense Use Case”: https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
52 Sentryo (2017) “The Sentryo Files: Industries Vs. Cyberattacks Episode 5: A Water Treatment Plant Under Attack”: https://www.sentryo.net/sentryo-files-attack-water-treatment-plant/
83 SANS ICS (2014) “German Steel Mill Cyber Attack”: https://ics.sans.org/media/ICS-CPPE-case-Study-2-German-Steelworks_Facility.pdf

134


https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
https://www.sentryo.net/sentryo-files-attack-water-treatment-plant/
https://ics.sans.org/media/ICS-CPPE-case-Study-2-German-Steelworks_Facility.pdf

TFIUFA AT

Havex / Dragonfly -
SCADA.

PLC. DCS S RAFLZENETS
UE—MPOEREDO MOLDK
123

Shamoon virus -

oS FPSEFPORHEH
(Saudi Aramco) ADYH A /){—

N

Duqu- #{EUJz Stuxnet

2014 £

2012 &
8H 15 H

2011 £

2014 £E(C. Dragonfly EMFENDIIL—FICRK D> TERESNIZFHUWILD T 7S, BRRDE < DREHMERH R L
feEsRESNE. ICS ZEENETBTILDIFIE. REENBELEIDE2—IWST 7L 2TFTvO—-—R, §0
>O—R, ETIBEZAEEICTD 2 DDUE— CFOLERE SOADARE (RAT) THEREIN Tz, €DOERE
BIE, RERUESRFTAICHETRT—FEBRENRET D EThHhIE Ny I RFFZOCRZFFNICITSITET.
KDBEDHBEDICIRBAIEENNGD D, SICHEEKEVNDIZ. CORILITTTREDLS(TREUIENTH D, T+
W T A=) LXOKERAHGIRE (CHIX T, —EZBD ICS RS —DY T RO 750> 0—RZE/\WwF>2T0U. BNSIC
RAT ZHEX fHFT2Z &S, PYEERY -5y NIFTRELRZ, *

COOBEE(Z, Saudi Aramco D IT F—ADREEN, BEDHD T 1 VI IA—)LZHH U TREEDEAOZIR
HIBENBIEEDZ. WEFIIBALRLE. Shamoon EMEENDTAILRZA A M—=ILUTZ. ZNUETIC
Saudi Aramco D IT Rw cD—TR&KICEND., Dr< &6 35,000 B0 Ea1—IMNER Uz, TDEDIL
RlF. EEISEENZBMG (BOSTFSEFORA) (C. BEULEIE1I—FLDIRTOFT—FRHEIBRL. X T
WBTFAUDEEOEKRICESRZ 2. Z7UT. IVE1—FDIYRY—T— L O—RELZESUTERTEEC L.
CORE(FIT RY ND—0DHICEEZRFU. ICS (CIFFEFRNM D> TEN. AVU D RSV INDREHRE, D
ESRIATOCRCAERFEESZ 2, &

SR FTYVOICELD EDuqu lElStuxnet & FEFER U A BRIAE D 72 <2723 1. Duqu (& Stuxnet & [E4R. Microsoft
Windows &4 —4"w k& U, Microsoft Word ZfER LU TH—RILE— RTI—RZ2ETI D,

— BN R T D&, Duqu OEMIZZENZIIET D E TR, [FROKE (/I DIEREEHDZETH D,

NHT+4—ICKDE F—RAO—TES AT ABHRDEEEFRUIMNT, Duqu (FFFEREDS TAILRZIERDEDICRESD
EHICERETNDOIEEENH DTS HILGEAEZR R, DOHER. ICS (CRET D I— RGN o 72A, Duqu (CK
O CUNESNTZIBIRIE. IR (C [IoT ADKEETHEIC T DBNNG D,

54 Belden (2014) “How Dragonfly Hackers and RAT Malware Threaten ICS Security”: https://www.belden.com/blog/industrial-security/how-dragonfly-hackers-and-rat-malware-threaten-ics-security

55 CNNMoney (2015) “The inside story of the biggest hack in history”:https://money.cnn.com/2015/08/05/technology/aramco-hack/index.html

6 Symantec (2011) “W32.Duqu The precursor to the next Stuxnet”:

https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_duqu_the_precursor_to_the_next_stuxnet.pdf
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