AEBEFIENWASA—T 3 0 TT,
REITILL T O URL X 7 rm— RT&EET,

[TLS By 5 EH A BT A >
https://www.ipa.go.jp/security/crypto/guideline/ssl_crypt_config.html
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AT, BB AL — NORERT > LCOBERME LT, REHEHEERT 5,
RBRAT A=Y arRT 4 A M) Ba—va Y OENICE D FESh TV AL —
FORERREH SRR BEND D D L CHET S D L, ERATEBHNEC =T Ak
BT DL L bIC, ~BEERLE LTHAS RN,

REFLUTOY 7 by 27 "=V araifie LTERENT,
OpenSSL 1.1.1d
GnuTLS 3.6.11.1
Apache httpd 2.4.41
lighttpd 1.4.54
nginx 1.16.1, 1.17.6
mod_gnutls 0.9.1

1. OpenSSL & TO R EH]
1.1. OpenSSL D& E

1.1.1. OpenSSL R COIEH A A — s DR EH]

(TLS1.3 HI 5 A A — b i%E XL F5)

TLS13 CHAR—FTDHHEAAL — ML, anO)TRU LN 5 AL — N4 &I~ 3075
WX THRET D, Z0& &, EHIZHRBMI NS ON LY mWEEIAMN 2 Ko,
uT’ﬁ4P?4V’ﬁA¢511&3%@Wﬁx4~hmﬁﬁm%ﬁ¢o:hiﬁ%F?%
VICRRE SN DD BBIZL 2V AR — N TARERN TH LD, LEIZS U T 5% HIBR
THZEHLARETHD,

@ MIEXoUTF M. BXxa YT ¢ HISE O EH
TLS_AES 128 GCM_SHA256:TLS_AES 128 CCM_SHA256:TLS AES 128 CCM_8 SHA256:TLS AES 256
~GCM_SHA384:TLS CHACHA20 POLY1305 SHA256

o HtxalT o BMOFREH
TLS_AES 256 GCM_SHA384:TLS CHACHA20 POLY1305 SHA256:TLS_AES 128 GCM_SHA256:TLS_AE
S 128 CCM_SHA256:TLS_AES 128 CCM_8 SHA256

(TLS1.2 LIRTH IS A A — FE%E T4
TLS12 R CH R — F T 55 AL — NI, 20O TRU LN FOESEZIF 72 75
Lo THEFAAL —FDY R NERET D, ZOXFINIAENBIAIZMIE I, KEUIZY X b
DRFINAFET DT AL — RS X0 @ ERIEN % FFo.
° %me@E®P%x4~%%(H3%ﬂ%>V;éﬁ*

> HFAAL—=FDU A NI, HIZFFEDOK 5 AL — NP EBME D
o 1@%U@HaﬁiZ4~—%éa_ftzt:FECDHEJFECDHE+AESGCMJ EWVN o T —
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> BHEAAL—FDUAMIZEYETLHHSAL— MR T XTEMEND
> [+ CX o THEO 2 — AR SN 5GEe, 2o o@ i onstg s
> RNE—=UAO L, FRICRANICEENPLE RSO Z L FIZRT
<% kRSA RSA LA T O 5 A A — |k
(TLS_RSA_ WITH_AES 128 CBC_SHA 72 X)
<> aRSA RSA RAEZMEH T DM 5 A A — b
(kRSA @ & D2/ %2 T TLS DHE RSA WITH _AES 128 CBC SHA 72 &)
® [ikdD 2 oDFEIEI [+ T-) 1] ZATE LR 5 A A — hD U X NOEAE
> [+ ZEAELZSGE. VA MPORYET O 5 A A — b3 % DR A COEIENAN
ThicBET %
> [ ZRTELZSGAE. VAMHOEYT LI EAAL — R U X M OHIBRSND
> N ZEMELESGE. VANPOBRSET OIS AAL— R U X ML HIBRI L, 3%
YFT L5 AA— MIYUANMIBNTSZENRAEEIZRD

W

PLFICHA RI7A4 v OK(MICwAET 5D TLSL.2 RiHOREEA A — NOFREH Z5R~T, b
EHA RIAICREBEENTZDLOD I LML YR — TR EFTHDHmD, LEIZRD
T—WAHIBRTHZELAETH D,

® NHZ—UAIZE LR T 4 RORES
ECDHE+AESGCM:DHE+aRSA+AESGCM:ECDHE+AESCCM:DHE+aRSA+AESCCM:+AES256:ECDHE+CHA
CHA20:DHE+aRSA+CHACHA20:+DHE:ECDHE+AES128:ECDHE+CAMELLIA128:ECDHE+AES:ECDHE+CA
MELLIA:+ECDHE+SHA:DHE+aRSA+AES128:DHE+aRSA+CAMELLIA128:DHE+aRSA+AES:DHE+aRSA+CA
MELLIA:+DHE+aRSA+SHA

& RE—UAIZELEEX YT 0 WO EH
ECDHE+AESGCM:DHE+aRSA+AESGCM:ECDHE+AESCCM:DHE+aRSA+AESCCM:ECDHE+CHACHA20:D
HE+aRSA+CHACHA20:+AES128:+DHE

0 RH— XD EX2 YT 4 BIHER DR E B
DHE+aRSA+AESGCM:ECDHE+AESGCM:DHE+aRSA+AESCCM:ECDHE+AESCCM:+AES256:DHE+aRSA+C
HACHA20:ECDHE+CHACHA20:kRSA+AESGCM:kRSA+AESCCM:+kRSA+AES256:DHE+aRSA+AES128:DH
E+aRSA+CAMELLIA128:+DHE+aRSA+SHA:ECDHE+AES128:ECDHE+CAMELLIA128:+ECDHE+SHA:DHE+
aRSA+AES256:DHE+aRSA+CAMELLIA256:+DHE+aRSA+AES256+SHA:+DHE+aRSA+CAMELLIA256+SHA:
ECDHE+AES256:ECDHE+CAMELLIA256:+ECDHE+AES256+SHA:kRSA+AES128:kRSA+CAMELLIA128:+k
RSA+SHA:kRSA+AES:kKRSA+CAMELLIA:+kRSA+AES256+SHA:+kRSA+CAMELLIA256+SHA

® IS AA— AL DHEREF =) T 4 ROBE
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-CCM:
ECDHE-ECDSA-AES128-CCM8:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384
:ECDHE-ECDSA-AES256-CCM:ECDHE-ECDSA-AES256-CCM8:ECDHE-ECDSA-CHACHA20-POLY1305:EC
DHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-CCM:DHE-RSA-AE
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S128-CCM8:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-CCM:DHE-RSA-AES256-CCM8:DHE-RSA
-CHACHA20-POLY1305:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-C
AMELLIA128-SHA256:ECDHE-RSA-CAMELLIA128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RS
A-AES256-SHA384:ECDHE-ECDSA-CAMELLIA256-SHA384:ECDHE-RSA-CAMELLIA256-SHA384:ECDHE-
ECDSA-AES128-SHA:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA:
DHE-RSA-AES128-SHA256:DHE-RSA-CAMELLIA128-SHA256:DHE-RSA-AES256-SHA256:DHE-RSA-CAM
ELLIA256-SHA256:DHE-RSA-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES256-SHA:DHE-R
SA-CAMELLIA256-SHA

EEAA— MAICKDEExF2 ) T o MOFREH
ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-CCM:
ECDHE-ECDSA-AES256-CCM8:ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY 130
5:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-CC
M:ECDHE-ECDSA-AES128-CCM8:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-CCM:DHE-RSA-AE
S256-CCM8:DHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-CCM:D
HE-RSA-AES128-CCM8

oA — bR EDEFX 2 U T 1 B ORRE B
DHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA2
56:DHE-RSA-AES128-CCM:ECDHE-ECDSA-AES128-CCM:DHE-RSA-AES128-CCM8:ECDHE-ECDSA-AES]1
28-CCM8:DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-G
CM-SHA384:DHE-RSA-AES256-CCM:ECDHE-ECDSA-AES256-CCM:DHE-RSA-AES256-CCM8:ECDHE-ECD
SA-AES256-CCM8:DHE-RSA-CHACHA20-POLY1305:ECDHE-ECDSA-CHACHA20-POLY 1305:ECDHE-RSA-
CHACHA20-POLY1305:AES128-GCM-SHA256:AES128-CCM:AES128-CCM8:AES256-GCM-SHA384:AES256
-CCM:AES256-CCM8:DHE-RSA-AES128-SHA256:DHE-RSA-CAMELLIA128-SHA256:DHE-RSA-AES128-SH
A:DHE-RSA-CAMELLIA128-SHA:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-
ECDSA-CAMELLIA128-SHA256:ECDHE-RSA-CAMELLIA128-SHA256:ECDHE-ECDSA-AES128-SHA:ECDH
E-RSA-AES128-SHA:DHE-RSA-AES256-SHA256:DHE-RSA-CAMELLIA256-SHA256:DHE-RSA-AES256-SH
A:DHE-RSA-CAMELLIA256-SHA:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384:ECDHE-
ECDSA-CAMELLIA256-SHA384:ECDHE-RSA-CAMELLIA256-SHA384:ECDHE-ECDSA-AES256-SHA:ECDH
E-RSA-AES256-SHA:AES128-SHA256:CAMELLIA128-SHA256:AES128-SHA:CAMELLIA128-SHA:AES256-
SHA256:CAMELLIA256-SHA256:AES256-SHA:CAMELLIA256-SHA

112. BETZ 7ANVERHNVE TLSI3 BFEX AL — FOHRE

OpenSSL % TLS 74 77 VL LTHEMAT L 5D 7T 7V r— 3 »iX, OpenSSL 1.1.1 L V&
AENTF TLSI3 KEAAL — FOREEITY APLICKHIE LWV, 20 LH727 7Y r—3 3
YD TLS13 W5 A A — FOREZAITOIZIE. LLFD X 9 NED openssl.enf 7 7 A /L ZAERLT

éo
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openssl_conf = openssl_init

[openssl init]

ssl _conf=ssl sect

[ssl_sect]

system_default = system_default_sect

[system_default sect]

Ciphersuites = (TLS1.3 Flf 5 A A — R %€ LT 5)!

REEZHDZCLTCT T r—ya v r2iEgdhd 57200

Zi%, BR#EZA % OPENSSL _CONF [ZfERK L

7z openssl.enf D /XA Z{E L TEITT 5, BIAIFELLTOLX 512 L T nginx 2775,

OPENSSL_CONF=/etc/nginx/openssl.cnf nginx -c /etc/nginx/nginx.conf

1.1.3. —RRIR AR E OpenSSL TOAFRDR TR

HA RTA L ICTEET DB AL — 4

OpenSSL TOKF 5 A A — M4 FE i

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

ECDHE-RSA-AES128-GCM-SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

ECDHE-ECDSA-AES256-GCM-SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

ECDHE-RSA-AES256-GCM-SHA384

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256

ECDHE-ECDSA-CHACHA20-POLY1305

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

ECDHE-RSA-CHACHA20-POLY1305

TLS_ECDHE_ECDSA_WITH_AES_128 CCM

ECDHE-ECDSA-AES128-CCM

TLS_ECDHE_ECDSA_WITH_AES_256_CCM

ECDHE-ECDSA-AES256-CCM

TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8

ECDHE-ECDSA-AES128-CCM8

TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8

ECDHE-ECDSA-AES256-CCM8

TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 | FE x|
TLS_ECDHE_RSA_WITH_CAMELLIA 128 GCM_SHA256 H 5t
TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 | #Fxtiis
TLS_ECDHE_RSA_WITH_CAMELLIA 256_GCM_SHA384 HERHIE

TLS_DHE_RSA WITH_AES_128 GCM_SHA256

DHE-RSA-AES128-GCM-SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

DHE-RSA-AES256-GCM-SHA384

TLS_DHE_RSA_WITH_CHACHA20_POLY1305 SHA256

DHE-RSA-CHACHA20-POLY 1305

1 1.1.1 82 THIR L= TLS1.3 HHOK 5 A2 4 — OB EF #itk+ %
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TLS_DHE_RSA_WITH_AES_128 CCM

DHE-RSA-AES128-CCM

TLS_DHE_RSA_WITH_AES_256_CCM

DHE-RSA-AES256-CCM

TLS_DHE_RSA_WITH_AES_128 CCM_8

DHE-RSA-AES128-CCM8

TLS_DHE_RSA_WITH_AES_256_CCM_8

DHE-RSA-AES256-CCM8

TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 It I
TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 It I

TLS_RSA WITH_AES_256_GCM_SHA384 AES256-GCM-SHA384
TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 FExtIE
TLS_RSA_WITH_AES_128_GCM_SHA256 AES128-GCM-SHA256
TLS_RSA_WITH_CAMELLIA_128 GCM_SHA256 FExtIE
TLS_RSA_WITH_AES_128 CCM AES128-CCM
TLS_RSA_WITH_AES_256_CCM AES256-CCM

TLS_RSA_WITH_AES_128 CCM_8

AES128-CCM8

TLS_RSA_WITH_AES_256_CCM_8

AES256-CCM8

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256

ECDHE-ECDSA-AES128-SHA256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

ECDHE-RSA-AES128-SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

ECDHE-ECDSA-AES256-SHA384

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

ECDHE-RSA-AES256-SHA384

TLS_ECDHE_ECDSA_WITH_CAMELLIA_128 CBC_SHA256

ECDHE-ECDSA-CAMELLIA128-SHA256

TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256

ECDHE-RSA-CAMELLIA128-SHA256

TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384

ECDHE-ECDSA-CAMELLIA256-SHA384

TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384

ECDHE-RSA-CAMELLIA256-SHA384

TLS_DHE_RSA_WITH_AES_128 CBC_SHA256

DHE-RSA-AES128-SHA256

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

DHE-RSA-AES256-SHA256

TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256

DHE-RSA-CAMELLIA128-SHA256

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256

DHE-RSA-CAMELLIA256-SHA256

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

ECDHE-ECDSA-AES128-SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

ECDHE-RSA-AES128-SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

ECDHE-ECDSA-AES256-SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

ECDHE-RSA-AES256-SHA

TLS_DHE_RSA_WITH_AES_128 CBC_SHA

DHE-RSA-AES128-SHA

TLS_DHE_RSA_WITH_AES_256_CBC_SHA

DHE-RSA-AES256-SHA

TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA

DHE-RSA-CAMELLIA128-SHA

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA

DHE-RSA-CAMELLIA256-SHA

TLS_RSA_WITH_AES_128 CBC_SHA256

AES128-SHA256

TLS_RSA_WITH_AES_256_CBC_SHA256

AES256-SHA256

TLS_RSA_WITH_CAMELLIA 128 CBC_SHA256

CAMELLIA128-SHA256

TLS_RSA_WITH_CAMELLIA 256_CBC_SHA256

CAMELLIA256-SHA256

TLS_RSA_WITH_AES_128 CBC_SHA

AES128-SHA
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TLS_RSA_WITH_AES_256_CBC_SHA AES256-SHA

TLS_RSA_WITH_CAMELLIA_128 CBC_SHA CAMELLIA128-SHA

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA CAMELLIA256-SHA

12. 77V r—va VvV ORE

1.2.1. Apache+mod_ssl D& E

1.1.1 #ilZfE vy, % <VirtualHost>H @ SSLCipherSuite ZLL F D L 9 IZHET 5,

SSLCipherSuite "TLS1.2 AR IS 75 A A — M & & LF51"
SSLCipherSuite TLSv1.3 "TLS1.3 K5 A A — K% E L FF"

1.2.2. lighttpd DR E
1.1.1 §ilZhevy, A $SERVER["socket"|IZ X 5 A8 — R EH @ ssl.cipher-list 35 L T ssl.openssl.ssl-
conf-cmd ZLLF DO KL 9 IZERET S,

ssl.cipher-list = "TLS1.2 LAfi K 5 A A — R E X TF5I"
ssl.openssl.ssl-conf-cmd = ("Ciphersuites" => "TLS1.3 5 A A — FEXEXFFI")

1.2.3. nginx DR E

1.1.1 HilZHev, 45 server H1 ssl_ciphers ZLL F D X 9 IZET 5, nginx 1.16.1 B LV 1.17.6
1% TLS1.3 Bf 5 A A — R OREITH IS L TR TLS1.3 B5 A A — b DR E ZAT D RN
HoreyEiE. L1280 EEHND

ssl_ciphers "TLS1.2 LARTHKE 5 A A — R X E SLTF-H";

2. GnuTLS % TD E Wl
2.1. GnuTLS O&RE

211. o harnR_n— g VORE

GmuTLS Tl 7 m harX—T g VOREERKESZAAL — FOHREN ML L TWD, KEI TR
TEBOREXLFIFINZDOWVWT, VR —FTABTLS 7a bar X—V g VA EETLHI0LERND S
TLS B 578 € W55 A A — b DR EF] —



GEITENENUTOLIICERZMZ D,

HRvtX 2 7 o BMBIONEEX 2 7 0 BIZBWT TLS1.3 28+ 528546, LLFICRT
LT EH N EES D,
JE W5 FT) +VERS-TLS1.2:+VERS-TLS1.3
JEWi1%) +VERS-TLS1.2

X2 VT 4 HIARICIBNT TLSL.3 ZENICT 256, LTICART XD ICEY a2 EET
Do
ZE & FT) +VERS-TLS1.0:#VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3
ZEW %) +VERS-TLS1.0:+VERS-TLS1.1:+VERS-TLS1.2

X2 VT 4 FISRICIBNT TLS1.0 2T 556, LM R T XIS m a2 EH 4
Do
ZE & FT) +VERS-TLS1.0:#VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3
Z5 ¥ 1%) +VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3

X U7 4 FIAEIZ BT TLS1.0 B LN TLSL.1 283 5846, DLFICRT X HI1Ci%y
oy EEET D,
ZE & FT) +VERS-TLS1.0:#VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3
W) +VERS-TLS1.2:+VERS-TLS1.3

2.1.2. GnuTLS D% E

GnuTLS TIZEBIDOKE S A A — P ZfRET D Z LT TE ., #ZH - 1575 - MAC(A v E— VR
AEFF ) CHMAT 27 VTV ALEZZNENRET LI LICED, TR EMAG DR A
A= MRHBRICAEDC 2D, 20L& BN FIZHAZH > 15 >MAC ONEIZHE < KBk S
NDTZ0, MNIREE5 A A — F OEENEAHEIT AR ATRE & 7> TV %,

LU OBNEIFICEERNE NG ST A R VIR SN T AL — DI BN %EL< &4
R—FTOREFTHLD, HLBEITG LT —HMEHIRT 2L HAETH D,

® HELTL X U T o B E
NONE:%SERVER PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-ALL:+COMP-NULL:+GROUP-
ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-GCM:+CAMELLIA-128-GCM:+AES-128-
CCM:+AES-128-CCM-8:+AES-256-GCM:+CAMELLIA-256-GCM:+AES-256-CCM:+AES-256-CCM-
8:+CHACHA20-POLY 1305:+AES-128-CBC:+CAMELLIA-128-CBC:+AES-256-CBC:+CAMELLIA-256-
CBC:+AEAD:+SHA384:+SHA256:+SHA
(E) A RIFA R ENT TN —TEOEEIEN & 13820 . LT OEEIERN & 725,
1. 7 v—7 A ®O—¥(ECDHE-ECDSA)
2. JN—7 C ®—H{(ECDHE-ECDSA) & 7' /L — 7 D @ —¥(ECDHE-ECDSA) 23 EAE
TLS Wi 5 & W5 AA — hORER — 8



TN—"7" A O—E(ECDHE-RSA)

7' )V—7 C O—ER(ECDHE-RSA) & 7' /L — 7 D @ —EB(ECDHE-RSA) 73R AF
J—7 B

JINV—TE & 7 )V—T F NRIE

2 g s~ w

® LI X UT o MoORER (F/v—7 A-BDH)
TA RIA NTRENTZ TN —T OB HER L TV 5,
NONE:%SERVER PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-ALL:+COMP-NULL:+GROUP-
ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-GCM:+CAMELLIA-128-GCM:+AES-128-
CCM:+AES-128-CCM-8:+AES-256-GCM:+CAMELLIA-256-GCM:+AES-256-CCM:+AES-256-CCM-
8:+CHACHA20-POLY1305:+AEAD:+SHA384:+SHA256

® HittXoVU 7 s BMOFKER (F/V—FA-B-C+EDH)
NONE:%SERVER PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-ALL:+COMP-NULL:+GROUP-
ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-128-GCM:+CAMELLIA-128-GCM:+AES-128-
CCM:+AES-128-CCM-8:+AES-256-GCM:+CAMELLIA-256-GCM:+AES-256-CCM:+AES-256-CCM-
8:+CHACHA20-POLY1305:+AES-128-CBC:+CAMELLIA-128-CBC:+AES-256-CBC:+CAMELLIA-256-
CBC:+AEAD:+SHA384:+SHA256
(E) A FTA R ENT TN —THOERIAN & T80 | LUTOEEIEMN &5,

1. 7 r—7 A ®—E(ECDHE-ECDSA)

2. 7 N—7 C DO—E(ECDHE-ECDSA)
3. N —7 A ®O—¥(ECDHE-RSA)
4. 7 N—7 C O—H(ECDHE-RSA)
5. /1»—7B

6. /1—7E

& St¥xalT 4 ROREH
A RTANRENT TN —THOEENAAICHER L TV 5,
NONE:%SERVER _PRECEDENCE:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-ALL:+COMP-NULL:+GROUP-
ALL:+ECDHE-ECDSA:+ECDHE-RSA:+DHE-RSA:+AES-256-GCM:+CAMELLIA-256-GCM:+AES-256-
CCM:+AES-256-CCM-8:+CHACHA20-POLY 1305:+AES-128-GCM:+CAMELLIA-128-GCM:+AES-128-
CCM:+AES-128-CCM-8:+AEAD:+SHA384:+SHA256

® X = U ¢ IS DR EH
NONE:%SERVER PRECEDENCE:+VERS-TLS1.0:+VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+COMP-NULL:+GROUP-ALL:+DHE-RSA:+ECDHE-ECDSA:+ECDHE-RSA:+RSA:+AES-128-
GCM:+CAMELLIA-128-GCM:+AES-128-CCM:+AES-128-CCM-8:+AES-256-GCM:+CAMELLIA-256-
GCM:+AES-256-CCM:+AES-256-CCM-8:+CHACHA20-POLY 1305:+AES-128-CBC:+CAMELLIA-128-
CBC:+AES-256-CBC:+CAMELLIA-256-CBC:+AEAD:+SHA384:+SHA256:+SHA1
(E) A RTA R ENT TN —THOERIAN & T80 | LUTOERIEMN & 725,
1. ZN—7 X O —EB(ECDHE-ECDSA)
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7 N—"7"7 O—H(ECDHE-ECDSA)
7 N—7 X O—H(ECDHE-RSA)
7 N—"7"7Z O—F(ECDHE-RSA)
7 )—7 X O —F(DHE-RSA)

7 )v—"7"Z O—E(DHE-RSA)
TN—7"Y O—EB(RSA)

T N—"T" 7 D—E(RSA)

®» N o g bk~ wbd

® X VT BN ORER (FV—T"X T V=Y DH)
HARTA NRENTZ T NV—THOERNEMICHER L TV 5
NONE:%SERVER PRECEDENCE:+VERS-TLS1.0:+VERS-TLS1.1:+VERS-TLS1.2:+VERS-TLS1.3:+SIGN-
ALL:+COMP-NULL:+GROUP-ALL:+DHE-RSA:+ECDHE-ECDSA:+ECDHE-RSA:+RSA:+AES-128-
GCM:+CAMELLIA-128-GCM:+AES-128-CCM:+AES-128-CCM-8:+AES-256-GCM:+CAMELLIA-256-
GCM:+AES-256-CCM:+AES-256-CCM-8:+CHACHA20-POLY 1305:+AEAD:+SHA384:+SHA256

22. TV r— 9 VORE

2.2.1. Apache+mod_gnutls D& E

2.1 iz hEVy, %<VirtualHost>H @ GnuTLSPriorities Z L F D X 5 IZF&RET 5,

mod_gnutls TlE<VirtualHost>F 12 %L D GnuTLSCertificateFile Z 5 E L 72 & L TH B A Fi7o
RN GEHEOFEEE (RSA,ECDSA) 2L » THAZBMT VI Y XABRRESNDL I EBH D,
THICE D 2.1 HilDR LB RIER O —E BBy E T 25— A b b 5,

GnuTLSPriorities "lF 5 A A — bk 8% i€ L F412"

2 2.1 HiTHIR L7275 A A — DERE LT ﬁJ%uEﬁﬂ"é
TLS W5 i & W5 AA — FOREF — 10
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