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LA RIS T SHA-2 family 23 FIH ATREIC 72 > T D, F-BRER BRI H A REZ2 B 5 A A — b D
TAR—= IR I TEY, BAEMIZIE GCMBI ceMBE — Ko F|H R ATEEIC 72 - 72,

Hsmnmeﬂw'umz%ﬁuM RO T T R e P EFIE~DO R 2 S &

. QUIC (HLfE IETF CTHE¥E{LNED LN TWD M T VAR — 7o haj, NEKIIZ TLS1.3
%%Uﬁﬁ?‘é) Lo haiiis T Ao oMmEER EEHWE LT, e hanligesTra
U X DRI FRFEPIT DAL,

F3IWCTLS ODR—V g v OMELZE L5, 7B, SSL/TLS 2k 5B H O 728
HZ>WTiL, TCRYPTREC B 5 A K A > (SSL/TLS (28 1) 5 I 4E D KB~ D % iRk in)
M) 2RIz,

(1] https://ietf.org/

[2] CBC: Cipher Block Chaining
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(6] CCM: Counter with CBC-MAC
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(2008) FRIZ, BRREMT S MEET— FTIEX, FIAT 5270 v 7 ERFE LT TH-TH, CBC
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® VIHDH; S AA — k% TLS RSA_WITH_AES 128 CBC SHA |[ZA W
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(2018) W2y — 7 U ARfEFRIL I
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& N Rz DT—FEWEE L TIRH#
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IZEH
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T —77
(f¢)

TLS DH RSA WITH AES 128 CBC_SHA

TLS_ECDH_ECDSA_WITH_AES 128 CBC_SHA

TLS_ECDH_RSA_WITH_AES_ 128 CBC_SHA

TLS RSA WITH CAMELLIA 128 CBC_SHA

TLS DH RSA WITH CAMELLIA 128 CBC_SHA

TLS_RSA_WITH_AES 256 CBC_SHA256

TLS_DH_RSA_ WITH_AES 256 CBC_SHA256

TLS_ECDH_ECDSA_ WITH AES 256 CBC_SHA384

TLS_ECDH RSA WITH AES 256 CBC_SHA384

TLS_RSA_ WITH _CAMELLIA 256 CBC_SHA256

TLS DH_RSA WITH CAMELLIA 256 CBC_SHA256

TLS_ECDH_ECDSA WITH CAMELLIA 256 CBC_SHA384

TLS_ECDH RSA WITH CAMELLIA 256 CBC_SHA384

TLS_RSA_ WITH_AES 256 CBC_SHA

TLS DH_RSA WITH_AES 256 CBC_SHA

TLS_ECDH_ECDSA_ WITH AES 256 CBC_SHA

TLS_ECDH RSA_ WITH AES 256 CBC_SHA

TLS_RSA_ WITH _CAMELLIA 256 CBC_SHA

TLS_DH_RSA WITH CAMELLIA 256 CBC_SHA

TLS1.3 Z R+ 25546

TI—7 A

TLS_AES 128 GCM_SHA256

TLS_AES 128 CCM_SHA256

TLS_AES_ 128 CCM_8 SHA256

TLS_AES 256 GCM_SHA384

TLS CHACHA20 POLY1305 SHA256

DHE

ECDHE

RSASSA-PKCS1-vl 5

RSA-PSS

ECDSA
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7. TLS ZREIMEH 7-DIZEEB T & Z &

TLS Z X V272D, UTOHEHIZOWTHEET RETH D,

71 HZZHFOEX =2V T 4 Xy FOEHA

Fr hae LToOEstEZ g T, BELOMEHUENPERINDL L bRFBIEE D,

ZOX I RMEIEENBRAIND &, BRI I hbtEXa VT4 Ry TFRE{RINLDL O
T, NUAPREST L2 X2V T o Ny F e AFARERIREE L, HiZExF=2) T 4y F 20l
MLUTEFOREIZL THEIXETHD,

7.2 $—FEHEDOER - FRIZOVWTERTREZ L

7.2.1 YV — NFEAE CTOMETE RET OfE A D BB

U ELBE SRR P =R EOMEBENFEET 554, T E AV TR - 4k
BROBL T D ANBISE L B RO T 2 AR LT R, RIS A B e T N AR S
TLEIVRI DD D,

ZHLEY AT EHTDICIE, B NEEE T, BT 04 AR S TR AR X T
BRWESEY2— AL E2RHATILIEETNETHS.

722 —\FEHAEZRIT - EFTHRECHLVRBERTERT HEES

= NGEEZRGET ORI, (BATICBT D) MEROAR - EH - EHEAEL T
WE B SNTZEBET RN E " HICESSNTLEIREOMERRET IV A BH D,
Bl ZIX, LV DTERZROIZ, = RO HMIFICREINTWDT 7 40 MEL, 77 41
FREDEFERLICETZHAHA LGS, ERETHE_"F LR UUME#HZILFLTLED Y
AT DD,

Flo, P NAEE A FIEAT T DL EMEICE G AL RE, BifEEH L 72 CSR (Certificate Signing
Request : ' — NGB EZ AT T D7D DBEHER) ZfEWET & R UARREEMEREOHE~T
DEEFH LN — NGEHEMESCND Z L2220, URIOME#ENKX W LSS ICRFTOR S
fL@fELESTETCLEIVAZND D,

ZHLFEY R EBES O, b= NEEET, Y NEHEAZRE - EH T OBICEEFED
PEART HEWET Z L ZERICES BEET L AR LT #EST 2 5 72 CSR TH — NGEAE A B
BeFERTAHZENEE LY, Lo T, AHA RTIA TRV —NEHEOMSFIEL & L TLE
fHiFrCcwna,

7.2.3 Y —FEHEDOEFH SIS 1L IZ 59 % b R A
Y= NEHE T, - RNEHEOFHRRNLICE > THAD Y —ERICEEELFEAESEDL LN

TLS W BIEH A KT4 > — 62



R, = iEHEOAIMIMAER L, BHEEDOTOICMNER Y — FF A LEZEL
7o BT, U R EE G E (B A X, EHEERGRH OS2 E) aED DL ENRDLND,

HREN TV — FERAEOFHMIZ. 00 HRED O IERED L D% L Th 5 (24,
—IT, BRHIEARWIZEE, Y= NGEHEOERHE N DR S EHEXDO THEEZHIRTE 5,
FOKHE. #fEEl MERORKZ) U A7 0K, — NERHEICEH SN — NOE
AR B E T2 SIC kD) EMTRIA RV ATZOMK, TVIVXLAT VYT 4 (B
TT NI Y XAOEFREICRE LT, BIORRREE STV AAIBITT 200X KICET S
KOGME) OIRTRENERIND LI D, —FH, = FEHEFEOHNHIMZ 90 A E DR &
THLEICBWTIE, EHEENHEEICRAET D, TOd, THEELZ ANICEH> TWDLHEA
IZBWTIE, MR I AT X2 EH S, Mk - HYFREFO] /M ERHIC L 2 EHR
NEDOYZRINKREL LRI HZL 05, Zod, SVAENHB OV — ZEHEZFIHT 5
GAEICBWTITABMICIERZE L TN CE 2RHOBFE AT L CTHEMT 52 L NBLEM L
Do

INOLEREICEHREL., BEITADWIRD 3 » ARERIN OV — NFEAEORITRINOH
NWIREINICET 2V AV RA—A R ERNELNTLS DL b572D, V~vA L RA—ILIT
L CHBuNcstind o6 (BEF - U ZFLWMEICT 5, EHFIRARD L2 L) ZHfEkL
TRLIRETHD, T2, FEOHFKDGFEELRWIRY . 1| FREOFEHYIRM 2 o0 — GEH
EEBINL, VoA U HF A=K GFETH 2 <, —\GEEO BHEE 2 TR O ERE
ENEMITHZEDREE LW,

Flo, ZOMOFEREE LT, GEAEOHEFHIT - EH 70 b a /L ThDH ACME & F24E L - 1T
P—vREZFHL, BEICTIEAELZ TR TR ELMEAAL I L bRRE L THETOND, T
LD, EHEX A NOHIRN RIAD D, 72720, BEIESEEZAAT D IcH=n, HEAL
DY —NBREICEAET DI TAT VRN VOREREVMBENLETHL I L2 EET LS
R D, 7B, ACME LT 23 ML 7 2@ Iz,

25 CA/T7 T 7W T 4 —F A2 L D [Baseline Requirement]| TH — SFEHEDFZHHABRIZ >\ T

DEERBE I N TN D, 2011 4 11 HLURBIZHRITT 2% — NGEHEO G WIRIL 60 » H LW

EEINTWEN, 2Dk, 20154 4 ALIEOIITTIX 39 » ALLN, 2018 4= 3 H LIRE O F1T Tk
825 H (K927 » A) LA, 2020 49 ALIBEDOFRITTIL398 H (13 » A) LN &, HRxIZHD
HRNELS o TE TS,
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(257 20)] V—AGEHEOBEIRIT - BEFH 2 ban

A ) —T VR, BURBEREIZ X 5 IRIIREEIC LD 7 74 XY —REDBRENDATE
mb\éf@Wwﬁ~N~@%ﬁ%W“M¢é%Eﬁﬁioko%@iaﬁ%%@%k\i
%< D Web 47L~/<75‘>‘Hi WEEEX DL, BEFO— I ERITTCLETHS
TN Z PR L, =N ORERL Y — E%iOD%ﬁ&UE%ﬂ@E% Y HEMbET 5T R
V7 FhThD LetsEncrypt713‘/:E7 E3EED EARY & RAk7-, Let’s Encrypt 7 22 = 7
FOREHO S B, BEMEICHE S AL, IETF (2 T ACME (Automated Certificate
Management Environment) "2 k =2/l & L C Standard Track @ RFC8555 & L CFI{T =47z,
ACME 71 ka2 /Lo &ix, Web — NI T 25— NGEEOFIHEO AWM 7 LA %21
X, Web 7 7 ¥R — EEHEOHAELFULT HHRML Lo T,

ACME ZF|IH Lo FED L 1L, — NGEHELAE AT 59— &Y — NG EE2 RITT
HBIEREDBORL VD 2R —FL7=bDTHY ., W&AN ACME 71 k 2 /LIiZxis L,
BATT DY — N\GEHEN DVEHETH 2RICRFICAER & 725, Z4uid, RFC 8555 1T\ T
BAERIPIT ) NEH TR AF—LE LT TRAAS VIR T4 =B ALTNDHOTH
Do LOLREL, TOMOHAEOI — NGEHEORIT S 2 ADOEH XL % A&
HH®BICEL, ACME 7 u ha)viZflHE o5 %,

ACME 71 b a vz e —EA B ZHAMEL TBY . TnbE2FHT 52 L THh—A
AEAEORITOOEFR L ED CHBEMERREE 220, LTI 72 L EL TR
TThHHAY,

o UM EN HIE, FEAEORIT - EHSHEUIAE I L TICEET D
AREMED B 2

® 5 AAL—hOBRELE R EILACME ORI TH Y | F— NEHH I THER XIS
TOREND D,

® (IRREERST v 77— MEREAELESAIC, BEXLUNLELRDLZLLH D,

728, ACME OE AN I — NEHEOFFESNOHIEE WS H TOREL H 5 D5,
BOICEFE™MTON TWAZ LiIn /2l Itk ViERTAIRETTH D,

]

p={1{(}
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724 Y—N_"THEATIREXTOHEGN2EH
Y= NEHE X, P NG EICH ST O MERICOWNT, R, IRAWVWERBAELRNVE D
WCHEEICER L TR 6, MEROBKK (F—2MELET) THx Ny 27 v 7% 1E
LR ET2HAICE., MEROMGEIAE RAWRE) BEELZVWEICT I, Ny 7
Ty T OFECRELTT. T OMOREDOEMHFICOVWTHEEEIFHFT LI EnkdbNn 5,
T NEEHEIL, MEEN G LEBRICER R S XML AT O T2, RO XD R EHIC
ONT, BN UOFHLARFIERLZEHL, XELLLTBIRXETHS,

M B DfEIRALIC KIS T D T2 o ORH] (BEFRHA & &kl Zitd & oz & i)
WEEPfEIE Lic, 7R3 0BNNH 5 LHWT D20 DRLHAE
ESROEIMEDORRZFTH~ND 2 & KO, REOMEEZHL Z &

BHEY —NGEHZEOR M 25132 2 & (EhoH B L%, FIEZ 5T)
Y — FEREFEZ BN RS KT 228 (FEROHWIELE, FIHEZET)
BLUWEEANT AR L, H#ITe LT LS —GEHEDORITZITO 2 &
WS DOEIAEIZ OV TOEWMOBR GBESE, @O TGTiE, AROTTEHE)

CRYPTREC T, HE#EH T A7 AkFHES (BAR) | WO SHEHICETINA N
TA U ERITBIL TS, ERROBRFHIHT- > TE, BRI A RT7 A4 2 % (BEHE
EVFH), ST (K57 AT XLAEBHOLLOORFREBA XL —a UX5K), 6 8 (K57 L
FYRXLOER), 78 (ST ALY ALEHICHLEREBEROEH) L2FI2E3 R0,

7.2.5 #HEIN DV — EHAEOEE
TIUFREERLDETEF—NHRAEERIET LT S Y r—a it —EOEYEICHE
LU 7R OGN E (L— b CAEHE) RboMhUOBEINTEY, ZnbDRIR (&
ZOFMRTR) 1Z7 Y v VRIEBDEFITR TS, —BIC. RT Y vV RBIERNR, HE=F0
SN SHR L — AN HSEOFREDR L — R EERITL, 77 UFICTD
HH SN/ — F CAFFELMEAT TRIEETTH 2 LT, — G EOEEMZHET 5,
SHICEY . MEY— NEHEOEYMEARERTENE, T UFEEERRT LI LR Y
A — N NOBEEIT D,

N7V ZRBAERPOIHAITEND T — G EIX, TOHEOFHHEEICIS T TR 84 [Z7RT
3HBEIC IR D,

INLDY—=NGEHED S b AREESEONMENRT 7 2425 KBy Web — BT
HIVX, EE YA NOEREEEOEZR N ITHOND BV i EHESFHAFTIZ L o TRRK —FLLT
XLHV—NEEETH D, FEEE, BN T, EEHI N5 —E X (Trusted Service) THHZ & %
R 72 1T, Qualified Website Authentication Certificate (QWAC) & 9 EV & [7%E 0 FZ1EMERR
FRGRFEZ AT O GEERFIH SN TV D E R RIEEMRB AT I TZORE I X NI DH DD,
AN T 7 0 OT7 KU AR ENEE@IZRD [ 7 = N— ) RRICKDHDEBEO SR

(25] https://www.ipa.go.jp/security/crypto/guideline/ckms.html
https://www.cryptrec.go.jp/report/cryptrec-gl-3002-1.0.pdf
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EVIiEHED KE 27 RV T =V Tholz, L L, BEOTEHE T T UV TIE T Y — 0 R—FKoR
ZREILT HEMICH Y, OVIEHESL DVAEAE L ORBMEOEIFEK T LTS, ok b TR
LAN—IZHhD TiEf ~— 27 %27 Vv 73 heERrInd EREOHSE=2—7T ] TlE, EV
FEREIL OV REIELC DV AEIE L D b RITEZ B DHERDE R IN D7 & KR E L THANM
DEFIHFIEL TN,

(:)'E#JU?T x

=
pagojp @ X171 X
A oEFREEINTUET
REBHC DU HOEELEEE UTRT-F, I B 0EEHREINTET
Jyk n-KERHY) HEZHLESNAILED BEBNZOYMNOEELEEE (USA7-F L
UEtth, B Tk N-FESHE) ITE=FLELNILESH
UEth, A
SERAEEERTYT 4
RATS: BT A ERAEHEE IS IP) SAERFFEUTT A

X 13 HEAEOBRZEEa—T7ORFH (£ : EVIERAEDORSE. £ EVIERAETRVWES)

OV FEHIFE X, EV iEE L Rk, REEESHOFHAENT 7 8 A+ 25— K7 Web — 3 H
BTHOWOND ZENEL, BEYA NOEREEOHER LITOND,

#* 34 V— NEREOFBEEEWICR LM@Y, EV GEEIT &I 2 EEERII TN
Wiz EVEEE LT 2 L G2 X EA LM Th D, 20—FH, 77 U FICHIT D HEABMEIX
X<, DVEEHEL OFBBINHE L WL 0L & 526,

DViEEIZ, MATHLRGET L2 ENTE LN ETH S, L, Let'sEncrypt 7B ¥ = 7
N2 DV GEEZ BRI ITT 572 8, IEFICATFIRA RRL Y, —FT, EEYA hOEEMSE
DHERITITON W=D, 74 v 7% A M IS — NEHEOIFIET TR
DV ZEBZELZ M > T 5, LR T, RENDVIEHELME S 013, REELHBORPENT 2
AT D AR Web — K0 b FrEDEOFHAF T O Web $— NROEFEEBRR EDT
AR =Nl DD ENREELY,

ZIZT, RFFEZERORNAEN T Z U0 TT 7 8RAT 25— KN Web — 3 LD bIF AL
VEDRYTELY A7 BB OIIBY 2 AT VRS (] - EC YA FRAED AT
HP 72 &) IZ2oW Tk, EViEHFEORN A Z FFHmit+ <& Th o, TS OFIHr— X2k
TIE, AF RN BE A DFEHETEBEINDIIHEDONT UV ZAEZZE L THRDODLIREZTH D,
BzIE, 779UV LUNDOARA~— T+ AT 7V r—2a U TORARE, T KU AN

26l [FEAEOH G a2—7 ) 6 [FREHELE 22— 2R LT, [H2HE (subject) | 7 «
— LV RORNER TRERERY > —) © OID 2B+ 2 Z & TEV, OV, DV O3k & o5
MTED,

[27) https://letsencrypt.org/
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DEIMKROLNRNE D 72— ATIE, EVIEHED A U v F B+ I24E0E7R2 WD T, OV ik
BESSDVIEHEL A DRRINE L5,

% 34 ¥ EWEOME LB

Y — NGEHE O

N DE

DV iFH &

(Domain Validation)

P NOEEEIES, P NFEAEICEREIND RAL ORI AEEE T
HZ MR L) Z TRITSNDAEHE,

FUTA VHBICLZEBHABITORKIA N TCATTELIH0REL, =
TL@IZHDH ACME 'm ha L toBMERE N, REDAY v ERH
%

—Ji. P NOEE MO RS, RAA U4 EEEREOBEKRIZOW
TR INZ2NVD T, RAAL AL FRES GEE MM R & D%
TR TERMICR RSN, 207D, BHOD RAAL U4 LIEFE
WL P2 RAAL 4O DVt ESY, B 5EEMBEICAT - FIH S
RTWNIEEZRHICEVWTEBYLERD D, BEIZEL - T, REEEDF]
MAEICY — " oEEEMEEH 2 CTIRBIE 2 FEICFHHIN D TTREME D
bHLZ EICEEINTEW (27 20D L),

OV FEHI &
(Organization

Validation)

RAA A OFHMEIIZ T, P — NE O EZEEOERES KA A
& ETEE AR E OBfRR Sl oW T H R L7 ETRITINDEEHE,
RRESZBEOFNHAENT 7 8ATH X9 i Web H— O &R T
FAENG, LrL, QifAEL 2 —7 THRLRWRY, 77 0F07
KU ARRERS TlE OV REE & DVEBEZ#RI TE v, @ — \iE
RS O M RIE B MR F B E 2 ORFERIC L - TRRD, VIR
bbb,

!

EV ZEM &
(Extended Validation)

OV FEME LAk, FA A A ORMAMEICINZ T, ¥ — NEE ko FEE
PEFEDOHERL RAA 4 EEEMEE OBRFRREICOVWTHHER L L
THAT S DR E,

3ODFERAEDLRNTIIRITIA MBERLNNDED, LLTFOAT DV GEH

EL OV AW EICK L TEM R ZFFD,

o HEEMMDEMEMEMEICHONWT, CAIT T U 7+ —F ARHE LIZE
BREO 2B E R EIC L L SV THER DN TN D, ZOEDRBIER/ITEKDS
T LV DOMERPIRAE S LD

0 D7 T UV T, GEAEDH L £ a—7 TEEESL (EEMML 72
EORITHRIER) NEREN, EVIEAETH L Z L0kl cE 5,
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(=27 A0 V— EEHAEEI PO T 4 v v TS VERDOITHESZN?

ATLDICEHDHE I, T v T A PO HTTPS LB B2HICHEAL TV D, £ DR,
HPFHEERDLON TGEAEOMMA L LTIFESL R T 4 v 7 A FHD) —1GF
HE, Thod,

ZITHERTREE, 74y YA ME, 2OoMWE L, BHEOMBEWETTE{L T
W72, 74w A NHOY = NGEHEOADMMEITELS T20EN W, |
GEHEMNTODLIZENZNI LE2EZEZNITaARNAT v FEEMRLALE R 3 A NI
7oL WE T TH D, FEBL. FS Labs DAR LR FRBIZ LI E, <07 4 v 79 A
I Tl& cPanel & Let’s Encrypt 285177 2 THEBOYF— NGERAFLZHE N, 710 v 7o
FD36%1% 190 B LB L TE LT ), V— NGt ED TEEIRIT e X EBEALTY
5] LHMIHEESNDEDZETH D,

CDEIRT 4y T A MEREFEOTERNY - BN TICRY  EEOT v S
YA FTfELONTEY— N EL L LI, A% T v v YA MIEDN D ATREER & 5
P NEEREARAL LD, &0 R LN CSS2019 TH o 72,

AWFZETiE. OpenPhish 725 2018 4F 10 A ~20194E 1 HICNE LT —Z v hoHns %
BrDZ7 4 w7 A TSR —GERE L34 Hafhiiti L, KL LTOT ¢
VT T =R LTS, BARAIZ, 1,634 il H B, cPanel & Let’s Encrypt N %177 5
HDIEEEIT 1,566 i, 95.8%ICHEL TWNDH I ENRIN TV D,

I 74y A bbb — NGEAEDO 3 R — 2 OHUMEE ST LT
ERLTERAAT 7V — b IO RIMO T 4 v 7% A hTELI D I — NGERAFE L F
AR TEX D AREMRH D Z L 26T LTz, EBE. 69 HommmT 7 L— k&2 Ek
L 7=%. Censys #4325 cPanel & Let’s Encrypt 23 [FRFHIIZ 34T L 7249 3,800 75l 0 ¥ —
FEEICOWTHRE LI E Z A, 1,650 HoOGEHESRT SN, FFlicdhbd 1 >OFT T
— X900 Z XAV —NFEHEDOIE L R—LEAHLTEY, ZN0 %2 X0 FEMIZHHA
To& 2 A, 93%DFEED Let’s Encrypt 2 HFITINTWe, M T, 74 v 7% A b
ER Y —EADTFEERAT HICE T,

T4y A FOBEFIEEWZIT, AFETRAAL AR URL, A — /L EDSHTHREFR
ERIZLEDOR =B THoTN, 74 v 7% A4 F® HTTPS {LIZFEWZIRBYIC Y —
NAEHENRREL 2 2800 T — NAEEMITICES BRI FIE) DAEDNRIRD —2
WD ARERH D | SBROMEIBFINDEZATH D,

— 7, = NEEE X, P NFEEORRICH T - T, WOV — NFEHER T 1 v v
VIHA RCHLEL FELNTWAZ LI NEEEZRL I ARSI THY AL > THER O
P NGEEREDR W E VWS EEENRME LD,

(28] F'5 Labs, “2019 PHISHING AND FRAUD REPORT,”
https://www.f5.com/content/dam/f5-1abs-

v2/article/pdfs/F5Labs_2019_Phishing and_Fraud_Report.pdf

(201 MAJE. JESE. B, B, . [ —GERAEBMTICL D27 4 v 7 A NOFRTF
%1, CSS2019
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7.2.6 DNS ® CAA (Certification Authority Authorization) §%EIZ X 5 FEHAERIES
ITORAIE

Web ¥ FMEHF|L, DNS UV Y —Z2La—RKO—fTHo CAA T, 1| DU LORGERFEE
(DFFTETADNS RAAL VR —2D0) ZH#THZEICEY. FTET 5 DNS KA A R — L%t
LAFAEZ RIT A RERBIE RN FEREZEECTE 5,

DNS ® CAA U Y —AL a—FK (LL'F, CAA) 1Z 2013 4|2 RFC 6844 & L TED H 4L, 2019 4
11 HIZ RFC 8659 & L C&ET &z, 2017 4F 9 HIZ CA K OT Z UHFRUZOERFKRTH 5
(CAIZT T UH T+ —TF 5] B, BILRFHXEEITH L CAA DIERBZ LA LI Z LITXY, hx
R EN>2oH 5, 728, SSLPulsePNZ L 5 &, CAA O K ZIE 2023 4= 11 A FF T 14.3% &
o TWN5D,

CAA OFE—DHMNIL, MORFERFEFEOEX LR WIEHAEBEBITZEIB T2 TH D, ik
B ERITHRIC, TOEHEN @Y NENE2 M T5%4D TLSA Y Y — AL 22— K (RFC 6698 BYUT
FMEEND) LIFHONRRLRDSICERE SNV,

CAA DX EIL, OFEAEZRIT T ORMRFXEDO RAAL X — L%, @ODNS KA AV R—
FIAEN. QFIED X V7 DE~FLHTH, ik vitbhs, U ED=Z=>D7 k& A |Zo50\T,
EIZ BB 247 5 .

O FEHAEEZRITTIOIRFRFEEDO RAAL U F— 2%, FRAFEREEEORENALA—D
SRITHRT D,

@ DNSVUY—RARLa—REEHLTWSLER FIZIXDNS —ERT a1 %)
CAAZRET HIOEKEEIT O, REHEITA DNS b —E X T B M XDORNR—

VEEBZT D,

@ FEHEZRITTIRMERFEED RAAL U Rr— L% issue ¥ 7 DfE~L# T 5, U A
)V R — RAEBHEZBITT 2 GER FEE 2l E L 72 WRFIE issuewild % 7 D 1E
~FEEHT D, B, YA R — FIEBHEORITE SE RIS Lo W&,
issuewild # 27 DAE~ZE3C5 (") & FR#T D,

2T, CAAICRRE-E D WAL, MEORIERFEENENAEEZBITTELZLERS, b
SEH, TDRAAL VI CAANRRESIN TR TH, FML AL VIZCAARKRESNTWD
LElE., TOREVPRBEINDIDOTHEENLE LD,

O https://www.ssllabs.com/ssl-pulse/
(311 RFC 6698 DNS-based Authentication of Named Entity (DANE): Transport Layer Security

(TLS) Protocol: TLSA
BACAIZT T OV 74 =T LDIIBBRINTE AL U X —L—RITU T CHRETE 5,
https://ccadb—public.secure.force.com/mozilla/A11CAAIdent1f1ersReport
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7.2.7 Certificate Transparency (CT) : £ftF DY — NGFEAENHER T B4 A

2010 AERATH. Web — [ O F — FEMEZRITT 2EBORBIERFEE BT, ¥—
NEEEOBRBITONRERITOA 7 » PBFHIRWTH A LTz, Certificate Transparency (CT)
. TS Ty b e TEBSNIZRALRVMADO 1 >THY | IETF (2T
Experimental 72 RFC & L THIAT & #U72[RFC 6962][RFC 9162],

2023 - 11 HEREAUZIRB W T, Apple £hi%, £ T® “Public Trusted” 72— NGEZEDORBITICE L
T, BV — NGEHENEBO CT e ZICFekEND 2 EZERLTWVWDH[33], £/2, £i1LH CT =
TIRESNTERENE - AL TCE=X VT DX RAMY—EAELHFEEL, £TOX
IBRY—EREFATLIL T, ETCORITHEHFIEHEDO —CHIRELITO 2L EFLWREL 2o
TW2, CT OBGLRTTIX, 1 — NGEHEFEORBITORNIERIT 2 W ICHRT 5 2 LIT i
—NGEAEEZRITT ORIARFEBZTLMITE L ro7c, L LARRL, BEICHEWTIX CT =
T ONEEZRIET HZ & T, LN HESLNIIABEI R — GEAEORITEZMATCE L L LR

> 77,

CTu 7 ~OXgkE, UTFTOXIIhshbd,

> Web %A MEEHFN, AR (CA) 123 L TH— NGERAELTERT 5,

> CAZ, BITT 2 —"GEHEDEREZ CT v 7 — N TEFT D,

> CTrZ7H—NE, ZTWo7eifRmEr 7L LTRIET S,

> CT a7 — NCH— NEEHERBEIND &, CT 2 7% — 32OV — SGEHEN
FENICBER SN Z L 23 fE#H Th 5 SCT (Signed Certificate Timestamp) Z £ L |
CAIZENMT D,

> CAlX, ¥— 1 \GEBI#E L SCT ZFE T, Web %A FMEEHICEMNT D,

FROX I FHE TCT v 7 —NICBER SN B #IL, Merkle ¥V U —H T 25 H L TRk
SINTHEY, BEICEFINTEHEREZHIRIIEE S22 LT TE RV, 2T, CT 77 2]
WCHEREL TWD 2 Eid, =XV v/ —ERICIVEHIR TS, CT B 7 — N 28RES
BRI RICAB SN T, CAFEEFUANMET LI TES, £, 2RO OE#RE
MR R — B ABUS | HEHE R AR T 294 RO FEET 5,

— Iz, Web — N[ANF O — NGEHEEZ BT T L E . TOV— NFEEICER SN D EHIL
CT a7 — IR, B EIND It Ehd, ZOD, YV — "FEHEDRITITEE
LClid, ZMFHEICHEOBERNRGSEN TV RVE I ICRETILERD S, Hl2IT. & 55
FEFEORAAL VAP DLRBEROBEMDIIVVIIRIETE SND Z ENFESITHR TE 2455080
BWT, MEHREFENRENOREERRTDORNCED KA A AN SN — N\GEHEZ %
fTLicéET5E, CT v 7Y — N2 SN D E®RD HIERATRE MO IRIE I D FIEPHER S
TLEI, ZOEIRRWIZRDRNE T H72DITIE, RBEOFHELDOF v o X— 2 X—

(33] https://support.apple.com/en-us/HT205280

(341 https://crt.sh/

(35] https://ct.cloudflare.com/

(36] f5] 2 1%, <pdih4>.example.com DX 972 KA A U4,
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VEEERTOBRICBN T, Y= EEHEICRET D A A0 OEMAF LRSS Z N
ML RD X RMENLELRD,

domain owner

WWW,
.COm

(1) reguests certificate
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(4) | serves o (3) sends cert & 5t e L =
website —=-=------5=77 certificate [} T
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l | B
— - - IE.I': i 1 'ﬂ_}'_
I | T
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1
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| ! 5 h A
| 2} oA logs .
1 l;;:} F -‘“\I‘-\ \.__\_ _.r“ ;'lr
1 . » - —
: § = - F;?/J {‘Sllxli- - [_ _E “ "r"-’:l
(5) ! via browser ,ﬁ" . Vo T S
| through HTTPS &L 0 ———1 |« S
1 % . - L~
| {}‘.-" N [r———— .{;"
e nl L J
— I-?-.Ih' [} i — C .
il -
‘@https:ff user S | Y
&gﬂl‘lts - : e B e ¥
| | ; — | - [ \“\ A
| = =
I A . \,LI; =
: : Y -
! i {2b) add certificate to logs, n - %—
i I powered by merkle trees "1l| a1
1 \
1 wl
A 11. i g_
1 I (=
3\ : b
\\ !
\\' @ H 1
+ Signed Certificate Timestamp /I\/\‘[
visitors monitors

K 14 CTwmrZDx=a X5 .5 (Certificate Transparency Community Sitel*’1 X V 5| )

[37] https://certificate.transparency.dev/
https://github.com/google/certificate-transparency-community-site
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7.2.8 BEY—NCE—DY—GEHE (VA NV NI — FEAE/~VF AL VEE
HE) ZARATH HAEOEER

P NGEETIE | MOGEHBIZEED RA AL 4 (FQDN) H25 WLV AV Ri— K& Hn
FERAAL U EZHTHENTE, fiIEIZ~YLVTF FAL VHAE, BEIZVA N B — NiEH
ELIEEIR TS,

N — NGEBEE, HV—NCRUET A ELE TN TEX D700, Afr
DRI L AR LR 2B E LEEER Y — Ok ERER SICEHTH S,
= NEFHEZT L LT, #EXT EZNICOL DL EHOY— N2l FERT L — R & (4
RTVERAT 4 o TEFRETHBRERINTEY) 3= A"EFEERT LI —ANREZE LI,
AEHCIERZEIC T+ — D AT 5,

P NEBH X, O — N TR OHESLT - FEHERZ LG T LIRS0, TR
BT HILERD HB8,

& W — NEEHEOEFRLHBITORIZIL, ABRMEEDORGE LR DT X TOY — IO T
N @7 - GEHEE ANEZ D Z &

o H— FEHFEDARIC > THEAAS — FNOREEE R EE1T EENESD S Rty B R BN
TOYF—NZOoVnWTIwN AR EHT 5 Z &

INODOEMZMIBICAT O 2Dl Y—"FHET, Y= GEAFEOEENR L RD VP — T
ROUBFEELRNE S B — IS 28T W E, B2 — bR EDERE —TE
L, BHLECOWTHHE - XE LT L MRS D,

729 774 X— " RERDOHHDOEERER

AEAEORIT T a7 7 A2 HIVTHELN Y — A EZIEDL ZENTEX DN, 2R TEHY—
SNREEE N “BIEIEY Y — T THHEHCERLTVDIZEIT 2, 20 X5 Y — 3GE
HET “FUALVIEAE” tbunbiv, 77 U TCIEIYEY— NG EO EYHERHER T 20
“fﬂ@tﬁ%~/\"’ ELTEENRRRIND,

AR, TLSICBT 2EHERKEHO OO0 #HEHRT L2 — ORI TH Y | £ ORFEE H— NFEH
%Tﬁ5ﬁﬁﬁf&é%iﬂﬁ&ﬁ%WA”&@gm%ﬁﬂﬁép%ﬁ#b6¢\%®%%%ﬁ
FALTERTDOILIERLRTRER L 2N = HEOME T 2T & TiEERu,

BIABIZ, AENANT VAT AR 7 B =X RV AT L Y FIAZECH SRS IRE SN D BRE
THDLHHEIIE, 7 I7ARXR— b BIEREZE L B, TOEBETFTTCUVATLANERSIND Z L0 H
5y TOXIBGE, TITAR— NRAERBRIT LI — GEAEZHE S 72— % “falRzey
=7 L LTRSS TR VTR L LT, YUY — NI EOEYU AR T D00 T T A X—

FNRIERHONL— b CAGEELZ, 77 0% (77478 © EEHTE5/L— bk CAJ IZFHT

(B8] KpiZ, RARLDRY =L TEHINLIEED FAA LM Z R —REHEFICRASE
LDHEiE. R —HOEELHMBEE OMBEELEZO THETOILELRD D,
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AVAN=NVTDHERDD,

722l N7V 7BIERONL— N CAFEHEL TR R, O TFEHA A=V 1LETT
AXR—=K"BIER DO/ — N CAFEAZEIT 7 7 0RO ALICL s TEHIN TRV, TN —,
BN — b CAREAEOZEMICHENELCTEHAETH, 77U PR ZIT L > THEIZES)
fbansZ &gz, 7720% (27947 F) A A=V LEYFEL— | CAFEHEZF
B CHIBRT 20 E R H D, bLHAIRZERD E, 7708 (77472 8) ITIEARIEZR Y —GE
HETHSTHELWY—NGEHELRET LV XA BH KT 5,

DD, BN T TAR— FNRIAEFON— | CAGEHELZ FEA VA F—ALTILERD
HYVAT AOEEITIE, YL — b CAAEHEOZEMICHENE LGS Y A M=V EFE
i - EHTLERERICE ST, BTORNET T I (7747 8) poYEFEL— b CAGEHED
HEESCHIBRA TE L X OICT 2% BRI RE2 FE T 5K HZ2EZ 5 ThHDH. 621X,
TCEPABGOERT 2mARICK LTI AT AEHBMINEHL TWDLT T4 X— MRIERO/L—
N CAGEAEZEH L, —CEORY v —ICESVWTHAEHZITo TWDHIGE, BHI AT AR
EMBLAMEIZNL— N CAGEAEZ AL (A b=V ROHIER) T 2% 572
EThb, —fl& LT Windows 7 74 7 > MIZxF L T Active Directory 76 BENE T 5585 O
&R 5] 2 Appendix D.2 (27”79,

ZOXI MM AEH N AT AITBWT, B — b CAGEHEOLZ2MIZRIENE LT
LAICiE, Honic v AT AEHBMAN S AICK L TYi%L— b CAFEHELZ B3 2 HE
LRI 6700,

7.3 BEEHLEDO Y —/X (PaaS,SaaS) ZHIHTABREGEOAEE R
AT, BFEH DO — N (PaaS, SaaS) #FHT HHAOERBSICOVWTRET 5,

A) BEINZLVSRICED, FIAER Y b — W RBRAGHIERRDIZLICHE

7T REDOY - ARy Ea—T 4 7)Y —AEWMETLHE, 777 RP—E A7
NAH (CSP) 1Tk THBEENDZLAYICL T, AHEZEICLABEHOBESNERLILEENH
%5, CSPINEHITRELAYNEWEA, EHEOAMLI A NE2®ET S ENTEER, #
HlEoA—F = o 72 L 0RAENMEAT LI ENBEELRGEA LD L0, —E2DORFUC
BWT, MEomHE T v, EBLAREE, EHSC A M~ EZRE 2725 XA TERTLHZ L
NEEND,

o FHLAYDERIZXZEN
SaaS IZIL WY — B A TH L, KRR BLB I — ERITHAIARE RO S O (FIRAF D =
Yhr—EF CSP AR b —) BPFEET D, laaS X° PaaS L' A VIZHBW\WTH, FIHE
DHOY— RRX—=7 1 OFEAELZGEAT L7 — A H HiVE, CSP REIEY — B R 2424k L
THEY, AIHAEETH 2B ELH D, 29 Lo —E AL, BHEHEO BBl o 23k
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TARER T —2Ab H % — T, R ATREZRFEE OHIR (EV ORI HHIR) bAFET D, FFIC
Y= RXERHT 256, AIMZEIE LT~ (EsfbLic " —ra %) S22 L0k
IWEHAENPZEETRETH D,

B) CSP 23 #&#t3 2 FEAE DHIR

CSP NFEEEHY — A Z R L TV DA, #EHARERNN—Y a ORI RIT T — 2D
BEICIEIET D (BI2IE. CSPDTF T v 74— EDY—3 1 0 R Z 2 R D HFEH E AN 7]
BESE), T A RLEHMmMICEAZAY v FEHE LD 2 C, MHBMMAEZRET 2LERD D,
o IERERHEHE

CSP Rt T 2 ZEICX T 2B EFHIIZICU TOHAERHIT 5,

> WX GEHEZEEZZ ARV — A VA U ADORESS, BEEAGER Y — B R)
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ET DI Dr—ATHREND, TO—F, CSPRHHIT LRy MUY= @ ME L0
., e bBEONGEETXENE, FIHFEORFIZERLND,

CSP ORMT L —E 22 X508, WHZAT O P — " TRIGLIHZITHO NN — m— AN
T =T = U oA P —ERXTKIEGLIZ{T 5 /3% — 2 CDN (Content Delivery Network)
DLy Y TRIGLEHZAIT IO NF—ndD D,

) LBEAAT O — N TRELBE AT S
Web #— /3 (Web 77 U &r— 3 3 w4 — ) CHRBLEEZ1T 9,
F/5 : Endto End O 54k A2 EHT 5
KA A NROEROEMEME, — D) Y — R RHEINT S, LA TS — AN
A=A T 7 b (ARICKIET 5720, MARCHEMEZ T 5% 554, Kb
WILEAT O = _NOBRY O EEHANMBE L RIBEND 5,

i) 2— KRN T = — Y oA P — B A TREGLIE LT
FBICWE AT O — "7 v MIEE SN e — RN Z U —F0BFAEIZHE W T
HEIRALER 24T 9
Rl oA 7 e — REOEHOEFIICEY, HHLaZ A NOAMPRB IS
RuL o a2 L > T, CSP ADOBEMIZFEXDWEE RS (72721, CSPHIZH
JHEEICRTIEEY) A7 2o ay ha— L TRMET 2 Z & IXAETH D)
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iii) CDN (Content Delivery Network) @ v ¥ CHIGBALEL A 1T 5
FMMEICE VT y U TREGLEE 21T 5 2 & TE Y 5L K OE 50 B 0 73 B AL B o ol
b RET 5,
Fl s LBEOF 7o — FEOEHOER LD, EHASC T A FOAR BB I LD
K TanA X2 EoTE, =y U096 CSP KT CSP WOBEMIZE X DIEE & 725
(7272 L. CSPNICHEIT 2BEICH T 2EIEY 27 &Moo= ba—/L T %
ZLiIAEETH D)

74 SHIZZEEZHBDDHTZDIT

7.4.1 HTTP Strict Transport Security (HSTS) D& EA 2k

BZIXATA v va vy BT A O Ny T R=UBRKE L7 LD HTTP %4 N T, v 3 v
VU7 AT HBEIC HTTPS ~U XA L7 &N D X 9 kil /e > TW=H4 . 9D HTTP
WEILEGE FORBHFIZE>THIASNLIARERSH DL, VHEA LI VL TEEOHDLY A b
ICHE LIEWRERKE 729, SSL strip &9 Y — /L& H T HTTPS ~D U XA L7 M &FFE
DOBHBTEMEAYDOY A FDOLIITIRLIBNERZEALILD Lo FiEDRE D Moxie
Marlinspike |2 & > ThHr S 7z,

ZOBED X HIZ, — 35 HTTPS (2% his L TW T 2 — W70 http:// ThhE 5 URL TH A b
T 7 ATHE, BEIIEXLERD, Avt—V2IAINY D, Web 14 b3S k72 L
O HTTP Z VR —F L TWAHRY | WEEN A —/LTHET DL http:// DV > 7 & BB G
MM gD 2 & T, BXEEEITOEDLZ ENHKD,

INEP T2 RFC 6797 THUE S 4L TV % HTTP Strict Transport Security (HSTS) Tix, H—
AN B LR HTTP CTO T 7 2 A 3{THF HTTPS TT 7B AT 5L H 7T UHFIHERTE 5,
BARAGIZIZ, HTTPS JEBIWCU T DO L 92 HTTP L ARV ANy X2 G5 2 L TT T IR
LD,

Strict-Transport-Security:max-age=H 2 # M #%4; includeSubDomains

ZOHTTP L AR A~y X &ZIFTH - 7= HSTS XD 7 5 7 Hid, AR FIE 4% B A A
Y ~DT 7 & A HTTP TlE72< & 7T HITPS CTHEETI I HIICH#HHREL TH L,
includeSubDomains 35 E SN TWHE, 7T RAAL L ~DT 7 ALK TH S,

ZhHICE Y, BIEiEERE L7 & ZIC HSTS AANICR > TWD RAL U ThiLE, Moo ik
T, 77 UYRHTTP TR L LD & LTH HEIC HTTPS 128V B 2 THEpe 3 589,

PLED X H1Z, HTTPS TR —E A M LI-WIGEAR TR, 2 —FICE#RIELZ &

39 HSTS iZ 4 — MU DOt ATH 525, 77 v FHlOt# A L LT Chrome TiX HTTPS-
FIRST mode & 95 BV A ZHED TN D,
https://developers-jp.googleblog.com/2023/09/https.html
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BRI AFBPBIETE, 2—VOFREMRZA EEIEDZ LR TES5D T, HSTS OEHEZFF - T
DRI ENCT D EEHLET S,

7.4.2 OCSP Stapling D& E A Sk
T —EARPEOK TV —NOMEHORHZ N2 E, MOLPOHEEB T, — FAEHEDH Y
N TH > THYUEY — SFEHER KDL TV DIHERH D, TOD, Y — \GEHEDIEYS %
AHERRT AT, YUY — NiEHERLD L TV AR NN E I N L HbE THRTNETH S,
Y= NEERAEN R SN TR WD R T 2715 & LT, CRL (Certificate Revocation List) &
OCSP (Online Certificate Status Protocol) @ —->D JiiENH B, CRLIZV A MO RIZHE > T
T AP A XNRERLTEY, TETIEOCSP DRIKET LT T UIFREL 2 EDTWVW5D,
7272, OCSP M L7 A Il 2 2OMEDRH 5,

i)  OCSP EATHRFOEE= T — MBI OWTHERBEN L, 77 U FOREIKET S,
ZD7, OCSP L AR X DiEfglEES Tl 72 OCSP ISE R EF bR WA T —
AEHEDRSBIEZEL<IThRWEE TLS BEZFALTLEY» 7T U L A
W, ZDEI BT T IR LTIE. DA FPOF— NFEHER KRG L TN ELTH,
DDoS B 72 Y12 L W EXMIZ OCSP VAR IR SERWZ LIck, YA b
DEHTHHELTCTLSBEEZSHEDLIENTED

ii) OCSP Zflio/=AICix, DV A MT 7 8ANRH -T2 L% OCSP L AR X HH1D
BTCLEI D, 774NN —LOBENH D, HlzX, HFHEN, bHr=EHIOY
ANMNCTZ7RALESAS, 770 FIEY— NERAZEORIRIEDOIZDOIZYZET A O
OCSP IS Z BG4 %, £Z T, OCSP L AR Z DT 7 v X BRENS ., b DRI IP D
FIAFIX, Y%A FOSETHDHE OCSP LARU I NN EDL Z LIZhD

FREOMEEMIT 5 7= 12, RFC 6066 Transport Layer Security (TLS) Extension: Extension
Definition @ 8 i C, Certificate Status Request &\ ) TLS JLIENHE I N TV 5D, Z OHLIEICIX
UTORENRHY . ZhEfE5 2 &I12XY OCSP %% OCSP L AR Zipnb Tidel, 77%
AHEHA B D Web — 305 TLS N Rz A 7 T OCSP L AR A H TE D,

® OCSPLARUVEZMNEHOD OCSP &% Web F— "3 F ¥ v o LTWAIRY, 77 U7X
OCSP L EIZ KD KRIRFEZAT O Z LMW TE D

® OCSPEZ& %, OCSP L AR Z NG Tk, Web U — "L RGT 50T, Y%A b
~DT 7 RAEREAEZ OCSP L AR ENMA Z Liden

7.4.3 Public Key Pinning D% R — FETIZOWT
HPKP (HTTP Public Key Pinning) %, REIZHTI NV — GEHEICL2EELHRMT 57
DDA & LT 2011 4F1T Google 12 & D #22 S M0 2015 4212 RFC 7469 & L THEHEL X v7-

[40] TmperialViolet: Public Key Pinning, May 2011,
https://www.imperialviolet.org/2011/05/04/pinning.htm]l
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(41138 2:121%. Chrome. Firefox, Opera 72 & —¥d v =77 J % THPKP # ¥R — KL T\
ﬁg\

® (IFHANEME T EMASCHRE I ANRA LA B H BAL T E S vz FQDN TO TLS
A lENTE R RDITF—ABRRELT
® HPKP Z#%EL TWAHH—N"DOLREINRVIKLS, SR BEAEIZH D

AREOBAIZE Y, 20194 1 H Z A Chrome. Firefox | HPKP O 7R — R & T L7-M2A4] -1
WV, 5% HPKP N il b Z S ld W eIl L, AV A KT 4 Tt HPKP ORE ik
OFERITHIBRTH 2 & & LT,

(411 RFC 7469 Public Key Pinning Extension for HTTP, Apr 2015,
https://tools.ietf.org/html/rfc7469

(421 Can I use HPKP https://caniuse.com/#search=hpkp

(48] Chrome Platform Status: Remove HTTP-Based Public Key Pinning (removed)
https://www.chromestatus.com/feature/5903385005916160
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8. 77UV EFIATHBRCERETRERA b

KHA RTA NCHBEOFBFRICE L., ~A 71 Y 7 b KO Google (25T DI 2023 4F 11
AR CEALDL O EERE L W20 b0 TH D, 72, Mozilla & Y Apple (22T D 1 #
BEEAOARE—AR—VNEAFLELDTH S,

81 AHA RIFIAVBHNELT BT UF

TI7URE, AR EBRERVEIBA T F AL TWEIR=Va Db DEFIHTRET
b5,

~Ar7a YTk

® Edge Windows O %R — FRZHE LT TA T FrRAEND
D Windows OH R — MIRIZEL Y T4 T7H A 70 R —ICHNVEFETLDORA T ¥
=T T EEHATAIE TR N ERTHIENTED

® Internet Explorer 11 —H DT D Windows™ ZBR\VN T, Internet Explorer 11 @ 7K
— MiE. 2022 £ 6 A 15 HITKTLTWD,
D HAEFR— FENTWVDETRTD Windows 10 LTSC UV U — 2K, ¥mTEE L X
= V7 47 v 77— b Extended Security Updates (ESU) % F]H L T\»% Windows Server 2012
M Y Windows Server 2012 R2

Google
® Chrome  FHT/3— 2> (2023 4F 11 HEFRD) (ZLLTF O AT A2 12956 (2F]
MT&E%
%75 : https://support.google.com/chrome/a/answer/7100626
» Windows
® Windows 10 or later or Windows Server 2016 or lator

® An Intel Pentium 4 processor or later that's SSE3 capable

> Mac
® macOS Catalina 10.15 or later
» Linux

® 64-bit Ubuntu 18.04+, Debian 10+, openSUSE 15.2+, or Fedora Linux 32+
® An Intel Pentium 4 processor or later that's SSE3 capable
» Android
® Android 7.0 Nougat LA |
» iPhone & iPad
® i0OS 15 or later / iPadOS 15 or lator

Mozilla
® Firefox BHN—T 3y (2023 & 11 AEES) 1ZLL T O Y AT KB 257235681 F]
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MT&E%
2% . https://www.mozilla.org/en-US/firefox/120.0/system-requirements/
> Windows (32-bit and 64-bit)
® Windows 10 or later
® | gigahertz (GHz) or faster compatible processor or System on a Chip (SoC)
® 1GB of RAM / 2GB of RAM for the 64-bit version
® 500MB of hard drive space
» Mac
® macOS 10.15 or later
® Macintosh computer with an Intel x86 or Apple silicon processor
® 512 MB of RAM
® 200 MB hard drive space
» Linux
glibc 2.17 or higher
GTK+ 3.14 or higher
libdbus-glib 0.6.0 or higher
libglib 2.42 or higher
libstdc++ 4.8.1 or higher

X.Org 1.0 or higher (1.7 or higher is recommended)
»  Android
%% : https://www.mozilla.org/en-US/firefox/android/120.0/system-requirements/
® Android 5.0 or newer
» iPhone / iPad
%% : https://www.mozilla.org/en-US/firefox/ios/120.0/system-requirements/
® i0S 15 or later

Apple
® Safari  FHH/N—Ta v (2023 4F 11 HRFR) 1ZULFO Y AT AEME 25 E ISR
TE5
%7 . https://developer.apple.com/documentation/safari-release-notes/safari-17_1-release-notes
» Mac
® macOS Sonoma (macOS 14)
® macOS Ventura (macOS 13)
® macOS Monterey (macOS 12)
» i0S
® i0S17.1
® iPadOS 17.1
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8.2 REICETHHEFBEE

8.2.1 EAJEA

8.1 HiTtB LT AT I II, ALV AFN—AEOTFT 74NV FRETHHETLIZ L E2EZE A
FHERE L TV AHD T, REDOKERY AT LAY MNL ORI RN 258 R E2 B, FAlE
LCTF 74V MREAZEZTICHAT A 2 L 2R HRET 5,

[EARA]
& NUERYR—KFLTWLTIUYThoT, BH7 v 7T 020 dHML, BAIREIZ
LTHMT %

o HEEFHmzAMLL THL
& NEDHFMI AT LHEYNE DRHIRIE RN O D5 AR EIZRY | 4R Y > —I20/E D

8.2.2 REHHE
UTO7Z0HE, 7abarn "—ya R sAA— b, iEHELHER EICHETORELR
%0l E DR EMAE TITEEE L TWh2Rn,
® PC (FAZ by ) i Web7Z 7
» Google Chrome
» Safari
27 . https://support.apple.com/ja-jp/guide/safari/welcome/mac

@ AXv—hT7FUITHEEND Web 7 T U
» Google Chrome
» Mozilla Firefox

Microsoft Edge TlX. Internet Explorer mode FiJHIKf D 7 Internet Explorer “CFl| H A G 72 7% & A
HAEEKRE CRIL TWa, 72720, Bl fi R 72 W R Y | Internet Explorer & — K D H #h1b
EP & TR,

Mozilla Firefox (7 A7 kv 7)) TlX, V— GEHEOKGE « KR L N2 —H R A X |
— VL7 — FEHEOEHEICE L T, EO X ICAET I 0OEEICOWNTOLRHTETIEE R
LT3, ZOREICHONTIE,

“Roa—" = “FITA4AN—LEX2UT 47
BN LA ETERDH D, T 74NV BOREIFZUTOLIICR->TEY, FFEOHHEN
W AICEET D B ITHESE L,
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OCSP LARYF-H-N-[CRWADE TGIFEOREDE Y44 772T3 SEAAEERT..(Q

Q
£F1YF71FN1Z...(D)

APV A-WUEY - -T1 DI - EASZ A BIICEET B % Firefox I(CFAIT S

%
.6(1) E=id

B E TR B o 7 il & A BE
LUTO7 I 09T, KMEemlzdBaic, 2—¥23AMT27 7 v PORELEAS T v a
ZRHIAICE A N BOE TE D,

® Microsoft Edge
17— )VEBEEMEIR . Active Dirctory 7 /b — 77K Y v — OFEHE, Ttune |2 X A2 AEEH O W
T LV RIED T EE

® Google Chrome
TR =TT RBEFRTHNIE, BEEIITRYA SOOI A FITH > TREN WHE
https://support.google.com/chrome/a/answer/9710898
https://cloud.google.com/blog/products/chrome-enterprise/new-benchmarks-securing-chrome-

center-internet-security

® Movzilla Firefox (57 A7 b v D &)
T H =T TAAHBICBNTIE, HEEFIZILL T OEBHTE S T Policy Engine Z#%H L
T2 E DS A RE
https://support.mozilla.org/products/firefox-enterprise/policies-customization-

enterprise

8.3 77 UVFIHKEDOHEE R

2010 AP ELIET O 7 Z 7YX, SSL/TLS #FIH L2 Wil@fs, 37245 URL 2% Thttp://) 725
WEDLYA ~OT 7B ANRERIBIZ/ > TEY, SSL/TLS Z#H M+ 2% Thttps://) 22HiaE 5 Y
A PNZT 7B ATHET TV EEHOT RLAAN=R U2 [8ERT] ~— 27X ME#EINTZEE)
EWVSTERRDIND LI RoTWe, TORRFEZ, 77 0FOHBN L HOoN—Ta v
DFENE VST DITEFE T, I XTICHBELELD Th o7,
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L, ZOFETHER HTTPSLOXM R E 4T o 7oA "R L2 2%, EET T oUW
I%. SSL/TLS Z I3 % URL 2% Thttps://] O EDL A F~DT7 7 EBADIED KA LTS
oo Tnag, ¥hbb, URIOT7 7 U% EIIRAHT, Thttp://] 2OlaE DV A MNMZT 7 &
2T 5L EEIN T ARWVEG] L TZETEHY FHAL] Lo nFER, HDHWVIE TR~
— 70 7 BN TWD | BRREOEERRINVED LD ITRo 7,
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