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RSASSA-PSS (TLS1. 3 )

ECDSA

JOvIrEs

AES
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TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

(0x00, 0x9E)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

(0xC0, 0x2B)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

(0xCO0, 0x2F)

TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256

(0xC0, 0x7C)

TLS_ECDHE_ECDSA WITH_CAMELLIA_128_GCM_SHA256

(0xCO0, 0x86)

TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256

(0xC0, 0x8A)

TLS_DHE_RSA_WITH_AES_128_CCM

(0xC0, 0x9E)

TLS_ECDHE_ECDSA_WITH_AES_128_CCM

(0xC0, 0XAC)

TLS_DHE_RSA_WITH_AES_128_CCM_8

(0xCO0, 0xA2)

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

(0xCO, OXAE)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

(0x00, 0x9F)

JIL—X TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xC0, 0x2G)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xC0, 0x30)
TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xCO0, 0x7D)
TLS_ECDHE_ECDSA WITH_CAMELLIA_256_GCM_SHA384 (0xCO0, 0x87)
TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xCO0, 0x8B)
TLS_DHE_RSA_WITH_AES_256_CCM (0xCO0, Ox9F)
TLS_ECDHE_ECDSA_WITH_AES_256_CCM (0xCO, OxAD)
TLS_DHE_RSA_WITH_AES_256_CCM_8 (0xCO0, 0xA3)
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 (0xCO, OxAF)
TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xCC, OxAA)
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xCC, 0xA9)
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xCC, 0xA8)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x00, 0x9G)
TLS_DH RSA_WITH_AES_128_GCM_SHA256 (0x00, 0xA0)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xCO0, 0x2D)
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xCO0, 0x31)
TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 (0xCO, 0x7A)
TLS_DH_RSA_WITH CAMELLIA_128_GGM_SHA256 (0xCO0, Ox7E)
TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 (0xCO0, 0x88)
TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256 (0xCO0, 0x8G)
TLS_RSA_WITH_AES_128_GCM (0xCO0, 0x9G)

5 —FY TLS_RSA_WITH_AES_128_CCM_8 (0xCO0, 0xA0)

TLS_RSA_WITH_AES_256_GCM_SHA384

(0x00, 0x9D)

TLS_DH RSA_WITH_AES_256_GCM_SHA384

(0x00, OxAT1)

TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384

(0xCO0, 0x2E)

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384

(0xCO0, 0x32)

TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384

(0xCO0, 0x7B)

TLS_DH RSA_WITH_CAMELLIA 256_GCM_SHA384

(0xCO0, Ox7F)

TLS_ECDH_ECDSA_WITH_CAMELLIA_256_GCM_SHA384

(0xCO0, 0x89)

TLS_ECDH_RSA_WITH_CAMELLIA_256_GGM_SHA384

(0xCO0, 0x8D)

TLS_RSA_WITH_AES_256_GCM

(0xC0, 0x9D)

TLS_RSA_WITH_AES_256_CCM_8

(0xG0, OxA1)

(TN—TUH <)
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TLS_DHE_RSA_WITH_AES_128_CBGC_SHA256

(0x00, 0x67)

TLS_DHE_RSA WITH_CAMELLIA 128 _CBC_SHA256

(0x00, OXBE)

TLS_DHE_RSA_WITH_AES_128_CBGC_SHA

(0x00, 0x33)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA

(0x00, 0x45)

TLS_ECDHE_ECDSA WITH_AES_128_CBGC_SHA256

(0xC0, 0x23)

TLS_ECDHE_RSA_WITH_AES_128_GCBC_SHA256

(0xC0, 0x27)

TLS_ECDHE_ECDSA WITH_CAMELLIA_128_CBC_SHA256

(0xC0, 0x72)

TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256

(0xC0, 0x76)

TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA

(0xC0, 0x09)

TLS_ECDHE_RSA_WITH_AES_128_GCBC_SHA

(0xCO0, 0x13)

TLS_DHE_RSA_WITH_AES_256_CBGC_SHA256

(0x00, 0x6B)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256

(0x00, 0xC4)

TLS_DHE_RSA_WITH_AES_256_CBGC_SHA

(0x00, 0x39)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA

(0x00, 0x88)

TLS_ECDHE_ECDSA WITH_AES_256_GBC_SHA384

(0xC0, 0x24)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

(0xC0, 0x28)

TLS_ECDHE_ECDSA WITH_CAMELLIA_256_CBC_SHA384

(0xC0, 0x73)

TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384

(0xC0, 0x77)

TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA

(0xCO0, 0x0A)

TLS_ECDHE_RSA_WITH_AES_256_GCBC_SHA

(0xCO, 0x14)

TLS_RSA_WITH_AES_128_GBC_SHA256

(0x00, 0x3C)

TLS_DH_RSA_WITH_AES_128_CBC_SHA256

(0x00, 0x3F)

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256

(0xC0, 0x25)

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256

(0xC0, 0x29)

TLS_RSA_WITH_CAMELLIA 128_GBC_SHA256

(0x00, 0xBA)

TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256

(0x00, 0xBC)

TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GBC_SHA256

(0xCO0, 0x74)

TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256

(0xC0, 0x78)

TLS_RSA_WITH_AES_128_GCBC_SHA

(0x00, 0x2F)

TLS_DH_RSA_WITH_AES_128_CBGC_SHA

(0x00, 0x31)

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA

(0xC0, 0x04)

TLS_ECDH_RSA_WITH_AES_128_GCBC_SHA

(0xC0, 0xOE)

TLS_RSA_WITH_CAMELLIA 128_GBC_SHA

(0x00, 0x41)

TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA

(0x00, 0x43)

TLS_RSA_WITH_AES_256_GCBC_SHA256

(0x00, 0x3D)

TLS_DH_RSA_WITH_AES_256_CBC_SHA256

(0x00, 0x69)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384

(0xCO0, 0x26)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384

(0xCO0, 0x2A)

TLS_RSA_WITH_CAMELLIA 256_CBC_SHA256

(0x00, 0xC0)

TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256

(0x00, 0xC2)

TLS_ECDH_ECDSA_WITH_CAMELLIA_256_CBG_SHA384

(0xC0, 0x75)

TLS_ECDH_RSA_WITH_CAMELLIA_256_CBGC_SHA384

(0xCO0, 0x79)

TLS_RSA_WITH_AES_256_GCBC_SHA

(0x00, 0x35)

TLS_DH_RSA_WITH_AES_256_CBGC_SHA

(0x00, 0x37)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA

(0xCO0, 0x05)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA

(0xCO, 0xOF)

TLS_RSA_WITH_CAMELLIA_256_GBC_SHA

(0x00, 0x84)

TLS_DH_RSA_WITH CAMELLIA_256_CBC_SHA

(0x00, 0x86)
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TLS_AES_128_GCM_SHA256

(0x13, 0x01)

TLS_AES_128_CCM_SHA256

(0x13, 0x04)

SIL—TFA  |TLS AES 128 COM 8 SHA256 (Ox13. 0x05)
TS AES 256 GOM SHA384 (Ox13. 0%02)
TLS CHACHA20 POLY1305 SHA256 (013, 0x03)
~ DHE RFCS4461- B
R ECDHE RFC8446|= 18
RSASSA_PKCST—v1 5 RFC4461- 18
2% RSAPSS RFCB4461 3%
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