Ver. 1.1

{ERX 1T

CoCRYPTREC |PA *{27wssen

Cryptography Research and Evaluation Commitees



AKEGF, UFOURL2LHEHX T ra— RTE £,

(H S BT A X R |
https://www.ipa.go.jp/security/crypto/guideline/ckms.html




CRYPTREC GL-3004-1.1

IRSEAT Bk AR AL B B A
[l SLAJF FE BH 2 15 A AR i 5 BF FEr A



H X
1
1.1
1.2
1.3
1.4
2
2.1
2.2
2.3
2.4
2.5
2.6
2.7
3
3.1
4
4.1
4.2
4.3

i DR oY AR 3

D B D T i 3
BB T B o oot 6
B B oo 6
B R A ] e 7
BETALITY ALEBERAOLDDOEEREHEAI N L —a VR e, 8

ORI S B Bt e e 8
BEBBED T A T I A T Il e, 13
BEBEDT A T A T A EERE e 17
B B TR D R T T oo 40
BB B D BT IE T JT T oo 49
BIEBM O « BEHEED BOP R oo 53
BIEB DB TRILEF D BO P S R o oo 55
BEE T VT Y XADIBI oottt e e seeeeeeeseesseeeseeasesasesasseareee 61

BEET N TY ZADEF DU T A e 61
WETANITY ALERAICHERBIEROEI .ot 67

B TR D TE I o e 67
B R DD B e 74
B TR D R T Bl oo 81

G EREH T A XA Partl — 1



(& EJEEE ]

E1EH

EIENE

2025.04.25 (Ver.1.1)

L (RSP A 4 A Part 1] |

%

L4

2023.05.09 (Ver.1.0)

KRR FEAT

G EEEH T A XA Part1l — 2




1 IXCBHIC

1.1 LS

PESCHENOERT HEREZEETHEDICHEET LI XANLELFH I TWDS, KT
TN XANE, TNENOHERNLELE T HHEN, 2ett, Btz B0TRHH S
50

TUHIVIT EBE . R ERE L, B BN T 5 AR TR S Lo CRYPTREC 15 H)
2l LT, BEFBIFTHM SN D05 B OFHli 217> T Y | 2023 4 3 HIZ TEFBUFIZE T
DAEDIZDICBRT XER 5D Y 2+ (CRYPTREC W5V 2 1)) #&E L7z, CRYPTREC
W U A NI, Zath, BEMEROCTGBICB T HFMERZEE 2, TEFBUFHERER S Y 2
Mo THEREMRAIE 5 U 2 b RO DEMEHEES Y X ) THkShL 5,

CRYPTREC K55 VU A & (B TFBUNHELER U X K) -
https://www.cryptrec.go.jp/list.html

FEEE, TBUSHEBOERE X2V 7 o RO OO — KA (5f 34EER) 1 (B34 T7AH
TH, P A=t F%=2 U7 ¢ BREEAT, LIF, TH—HEHEE] Lvwo) T, BUFKEEIZR T 2 1F#&
VAT AOPFELOCHBIZEBWNT, K 1-1 ®i#EY . CRYPTREC 55U X hd 56 [ 7 BUFH#E
TERFHU A b ISR SN 5T T XA ZFRIMICRIHT 2 Lo IcitifEanTnsd, 2o
Eol, EX a7 RESET7T AT XLORFUCEH L TTEFEFHERER S U X N E2EHRT 2%
X0, R GITHIET I ENTED,

LWL, EEOVAT AREX 2 7ICEME LT 2720EKET L3 ) XARER &
XaT7 THLHETTEARATSTHS, - ARETHLHERBOEHETIELZEDDHZ LIZR>TWVD
KXo, TN REINLIHEF., ZO ST ATV X LANFEHT ISR X2 T ICER
SNTWAILENRNH D, bL, BEENEXFTICEEINTWRTIIE., EEBIA+SR 8%
EHLEMOPOFETHEHEHNITA VT HAEELIH Y, TORIA WL Z#EZ > T X
TALANDRAN, BET X OGRMUI A, BROTELRENMTOND,

— R, R ESHE RO A R W GIEDIE I N, EX a2 T RIS T LT X AEKE R
HTHOED BIEDIDCEG KB FETHD, £, WAVETEELRL T, BERICT —
AARBEEENEETNIEIVAT LA T —ORRF LR, EBENELT LR EOERENKAET D
BaEbbDd, B, EXa2T7 57T XLZFHALTWTH, R+ 720 58 2 FIK
Lo T, L DAV VT NREAEL TS,

L NS A N—tF 2T 4% — (NISC) , https://www.nisc.go.jp/pdf/policy/general/kijvunr3.pdf

FEHEER A A XA Partl — 3


https://www.cryptrec.go.jp/list.html
https://www.nisc.go.jp/pdf/policy/general/kijyunr3.pdf

6.1.5 5 - EFEA
B IR
(1) W55 {bikne - BT ELAHIEDOEA
(a) MU AT L EX 2V 7 4 BEEIX HERCAT LATROH O HROR 2 NLU S
WEEES D, LToO#BELZ#ST D Z L,

(W%)

D HHRATL2EXF2 )T BLEFET, BEERRFTSEROCEEZAES

(CRYPTREC) IC XV ZEMK OEEMBIMRBINTZ EFBFHERSY 2

b ZBRLEET, [HHRCATLATHEHTAIESZKOEFELOT LT Y XA

ez EZRH LEEZ2R 78 ha vk OZEOEHFIEIZONT, L TFORERHEEE
HTEDDZ &,

(7) BEEENPE SR OETBEAICH L THERATL2T7 VY XA EOENE R A
LizZae7a haviconT, IEFEFHERESY X M RS zEE
EROVOBEBFEBLOT NI ALABRERAARERESICIZ, Th2ERIE5Z
o

(1) THEHR AT LOFHBE I EFI LN, B XTEBETELEEAT LS
BT, R E R WG ERE | [ETBUNHEREESY X M KE&ELET
NITYXLERENEZFA LERZER e bavzEHA T2 L,

(7) R R OEBFBLICHERT 2703 ) ARG LSS TEn % F)
HAULIZ®727a haVIZHtEnmERsncsGa 2 8E L BaxisFIE
EEDDH I &,

(=) B EhEBROBEEXIIEFBLOHEICHAVIRIZIONWT, BEFIE
BEDD L,

(LR, 1)

1-1 BAEEOEREX =Y 7T 4 MHROZDOM—EE (&)

IHIZ, WEgEMHITo E<FAT2L, KRR — 2B AL X TICEBT L L6
BBIC D, BlxiX, 77U R —bvRRLE AHOE="FHIT—42HITLIHATH-oTH, £
NooOFr—2%KebL, TOL Ol FRERLZFHAFMNERSTHZ LT, 770U K —F
AREFIZH L THOEEELHERCTE S, £, 7—F B U FORBUBERTEA T 772 IR
FENTZT—X T, WEHNRERICE 2T -2 O%2HREe ERIT 52 L BRREERr— R TIX,
BB HEOMEBEIC L > CTHHRHEETR ST — 22 FLEHESFTERTHZETENLDOT
— X MERICHIFR ST & A7 T S biE % (Cryptographic Erase) & W o 72 HikZFEBT 5 2
EHTE D,

ZoXOBEROL L, CRYPTREC TRIFS#FIICHTLTA KT 42 /A XA %Ak
L T2,

LR A XA Part1l — 4



® S HEM I AT AREHER (JEATR) 2
® FSHREN AKX A3
W SR (7L Y XL R ORISR (2B 2 e E 1

ZoHH, hEFEEH Y AT Aketfaet (AR | 3. Be@Es 27 4 (LU, TCKMS
(Cryptographic Key Management System) | &\9) Z %5t - % - AT BRI ET IR
FarA e LTERENTZEDTHD ﬁ”fﬁ%’”"sfﬁ 2N T DOEAMTHINE ] 1T DWW THERL L T
W5, BEMIZIE, Ho0wira—2A 75— BT 5K FHERLLRITIT O O DORE - EHH
BeHl s BREICHAT RIS HT#E L TEET RS FH - EL2 R L, CKMS &itRFICEE T &
My 7 2R ORFEFICHROICHERMT 2ERFHEZ I LTWD, Zhidk, CKMS OafE# 72
ARSI TH D CKMS BREHFICEBE T X E My 7 A RO FHEFICH R HE T 5 2k F
IH % 51| % L 7= NIST SP800-130 A Framework for Designing Cryptographic Key Management
Systems] ZX—ZIT{ERK SN TWD

- FRAAREEE AT LEEE
REROEHE. " arma  ; avsa 3

FESREEIATLELT
REI~E2HhAHE
ROHBIER

( CRFAITEST) )
S > ETORESHREEIZBNT
r 1 S = > ERAHIZEEHT LIS

T T T T T
1 1 1 1 1
-

.o . || ((weme=cnmTs

. — =/ | WEIZIGL T, £FAEHC

[E]REREEFAARD 5 BBTIEIIRHIDE
XV TARE [\ NHLHE J

Wﬂ%%ﬁ%ﬁ’/?(?.&?ﬁi@

5 &N \L WRIZ, BEIZKHLT,
=z

pomm———————

|

ARL =3 5t KA BT BESIC
~ ' SROLBENHDHER )

X 1-2 FERFEHICBITSEHNLEER (IREREFHI XT LARHEH Lv)

2 https!//www.cryptrec.go.jp/op_guidelines.html
3 https!//www.cryptrec.go.jp/op_guidelines.html
4 https!//www.cryptrec.go.jp/list.html

B edgE by %X Partl — 5


https://www.cryptrec.go.jp/op_guidelines.html
https://www.cryptrec.go.jp/op_guidelines.html
https://www.cryptrec.go.jp/list.html

RHA L AT, REiHR# CRELR RO LN DIHEBIZOWTHRFTT 2B OFHRRIFA & 7
LHIEEHMELTEMIMELDOTHD, FTH, K 1-2128BWT, CKMS OFHEREIZEDL L
THRHNTLOLERNHLHEBAD S HO [B]. [C]. [D] 243 5HABICEHL T, HAOMH LD
%@ﬁﬁ%%%&bfméo:ngwﬁaiF%%J@%%?@%%%%@Kﬁ%#é%@f%
5, CKMS ##% it T 25 A7 T TR BET NI AL Mol T 7V r—va USRI T
LZHBERELED T, 2B TOK %ﬁﬁ’ﬁbf&ﬂﬂugkﬁéﬁaf%é LIt E SN
W (b, [E] X [F] £T2E05H6. A& OBEKRTORS#HERZHT),

1.2 MEHRE

B EHEHE Y AT AREHES (EATR) T TREHEHEHEICO W TOHINMNE] TOHREH
FHLFEMk, E&LTCRKMS RelHF2RBEmE & LTWD,

1.3 #EAR

ARRREFHESH T, 4B THER SN TEY, EBXTEUTOLEEY TH D,

2 EIX TKETLVIAY XLEHOZDORSFEERA XL —2 a9 UK BT 2HAIZOW
TOffEf - BESAEZRT, I, TN ET A0, il AT A (M ET L)
Z BARBIZEY B %@/XTAT RESNTERCER S E R E 2 TG A OFK 2 DIR
HIZE U Hit#sl % ~7,

[%4%7n/ BirsrEER]

T@b%%rw@%ﬁ%ﬁm%# VIO DONE LKA DOHEBIZEBIT S EEH & DX
I%%ﬁm “fiﬁ@b%ﬂ% 257 XORRITZbDOTHY, ZNOORNEL “HIRL TWBHLITTIX
W Z it aIcERESI Y,

FERIC, 3ETIX ST LT Y XADER | ITBITHHBIZOWTOM - ZE A ZFEH L.
b T NV TOREB 2 RT,

4ETE, BE7 a3 ) ALERICLE2EEROEHE] BT HEBIZOW T O - ZE
HAEZEL., MM EFATORHMEZRT,

BB, RKTA L AT, BEREH S AT LAEHES EAR) t6bETRMT L2 & zMd
ELTWD, fo, THS@REHE S 2T ARGHER (BAH) F=v 27U X85 28T 58I
FHTH D,

5 TPA, https://www.ipa.go.jp/security/crypto/guideline/ckms.html

W SEH A 2 A Partl — 6


https://www.ipa.go.jp/security/crypto/guideline/ckms.html

1.4  RBHHMEH

RKHA K AT, 2021 4} OY 2022 £ CRYPTREC 28 B 4 4 > 2 WG 1B W THE
REnT-,

#F1-1 BEREBMIAF XA WG O (2023 4 3 A K R)

FA | B OEHKRES | ZafERT HEWELEE R LR B
= BE B |GMO Zuo—uH A o MlEtt Tag s hwx P A L ME
&
ZEH | N HWAFE |Microsoft Corporation ¥ =UT7T 4 LARL AT — A
X2 VT4 TR T T A=V —
ZB F=d S GMO A4 N"—tF 2 VT 1 by £ =7 =tk
i€ CTO of Development
%8 Fu VEE | BIART RAEHBEEH WM AT 4 T A =R FR
e IR T | XY = s = b =T 4 TV AT AR E
BRAL 77y bh7r—La@BEEZ—
X2 VT 0BRSS T 4 PFRERE KRE
= HE Wb (MBS A v E—Fy v A =TT 47
X2 VT RKEEX 2 T 4 FlRREEE =7z v=7
Z 3= W ek | Rav AT LARERESt WA —Z 7 ARY TR
V=7 tEX2 VT 4T —F T b
ZB iR B | # A DIS CPL ¥ v /S U Bt
v RTarrsrary& iAo
F—ETuTFrsa yEER Az V=Twx—Ty
%8 W M | TUANAT OB - Mo —T X2V T o EREET — A
X2 V747 —%7 7k

EEREHTA XA Partl — 7



2 BEET7TNVIY ALERO-OOREEEEHELIT RV —Y a3 Uit

®

AKEOHHK - &E

AREX, REHEH (AR O 5 mICHEMIN TV DHERFE (FHCOBMEHNTRLT
méﬁﬁ)howf%ﬁbt%mf%é

CKMS IZBWTEDX ) I BERERNEHINDINERET 2O THY ., [kE) OERTO
K5 5 g 4 R Jfﬁéﬁ‘é%@“@%éo B S #EDOERNPOERETOTA 7 A4 7 V2 ICHz-
T SHRAZERT HOICMNEL 2 HERECEN AIELZIRV O 5 HE (B.01~B.81) #4EH T\
Ho ZZICE, FICUTOXEIRERHEZEATWS,

® KWFSHIX, FOXOMRUEEHMNE L THEDILD DD,

® THNLKSHORELITORE FIk

0 KIFSHDERNOEREETCDOIA T A7V EZBEL, BEREENEDLHIIZEHIND
#oit%@%@%ﬁﬁhf%%&&é%%‘ﬁ8®i9@%®ﬂo

CKMS ZzRET 2561 TR\ BET VA XL zeliolzT 7Y r—ya Ea2MHT5
HERELBFO T ETOR FHREHIZ ﬂbf@ﬁ#ﬁ%kﬁé@ﬁf%é LICHBE SNz,

2.1 CKMS &3t
O BEREZPEHETHIZDIZCKMS Z2ED LI ITHEET ALDOBE

HHH | FR %% | Framework Requirements ® N%& SP800-130

B.01| FR2.4 | CKMS #itiZ. L FZ&T CKMS v A7 AD & L~ O E % B 2.5 i

LTI RL 7220

a) FATLIZENENOHESY 1

b) SENARK S DT & B

o) ENEFNORRFIATEOEEBBRTHERAINI AT —FE
# (T18HE 725H)

d) #BEH (FEEHSCAYT—Z) BFEEL TV DLIEREThOZ
TATADANL—=VIZBIT 5, #EF#R (BEESCA X T —
2) ORESIE

e) BLiERFOGIEHR (BWEESOA X T —&) OREHIE

) #IER (BFRERSCAXT —F) PEESINGELI LRI T
47 4 OFEE (Pl 2=, 2—FF A X Ry FU—
7T NA R)

EHEH T A XA Partl — 8




fRH - BRR

IHH B.01 X, CKMS O&EiFHZhle> T, SR LZEUHT 5720 CKMS # £ D & 9 1T
LZNOMEEZAMILT I EEZERLEZLDOTHD, 22Tk, BT — X2 R#ET D720
DI ZEIZX T AR HEHSCERBE, FHE2RODLE~DA VT v 7 AEZHBEBRBET
HLT 22 enRkdoh b,

AEHICTHERLTWDHZ LT, CKMS 28D L9 R HEHDO T TED LI ITHESIND DD
BLLOMEZBEL ALCLTBLLZETHD, 2Z2TO TELVLVOME ] OFEWIT,
WHILIBEIZR O HLENH 5 FHEEZRF T HBICAMBECED I L EFE LTI L2
RTEXHBEICAEKLLLEEEHR, LI 2L THD,

CKMS B EDFEMIC OV TIIREILE TRV HK S Z 2R D2DT, 22 ThHEVFEMIZED D
DA A=A

HERZ X, Zal CKMS #itoFE —5E LT, BO1LIZBW AR ELUTO LI 2 F
HAMRF L, AHNTLTHBL T LT, REUETHEMAZED R ITITWITRWIERB ITH T A 4E
LWL 2129562 Thd, £/, 22 TOMEIXZCKMS ORARE LD LD THDH DT,
WHILIE T, AMEICRE L EIETFETLEORANBFTEZED TE ROV LICEET D
WVENH D,

p=111}

® a) o) Tk, oL )>RHEE OE#H (KOENICHET A 4T —4%) Zik#EE
H SR ETI2LERDH D ONOHERE

® b) Tl WEEHEN TEDXHICAk] Shbd oo EEE

® d) Le) Tk, E#EN TEOLSRGHTED LD ITHRHE] ShdorOMETE

® ) Tix, stz T5) PR LIZVAHLIEY T25D00RE

ZOB EETAIVLERHDDOIX, CKMS#&itE LTEZETCO#HMAENRLETL2ONTH Y,
TR L THEAEZEDLHZ L THDH, ZOHIPHIZ, CKMS 23H Y 5 HHLRES I, AT
HEUT AT ART IV r—vay, Fabariprlicloi s,

Bl ziE, M2-1DXH7 A7 A (System A, System B, System C) [T, W5 EH L5
Tols SV AR EZH 9% 2D CKMS £V 22— 2B LK EBEAL2T 57 e ha Lzl -+
HDYAT LEMRBLE LIEHA . CKMS &itOMREHIZT AT LN TORETO CKMS £ 2 —
b (1% 2-1 TIX CKMS Module A, CKMS Module B, CKMS Module C) ®OffE4S., K OME %~ ®
CKMS EVa— /e L TEET 2MBEZDOE Y 2— AV EMHAT 20T 407 4 ED
LR S D, —J, System AWESICPH U727 —# REE x5 & L5GA121k, CKMS #&&to
xS IL System A ® CKMS £ = — /b (X 2-1 TiZ CKMS Module A) . KO3 CKMS £
Va— Ll L CEET AMBERCFDEY 2 — VAT T T4 R EFTE R D,

COHPEEELLS EDTEBLRITNIE., AREHGR LT REBESERILTEL LR, LR
KRB OEN N7 0 0 WIT, AULEICEZ O SENEHGR LD | EE K4 FEhi 4
HZETHRDRAANEDDP ST OFMEENETLIZY, EWotMENELDLZEERDH L
WCHEE SN,

FEEEER AT A XA Partl — 9



' CKMS
| ModuleA !

T

. CKMS |
| Module C !
L.__f__l

System A \

X 2-1 CKMS#EZEf#] (NIST SP 800-130 L V)

(b A BTN & REH)

REO MAET NI, K 2-2~K 2-4 IR F, A —/LDOEELRIEE SIMIME O E4 & £ —
NWNTEBLTDHVATAET S,

DOV AT ADO CKMS #ZGHGEHH T, X 2-2 D0, A—VOBELAEREBLRIEOWE, B4
AERRRCB L RAEICE ORS8O E I, ABSSIEAEOHFB LI THD, A—VDOEZEREEZL
I @BEEY2—NEEERY, £, CAFNHORTY v 27 CATHY, ity CKMS 2
TEER,

i LT, K2:30YH, A—/VREEIL, A—AEFABIZBNT, EETELIFERTEL
TIANX— ML BELANRBOSNT ZERT D, RNT, TOEL LD CSR GEHEE L E
3K; Certificate Signing Request) Z#{Ek L. £ ® CSR ZMBNOIEFEH > AT LEICED, THH
VAT LERIL, GERHEEEEICB W T, CSR R L., MERZRIZC CSR 237 U w7 CAIZ %@ .
CA NWEL LIZABBEIEAELZIFR S AT LHNRZE L, MRKZICE DA EZ X — Lk
BHEICEET D, 7238, CKMS OXIS#EFIL A — L iEZ(E PC O A — VEFHIL L IER T AT LH
DOFEHEEHIZTTHHOT, K23 TOBNRBOLNTZEHONEYLT D,

A=)V DBZLLBIAFIE 2-4 OB THH ., A—VEEEIT, A —/LiEE PC DX — LEFE
WCBWT, BETDHFRF2 AL MOy VafiZ25E L, TONy VafHICBDDOEL T T4 X
— FMREEFESTEL L, X2 AU b, B, BOOEBLARBOAMBIEHELZ A —/L TEGE
T 5,

G EREHTAX A Part1 — 10



A= IVZGF T, A—IZ[E PC DA — )LEHITIZBWT, (a) A —/ViEEH O ABEIEHEN
AN THHI % CAFEBHEZM > THREAL, MZEFELEA—ADLL RFa A FERDHL,
Ny VafiERHRE L, TOMEA—ILEEEOARBIHENORY H LA TEX4NIEL
WMRFEL ., A— VR EENLEONTEA—NLTHDL I L EHRT D,

723, CKMS Ot L#iHIZ A — L EZEPCORA—LVEBRE LD T, X 24 TOHERED
NIy neZs+ 5, £72. 237U v 27 CAx CKMS O &#iPHA & LTV D DT, CARE D
BT T AR — FNECKIET D EL NI CAPHEEICER L TWAZ EZ2HiRE L, £ O8]
FRICHEN 72 W2 LT % CAFEREIC L » TR T 5,

1
1 |
| A= i
1 I
|

i I EfE A VEH

o |
! e f [ ] s crMS R A 0 e i
A —LiERz (S PC PG !
1 TV a2 :
1
! A=A PC
1 I
| FHLAE P LA i
| |
! BE 4 !
. TV o) !
: i :
1 N I
V| A= | TEH s AT L |
: - | Internet CA
' —LEEE PC FIEBA 7 PR T
| :
: :
: ALY |

2-2 FAEFNALTOHO CKMS HEK

TS 2T LED
AERA A

C) CA

A— )L (A —NL2E(EEPC)

CL;B 00
e NN

| BHTTA N N |

NPREEAE (4

éMFﬂ'ﬁ

CKMS @ | 22 i

/,

PG o

>

)

B 2-3 @4pL. CSR XfE. AHAERE

TS A XA Part1 — 11



A —/LEH (X —/LZ{ZHPC)
F¥a Ak

/ SESE VAN
4 Ny afd @

| = ; ;
: ! Cva EALREE
| 2 % ; 1S o) !
| /////F’Q%%i%i\\\\\\ e

s : LB
@ A _/1/17E1D :
[

BHT T A _R— M
IABRSERER & ‘/&
T e N
12;@%% ///é;@%%m%%@m
T sodgwE //, T T kwsongmm

CA

CAGIEFAE

CAE A4 B i
B 2-4 A—NDOEL LRI

LED A =TT DE0IEZ. LLFo B4 & SIMIME 2 L A — L& ik &
THUVARATAZBITDHREL ] LoD,

EA4 A& SIMIME Z /L A — Vi Eiiil 2 425 v A7 AZB T L 5L Hfl

B.01 |a) FIATHIZENENLOHEY AT
BHT T A R— M, BAABE
b) HENAERK SN DHATE TR
BRI A —VIEEE O PC TITbiLd
o) TNTNOHEY A TEOEHEBABRTHEAINDI A X T —XER (4.1 HizH)
EOHMIM, Bl (CADEAARE) . CA L OFEHBER
d) #ER (BEEHCAZT—4) BFEELTVWDLIZENTROZ ST 4T 4 DA L —
VIZBIT D, SR (B AZT—4%) OREHIE
BYTTANR— NRITIT 7R hr— L TREIND
e) FlERFOGEEH (WEEECA X T —F) OH#E ik
A= NVEZEFIZEGET HAMBIEAZFILCANRELLTVD
f) HEHR (BERCAZT—4) BDEEINGEI LRI T 07 4 OFE (Flx
X, 22—, 2—HFF A A Xy NT =T FT/NA R)
NBRGEREE T A — VA2 EZET D 2 — P IThAR

BT A X A Part1 — 12



2.2 WBEEEOIFATHAL I
D WEROSATHAIZLL2EICblzo TRV ESBREBRUEBLZMEDRE

IHH | FR %% | Framework Requirements ® % SP800-130
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IHH | FR % %5 | Framework Requirements ® N % SP800-130

C.01| FR2.1 | CKMS #%i%. VAT A X THAINIETOKET LI X[ 2.1
LEEFNEFNOTNALITY ZALATHR—FENIZETORELZHTL
RITNIE R 5720,

C.02| FR2.2 | CKMS #%itiZ, L BICHEOMIToNTA X T — X 2 R#ET D720 2.1Hi
WCEAINTWEENENDOR SHFIZOWTHEI N X2
T ABEZHTE LR TIER B R0,

R« BRR

BET NI XLDREHFECHOWTERYE D,

CKMS "7 A4 7H A 7 NVBRICOIE > TEHELMREL TCWILIESHEAEHT 52 & THEK
ENHHREFELNL (EX 2V T 4E) 2T LN TEIRETALITY XLAERET LD
EnRDLEND,

HHE C.01 XU C.02 X, CKMS Otz H7=»> T, BERENIMEHEL L EEFEI LT
LD EMBERTDHEDIC, BFALTWAET LI XA (BEZ2ED) KOEX=U T 58
EOHHILERDTZLDTH D,

AKEITRDTWDLDIE, BERINLDHREL L (BF 2T o E) ZIREL. TRICKISL
T 7T AL ROEELZRINL, ARLT2562 & TH D,

BAREICIZ, C.O1 Tk, WELELEX 2V 7 4 MEIS U THEMAMRBRRELI T2 LT,
WL AT ATHHARERETORET LAY ZALELEFR—FENIZETOREALTEVWETZ L
ERODTWD, £/2, C.02 Tix, COLIZHELEK ST VI XATHDLONIK SHE A X T
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— B ERHET LI L TV AR SEMICcONWThS, COREDEX2 YT 4 MELHFLT
WD EFHT DI L EROTND, i, C.O1L THEIKES T /LY XA LHEENEY IR
SNTWEELTH ZZCTHHAT2EERDEY X2 U7 BECTRES L TR ITHIE,
MBELINDDEX 2T A RENER I NN TZDTHD,

FREOEREZW 2T 72OICiX, £9 CKMS e CIERICKLEREX 2 7T 4 BEZRD D
VERH D, BEXa )7 4 BEORETIL, O BEROEEMME. HFROBEMESLTERMERED
E ZE AT LAOFABIB O THELEERERO —2 LD, ok, O HHRIZL > TiE,
MG ROREN AT LOKTHEUBEOLERGEEN D D, Fl2I1E, KEFLRRE S (LI
BT — 2 &RICGML TE W RN A RRIZR > TR I 5 21T 9 LB (Store (Harvest)-
then-decrypt. Store now & decrypt later. Retrospective Decryption & H V9 ) ZEE T 54
ENHLT—ATHD, TOHE, VAT LD THETIER, YZERORENLERHIH %
EEZEXF 2V T REZRODDLIRETH D,

BRI E R X2 ) T 4 BEOREICHT- > UL, HESRETES (T L) X AR E
BIR) BT R ERENER] X (EREBEETA X R3] 25FBIZShiz,

Flo. WO FHROEEMME (FEZEM) TIX. WO FROEEN - 52t - TSGR 5
Bl Eic, COREORELLH X D02 BEFEHICHAM L, £ OREENRRKEWIT EEPEMIE
NEWEHBIEND, ZOFMBIZY A7 50— E L TiThbvd Z LN EEMEN &V
BwmEFfsns e, ZOBERERI VAT LATIHIVENEX 2T A BROONDZ EBH
Do ZTOXIRGAEITIT, BFOEX 2V T A MEIDOEWVWIBEZRET S Z & NRKFIZRKD
DN ELHLZ LICHESNZW, RERHIL, TH/IEEOEREX 2V T o XIRTA K
T A1) R TBUFEBESOM R RMEREDZOD T A FT 4 > (5 34EEM) dE5) 72 L
HLBEIZEI T,

ek, HWMEEIIRMORZ®EICEY ., MELT L, HBITMESERXLZZELHD, TDOL DR
EMEEDOBEBENEOLEARH LD NE I N LEO THRFTL, #@UtXa )7 BELZRETE
Th b,

MBS e (702U R AR ORE BRI (CRT 53T (3. CRYPTREC M52 =
PSR S TV BB HITAZRHT 2B, WA LFa ) 7 MELERT 22007 L
SY R ARVHEDRIRFIEEZBELELDTHS, LEN-T, AT REICHOWT DR
ERECABLAVEEZBAVEAI0T. ETEAHEER S Y 2 OB EAE LTV
LIERAESAAVI LICEESREY, £, BUFBBESOY A N—t X2 U T 4 HHEO DO
G T BV TR S L R D ETEN Y AT L (W BLHRE - BT BAMEDEAZIT) b
DICIRS,) OFEE - PA% - EAICEDLEAICIT, ZOREEEICH ) LERD 5.

12 EEMEEM, (T3 XAROERERIR) ICBET 25 ERUE, https!//www.cryptrec.go.jp/list.html

18 B SHERE N A X A, https://www.cryptrec.go.jp/op_guidelines.html

U /OB REX 2V T BT A RT 4 8 3R,
https:!//www.ipa.go.jp/security/guide/sme/about.html

15 BRSO REERTEDTODHA KT A4 (5 3HEER) LE.
https:!//www.nisc.go.jp/pdf/policy/general/guider3 2.pdf

16 FEFBMIZBITL2MEOTZDICBRT &K S Y X~ (CRYPTREC =Y X )
https:!//www.cryptrec.go.jp/list.html
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£ 3113, AREEEIZBNT, Y A7 L2OMEBEB MK T » BEFEE I HIF O T4 2 5

HEZ

VBt X2 T 4 BEEAEZRLEZHDTHD, BlziE, 128y bEXx= U7 ¢1% 2022

~2040 ERFMHATRETH U . 2041~2050 ELBATEEHHIZ /> TWDH DT, 2050 4F£F TIT
EHEZEIETSZV AT ATHNITE 128 By bEXF=2U T 4 TH LW, 2051 FELIE LS00
FECEMNT AV AT ATIZ 2060 FETIC192 By hEXF2UTF U EDOEX2 T 0 REICE
T2 ENBBELRD,

£31 X2V 7T MERGOERARES &

e

BT - BEIEF

2022~2030 | 2031~2040 | 2041~2050 | 2051~2060 | 2061~2070

A FH 391 )

112 v b
XU T 4

BB R
(@) 1)

BAT 7%

AL B
()2 )

1)
(OF i)

128 v k
XU T g

B LA R
(@)= 1)
AL B

e

FH A /]

AR AT

A A T

BATSER
i

FF A wf

(=)

(b))

192 v v K
XU T 4

AR B
()2 )
e
(D) &)

256 £ v b
XU T4

LA B
(&)
AL
((0)z1R)

(a)

(b)

(c)

FHRICHEERELZER T2 B, LB AEREZIITT D) BIL, JRAIE LT, 2040
EFETIH128 Y FUEDOEXF 2 T AEDO LD EZRBIRTRETH 5H,2041 F LKL 192
By NAEOEXF 2V T ABEOLDELBIRTRETH D,
REFHDOT —ZICH U TAEEETT 2 (Bl 21X, BEEOBAMAEE FEITT D) B, 2040
FEFETIT 128 By PRI E, 2041 4FLIRRIT 192 By P EOEX 2 U 7 4 RED H O %2 BIR
TRETHD, 2L, REFALAOT —XIZxT 2 E4HEZHEXIIMRBT 572006 50
DEATHI SUTE AR 226 /e — v (S HEIC L2 b0 TR e2n) 2L TS
Baic, 2031 LIRS 2040 FFE TORERFHNT 112 E Yy bEF 2V T 4 RHEOL D%
BIRT DL 2HARET D, FERIC, 2061 FFLIRE S 2060 4F £ TOMERHPFANT 128 > b
X2 VT A MEOLDOERINT LI EEHRT D,

BATHEHMNIZ, J0 X2 74 BEORWKESHEN UTRE~OBITZEEIEDL Z
EERAEE LT, AT AR SN CRET28E8 (Bl =7 ¢ 7 4 3RGE) . XX
OB FBIF Y AT LOMGRALCZNS & O REM - F SRR 2 EOLERD D
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LA, 2030 FFE TR 112 8y hEF 2T A EO L DL, 2050 FF £ TIL 128 By b
X2V T AREOLDERIRT L2 E2HRT D,

W EHRRENA XA X, BEBRKESEHMTOBAOBENG ., KBS 2 5 H T 5o g
FEOBRRFIECET L BHUREXTE2MHALIZLOTHY, RELRBEZHMN TS ETORRZ
ERDEDTHD, F321L, KA XL AZEWT, 1982 F YK DES 3 L TWzd & A
BEOEX2 ) 7T 4 BELZEBTLIEDICKNELHEINLIE Y b EXF2 U T 2R LIZHDT
HV, £32TOEYy b X2V T 42 FROEF2 T BELLT, ~EDOEX2VT 4~
—Vr (FtEey ) ZENMLEZENUEOEX 2 T 4 BETHRETDHIIENLEE LW ETEH
ENTWD, BlzIE, 2040 FITHEY VAT LOFHAEK TT 2O THNIEKIET 104 B v FU
E, TERIZ128 Y b EDEF 2 T4 BELZERTTHON LWV,

# 32 19824EDDES ¢t RZED X2V T 4 2T B LMHEEIND
(=%20#% 10~1 EFRERZRELPHEIND) ¥y bEFxFa T4

i 1982 2030 2040 2050 2060 2070
ANSSI (2014) 56 81 ~ 96|86 ~ 104 | 91 ~ 112 |96 ~ 120|101 ~ 128
Lenstra (2001) 56 93 101 109 — —
Lenstra (2004) 56 88 95 102 — —

PR X2 )T 4 MERRELED, WET LT XALRERRET D, ZOK, #HT
BATOMETATY AALBEPLELT 5% 2T WEE LR BHEL 25 L 5 10BN
LARFRIEA LRy, ABREIES, FYX VB4, E@EET. =2 B0 T,
CRYPTREC W% VU % b 0% FBUFFHERR B U % b CUTHERGERIE S Y % b) CBiis T
BHHTATY RANOBRT 5 2 L et 5, £, ¥ T KL REOBIRIL, (1F
BMEEEME (7T ) ALK OEEER) BT ARELE] T (EHEETA LA O
2.2 i THBHMOMEL* =) 74 MEXRB -y beFa VT 1) 23T 5,

b A =TIV & FEEH])

KEDOMAETNIE Web 77 0B 527 T4 T e T 74T F—H =NV AT ALTH
5, 5 7r hart LCTLSBEEHEHRT S,

ZIT, ZOMMETATIE, EX 27 o MEE THKSREZESE (T ) XLARVEEE
) \CBT AR THME | 126, T TLS H— " TORERA — FOZETIE ITLS B EHEY
ARTALN O TEeExa T A BTORESAA— MESERE (TLS1.3 BRE) | ([ZE> THRE
LTW5b,

I YR T AT 2023 FEND SEMMMEH L 2031 FRMEST L TETHDH, ZOHE. F

17T TLS Bf 5 R E X A4 K 7 A4 . https!//www.ipa.go.jp/security/crypto/guideline/ssl crypt config.html,
https:!//www.cryptrec.go.jp/op_guidelines.html
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1RV MEREXF2 Y T oI 128 By &b TLS1.3 O THHT 85T /T
ALTOHRERITI128y bEF a2 VT s WMl THELZNHT LI LICR5,

TLS1.3 2T 2L GBI 2Em X2V 7 4 BOKE 5 A4 — M,
TLS_AES_256_GCM_SHA384, TLS_CHACHA20_POLY1305_SHA256,
TLS_AES_128_GCM_SHA256, TLS_AES_128_CCM_SHA256.
TLS_AES_128_CCM_8_SHA256

THO ., HxDOBFZAA — b Dtk SHA384/ SHA256 (38245 HKDF THEMAT 5/ v v =
Bz RL W5,

B, TLSHERENA RIA BT 5mEXxa ) T4 M TOHERETIX, 57T
ALAEROZEEICHER VWO TRREINTNDLIOT, BT ALIY XLZDE DD
FICTB L TIERICT 24T R0,

FE. 2OV —NRTHEDLOND T — NFEHBIT X2 V7 o MEN 128 v ML EME 2D T,
ZZTIEEA AL LTECDSAP-256, GEMEICMHEM T 5Ny v 2 BE L LT SHA-256 % H]
T2

IO ETAERNGE LSS, COLICOWTIZ ITLS K ESREHTNA RIA4 2] OFEtEx=
VT 4 B TORHEBFERTCIHE S T-NEE R D, CO2ICHONWTIE, EAZT — L A RHET DD
FEHEAME LCiX, BBEERNEAL L — NGEHEIC L - T T — AR & WM &
DREOFITENTNDEDOT, HEEX=2 U T 0 BEIIRIEROEL THELNLTVWARE ST LAY
ALERENPLEINDIEX 2T AMETH D,

LED M A ETNMICBT &I LT T2 T4 T b= =" 2T HTBIT 50 # 6]
DEHThh D,

T IAT v s == R AT NS A

C.01 | &4
ECDSA
P-256 - & 256 £ v |
SHA-256
HEE
ECDHE
P-256 - #tK 256 v h
X25519 - #E&K 255 £ v b
T — 2 Wit 1E 5
AES-128-GCM - #t 5k 128 £~ b
AES-256-GCM - #t 5 256 £~ b
AES-128-CCM - £ 128 £~ b
AES-128-CCM-8 - #£ 128 £ v |
CHACHA20-POLY1305 - #FK 256 £ v |
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gA k. (HKDF)
HMAC-SHA-256
HMAC-SHA-384

C.02 | r— A E A X T —% (AR OOfFEoR#EIT, SRIEROELAIZLVITH
TW5, FZTHRIHLTWAKEEHEIZ. ECDSAP-256 & SHA-256 THHD T, EF
2T 4 EIT128 By X2 U T 4 THD
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4 BEETNAITY ALERIILEREEROETHE

AKEOHK - &E

AREX, REHEH (AR O 7EICHEHEIN TWIEREE (KHicoOMEHBNTRLT
WHNE) IZOWTHFR LTS DTH S,

(B ROERE] OFERHRED 1 21F, YT AT ATHEHAL TV O SHEICOWVWT, #X
AT EAZT=RIIGE U T L ECREFIEREAZHE LEHT LI LICXY, ZOR 58
WERIIEEINTVWDHL I EEZHMBICITH I ETH D,

S #EOE L IET, WOFROEEMMESLK KA FEZEEL T CKMS HEFEBIRET D
TR, FMAABRSLHMNZEIS LR A 7L, TORBICEDEE L WEE R
EEMTDHIENNEIIRD, T, XA TICL o THEHAEZT—H LOMAELHEIZLY ZD
W EOZ2M LR T I2HAELHLTD. LVDITZOX ) REX A TORBSHTIIA X T —
X OEBRLEERBIEROEH LR T H-OICEEL D,

TOLIICHE L THEIEREZEHT S Z LT, CKMS %5t &N AR E BT XX 582
NV L, TROOR SHAZLZEICEH L CWALZ E2WAMKICTIZENTE D, £2,
b LW FROMEIREN DD & EIZ, TOKSHEHOFHRVOMBRLMIBLICE 2 EEY 27
ORI FIAT 22 N TE, S 5T, BIENHAE LGB a3t c b Al REIZ 72 5,

ARETIE, WEHORERELEITOTLOICKNTER, @YX AT, BORX X T — XD,
FlETN O OREHT LM S IEE MR T D,

4.1 SFEROFEE

SP800-130 ITF#H SN TWABEX A T LA X T —HEZLUTD L ) ITMHEH L TW\Wb, CKMS &
HEIZ. AFRHICERT REIBEHT ITICHONWT, BEHOFMAHABLEMICIS LT, 1
FTHNOEHEHNEOHEHZ A TICBT 20, BEHNSRLE R I8EFERNM LI EDET L L
DULEITR D,

e, LTomby ., Bl HE (+4 7> ay) IS LTHHEINL., 2ThboMAShYE
T &2 A7) NEZRBIND,

AR (Public) —MRIZABTE 5 1E#
Rtk 774 ~X— |k (Private) | —AD 2 —HFDOLBWEITREFT 515 H
*FFr (Symmetric) EEHELZEENILE L THEICRETLER
4 7 v | ###) (Static) BEHIRICEE LR
eIV —#) (Ephemeral) |10y a v Ch T 0PI arTOREDLNDIEHHR

T — % Ok 51t /185 (Encryption/Decryption)
& &7 v v/ (Key Wrapping)
ffd % (Key Transport)
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& & (Key Agreement)

%‘Zx (Signature)

HEFE (Authentication)

0] (Authorization)

G A ik (Random Number Generator (RNG))

~ A 2 g (Master Key)

SP800-130 THM Y DX A T IILL T DY TH D,

1) B4 774 ~X— Mt (Private Signature Key)

2) B4 AB#E (Public Signature Key)

3) WAExfFré#E (Symmetric Authentication Key)

4) FBFET 7 A4 ~— b~ (Private Authentication Key)

5) FRFEABA#E (Public Authentication Key)

6) 7 — X 5Bt 185 % ##E (Symmetric Data Encryption/Decryption Key)
7 T vy i (Symmetric Key Wrapping Key)

8) HLE A Akt FrdE (Symmetric RNG Key)

9) SLEUERR T Z A X— Lt (Private RNG Key)

10) ELEKAE K /ABH#E (Public RNG Key)

11) ~ A X %} Frgt (Symmetric Master Key)

12) $fELE 77 A4 X— ~E (Private Key Transport Key)

13) #fdE/AB#E (Public Key Transport Key)

14) A ExI##t (Symmetric Key Agreement Key)

15) A BT 7 A4 X— M (Private Static Key Agreement Key)
16) #EAEFF/ABSE (Public Static Key Agreement Key)

17) #AEE 7 7 A4 X— & (Private Ephemeral Key Agreement Key)
18) #EEE Y ABA#E (Public Ephemeral Key Agreement Key)
19) R xfFrdE (Symmetric Authorization Key)

20) BA[ 7T A4 ~N— h g (Private Authorization Key)

21) B A[/ABR#E (Public Authorization Key)

ABT—4F, CKMS IZ Lo THRBICEEE INEHE I N TV D5 E DR S#IZERES T b
TVWLEHRMELTERESINDI LD THY, Bk, HIK., TTANLN D2 —F RO ATRE 7
NIAFZEHRES Do AT —HDFKFA=y MIAFZT—ZER LTS, SP800-130 TH
D BT MBI A X T — X BRIIUTOEY Th b,
a) # <7 ~L (Key Label)

b) #E%B¥ (Key Identifier)

c) FTAE#AT (Owner Identifier)

d) $#7 1 7% 17 ke (Key Lifecycle State)
e) 7 +—~ v MEET (Key Format Specifier)
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) gAML (Product used to create the Key)

g) AR T 285712 XA (Cryptographic Algorithm using the Key)
h) A% — A XIIHF 5 FHE— K (Scheme or Modes of Operation)

i) /37 x % (Parameters for the Key)

j) #F (Length of the Key)

k) /7T XLEOEFX 2T 58 (Security Strength of the Key/Algorithm
Pair)

) #% 17 (Key Type)

m) #EZXfT DY T 7V r—3 3 (Appropriate Applications for the Key)
n #EX=VU T 4R Y —i#hlT (Key Security Policy Identifier)

0 7T 7 Az hr—/L U Xk (Key Access Control List (ACL) )

p) #BFEHB 7 b (Key Usage Count)

q) #H#E (Parent Key)

r) S (Key Sensitivity)

s) #{r7# (Key Protections)

t) A% 7 — X {ki# (Metadata Protections)

u) EHHEfRIR# (Trusted Association Protections)

v) ABf (Date Times)

w) KZhEEH (Revocation Reason)

fREH - BRR
gL, TRRME) ISR U T, xR, AR, 7 A X— MREICKEOEHTE 5,
KIFRgEIL, BB IR T 2 5 EESICHERT I SENE —-Th Y, HlaE i Xixit
AT 7474 (BHRIAEHES., HREEHFLHERZEE) OLDBWEEICHHT S,
NHEEE T T A RX— FREIXT THEHAT L, 505G, AMEERSLIZERAL, 774X
— MEIESICHERT L, B4 LRSS, ABEIIHRFEICER L, 7714 X— MEITEA I
EHT 2, AT, REESHOZ T 4T 4IZHMLATHRWVWA, 774 X— MEZETR
BLHTOHHMO= T 4T 4 (—AO=2—H) DAMZITH OGNS Z ERENE DT D,
Ref) 7 T4 7 a ) L LT, BEEE2EMCEYFIAT 2551380 S8 L PO, M
IR LoMED 22 WG A1 — RERY 7o i S8 & MRS ] 20X Bk Z L IC(EC)DHIS CTHR#H T 5356 .
—[E O (1 DOy ar I ray) TLMEALRVWETHL -, A
#wThHd,

TH®] X, ToRES#OFARABSCHENZRL TS, Zofre, Lot +7 v g
TG U T, TR SH#E S A7 AREHES EAR) | IS TWnWb 21 fE O X 1 7125
BT, TN FNoEZ2 A 70&ENT., UFTO®BD TH D,

18— (EC)DH 1%, — 9 (Ephemeral) TH D Z & 2R3 72O(EC)DHE titik+22 L8 dH 5D,
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1)

2)

3)

4)

5)

6)

7)

8)
9)

10)

11)

12)

BHTTAR— N TUXNBLEERTDIEODTTAX— NETH D, BLIEIA
BT LT XANER SN, ZOREERT LD DOBEARIEAHEBNTFET D,
WENIR D ZENTENIX, BALAT TAX—FMREIZ, AvE—URRFa A b, REF
SNT=T =20V —AGGE & EEMERIELZ 7T 5130, 26 D0KREEZ A — b
THEOICH, TN TE S,
BRNRE  TOANBLERIETHT-DORTHD, ARBET LIV X LATHEHASH
LEESXTONHETHY, Avt—Y, X2 AV MERGFEENTZT 20DV — R
AE & SERMERAE LT 21E 0, ZNo0ERMLEE YR — 522 HME LT
VHNELERIET DD S5,
REXFREE - T LT Y XA LSRR S, @ity vary, AvE—V, XE
MITRFSNT=T — % O ID F8GE & E il 2 2t 325, g7 v 3 U X LD
EEAIHE— RTIE, —DO#EPBIEEHSLOmFIZERINDLZ itk b, (SP
800-175B = &),
RAET TARX— Rt =T 4 T 4 OHTORGE (DFE V| ID RGE) 2Rt 57200
BTHD, ZORFEITARET LT X ANMHEH I, _®%kﬁm7k&éw@mn
NRENTFAET D, RSN @EEy v a v XM nDT 7> a v 2 ETT 57129
ORATEMNLT D L EIEHEIND,
WAEABRSE : =T 4 T 4 O TLORFE (DFE V| ID WRGE) 2T 57200 AMET
NAY ZAATHHAEINLEESNTOARETH L, RS N@EBEE Y > a v XI5 5
DTV varEFRFATTH5OORNEMNLTHEEITHEHIND,
F— WAL B R T LT Y R AEHWT, T— X OB #E (EC
T2 D) 2T 500 THDL, W UHEN, BEEREL KR (K577 —4
DEE) THEODICHLEREND, BT L) X LORG & MEET— R Tk, —
DDOEEN Y — AL L WG BALOm GITHER I 5,
BT o B TR IFRET LT Y X AERANT, fMOEERS{LT 57008 TH
5, BESLELITIEINS b D, HOKELICHER IS8T v 0 78T,
FALEEZ TICRT (0%, BEfban-@2EST2) ZoICbERASNS, #%
EHT 271 3T) AL E-TE, B RELRET I DICRHEEN T2 6T
=D,
ELECE R R - R RRRE B A R A L CELE A £ T 5700 Th 5,
ELEER T T A4 _X— Nt ABAET VT Y AL EE S TEHBME LR T H72DDT T 4 X
— MNETHD, ZOBLEST LD 10O AERABRBENGFET D,
ELECE R ABRSE - BLE A ERT 270 0#TH D, DDOEBERT T A X— MED T
LR DA AERARETH D,
~ A X REFREE - REFRREE AL T A L ot B (77— X i S b T v v s
B L) #EMT L1008 THD, v AXHIT, FEEHEL LEIEND,
BERLE 7 T A N— N ABIBRE S T LT Y X AR L TAT LR DA TR Sk

G EREHATA XA Partl — 70



13)

14)

15)

16) 1

17)

18)

19)

20)

21) &

SNTZRHOEZIHEHESNL2BTHL, ZORLEST LD 13)DOFERLIEABH#E 1T
T 5, SEESHT, @, e (B, #T o v s T — 25 k. MAC
B2 L) ROGAIZ L o TThog@EM B (21X, I~ 7 bv) ZfESLT 570Dl
Hahd,

PR ANBRSE  ABREET VT Y X AEEH L CTHEKSLT -0 EH I 2#TH
5o 12)OELET T A X— MEOXRT L2 5 0HEETH DL, 2D OHEAT 1T, kI Frgd

Bl #7 vy s 7—2EsiE, MAC#7: L) RUGEIC L - Tidftho g
Mk (Bl 202, 17 ~v) BHESLT DI END, ML S - #oR: S5
BIX, B THEETIAX—MEZHEH L TEST2OICRFETE D,
BEEHEE . IMEBEET VT Y AL LT, g (BT 87 v v 7gE,

— 25 bEE, MAC #72 &) KO o8B (Fl 21X, WX 2 hv) 2T 57

WOREETH D,
BABEBHNT T A _X— M ABET ALY X AEZFH L CRFRE (B2, 87 o8
YUk T X, MAC #72 ) K OMLogEME (B 21X, P12 bL) 2k
NTLHTEODORMM R T T AR— R NETHDL, ZOHREEST LD 16)DHAETT
NERENTFIET D,

A BRI ANRE : AET VIV X22MH L CxffrgE (Fl 21X, 7 v v v 7§,
T2 tgt, MAC #7: &) KO oM B (B 21X, WIF~2 bV) LT 57
DOEWNRARETH D, 15)OHNEAE T 74 X— MNEOXT L2 5 ABEETH
Do
BAE BT T4 _— bt ARET LT Y XAEMEH L TxRE (BT, #7
v T2 s b, MAC #7: &) KR OML OB (B 21X, #1727 b)) %
WENLT D7D DM 72T T A X— NETH D, MNFESHM B Z LT DD —
POERESND, ZO#EHEHT L 1OHAE —RIAREENFET 5,

BEE RN : ABREET LT Y XL ZMEH L CTxtFReE (Fl 21X, 87 > v 7k
Wb, MAC 872 L) RO oM (F 213X, F1~_27 bv) 2T 57
D OB 72 ABREETH D, XIFREESCEM B Z LT D70 —ERTEREN S, 17)
DREEE R T TAX— NEOXRT L2 DN TH D,
WK FREE A S AR B LT T 4 T 4 ICHERENET D008 TH D,
RAgIL, BASNEZ T AT 4 ~DT 7B AEROER L H 2 H YT 2 HEE2 A
ITUT AT A4, KOV Y —=A~NDT V8 AERODDZ T 4T 4 IZHLEIND,
AT T A R Nk HEBRIC T DT A E ORI ZFEAT 5720 (Bl 21X, T
AVELEFER) SNDIEMNRE (A OXTOTIAX— MNETHDH, ZOH
LHERT LT D 21) DA ARENTFILET D,

DAl ARG BE T AR ST AR— MEEH O TV T 4T 4 ITxT DHERRZ 1R
FET D7D I NI (7T 4 X— M) OBXTOLABRETH D, 200DR
A 7T AR—= R EORT L7 D AREETH D,
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ALT = HF SR EDICERT S0 ZOlSEICEENTONTVWOHERTH D,
Bl 1, BOREFESCHDIBM 2 EThH D, TR SEEMH S X7 ARGHES (FEAW) ] Tix.,
ABT—H OB R E L Ca)~w)D 23 FENFEH SN TV L. 35MIZLLTo@EY Th 5,

B, BETORFRICH L TAXT —2ARLELR5DIT TIERL, ELAXT =X BLER
GETHoTHLRTOWMMARERAZ T —FERLBEEMTOILETILT LRV LICHES
iz,

a)

b)

c)
d)

e)

f)

g)

h)

1)

)

k)

1)

&7~ (Key Label) : AMDFMAEAIHE/R T ¥ A F XTI TCEPNTZRROTERTFOZ &
Thbd, BlzlL. “root CA Private Key 2022”7 <> “Cryptrec Secret Key 2023 72 & C
H D,

kA7 (Key Identifier) : ZBOEENOREDOHAHBINT 27O O FDZ & Th
%, CKMS I Z—fEflc e =— 7 3B F 4250 24 T5,

A E A+ (Owner Identifier) : #Z2H AT L2207 47 4 DWHIFOZETHD,

$&7 A 7% A 7 VIkEE (Key Lifecycle State) : [4.2 B E58O 7 A4 7% A4 7 1] IZFE#H
L7c#EDOREDZ L TH D,

7 +—~ v MEE T (Key Format Specifier) : #DO 7 +—~v FOFBETDOI L TH
%, Bl 21X, RSA AB#ILYE (modulus) & ABHFE%L (public exponent) 23&H V| D 2
DOMEDEANE K MEDKFL H L% R E T 5., Internet Engineering Task Force (IETF)
iX. (EC)DH, RSA., ECDSA 7 L 0% M3 5 7= D Jiik% RFC 5208, RFC 5480,

RFC 5958 TE# L T\ 5,

PRI E A L7285 (Product used to create the Key) : ##4EkiZfEH L 728 EH O
ZEThD,

a5 7 L3 XA (Cryptographic Algorithm using the Key) : % O ##23

T 557103 XLE2HET S, flziX., ECDSA, RSA, AES. Camellia, HMAC-

SHA256 72 £ CTh 5,

A F— A XIIKE 5 F € — F (Scheme or Modes of Operation) : ZF O#NHEHT D=
TNITY AL EFITTHEODMARRER AT —AXEIESHHE—RFOZ L THDH, f
2, FERHT T Y XA TIE, AR, binary field (22 2 O K) UIAE M Eh#R (EC)

OB BMEOEEZIREET S, BT AT XLTIZ, 7ry 7B THEAISNDS
5% HE— K (CBC, OFB, CCM, GCM %) Z{EET 5, #EMIZB L CTix. [SP800-

38A] ~ [SP800-38D] # & M7=\,

#t X7 X % (Parameters for the Key) : #D/NT XA X BNFHETIHEEICEET 5, Bz
X, ECDSA #1121 (5% (p) . MR OMFE (a,b) . Aot (G) . G D% (n)

ndOaZ7y 2% (h) ) ODRAALURNTAEND D,

#E (Lengthofthe Key) :#oOEx%Z vty b (I A ) THET S, #ilé LTIL,

RSA DL 2048 £ v hROFEH Hh#RIG 5 DD 256 &y FTH D,

g/ 7T XL OEF 2 U T ¢ R (Security Strength of the Key/Algorithm Pair) :
5,11 ST NI X L0txa 7 o @E] ICRELEEX2Y T 4BETHD,

#2147 (Key Type) : AFEiTHHILTWAHEX A TDZLTHD,
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m) T D77 7Y 74— a3 (Appropriate Applications for the Key) : &% i

LTEWTr 7 r—v a0l Thsd, Bz, TLS, SSH, TV X NLVEXATH D,

n #txF=UT7 R —ikBl+ (Key Security Policy Identifier) : K58 X 38t ¥ 1 7

0)

p)
Q)

r)

s)

t)

u)

WA TE 28X T 4R v —2RHETLI@MNTFOZETHL, 20XV T 4R
Uo—id, AN OMEETCORT A 73 A4 7 VEIRICHTE > T, Be#I#Y 1 7%
RETLHEDIEHNTL2EXF 272 br—L—KNTh D,
g7 7 Aar br— U AL (KeyAccess Control List (ACL) ) : B S5#EKNA X T
— X OEHEBRETCHIRINT@YIC, KSHE~OT 7 EARARBRT T 4T 4 ZRET
HYUARNTHD (171 @ER~DT7T 7823 ha—v] #5M) . 21X, Microsoft
Windows @ ACL, Linux ® ACL . HSM 2> 7= FiER ENRH 5,
EEM S v b (Key Usage Count) : #ENfEH SL72BED Z & Th 5,
Blgk (Parent Key) : A X7 — X ICBAHEfT T ORS8O E NI L o T 58D Z &
Thd, Pz, TLS1.3 DEEIELbNIKEFRTHIZENTFT 7 v 7 —7 by |
X, YAZ =T Ly hONY Ry v —7 by N lxBggL L TEHIN5,
FEME (Key Sensitivity) : B S8 OBME VITEEEDOZ L THDH, Zhik, VR7
Loy (B zE, R L om) XAIE X v r (B 21X, Confidential, Secret, Top
Secret) IZBFRT 5,
k7% (Key Protections) : BF58#lZxf 4 5522t BEMEL Y — XA FFE (source
authentication) OREA D =X LD & TH D, AMHEIEAEIT, CADOT X ILVELN
SERMRE L Y — ARFEO W G A RS 28 REOH TH D ( [X.509] M) , K FREE
LOED/NY v a BRI EL LTS DI EE L E2EOREOH TH S, vk, B
FHREPNZEDALZT =B NIRRT 4T A POZELEEEIT, TALDBREI AT
DME I MEEANCKRIET 2LENH Y, —RIZ, 1 DO 5HRE (F : HMAC Xix7 ¥
ZNVEL) DEEEMRE L Y —ARIEOm F 2Rt T 570 IN S,
COBRFEAD=XLTIE, WS OND FMEZEZHESZLENDH D
i EeMREICHEHIND AT =5 (F]: Ny v afli, MAC, XIiZT V¥ NVELH)
., BEMEREICER SN AT =L (F] @7 v v 7 TEEE)
i, Y—ARWIECHEH SN AT =X (]l : MAC, XIixT T X IVEL)
iv. BEOHERSEZHREE T O R L - THEE SN HR#EDFR
A L7 — 2 {%# (Metadata Protections) : BEfHIT oh/c A &7 — % DM, HEME
LY — AL RET DLEDIMHEHIN DA =ALDZ L ThHDH, —KITIE, HERE
CRICLAD=ZALTHETEN, MORA = RALTHRETHZ LD, BIEHELRED
TNEZEEFHFOZEND D,
EHEE MR R 7# (Trusted Association Protections) : By 5@tL 2 ¥ 5 — & NIE L < B}
TOENTVWDZ EARRIAET H7OIC, TOREEFHE AT — X L OEHBEGERET D72
DDOAN=ALDZELETHD, LLDEE s) THETOLNTHOHREZL T, W
AZT—=ZPROEOOENLIZHE & L TREI N TV DA, FEBRAEIXR I
LI TWd, ZRUACEEBEGRAESLERESIE, LD TOHEA MRS D &
Th b :
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i EEMREICHEA IR AT =L (Bl Ny afli, MAC, T VX NVEL, XiEE
7t R)
i, Y ARIEICER SND A B =X (F] : B S50 A = X L X IERE 5 1) 7215 41
=
v) HHEf (Date Times) : B 58D REEBROIZDOHARKO Z L THD, Bl zI1E. HOE B
A H (EMECIREBICERE) KT H (EMHEREED O IETEMEIRBICER) | AHIRS%
T 2808 B 5,
w) KZhEEH (Revocation Reason) : B =S8N KRN LIHEEORMBEHOZETH D, iz
X, WSO REROE, B5EY o — /L faiboR, SEETA & OMMBRBEN ., SRR
HENS 5,

4.2 HEIFHROZFEIR

® CKMS PEOVHEHIELTOREZA TORAAREOCERTE, A ZT7—%, 5
BfR, REFEH R EDERE

IHH | FR %% | Framework Requirements ®NE SP800-130

D.01| FR6.1 | CKMS #&itlZ. SN TV A2 ENETNO#EEY 4 T2 HIL KL OE 6.1 i
ZLARTIER B0,

D.02| FR6.2 [T AT ATHEAINTWEIZENZENOH#HY A 7IZ% LT, CKMS| 6.2.1 fi
AT, FHEABROEDICRIRENDIETORA YT —FEFR A X
T X ERPERINGEE OEM TR SN TSR, &
OB#EMTOFE (Fhbb, EAN=XANIEETrER)
G LTI b0,

D.03| FR6.13 | Zh 2 4 72kt LT, CKMS #&itix., Wf5#L A X T | 6.2.2 Hi
— X ERICETHIUTOFEREZHATZ LT IE RS20

a) $EXAT

b) W S#A NN (cryptoperiod) (HAJ#E (static key) (2%t
L)

c) AERTE

i A L2l A RkE (RNG)
i, @AEROMER (FIX, BHRICHOVWTIE [FIPS 186] |
Diffie-Hellman ##f 23 (key establishment key) (2
W TiE [SP800-56A] )
d EFNENDOAZT—FHERIIKHLT, UTE2EDHD
i AZT—=ZDY—A
. A¥T—XDOWRAEFIE
e) ST (key establishment) @ FE¥
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i #EEAF—2L (EHSNATVDIEHE)
ii. #EEAFXF—L (BEHINTW LGS
ii. e barys (EHPHL T e bariEHEh TV LY
&)
) BEBEICHTLRE BIAX BOBEE WEEX2Y T 1)
g) LIAICHT HERE (Blx1X. MAC X7 VX IVES)
h) #Z2#EHLED 77V r—r a3 (HlziX. TLS, EFS,
S/MIME, IPSec., PKINIT, SSH., %)
) #BOFERAPFAIINRZNT Y Fr—a v
j)  #EfRFE (key assurances)
i X fRFE (Symmetric key assurances) (il 21X, 7 %
—<y hFxzv7)
o HENREEE S D D
o PREEDTG B A DRI
c EDOXDITHRIEZFRED D
il. FERFREEIRFE (Asymmetric key assurances) (] 21X,
A & B M O IREE)
o FENREEZ D D
PREEDNS B AL DRI
o FOLIITRIEEED N
i, RAAL U RITAZEHIETF =7
s HMENAMIMET = v I EFEITTDHD
o Fx v IRETINDHKRN
e FDXEIITKRAAL U IRT AZDOHIEDIRIEE 1S D D

D.04| FR6.14 | CKMS #&&Fi%. CKMS (T &k » THERL, &, [z, LU, KOZ| 6.2.2
DMEBEHINDIETCORIA TIEORAZT—FXITONT, £2TD
VBT A R T A A KR T r—~y FEBFE LR TN
X2 b0,

fED - BRR

CKMS DO FHIHT=»> T, THEH D.01~D.04 1T, #EROBIRICH - > TOERFEHEL
THIELERDELDTHSD, DOLIIFAHT L2824 7D~ D.O2I1TAXT—XITEHLT
DERFHE, D.O3 ITHFEHROFASFMELI Y 7L, D04 FFEAXFTEEZHZIZLTWD,

AR OFERFHT, [CKMS AWV H>ETOHEX A TOFHARABR NEKRFE, A X T —4
EHEBAfR. RESFH R 2RO R ITNIERLR V] EROTVDLN, ZZ2TO [2Co#E] OF
MiX, CKMS %3t T THIRIICBIRSCEB T OMLERH L2 TOH (XA 7)) IZxtLToZ &
ZFRLTWSD, 2FE0D, CKMS #it T RMICRRCOEE L TEH6T, 7u b a b0/ Hakic
LU E L CHEBMICAR - FEHINAGZEIIEARNICIIEE RV HL, 2D &iX,
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FHAT BT T r—ay, VAT ANEHBIZAER - ERHIN R S#EE 77 v 7R
I AELELTHSTND ] EWVWORBBEFOZEDNEETHD, LEN-T, ZTOL D R0z
T8 (ZLIEKBEEYa—) KOVWTIEETE 2| LM ZENEE L, HilxIE,
WS EY 22— LRtz G L2l ETh o, b LEFEICHESF TRVWESEY 2 — L
BHALTWIEAREIE, JEETHIE, NETOLEZHFHE L, BSROGEEZMETLZ L
MNEFE LW,

BRI, D.01 Tix, CKMS &t & RN/ RANEIR L CTEHT 22 TCog Y 4 72l L,
EDXHIRBIATZHHLTHL00ZR/ELT LI 2ROTWD, TOBR, ATV 7
b =T OERE, RETECHKE R EEZSEBICTRETH D, Tl (COTS) 7134 AR —7
YY—=AY 7 =T (0SS) ZHEHLTWLIHAIT, AESNTWAHEREEZSR L Tl
TRERIATREDEREZBLIZENTEDLHI DD, B, VAT LANITHMENEE L
BT 2= VRV AT ARNICHHEE SRR LT 72V 2 — ARG EN TV AHAITIE,
CKMS %l HIRINICIEIR L TEBET H8FEHRE LT, ENOHDEY 2 — /L TlEDIL L #1E #H
LR RICEENDIHGERNH D, ZOX I — AT, LEIZS U T, 21X SBOM (Software
Bill Of Materials: ¥ 7 U = 7 fifhE) 2 EZFMH LT, EERHELZITO 2 bEEINTZV,

58D FFEBMEL FIT T A0 FE A X T — 2N ELIBEEMT N TN D
ENDH D, D=, D.02 & D.03 Tix, D.01 THRWH LA 0y 4 7ioxt LT, x5 &7
L BROSEEEEZMRTIEDICHELERDIAZT—ZOHEVHLE, TOMEHRE A X T —
ANELLBEEMSTONTND Z EEERIAFTIHEODHEEZWARICT L Z ENRDOLNTWVS,

D.02, D.03 IZB T 2 EHEBERCEORE FIESCFHHFREOREIZEWTIX, Y A7 LA THEHT
508 on— Ry TREICEDRBRAERFANVELRDL ZLICHESIREZY, fIZIEHKE#ED
R TIL, OS OIEMER 72 7 7 A NMARERKEES 7 1 & AR HAE (Microsoft Windows @ ACL,
Linux O/X—3 v a 0 ACL 72 L) #RHT 2% Hik, M7 OS Ofse (SELinux197g &
Linux LSM20D{R3#) #F|H 7 2% FHik, TEE2UZRE T 5 ik, IC 7 — R TPM22IC &3 5
. HSM2ZHRE T 5 HiER EDXNH D, B, THODMESCHIENREIETEX 22U T 4
FEIZIFENRHL20T, FIHHGORE SN OB ELEX THLEREX 2 Y 7 ¢ 9RE & 214t
T OB FEZRIRT L ENEETHD,

Fro, BOETIE, 77U NEEE SaaS 7e EANH OB S 8E B~ 27 ADORE T IE E % FIH
THZIELEBEZOND, SHIT, BEEESA YT — X OR#ECEEBEBRORE T, fidd 2%
B EHORENARERMEETIECLZEE v 228 AT 25 Kk, it MAC T VX)L

19 SELinux (Security-Enhanced Linux) : NSA I[Z L VR SN2 —VEHEZFEMICHBE T2 L1 Lz
Linux DX =207 4 « T—F%7 7 F %

20 LSM (Linux Security Module) : Linux 7 — 3t X =2 U 7 s g2 IiET 5007 L —ATU—7

21 TEE (Trusted Execution Environment) : > 7 EiZ, @& D OS M HMAL L7z, EHH TX 5 [REEFEIT v HE
RERADHY . TOEBANTUEEZEHIEDLIENTEIREDOZ L, TOHEBNICEHOEENAETH
5, Intel SGX, Arm TrustZone, AMD SEV. RISC-V Keystone 72 E 3% 5

22 TPM (Trusted Platform Module) : i 582 Z 2K M T2 X2V 7T 1+ F v 7, TCG (Trusted
Computing Group) THIE S NZEEEIC1T TPM1.2 & O TPM 2.0 3 E/ET 5

23 HSM (Hardware Security Module) : it % > SMERH 0 ZR2ICK SHE O A2 T 5V 2 — L
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BLIREDW T AN = AN EME ) HiEEHOWTERT S,

4.3 fi & ORfRTIX, D.02, D.03 CTREEMBKRCEOREFIESCFHHFELZ EO X ICHET S
MEFmLLVOMETEBE LIS ML TEL Z T, BRA R HH#E T ESCH TRV T,
2.3 HIDKE W) 4.3 IR T L2ANREEOBEAEMEMI-T I ENEETHD, Z2TO IHLL
OWEEE | OFEWIL, 4.3 HiTRO L2 FHEZBRAN T IBICAMECTED L EEFFEL TV RN
EVHERTEHREICEMRIL LR, EWnWHZEThHD,

Mz T, D.03 THETDHIHEHRSHATH2ETEICONTL, 2ETEDINAEFERL .
ANTHDEICTHHERD D, HlxiE, BEKTETHNIE 2.3 HIO® L. fgﬁﬁiiﬁxf%ﬂ
X 258HE, REFETHNIT 24 HOQ@ L, #RIETHINIL 2.3 HIOD & L ENIEASMEANEL
NTWDLIEEMRTHZIENEETH D,

F72,. D.02 Tix, BEgtE A X T — X OEMTOFEE LT, W72 72 5 5 R GEskbe
WA LUBEENE LW EEABRIET A S AT =5, XIWHEN X2 T 0 FEICEVE
FHOREMENIE LW Z & 2R ﬁéhﬁ7mﬁxww¢m%ﬂmbfw6#(itiﬁﬁ%ﬂ
LTWDH0) 2LNCT S, 22T, BEADT= X LEZBINLESEAIT, 4.380 B 5%
mﬁ%%ﬂ%?éﬁ_XJ_ﬁéb\D%~D07%ﬁﬁ76_&k@60Eﬁ?uﬁx%@ﬁb
HaE. EEy e X220 HT 57 —2) IZ&Y L, D.08~D.10 #i#i+ 52 &ickd 2 &
R E I LW,

D.04 1%, FICHBUHET LRI, ETORIATEORAXT—2 0380 @b d XL

INCT DD I A TROALZT —XOFHABEEZHR L L TBLLZODERE 72D, 21T,
ﬁ%%kLf%%kbfﬁ<ﬁﬁxﬂ%#é%@ﬁ%%Aﬂ&8@%%%%%#6&8@%@%
WD,

INHOEREGHE L TR Z &I VBl zZIED ARSI LT bR REL, £2F
DEENRAE L T2 ckwf%-%mﬁ%k® A WHBRSHERE DI ENHFINS,

F7-. BEREZEONR A ETHZERNHHEIN D,

(b =T N EFERHD

KEHIDO A ETNTIE, K410, BEREREOHRDT 7 & AARE2 Gz N Web h— v X7
LETEH, F12. BUREOLRFATHL AT ATHL I D, F—NAWHELZRITT 533
e LTIEBENICTTAX—F CAZMAICEETLI2EEZ LTS, L, M ETLE
LCOBHZMEICT S0, 22 Tldk CKMS O &4 %2 Web — K-> TEDDHH D &
L., 774 X—}F CAlZ féﬁ%%%ﬁﬁo®f@%ﬁ@ﬁ?é%@&?é%

U FITAR—F CA TORERHERICENTIE, RESGHCEN RS, BN SIKEFEL T, ERkahd kX
2T 4 LI RELSERD, nwm)%‘@tﬂe; U7Fqa L TRbEWVWLLVE, 2 ORMBHER (X7
U w7 CA) 72 ENRfE - TV 5 WebTrust CA @ F#E (WebTrust Principles and criteria) (ZH#EHL9 5 /K HET
HBHMW, TT7A4AX—1F CATIEZZETOKREEZRDOLND F— R IR0 DRV, v, WebTrust CA
EEIZEWEXR 2V T A2 HRTHZLEBROLND LIRS —ATIT, CAEHEED LS RAICERT
LB D DD EBRHT DI WebTrust D W A XV ANREEILR D,
https!//www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-
webtrust-services/principles-and-criteria
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CKMS O i [/

’@‘ Web#—

HIRGE S

75 4 ~— FCAZEF & 55

7T A A= FCAH—
A

X 4-1 JERN Web F— T 25 A

Web #—/ 3%, OS |Z Linux, Web ¥+ — O x FEH3T25 Y 7 b7 =712 Apache HTTP
Server #fif4 %, ¥ =2VT7 470 ban bt L CTLS1.3 747" L, TLS1.3 ZEH T35
Y7 N7 =7 2% OpenSSL #{EH T 5,

TLS BT A 52 HWUICRET A0 ITLSKEHRENA RT A4 ) REEZBRL, FE
HEDEAS L ECDSANIST P-256 4l fH L | 25 #i (85 %) @ ECDH (3 X25519, X448,
P-256, P-386., P-521 il 45, 72k, ZOREIFX ITLSHEREY — & EMI D Apache
WZBRT O BSBIZ L TWD,

D.01 (TR 28 1 1%, i - BEARICEHE L2 X 91c, CKMS Bat#H 2 sy IZ 3R
LCEHEHTI|-BTHD, KETLTIE, Web VA NIEYHEDTZHD Web 4 —"OELHD T Z
AR N ABIHEEN G E S SR L 2D, £72. TLS 1.3 0#zs# (#4%) © ECDH B8
Rkt L7225, 703, OpenSSL WNHECTART 2 TLS & v v a & THIH 25 813 E Bk 4244
L7rb, Flz, Web P —"OEBALHDOT T 4 X— ML ABH#EIL, PKCS#8 (RFC 5958) XD
WA= FEW 7 7 A NVTHRET 5, 2O 5{kIZiX AES128 £ @ CBC &— F & F|H]
T2,

CZTCHERATAEREITIY A FOESYED D RO T GEHED key usage 117 F B4 (Digital
Signature) # & £ 2T NIE R B2V, ok, GEAEIXZ Z CTHEELERABUATIIER TE 20
ZEITHESINT W,

LED A =TT H5E#E0IE,. LD TN Web 3 — 32 X7 AT H50#61) o
Xricin,
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W Web H— 33 25 A28V A ERHE ]

D.01 |[Web — "MFIHT 284 1 7]
® E4T7 LY X ECDSA (P-256)
® EHXTT A N— L (Private Signature Key)
® E4/ABH#E (Public Signature Key)
[z (AR TRASh Y 1 7]
o S (JEAE) 7= U XA ECDH (X25519, X448, P-256, P-386, P-521)
& HAOEE W77 14— ¢ (Private Ephemeral Key Agreement Key)
o HAE IR (Public Ephemeral Key Agreement Key)
D.02 |® FEXT T A N— ML, PKCS#8 (RFC5958) WD/ AT — ST 7 A /b
TRIFT D, 7 7 A VK E{EICiE AES128-CBC #fIfi4 %5, Z @7 7 A /LI Linux
@ root HEFR THRTE L. root #EBR O M= — X Linux ® ACL T7 7B A§ 52 &
DTERVNIHIZLTWVDS
o FEXABBOTEMMREDTZDIC, AR FICHHIN TV ELAREEL X X T —
% (subjectAltName, subject key id 72 &) 1IHE 5 A D =X L (T VX IVEL) I
X VBEEMTOND
D.03 |[B4 77 A ~— Mk & B AR ]

a) XA
® EHT T A X— g (Private Signature Key)
® E 4 /ABH#E (Public Signature Key)
b) W 5 S AT 2 1 [
® EHIEDOHMWIM (BA T T4 X— M, BAARRSEOAHZNWIM)
® H KIF[H 2023 425 A 8 H 00:00:00 ~ HARREM 2024 426 H 7 H 23:59:59
c) ERKT B
i) fEAL7ELEAR % (RNG) : Linux OEKEROREET N4 2 ThH D
/dev/irandom % fE 3 %
i) SEEROAE  FIPS186-4
d) ENENDOALZT—FHEREIZHLT, UFEEDDL
i) AET—HFDY—2RA
AKX T —H BEF# (common name, k4 . A2 . subjectAltName, subject
keyid 72 &) oV — 2%, GEAFELER LT & & D Web +—,30 FQDN, IP
T RUVA, fFHTAZESCT LI AL EEOLERBREBRICIZVILET S
i) AXT—XORGESE
HHEICEER SN TVDEAZ T —ZONERIEDT-DIZ, T T4 — b CAM»
DIfE DREE NS A DA MERGE, KO FQDN & IP 7 R L 20O — B
FEhid 5
e) SN (key establishment) @ FE¥ : xf5:4t
) BFEICKTLHHE (BIZIX, BOWEME, HHEEX=2D T 1)
BT T4 X— ML PKCS#8 (RFC 5958) AR D /SR T — RfF & B S{LRAET
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BRIFL TS, ZDO7 7 A/ViE Linux @ root #FTA &2 L THRFL., /L— FLSk
Oa2—P X Linux D ACL CT 7B AT A LENTERNEIITLTNAS
g) AT DR (Bl x X, MAC XIET VX ILVES)
FEHEX T I A RXR— M CAILXLDT VX NVELIZLVIRET D
h) #2FEHLEL2T7 7V r— a3y
Web Server (Apache HTTP Server). TLS 1.3
D) BOGEHANTFAIENBZNT T F—va v
WTHRELET 7V r—ya Y USMIERZFFR LWy
j)  #ELRFE (key assurances)
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