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M (Version5) 12T 74218 B 2338 DFREMI SR,

ES-C2M2x3 #1002 DoE KEBAEEDELX L) TAIR—IAVNDORRAELZRTET HE
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(R1:2014/9) HHEES AT LDEX ) T4EZHIZEAT ANIST RAELAR—k,
19T 71971 B D EHEMNSHER.

%1 CIP: Critical Infrastructure Protection Standard
(BEAVIFRET M\ —EFa) T4 HE)

%2 NERC: North American Electric Reliability Corporation
(LREBEAHEREMEFTESR)

%3 ES-C2M2: Electricity Subsector Cybersecurity Capability Maturity Model Program
(BARBREFL)TAIR—DAVEREETIL)
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Bx
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1K = & = & = & =
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ES-C2M2& 14 IPA

v ES-C2M2 :
KEDoE*H\B% L f=Cybersecurity Capability Maturity Model Program

(PAN—tEXa)TABABBREETIVL) OENXFRETIL
*Verl.0 : 2012/3., Verl.1l : 2014/2
( Electricity Subsector - Cybersecurity Capability Maturity Model Program )

V XBBHTEDEFX AT AIRDAVMORRBREZAET S
BCEHlE Y —IL
(I0F A A > x37B4EX312T 59 T 4 RIZx L TAEERS < 554)

VIPATIORAA U X3THEX312759 574 A EZHAREE(L

V Fxzv—hk (KA ED LA ZBEZEE T AExcelFR)

V BHE (KA VEBOBE, AEESE. Fiv o — MERAE
EDMREE XA R)

¥Department of Energy (ZRIILF¥—H)
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ES-C2M2

N> &

EOHE

S~ )
N T

B Objective EE]
1. Establish Cybersecurity Risk Management Strategy 1. AN\ —txF1) TR EBHEBRDOETE
RM |1 Risk Management 2. Manage Cybersecurity Risk 1. YRHER 2. HAN\—tFaT)YRIEE
3. Management Activities 3. EBF7HTAET
1. Manage Asset Inventory 1. ﬁjﬁ’f?“‘/l"}%fg
2 Asset, Change, and 2. Manage Asset Configuration 2 BE.ZEHLVD 2 BEEEBOEE (= ———— ..
ACM Configuration Management |3 Manage Changes to Assets BT 3 EEDEREIR 1 . XPagg _

e MR A,

e L AEETOTACT A NS

IAM

3 Identity and Access

1. Establish and Maintain Identities

2. Control Access

B TATUTATAELY

1 FPATOTATADREIL S LU

2. 7R

Management 3. Management Activities 77“2;0)%;; 5 %IETO%/{E?{
[T T T T T T T T T T T T T T T T &t and Respond to Threats T T T T T T TBRORE S T TTTTTTTTTmmmm T
TVM 4 Ih’:/el::r:aan:myeur::erability 2. Reduce Cybersecurity Vulnerabilities 451?&!3?;5;: 2. HAN—EX a1 TfEEDIREE
anae 3. Management Activities eSS 3. EET7IT(ET«
1. Perform Logging 1. O OEE
2. Perform Monitoring e 2. ®E=RYLY
SA RlSILeticnalANarSaess 3. Establish and Maintain a Common Operating Picture (COP) 5. %;REEE& 3. ,\J_ilk,ﬁ'.p,mﬁ‘z (COP) U)%Etffgﬁ
4. Management Activities 4. BBTITAETA
|SC |6 Information Sharing and 1. Share Cybersecurity Information 6. [EIRILEH - 1. Y AN—tFa)T1EHROEE
Communications 2. Management Activities Saz=4H5—3arv 2. EET7HOTAET«
1. Detect Cybersecurity Events 1. G AN—tFX21)FAANU DR
7 Event and 2. Escalate Cybersecurity Events and Declare Incidents AR AT 2. HAN—tX1TFAARULDIRA L/—:{E“/&’f”/:/_ﬁ"\/ FU)EE
IR Incident Response, 3. Respond to Incidents and Escalated Cybersecurity Events “ann on B AVITUREIRAL—Lavdntfz A/ —tFa) TAANV A DR G
Continuity of Operations 4. Plan for Continuity ﬂm&i%%'{f‘ﬂ 4. %%ﬁfﬁ§+m
5. Management Activities 5. BB7I9T4ET«
B 1. Identify Dependencies _ o s o 1 ARFRERDIFE
EDM P Sugg:r:;agegzgdencies 2. Manage Dependency Risk 8. 'U'j7ff7':l;:—./fa<k0 2 IKBEVRIDERE
Management 3. Management Activities SR IEEIE 3. BEBT7HOT4ET
1. Assign Cybersecurity Responsibilities 1. HAN—tFa)TA4IZBTHEENEIYLT
2. Control the Workforce Life Cycle 2EBBIATHAIILDER
WM |9 Workforce Management 3. Develop Cybersecurity Workforce 9. E5EHE 3. HAN—tXa1TAEEDER
4. Increase Cybersecurity Awareness 4 AN—tXa1)T(EHDOM L
5. Management Activities 5 BB7OT41ET4
1. Establish Cybersecurity Program Strategy 1. Y AN—tF1)T4TO5 S LERDETE
2. Sponsor Cybersecurity Program N _ 2. GAN—tXa1T4TOTSLDAR A — 9T
CPM |10 Cybersecurity Program 3. Establish and Maintain Cybersecurity Architecture 10. FAN—tFal)T4 8. HAN—tXaTAT7—FTIOF v DERELHE
4 4
5 5

Management

. Perform Secure Software Development

. Management Activities

TOISLER

XTI TRE

EBT7ITA1ETA
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ES-C2M2

T59T 4R EER ML )LMI L (Maturity Indicator Level)

v'MIL (Maturity Indicator Level) :
v IEAEIRIEL NI (MILO~3D4ERRE)
vV BEICHELTERTANETSIT71ADMIL
& (MIL1:51, MIL2:126, MIL3:135)IC
BE312@V ANy TINTWS
XMILID TSI 71 RUETARRNEMFTIC
RETEBLIFETINTWNS
v 75974 ZDE R FHE (4EXBE) -
BRILER. FRIERZOTMED
=22% (Fully Implemented) |
[ KERDRE: (Largely Implemented) |

[—ER4> 2% (Partially Implemented) |
[FR2% (Not-Implemented) |

v MILOD L :
MILIZ R XA v EBIC&EET U TERE,
RXLYDHBEMILD TS5 T 4 AL TERL
=52 HMILIE TER | FE &5

EERFIEE:

IAM® BE1DOMIL1 73527 1 Ra~c(|AM-1a~c)
LUV BEE2OMIL1 73527 1 Ra~c(IAM-2a~c)D
L2 TERTMILL, ENHD—DTERERZEMILOD
EU LT P AN

(IAM®DIBE. BEIICIEZIMILNICTS2F7 4240 1)
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KA B2 MIL [F59T4X
A TAToTATAD, BE~NT I LAERELT HBLERLVLOMI T (71 (Bl 9—E
R FNAR) ISTAESI=VTENTING (B8, ABKERET AT T T1 2R T2
DTIEELY)
MILL T L 7o vl (credentia) A& EA DT I L AEE LB BET HIALESEV T 77115
o FENTWD Bl /SRD—K, RY—kh—F, SEBE, )
1;&;1&%;” . R BBl 7 AT o T AT A ERASR TS
(1. Establish and d. 7AFoTATADLRC I A EBBICLE 1—3h, BEan. L5 ThHHoEMRIESNT
Maintain dentities) WD (Bl FATUTATANEL T I L AEEBBEEL TV B EERED)
MIL2 | e. LT v)l(credentia) SEHIBIIZLE 2 —3h 52T, BEREBRHMNELIMEAE X
UTATAIRIF VTV BT EAMREEIN TV
[ AEI ol T AT o747 4|3 CE B - FIRBRR - EESTL S
MILS g. JL T v l(credential) DB (EMBO IR IBEEERIZLTLS (Bl:VRIOEWNT I+
RITHL TR BERBIDIL T v ILE) (RM-1c)
a YE—RPIEREEHTT I ERBRNTDHLN TN (FIERABHIGEELRTTON.
BEISTIRAEEHAINB I T4 T DR, HASNBT I LRAOFHE. BLVRIE/ ST
MILL A—AB(ZDV TR (guide) BN 525N TLVA)
b, B ICEDET AL TUTATAIST IR AEN T EENTLS
C AEGol-7 L AN EHIESN TS
d. 7OLRENNR/MEREBBAZEDRAIISE LTS
Farorars [T 2EAME o e T OERBIBIHT pERAAES —F |-k LEA—ShABEN TS
wxy @ Control Access) T 10oliER. BEET 7 tA. RBTVEX. BRURET NI BMOBEEE=5>
FHERADEE JhThh TS
Identity and Tt AERA B CE B EE CLE 1—ah. E S ChIHEN RSN TLS
Access h. BEADTIEREIX, T72002aVITi T BYRYIZEDEEEA—F—ITkYFESIT
Management MIL3 | L\D
(IAM) L AN—EF )T ARV PO KIEERTIEIEELTRELGT VL ROEANE=I—SNT
W3
MIL1 MILLIZT ST REL
a. XBAELITSOTARIRENT A ToTA T4 DL HIREN. 7 I EAFIEA TN T
%
b. 7O L AER LV T AT v TATA BB ITETADHNEBRRENHESN, BELTLS
MIL2 | C. PORREETATUOTATADERT I TAETAEYR—I T B0 DENI)Y—R (A
B BLUY—IL) BEHEEN TN
d. PORREETATUTATADEET T AE T4 DIERBELH HEERB LU VELIE) HARS
AUPHEEShTOS
3. &7 HTE T4 e. XBIL SN RS —F - ZOMBEIERIZEY . FOLREETA T TATA DEETH
(3. Management TIETAITEHMN IO TS
ctivities) f. POERIEET A TUTATADEEAY S —I2(f, BRI BER LU (E L) A5
EPDFHDIAL T/ T RERNEENTNS
MiLs | 9 7O EREET AT T4 TAOEET HTAETANEHMMITLE 2 —Sh RyS—(L

TWAIEMNRIEENTIND

h 7ORREETATUTATADERTITAETARED-ODEELERMNBLEICEZS
ncTud

I POCREETATUTATADEBT I TAET4EEET HELFF. FLONEBERT
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ES-C2M2MDERIZDUNT IPA

® MIL (Maturity Indicator Level) IZE§L T

v (DOERIEB)MIL2,MIL3 DEMFZEF T HEDTIELGLL AR DEEXEEFNTERD
HWEHEBR)EMNRZEZ. BHADHIREAEXEZED THEEXITOILOHDETIL

VKNGl HLFUL R L OB RSO YRV EEERIZL TV S(AM-1g), BESLUFERDAAL—LavD=—X%
HR—BHAN— X1 T EEEEREMSEREIN, SN TS (WM-3e)

® ES-C2M2MDERAT, YA/N\—tEFaUTADIRIIRI AT
35 [THBERICENAZVHDHR R THSFHEA AT EE

CSF(Cyber Security Framework) . METI:CPSX® R IL—LT—VDEEA T
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TS50 T4RIZEITHERIINERIRITEHRE L IF DT EH DA (ONG-C2M2[EC2M2L£<EL)

FxX4> BiE MIL C2M2 ONG-C2M2 ES-C2M2 ES-C2M27°5 2 5 14 R§R
TVM |- BELDYE a. Information sources to support [a. Information sources to support [a. Information sources to support fa. ZEEEBDTIT(ET1EHYR—
Extis threat management activities are  fthreat management activities are  threat management activities are (3578 DFRFHZFELNVHEIN T
(1. Identify and MILL identified (e.g., US-CERT, various |[identified (e.g., US-CERT, various |[identified (e.g., ES-ISAC, ICS- L\5 (5 : E-ISAC, ICS— CERT. US-
Respond to critical infrastructure sector ISACs, [critical infrastructure sector ISACs, [CERT, US-CERT, industry CERT. Z2HRHE{K. A4 — EIIZ
Threats) ICS-CERT, industry associations, [ICS-CERT, industry associations, [associates, vendors, federal LDIERIZHEDIS)
\vendors, federal briefings) \vendors, federal briefings) briefings)
2. HA4/\—t a. Information sources to support [a. Information sources to support |a. Information sources to support |a. YA/ \—tEF 1T DHETFHED F
o) T4HE5 cybersecurity vulnerability cybersecurity vulnerability cybersecurity vulnerability HEHR—F 30 DEREE
DR R discovery are identified (e.g., US- [discovery are identified (e.g., US- [discovery are identified (e.g., ES- [LWHEHh TLVS (fl:E-ISAC, ICS-
(2. Reduce MIL1 |CERT, various critical infrastructure|CERT, various critical infrastructure||SAC, ICS-CERT, US-CERT, CERT. US-CERT, R HK, RV
Cybersecurity sector ISACs, ICS-CERT, industry [sector ISACs, ICS-CERT, industry [industry associations, vendors, F—  ERICLHERRBDOE. A
Vulnerabilities) associations, vendors, federal associations, vendors, federal federal briefings, internal ERETA)
briefings, internal assessments) briefings, internal assessments) assessments)

ISC [ ¥1/1\—E b. Responsibility for cybersecurity [b. Responsibility for cybersecurity [b. Responsibility for cybersecurity |b. 4/ A—tF 1) FADMEZTED
o) To1ER reporting obligations are assigned [reporting obligations are assigned [reporting obligations are assigned [EEMNEEICEIYLTON TS
DH*EF wiL1 [to personnel (e.g., internal to personnel (e.g., internal to personnel (e.g., internal (RERERE . DOE Form OE-417, E-
(1. Share reporting, ICS-CERT, law reporting, ICS-CERT, law reporting, DOE Form OE-417, ES- [[SAC, ICS-CERT. &G4 E)
Cybersecurity enforcement) enforcement) ISAC, ICS-CERT, law enforcement)

Information)

IR B 1vYTrh c. Reporting of escalated c. Reporting of escalated c. Reporting of escalated c. LRAL—avanf=H A/ —t
LI RAL— cybersecurity events and incidents [cybersecurity events and incidents |cybersecurity events and incidents | a!) T4 ARV cESULTURDER
avEnt-t is performed (e.g., internal is performed (e.g., internal is performed (e.g., internal EDNERINTILNS (NEHRE.

A /\—t ) reporting, ICS-CERT, relevant reporting, ICS-CERT, relevant reporting, DOE Form OE-417, ES- [DOE Form OE-417, E-ISAC, ICS-
TFAARIIA ISACs) ISACs) ISAC, ICS-CERT) CERT#:&)
D*FIE MIL1

(3. Respond to
Incidents and
Escalated
Cybersecurity

Events)
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. Access is revoked when no longer required o REI Ao 77 72 REASIEENT LD P2y . r JT é ES % ]
d. KAclcelss reaquirements incorporate least priviege and separation of duties | s s P MIL2
2.7 7 2BIE [
o (2. Control Access)
TAFYFATABE MiL2
UT e ROBR
Identity and Access

Management Bk

16
(IAM)
" } i < \
. Access privileges are reviewed and updated to ensure validity, at an 7 AR ER R LA TL Pamgh, FUTHC EHRIESNTIG | ABaRE F_j—\}?‘_ J— I~ .
organizationally defined frequency . Y .
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c. Adequate resources (people, funding, and tools) are provided to support. o, 7 7 £ AMET A 7Y 7 74 DBHT /74 ETAEYH—RTBLBOBWIKYY =2 |
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6 s Fr—rhibOEHF
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® NIST IR 7628 Guidelines for Smart Grid Cybersecurity

NIST (77 X A E L E R i

| —

M) ICE > TRITINT-

AX—NT)yRAERRICLI=EX2)TA4HARSAY

« AX—MJyRDERZBHELT.EERRZBNELIZAT—NTUYR
FEIZEB M/ SRV (Smart Grid Interoperability Panel: SGIP*) IZT,
NISTBRAD T KBEAT—rT)yROEF2) T41ZEEE L TERK
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X1 TAHARZAVDOREZEHN

@ JRYR—ZADYA/N—EF1) T4 NEKF

EEEANDYA/N—

BERT

« ZDAARFAVT. BEEFRBRRRICALAYAN—EF2) TR %

WMETIHTEN AR

XIFSEPA (Smart Electric Power Alliance)

Copyright © 2019 &R 0L EE HEEEAEEAE



NIST IR 7628 DFERIC DWW T

[RR—KTUYRHALIN—X 2 T1D=ODHARSM12] XEFR

Volume 1 FVIRDEF )T, T—FTIOF ¥, BEUNALARLEH

F1E NERREEE (SEME-BEEOERLY (/1 —tF2) THK)

F2E TVIRDRBT —FTIFvEABTI—R (22D H/BAB—T(AHATTY):LIC)
E3E BLALEFXL)TAEHR(LICCEDAI—N VR DEEREF 1T+ EH)
FAE EEbEREE

- JFHRA - YAN—EF 2 TAXEDIORI+—)
- {H%B - EEG XV TAEGEFB T XU T4To/BSEY—ERDH)

Volume 2 TSAN—ERT—RT R

TIAND—ERT—T )k

)
(631
ot

- {HEC - BHRMAADER

- {$8D - BELHEZERAY— M VIFOI RN F—ERAEICET S HEINE TS/ —TS5IT4R
BEZENEERELET 42

- {HRE - TS/ —DFIFAEH

- F8RF - RX—bTUIRDNALANVEBEERI—T A TATIA N —Z B H OB E

- fHRG - FoAM/N\—BEDER

Volume 3 DT LS E K

(o]

MEsstEo >R

~

RELT YT (TR D) TR HT)

TJUIRIZEFE2 A N—tEFa )T HAREFKT—T

o | ok | Aok | ok

©

EELEL—DE

AR
(o]

BELGBAVATLDEX 1 TA4EH

)
ot

- [H8%H - /B FTT—AATITIDEHTTLI IR
- 5% - BEAEXVTABHE~ADIVELY

- 1R - AEEBSUVEFE

- {$8%K - SGIP-CSWGH L USGIP 2.0 SGCCRE

Copyright © 2019 &R 0L EE HEEEAEEAE



NISTIR 7628 Ot*Xal )71 EH

EFXaYTAERTFIY ZHE
SG.AC th;‘:f”ﬁ" | 21
W)
= B
SGAT Awarepess and Training /
v ! 9 773 U SGAU jEfﬁf?ra\lz)quc{ciountability 16
v 197 21977 DEHRBEED) coca [EF2UTRmER s
) Security Assessment and Authorization
B EEE
— SG.CM ; . 11
. ‘lz #:L U T/f g{d:d) %%E%% onfiguration Management
N sg.cp [EMDtEE 11
UTFDEITHRABRAENODERNRINTWS ' ontinuity of Operations
scia [IOACEEE o 6
dentification and Authentication
A2 =3 S =
D XEDHERTELER SGIp [RARUXEER 5
Information and Document Management
o NIST SP8OQ'53 SGIR (S FUMNLREVR 11
«DHSA#%0O7% : Incident Response
. AT —h- Ty NERY AT LAORAFEERT
NERC CIP SG-MA Smart Grid Information System Development and Maintenance /
= S
= > ——_ SC.MP I)\(/Ije_(;flé Iliji:ection 6
@ wEBAVy—7x—2HFT) (LIC) &  Protection___
Z $BR > SG.PE MESLCREEF1) T4 12
%jaér- l//\}[/ ) Physical and Environmental Security
SGPL Xal)T45HE 5
) Planning =
— L X470 SLER
@ %55'&771&%;%% SGPM Security Program Management 8
=55 N — g N "‘ VAN ABEFaY) T4
(K'ﬁ:%/%f;j—gtb BIR‘I?H’%& d\é) SG.PS Personnel Security 9
SG.RA JRAOEE & T 6
- TR — ' Risk Management and Assessment
@ LICCEICHREINS X1 T1EH soon RX—FIUsNERS 27 LEF—CXORE »
) Smart Grid Information System and Services Acquisition
sgsc RN TUYREERY AT ACBREORE 30
) Smart Grid Information System and Communication Protection
SG.S| ZY—h- TV RER AT LEBROESE 9
) Smart Grid Information System and Information Integrity
BRI EHH 197
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(DNIST SP800-53. DHSAH4AM[4 . NERC CIP &ML Ext i F= (SG.ACHR#)

EEICIEE Y

Category

White = Common Governance, Risk and Compliance (GRC)

Light Gray = Common Technical Requirement(CTR)

Smart Grid Cyber Security
Requirement Category

ISTIR 7628 Number

Smart Grid Cyber Security Requirement

ICategory

NIST SP 800-53 Revision 4

IDHS Catalog of Control Systems Security: Recommendations

[7 71 24 (SG.AC)
JAccess Control (SG.AC)

ERC CIPS (1-9) Version 3 October 2010

ame for Standards Developers
y CIP 003-3 (R1, R5, R5.2, R5.3)
ISG.AC-1 77-‘21%“@@75%‘??]'@ IGRC AC-1 Iccess Control Policy and Procedures [2.15.1 IAccess Control Policies and Procedures CIP 005-3a (R1, R1.1, R1.6)
Access Control Policy and Procedures
CIP 006-3c (R2)
VE—NTOEADFEEFIR I CIP 005-3a (R1, R1.1, R1.2, R1.6, R2, R2.3, R2.4)
ISG.AC-2 Remote Access Policy and Procedures IGRC AC-17 Remote Access 2.15.23 Remote Access Policy and Procedures CIP 007-3a (R5)
CIP 003-3 (R5, R5.1, R5.2, R5.3)
hovNER [CIP 004-3a (R4, R4.1, R4.2)
ISG.AC-3 Iccount Management IGRC AC-2 Account Management 2.15.3 Account Management CIP 005-3a (R2.5.1, R2.5.3)
CIP 007-3a (R5, R5.1, R5.1.3, R5.2, R5.2.3)
b 5 2 D2 CIP 004-3a (R4)
ISG.AC-4 IGRC AC-3 ccess Enforcement 2.15.7 Access Enforcement CIP 005-3a (R1.6, R2, R2.1-R2.4)
Access Enforcement
CIP 007-3a (R5)
nformation Flow Enforcement 2.15.15 Information Flow Enforcement —
DD . . : . CIP 005-3a (R2, R2.1)
eparation of Duties Separation of Duties 2.15.8 [Separation of Duties CIP 007-3a (R5.1, R5.2)
5G.AC-7 Iﬁ”"‘ﬁ”’.ﬁﬁ GRc  hc-6 Least Privilege b15.9 Least Privilege CIP 007-3a (R5.1, R5.2)
Least Privilege
ISG.AC-8 E7/{‘/§iﬁﬂ)%ﬁ$§ ICTR AC-7 Unsuccessful Login Attempts 2.15.20 lUnsuccessful Logon Notification [CIP 007-3a (R5)
Unsuccessful Login Attempts
RY—h- 70y RERS 27 LFI BB
ISG.AC-9 Smart Grid Information System Use ICTR AC-8 System Use Notification 2.15.17 ISystem Use Notification CIP 005-3a (R2.6)
otification
Previous Logon (Access) Notification 2.15.19 Previous Logon Notification —
IConcurrent Session Control 2.15.18 IConcurrent Session Control —
Session Lock 2.15.21 [Session Lock —
— 2.15.22 Remote Session Termination [CIP 007-3a (R6)
Permitted Actions without Identification Permitted Actions without Identification and
Ay 2.15.11 A
for Authentication Authentication
CIP 005-3a (R2, R2.1-R2.5, R3, R3.1, R3.2)
Remote Access 2.15.24  Remote Access CIP 007-3a (R2.1, R5)
ISG.AC-16 A _#577137\0)%”1]?«, -— IGRC — — 2.15.26 Wireless Access Restrictions CIP 005-3a (R1.1, R2, R2.4, R3, R3.2)
ireless Access Restrictions
R—9TNBECENALNTIAADT I £
ISG.AC-17 . IGRC AC-19 Access Control for Mobile Devices 2.15.25 IAccess Control for Portable and Mobile Devices [CIP 005-3a (R2, R2.1, R2.2, R2.4, R3, R3.2)
ccess Control for Portable and Mobile
evices
EEREES 2T LOFA
ISG.AC-18 se of External Information Control IGRC SC-7 Boundary Protection 2.15.29 lUse of External Information Control Systems CIP 005-3a (R2.4)
ystems
5G.AC-19 P2z soTsEANE cR |- - b 1528 [External Access Protections CIP 005-3a (R1.6) CIP 007-3a (RS)
Control System Access Restrictions
XT) ) VTN
5G.AC-20 STVIOIT Y AR AR 7Y Gre  pc22 Publicly Accessible Content = - =
Publicly Accessible Content
27—k
ISG.AC-21 IGRC — — 2.15.16 Passwords CIP 007-3a (R5.3, R5.3.3)
Passwords
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ToemiRTER -SEFTAD SCADA & DCS D

R AR BRI EROm . 2 En TN —5 LHE [ % SCADA LBAEDENF—ILry TREOR o = "
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