e L TS T

'lm ll.‘] ;i'.‘ “D.

DE RN YA N\—tF+1UFT+«
INTA—-X>ABIR

Version 2.0

2025%12AH
RKEYAN—EF21 VT - A2 ITSFANSOFvEFIVUFTF (CISA)

This document was created in English by the United States’ Cybersecurity and Infrastructure Security Agency (CISA). It has been
translated by a third party and neither CISA nor the U.S. Department of Homeland Security reviewed the translation. Neither CISA
nor DHS is responsible for any errors or omissions relating to this translation. CISA has granted permission to IPA to use the CISA
logo and related properties only in a translation which represents a faithful reproduction of the original, and for no other purpose. All
other rights reserved. You can find the original English version of this document at CISA.gov.

AXEFRETAN—CF2UFT v - A12TSRAESTFvEFIUT AT (CISA) ([CKDRETERSNL. E=BICXDHERTHD. CISA

&U*lliu@ﬁﬁﬂé (DHS) F#IERNEZL E21— LU TULVRL, CISARUDHS(EASERICEES DR REICDLWT—HI0EEZEEDR
o CISA[S. IRIZATECE N BIRLIBHEEMAE (IPA) (L. EXZRER(CBRUEHRICEVWTOACISAOOTRUBESEZERAL. TN

J—X%ODEE’\J"C‘(JEFH LW EZFAI LTz, TDMDIEFIFETEBREINTVD, AXEDRX (3REER) (FCISA.govIC CTHIERIEETH D,

ASCEF TLP:CLEAR EX—F2T2NTNS, BERICHIBRFR . 1ERRE. BERSNDABRAIBIUFIRECH . 1EROBRY R IM R/ BRE
([FFRATIRE THDIHAIC TLP:CLEAR ZEHTES, FENREIHERRICHEL. TLP:CLEAR [BIRIFFIRR<EM CED. STV IS KT
OV (TLP) (CEEYZFEME. ST+ vOS51 ORIV (TLP) DEELMFERE] Z#SROI L,



https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.cisa.gov/sites/default/files/2025-12/CPG_Report_2.0_508c.pdf
https://www.cisa.gov/sites/default/files/2025-12/CPG_Report_2.0_508c.pdf

BsERiR

CPGOEE

1. #54 (GOVERN)

2. §#5I (IDENTIFY)

3. P5iEl (PROTECT)

4. #35 (DETECT)

12

15

18

28

5. 33t (RESPOND)

6. {€lH (RECOVER)

29

30

31

35




BRENRR

SEDHRE

CISA(Z. REDEEA > IS(CHITDYA/\—Fa1 VT DIKREBROINAOIFEICRT DMBEDHNREZEDCHC. B, RED
B, BRI/~ b —EHRICBLABHLTND. 5L/ = M —2w B IUCISABBDOY A /(=T EIAT N BB/\>FT 1>
. A7 hIGESZEL T, BEEA > IS (CHEIFDITA/N\—EF21UFT 1 DRI RIS U7 1« ADRMNERRN (CHER SN TN D,
AEROREBE CERZRHEUCEMIFRVOCEE (> ISEEED. ARORBERUE.

i BBEOYA/N\—tF1UTREICERL TS, FIRIROE#TE. FE. A, BRIAENRSNTLSHEENDD. —7.
B UIES AN\ —F+1 U« TOT S LZF DML, FCHE - EREG (0T) Z28VRRICHENT, BELRBED—F5%iT<E
IS, BERNIPHHZBRIZREHB LD EBDH TS,

HAN\—tF2VUFT A DHAI > RILELSAFEIEETHDN . £ < DIE#NS. ROKXDBIIBHIVETZ EOBEHNBERE(CHFESN TS,

1. BRODURIERZESIZ5T TS 07 1 XD:#H.
2. mARDMREEDEHD. CNSDTS05F 1 ADBFEIBAITIT.
3. LIREEEEERCH LTI ST ADMEZIER D E.

CISAIZT S Ul —X(CMIG T BT, DEFEUHIR S A /\—tF21UFT /(T4 -T2 XBE (CPG) ZHRELIZ.

CPG(3. EREd (IT) BLUVOTHREAITOEE{EENE, RREFRDOY AN\ —tF1UFT A BilRTHD. CPGIIUTDEDEIEMH
3-50

o REDOBEUCEDETZ. BETEANLRTSIT 1 X,
o EREXIETDHD. EHIIMRERDER.
o  REDERH. EEDONFIY—D. BIEREERITEICK D YR IERDIZDHDR—RSA >,

fieaoehE EREEARERATATRR (NIST) BA/\—tzFa1 U1 TIL—AT—2 (CSF) 2.0EDEEMCHTBCISADTIIY hXA>

NTEDE, CISA(G. HUaHEEZIBINYT D2 & TCPGEE LTz, COFMTRIOSIR—F ME, BA/\—tF1 U+ DEE(CH T DR

-5 -2 TOEEREE ZBAL TLD. TNUE FHAEE. VAIIRIAS b BIUHBEBADOY A /-1 U5 DEEE
HHREZERA L. MRNFEN R 2T 1/ —BBDOERTH D LVWSRAIZEET S,

CISA(Z. CPGZEIHUA I <KEANRBDEUTERETUIZ. CPGIE. — RN T > /D hDd DY /= X OZEHEN DEFR(ICHNT B
EEBENELTED., H/N\—tFa1 VT DEFELIT TR, BREBRIBOEMHEEA > /(-2 SOIEEMINRRT — IR LT — (CHIRM#
LY LVRBERDTLS,

P, MNBUF. 5B, EMNBUS. BRIREBUN. RRIDEFFOZEOMEMN . 2022F0URARLE. CPGEREUTEZ. FHEAME
ilE. NER—XSA>DO8A)\—tF1 VT HEERZHMAL. DA/\—tFa1UTrDUY-RERZBIN I DIeH(CEALIE. U
MU ARURIR AR BFRACBTHR &/ FURIRI & DRI T ECPGBAIHRENEL TH D, NHIRIEHIEE L N LOBFEBANRTEIC
BITLICEHTDIENBL, CORECHTDHADER(E. BERDREULDEDE. BHAEIE. FRVEREZENEITDIS YLD
IF7BENS., BHEPERE > I SEESBELRERTEDHREX T, SIRICHIEDAERMARTO /T NeBDHEEZD(CLTER,
INSDORATRFHECT. ERZERE. BELZERE. TUTTAUDEROEREZEICIRTZETZS LTS,

2022FDCPGARLLE, EREFRSNDZEDD. EHEDHA/I\—ttF21 VT URTHMRAE LTS CISAR. BF5NTZEGEIZERD AN,
EHTODNIST CSF efGTiREBEE. UTORE(THLY DTz, ACPGEHRZAKRY D.

LB — b — (L 16DEEA > I SRFICE N DB FUBRDTFDYUXITVREAY NEFAHEENEENS.

2



https://www.nist.gov/cyberframework
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors

1. OTHAN—EF1VUFsFRBZEN, UY—-IABRBLTWBIZERZW, H/\—F1UFER(F. ECESRIITS AT
LAICESZETHRIITHD., OTRENEZSIEBEN DEARRYAVZMEECEEL TS, HSEEEIMR. NSO RFTL%E
F1UST o TR EBEEEARAMDEDISRETUTEE. £z HAFHAFDREMEEREL TLDIBENEZL., RY hDO—2
[CE{TEBROTT /A AMEX B (DN, AR RYA/N\—tCF 1 UFT A RN EEA > T SEFLURBEICIHLTND, S0
WCE. EEERADOTHA/\—tF1 U TOTS LNV, CNE. BA/I\—tFa2UFT s ZITOREE U TOHMEX TULDHE
BTEIFICBEECTHD. BEFEII0OTHAN\—tF21UFTs TOIS Al BRNRYA/I\—tF1UFT 4 TSO57 1 APETH
BEROTEB DR ICHBVNTARTDRIZGENZL,

2. ZLOEEEE. BENREFI YT BERZHEAL TRV, SERTE (MFA) |« BEQ/ (XD — REE, ERNQR/N\Y Iy
T EVOZEARNIBBHROXR NG, B> I SZ2AZERT A/ —RFALCHL TN,

3. HUNMREOHEBIERDOEKEENTWD, UY—-INBESNTWLSEEY. SN\ —tFxa U5 TOT S LORREMNMEVERE. &
B /I\—tF 1 UT v WROEMSEZRE I DBRCREICEm I D ENEL. NIST CSFOLSRBIFEUY—-IANGB(ICE
MO 5T. IRIERR S, DA\ —F 12U BEBCRADFEEE TSI EDICEC(TIREIRETHER/FELIED. H1/)(—
a1 UT o R ENRNCRET IHEERELEDTIDICREEIDZ TNDB, 2

4, —BURBEEHAMI\—BAEDORNM, EE>ISDHTE BAN\—tFaUFso0/EUFTr (D) . IKE. XR—X51
SIS OT 4 ACEVWA—BNFET D, COA—E. BRI U5 — I HEREEE0EEN R > /U MESIZERC I EHICER
TE3F v I (CDRNBDEEEENG .

2 S ABEEE TIFBz8. CISAIF2023FICHTERDER (SSG) DiRERIALIZ. CNIFEDEE > ISHNTEHIT—SU> TNz, 12/ hoXE W+
AVT A WAREETEMDOBENT 5071 XTHD. SSGIFCPCEEE L DD, ENHEBOEMFITMIET DL EEC. PIEEESUEBNBRES Y1/ \—Fah
SIS B2 (CRITARERRZIREL I 2.



https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals

SRRAANDNF s
CISA(Z. EEHER (EREEHEOIRE652K) (CERDE, HA/\—F1UF 1 7EAAD bEWDSHETRIEZIRM L. REEFE
BAtgtAZer (NIST) SKUTDABDEF RS @ L TEEA > I SDR—X 51> DYA/)\—tF1 U5 BIRE#TL TS, DEfE

BRI A )\—F 21 U+ /T A -T2 RXEE (CPG) (CHNX. CISAREBLZISF-UXTEEEE (SRMA) SXUEE>TSTIZ
A5 SBEL. BINORFEBDER (SSG) ZHREL TS,

CPG&IE?

IR (CEX(E CPGEF. BEEA D ISOEREXREERDOWSICHTD IR

OREEN(CERT D EE2ENE Uie, ITEXUOTOYAN\—tF1 U5+
- - \ g ‘ CPGDE/R

TS5057 4 ROBHIBLG TSN Ty R THD. CNSOBEEE. I~

TOEEA> ISHHCEATES. CISABLUTOBNAT - EERD) (— N © BRBIMIENLY ) I-EFIUFT (TS

— VBRI L T B — AT D 1 ) N DA VR & B DA - $il ITAADTITEY I

FIE (TTPs) NCPGICRIREN TS, TNICKDCPGIE. KRN S/\RkE © [TSELVOTE

ETETOBEEA S ISBEANERT BT ENLELVIHEDRHHE &2 o URDIEREES

s, o CISABKUZDIAT - EEERD)(— h—1'E
B U 1= B IR

CPGIZEREMNIRTAN—CF1UFT IO S LERMUIEED TR, o FTRTOHEBEAS TJSHHCEATEIEE

BHIEEITBCENEFUWRIERO—ED TS U541 X THD, BEEA>T . BEASSISOEREKEEROESCHTS

SEEE. B(ICH/IVERERED. BERDA/N\—tFa1 U 1 BEEEAD YR BEEEN(CIERT 3 EHER

E—SEBHLITEHOZEEBNE LTS, LN S TCISAE. CPGE

R A I — U R DERRDIZHICRET D ENEFLWLWSA/)\—tzFa )
T PO TRE U TREMT TS D, LRTERV, EBRRELT. CPG
[FATDEKSBREDTIIR,

o 1N : CPGIE. H5WREMZEMHTDIHICHBERETOYA/N—tF1UFT 1 TS5057+« AZ#HAIL TVNDIDIFTER, F
Z. H5WZIBENRUIINSEREZERE. BELZERE. BLULRELE - TEETEICREIDEDTER. NS5
DX OERHRIEER SN, 50BN L BEATTERT AN\ —tF1UFT« TSI7 4 ADRBEBRDR—X 51> 7R L TN
D. LML, CISAlZ. BNFEROHNIZEMS. B, RAEZRED THFZOFEEOEFZERML TV,

. UZDIRZSAY hEREEFRBRY1/I\—tF1VUFsTOPS5 A : CPGIE. NIST CSFRREDMD T L —ADT—IMBAMEC L TLY
BEDR. URDIRZ A MERIFUROOBEIBAFFICET S, KDLER7ZIO—F&HHEEL TLVRL,

*  CISAICKBEMT : CISAG. H#NCPGZEENICERAUL. NIST CSFREDLEERTIL—AD—IEEEL T, REEEDK
RC@ITetF1 UT« REDEFEIRMITZRIREICT D EZBHU TS,

o HRBEETI:CPGOTSUT« RIETHOEEA> I SHEMICERSN. [RHAE] HFTUICLBBEBLFITONTLRN, £
ZU. CPGD—T2— B T42)O 8] DR M BKU &M REOERENFFNTHED., B#NAANE CTIREEFLIEfIZ
RET BRI,

CISA(d, 245 An5364 BOBERMET A DILICEDE, CPCZEEMNICERHI D,




CPGETEEME

CPGlZ. UTOEEZFRAL T, R, BF. BARICEIDIGE ST OCRAZRE CBRESNEUAN\—tF 1 VT TSO0F70c ATty T

&50

1. —BMICEBREIND. DEHEMNRBRD IUHAI/IN—BR 7705 —DTTP (8l - 547 - FE) DU IFEZIEA ) SEERRKTD
L+ TOERIEEHDMEN DD &

2. BRMET. EITRIRET. W\DBRICERTED L,

3. duRERORED. SIBNICES(C. I DFENREROERRLK . MINEICERETER L.

COREEREZICPGODEIE LTIE. D, 7> -3y MIIEBHRSINTUWBS AT AL, BHOEBRASNEMESE (KEV) HMFEL

RWCERER(CT DB HEIFBND, COCPGIIEEDIRE TEMBIEETH D . BROER (ERLNILDER 775 —HERICZNSD

PEEEALTWDENWDER) HSOURIEREENICEKRTD. —A. [CORSIMERETD] LW TSI71 T BES

TI(FEYRCPGL(FER RV, TO RS MIBEECENRT7TO—FLH. CPGOIMEREM1DE O/ \WiE (. CPGHO—EDEY
ZFREEELTORWNES, O X MOEEICREZIRI DRIENNHD.

CPGEFI

AXEF. CPGEZRENRETILTRRIDILET, HENBETOEDRIFI TR, BRISNZER. BEN LI DU TEEZETTP,
BLUOTDMOEERRNEREZEFETEDLS(CLTVS,

FEERE. UTFOIR—R> hTHERENTVS.

HCPGH'RIRZ BIE I RASHIHFER,

BN\ —F 2 UFT )T A = > XEEDER(CES TR T 372D 7 TO—FHl,
WESNDT7 U232 @ BFEORENHBI SN TULRWIRD, B#ldINTORRICERS
ns.

HURETh3URD

T2 UT 1 BRERDER
[CEF=ZaSEA. F—
L FEEIY-R,

[BR] MEESNBA(C. RBEDTREE®
A2 )\D BRSNS —EDHEME U XD

NIST CSF 2.0 288

322.0,

D, BHEEDIRX b

[BR] MRHI BHHOR
E.

- ) _ Lo (B Emerwzsamses| | B BA SIURECH | | EEHEEORECEED

FDfthd NISTDOSE K HR—MUY—X

[BiR] "SIBUTOSBIMDNISTUY —X,

[B1R] ORRSFEMRDIT LS. FIATEERIY —R,




ZN5(E NIST CSF PMDIREL EDK S CRRDIDH ?

MICE. FCHKEBRC L BEHEOY /NN —tF 1 UF 1 HA IV AXBE LV T L —LD—INFHEL TS, HIZ(E NIST CSFIZIR
EREE<FASN. L<HBNTNZYA/\—tF1UT 1 TL—AD—ID—DTHOFI TS, CISARIUKEBITRAE. i
B CUROERHMUIIA\— 1 UT+ TOT S ADBR IS ETIREC T B2, S TOMMANIST CSFEIRMA T3 L EE

LTWB. XAT—OMILI—EDT 1 — )\ D(CEDE. HBIIENIST CSFPOREDMD T L —AD—IH KMRECE D LE8RY A

N—tF1UF1TOISLD—HELT. CPGERIATES.

1. DA4VIRI—bFHA K. CPGIE HA/\—tF2 VT DIFER. JY—R, FEIMEHEIHE D TLVRVERD, BEARNQY/)(—1
FAUFT 1 TS507 1 2R (CHBI URE T DDICHIID. CPCOEAZFEFALITL T, MBMIEINIST CSFEER LT, 2R
IRURORIAZAL NTOT S LEEEL. BIDONISTERRZXRETED.

2. BEIRGIIT EESME. CPGIC(E. UTTHAITZD—I>— MIEFENTNS. ZNE BA/N\—tF2 U« TOTS LM
IRERTZIIRRAAERN . =T DHHEROBEIRLIZHIRTL. TNSOBEROESER M. AW > /(Db DX bz (B
HFZFFIZR) BEMICEX DD,

3. NISTCSFYVYE>D, CPGOINTDOETEF1UFT+aFS50F7 AL NIST CSFOMIET BT HFIVUICEBELIVE TS
NTWB, 22U, CPGIENIST CSFDZE T T ATV ICRLEIHIE U TLBDIFTIERVEISEFRSNEWL. S+ UF0 TS50
T+ RCHWT. CSFHTHTTUDMERIE. CPGE NIST CSF EDRSERRT . BEIC NIST CSF Z# A - ER U TV 6. B
HY 3 CPG ZEET IRISENEEZITOBEIIIR,

CPGODER A IE
CPGERER
CPGICIZ. UTFTD2DDOXEMREETNTD,
1. CPGUXR I (KXZ)
2. CPGFTvIURNK
CPGI—U>—b
CPGUX MMIIIX. EEFMBESIEREN. UTOEMNTERTEEVWITNDI—TIS— M AESIN TS, (1) EEITBCPGDL
E 1 — &EBAIBRIT T, (2) CPGREDIRIA EfFROIAEDIEES. (3) BEIEI. ~L— RAT. CPGOIRRZIEFAMIAI /MR EEREFL & DAt

DRAFT =NV —(CBEICIRET D . ZDT—D3— ME CISA.gov. BRUCISAOYA/\—tz41 U5« FHiEiY—IL (CSET) AD
CPGFTERAAY MEZ2—ILDBAFTED,

ZDD—U2—bIF FERORRCHDDER. B, 12/ (UMNIHATI—MNBRREEOAEENTLD, BEINSDORES
D&, R=XSA>DHA/N\—tF21 VST BNICHTDEEHMDF v v T ([CIL T DIz DI EHAR (CIBIRZIRM T DIcdDIEE L TE
HTE5.

CPGD—U>— hDERTIE

1. YHOBSHEERET . HEMEAIFOTF1 T TOJSALEF1IUFTEEBRZL Ea1— U, BICEEEH THBCPGE
FEITDZENLEE UL, HBIIEINIST CSFISA/IEC 6244318 EDBHFDIIA S > AT L — LD —IONDHEHVEE L T, —EBDCPG
F23B < DCPGEBICERE L TLBETREMN' S D. £TDCPGIE. CNSDHIBIT L —AT—IADMILT DEERICIVETE
n5o

2. FryITEERIU. BRIRLZMTD. BEMECPCEECHITDFrvIZLEa—L. OXR b B, 712/ REVOEER
(WINECPGT—T>— MMIEH) (CEDE. RENRBHDELIRMIZRET D ENLEHELL.

3. WEU. K79, EMERTYIT2THIISNIZBREDS\Fr v TOREZMIETED, —Bo#cE. O/\—tF+1 U5
« [CERZHTRIOZ T MOERREZREMR(CEFI DR, T—U>— MREDERNFIIDIEENHD.
4. 125 ARICESEEMNICLE1I—9%, Y1/\—TF1 U1 WEROEE CHEFTTEIRREBINY B/zs(C, #3124 B#%(ICD
— 03— NEBIREEL. BEBORERS JLUOE=20mAOEBIKRZEEY DT ENEHLL,
6



https://www.cisa.gov/resources-tools/resources/cisa-cpg-checklist
https://www.cisa.gov/downloading-and-installing-cset

CPGDEER

2025¢F10A%E#f : CPG 2.0

CISAld, NISTHA/N\—tF+a21 VT« ITL—ALD—D 2.0LDEEZHND EEE(C. 3ERMODERT « — RI\y IZRIRL. 5 —ERENEIDHE
BEIRACKDHIIBRNADMIGZEN LT, CPGZEEHUL, UTFIC, BEREZTDEHDHEZRY.

1. IBENZEE - filzigee [#al (GOVERN)
o ZHEmM:
o GEBEDCSFHEE [FEa] (LT Bell. BFOBEZBREKRL. BEEEMITELUR.
o MEROBZEIFINT. #Al. B, RN, s, EIHOSDOMEEOWLITNNNCTY E> TSNz,
o IBE: FRICAR [HOA] MEEd. U—4F - wITOHRASEE. B, URIIRSAD MERENRY/N\—tFa1UF«TS505F
1 RICHET D, UL NIST CSF 2.00%E#EEA(CHICICEREEN TV I EZRIRLTWLD,

2. BiEOHRS - SE(LEDFEMNRESH

o ZEM:
o CPG1.0.100TEHEHMBZE (1.B/1.C/1.D; 2.1/2.3; 2.W/2.X) ZRHEBEZE (1.A; 3.3; 3.9) ([THaULT.
o PBEIIEMNZEEFERMEDIEDS (1.6 & 1.HZL.DIC, 2.T & 2.U%3.QI0) s,

o IEMR:
o CNUZEKD. BETBIHAY AN REN., EHEEFR—DEERIC DLW TEROBEEZEZSIRITINENR RS,
o BRRDAISTEIT. E/DA>2F—FY b~ (IoT) . OTOEFRNEFRIELL TV EEFHL (FEFREHL TLD, Lient

ST, YOtz 3> TldiRl. 1DDBEZELY FTC2HEEH/I\—TBLS(CRRo T

o HVRIEDEEKE., RAAMEBDBZFEICDWTEIEIDCERL, —DDIL—LAD—0%ZLEEICERATE S,

3. WERBE - HERBEET v Y ITADMIEG
o ZHEL:
o 4DOFIERBEREN
o 1.B-BENRTOISLAEE  1LAZEREL, U—4F-HEIEEEESE., EI3BRICHIETDESE
BT B,
o 1.E-TYFR—RU—EXTO/\AF-DURY : SAFLNDRENTF I ERF DE=ET0/\1F—h5D
U %R B,
o 3.H- &HEOHIE : /KIEEMZERT /28, PO NS NRAIZH#ETET 3,
o S5A-A2SF DT -3 FE : Btz REBF—A. I\—hF— BTISAV7—ED
BAtEIMEERIEZE L I D,
o IEM:
o Ja4—RNRwOICELD. v9.0.1TIERGENRT OIS LD L. H— RI—F 0 —kFEER. XITEERT7 IS
PRI TR D e EHAIBAUTE. CPG 2.004 DDFIZIABEE. CTNSOESE/D.
o YR —TRUY—EXTONAEGF-HZvSa>IUFo DIREFEERSIES, DTS FI—2>0EERBICIEE
RRUROEERHN AT R TH D

o BEICERSNIEIZAZU—>3>FIRE 122572 MEEROBERM CHEEERCL, BELEII A L%E
BRI D,

4. HIFRER & SERHES
o ZEr:
o MUFD3Dmv1.0.10EE%EHEIR
o 4.C- Security.txt OERE. 2.D ( [MfESMRMTR/ARET OO ) (THRESN,
o 3.A - BhEY BRI JOUKT/ S/ FIBORE . 4.8 ( [BOEHSEROHR] ) OTFICHAESNELE.
o 1LI-ROAH—/BTISAV7—DBAN\—F21UF1EHE. 1.D ( [BTSAFI—> - 12372 MNEED
KUBESSHRR] ) (CHESNI=.

o CNSOMIIERFHRARMEVD. KDEERENEEELTLZ. INTOEYDEN(E, BHDOBEEROKRRZS
. B SNBRICEIESHhEFTET D,

o REROERT—FEEBENSDT v — RNy oE. INSOMZIERIFREZB <N R TERSNTLVRLEN
ST EmERUTUVE,
7




5. FiEmEXFLDHEIE

o EBm
CPGLR— hBXUFTVOURNI [OXN o 42O . [REOSSME] OiHfizeUrz.
v1.0.10 [1E3it] = [REDOEHME] (CESH]RAT.
BEHMAEDFHIAER CO>Y UZBIMUTZ.
o IEM
o BAOAFDIRHLEIRBDOZYOZHEITDILET. CISAIREREZSSH. TL—LD—ONDEEZEEL. #HAZRS
ER
o BIHADHBRHEIIERZSHDZET, PRYY—NCPGI AR MeE Y DBEONITO—Bitams. BRMZEM
=g cLzZBERLTWS,




CPGRYY E>JH# : v1.0.1 3¢ 2.0

CPGYY E> Lt

CPG v1.0.1 REDODN—>3> CPG v2.0 CPG v2.0
1.A = 2.A EBMEhiEHRZRRBER
1.B 1.B
1.C = 1A 1.E
1.D 3.H
1.E = 2.B 4.A
1.F = 2.C 4.B
1.G _ 1D 5.A
1.H
2.A = 3.A
2.B = 3.B
2.C = 3.C
2.D = 3.D
2.E = 3.G
2.F = 3.

2.G = 3.E
2.H = 3.F
21 = 3.]
2.J

2K - 3K
2.L =

2.M = 3.L
2.N = 3.M
2.0 = 3.N
2.P = 2.E
2.Q = 3.P
2.R = 3.0
2.5 = 1.C
2.T _ 3.0
2.U

2.V = 3.R
2.W = 3.5
2.X

4.A = 5.B
4.B = 2.D
4.C = HIBR
5.A = 6.A

9




A AT b BERURROBBEICEHT ZEMR

CISA(Z. #H#NESDRIEDSHSWIAECEATE DL DCHA/N\—F1UFTr/\TA-T>XBEZR (CPG) Zi&EtLIE, 2L, O
A A2INO N REOBZHICEITDIHAY X, FCHARSNZBRCHREN TV EDE. LT IS CERAEINSZEIC
BREIDIIENEETHD. CNE INSOBERTIRRSN TV SZREIEHIZEIAN . B#MNDO0TS T AFFZDMDIFITIRE
(C 9 LEBERASNDDIITRIBNWC EZBIRT D,

X~ ME] (& HBEoFREtE ORI (& o FERtT JXR b &) & HEEOFRtE+F1 T« FEDI5%
Fa21UT 4 FEDS%KIETH Fa1 VT 1 FED5%MN515% ZHBR D,

o DETH D,

$EA o /)\EUF« (f8h) BEZEEL. #FL. BEIDIHCRLER (ENZXZXDEED) MBI,

o ERORVDIFEMOIX &, B—ERZHMIFI DIzHD2~3FEU LOREIAR MEEEY 2.
o IJRBMZELFIVTAZHICHTBIEIEELTI7EAAT NS,

o

BERESI

EHMESHUR\BIEEME DS SCPGICDWT(F, BRESEDT (CBA) ZFitdD. CiNE. EZEHIREEEBONDEEERIR L ($$$)
MM BCPGICED THRICEETHD. ERILSNIER E IR MZHEE T DCBAIR. BEREREEN L DEEN(CIEHRMERZANT
BA)—Fa1 VT HEZIEHLT DDA DRIREEN DD,

JRb - CPGOSA THADILBARCHIFTDIR S U\=RDTF, YIKRITT, FADLANL (BR— ) ) 2ZEI D,
fEa% -8 SNEBENR /U e, MBNERRTERID. UTICEHERNICTRTY.

o HEM. USEALNEBCERDHEL. INHRKREDEEY DB LD/ MEEET D,
o M. AT MISF—LDORE, MIHICET DH. SIVEEL E1—DRMEEZEEI D,

o AR b, BfFDOYY 1232 @MY BIZHICRERHFRKSGN\DIHZER I D,

o  ZOMDERE. BECIGU T, BIENRFEAEDOEREHZERET D,

10




AT THE] (& Bz
B, BE. FEIMEANDREN
INBREEMILET D, [PREMR
BEE] L& By
ZER AT ENDIREZRBIRT

S PZAvA
A2)ND S THR] (& Bz
B, BE. FERMEACHTDR
AINBHEZWILET D, [RAR
BEE] L& BT ozvS
IO EEZABNIELIED

A2 TR (& B0, &FE. FEHMEAC
I DRAFTZ(HERNFBZEZHILET D, DRAF
FZ(HRRACBRE] L Bt TDIvS 3> ER
ABNRLK BT EZTKRT Do

N EEBKRT D,

A : ABE. BA. BIUORB(CHTDIBENRXBECHUT, r/\EVUS+ (B8H) BRICEK > THRHFSN S EIEEIED S BB
DIEEZAET BiEF.
o Rftenzhiilz. s/\EUFT~ (88H) BRICEIO>TRESNDIDEERL ZUT X EHENE, T2, ARl

(CIA) DBF5NC K DBEMBRDEFE UTT7TZAX hF D,

o TEMLANLTE. CPGODA /T RDER(E. CPCOFEZR T DHIET ZCIARRICH T BINISTURITIRI A RIL—A
D—ODZATLDFE (K, B B) ZRIRULTNS.

COEETE Bl B Sv>3>. BE ) ( BA B RBR 28  BLUOTISRXTAICHTBIERD (EENS K

URHER) BRBIVEEZERT D.

REROESMHE

(483 27008/ SRFTAF —MINICEREY
BFTICIFAL, HBIVEFENUU LD ZEL. &
EREMEFIAH. AR SIUEEBORSHIUE
EiRB,

B8] 27O O NZRATA
(. B/\ROEMEIVEPIXNGE TER
T RURICEETED.

] OTJOZT I N2RFA
(& 4~84 ALIAICEETIHE
T, FIEEOEAMEFIAEETZ
FEEEOBSNMBE LD,

3R o)\EUFT < (88h) BEREORXLEERDHBE.

(==

Ml (BF%. B, #8M) (3. CPG OERREEEN EDIEERIET. RTAURET. N DOSEN(CEMTHDINZTTAXT M D,

CPG ZRx I DI (CHBIIFAMEIBFIXNGH L EFREDIRED L N VICERZEH TS,

11




#i& (GOVERN)

BAN—EF21VUFrDEFEZHIITS

i tmﬁtﬁiéh\hééﬂ\iméﬂ\% mu/—u22m¢5gan$bm
BENZ, HAN—tF 1 UF A RIS —BEVTOYS AICEIET B S BHEE.

DRCHEEINTND., E=EOFEBEES. CNSDEEEZIET DT

5332053,
— — TSANS—BELYA)I\—tF 21 UF 1 [CET DENE LU LOBHH'E
- - ) "IN, BESNTVBTEERRICT S,
rERI, FEEHMDOY -4

FRBIA ) —CFLUF A DRIIE | | mms foparr (g | OT | TOUREAREL. €F1UT (A HRERILL. BREMEEEDB LD

. BA, FEEEMEOR, Do AR Sl ~ | (O TR (IT) F— A - WA (OT) F— AOMTHENENLE
- WeSI LM T B

- BLUOBTSAv7—,

& =

HBENBURD

| GV.RR-02

g
|

ZDMD NISTOSE ik
‘ SP 800-53 Rev 5: PM-2, PM-13, PM-19, PM-23, PM-24, PM-29 Cyber Storm National Cybersecurity Exercise

‘ SP 800-82 Rev 3: PS-2 Executive Cybersecurity Leadership

1.B] BAN—EF21VUFr DEEEZEERTD

oY N\—tF1UFT < 'JZ’J?J\"\/X/ NERER, HRTE. HIUIRY BAN\—tF2UF«TOISLZERITIRUS—(E DR EBFIELE
> —MHEIEN TV D, 1—U. EENERSNLRICIEEHRID. B VXD, BEL. 4. 8o
v a OZEERRI DIzH. RUS—ZFHL. BETD.

-

~——

wnEhad U T E| RUS — (B ETOYA N —tF 1 UT A BISICEDZRE L, BHRIBIER
KT D, BEH/FORCE B AN - U - B8 - ERLOSEE

BIBYDEHICHBIIRIS—, FlE, FOCAEEHDZENEREEIND,

HEoRMS L TO RO /(—12

FAUTAURDEBETESYA) = o o OT : OTEEDRUS — &FIETE. BEQITHA/\—t+1UF« TOIS LA
TF2LUTA RIS —BLUFIE TS DFIRESEL T, BBLERME OTEAOEF1UF 1« LOBE. SLUKR
DT A AN+ BEEROBAIET AT 5T ENLELL,

NIST CSF 2.0 8% NS EROFHMN
GV.0V-03 i = el

T Dfthd NISTDSEER HBR—KUY—X

SP 800-53 Rev 5: PM-4, PM-6, RA-7, SR-6 CISA Cybersecurity Awareness Program
‘ SP 800-82 Rev 3: RA-1 Cybersecurity Best Practices

12



https://www.cisa.gov/resources-tools/services/cyber-storm
https://niccs.cisa.gov/training/catalog/tonex/executive-cyber-leadership
https://www.cisa.gov/resources-tools/programs/cisa-cybersecurity-awareness-program
https://www.cisa.gov/topics/cybersecurity-best-practices

1.D;

> bRFHEZ 5T D

BAN—CF21UFTABLOA2SFT bl (IR) StBEZREK I DL
[CEOTHEREHI L. HEOTN\—tF1 U TOITSLAEHIF
(ON=S -

wWuEhad Uy ] 5|
HAN—tETUFA AT RE

SN TREN RN LIFE. LA _

. 8. 5, 1= —H—S5> || OEEE
RTERN,

NIST CSF 2.0 218

A, RN DIERES (DFF5I. HgERE) OB U Bl &%
i, FNE (TTP) (CBIY DIRFTEIZRIE. #F. FHL. EMN(CIIREREY
2, HFRFIRENT, BEIZINTORT—IMNIY—DEFENTNZZEZE
RIS, IREFEG. PR EEFIE. RELUSRZERRY DT ENLEE
Ly,

OT : OTOIRETEIE. BIfFDITAHENESLSFIEEFRRD . BEDZESJUH
CIADICHI 2 EREEZER T D,

ID.IM-02, ID.IM-04

EDfthd NISTDOSE 3Tk

ﬂ

EE T‘%ﬁ_ ‘

SP 800-53 Rev 5: AC-1, AT-1, AU-1, CA-1, CM-1, CP-1, CP-2, IA-
1, IR-1, MA-1, MP-1, PE-1, PL-1, PM-1, PS-1, PT-1, RA-1, SA-1, SC-
1, SI-1, SR-1, SR-2, CA-2, CA-5, CA-7, CA-8, CP-2, CP-4, IR-3, IR-
4, IR-8, PL-2, PM-4, PM-31, RA-3, RA-5, RA-7, SA-8, SA-11, SI-2,
SI-4, SR-5

SP 800-82 Rev 3: CA-2, CA-5, CP-1, CP-2, CP-4, CP-10, IR-1, IR-
8, SA-11, RA-3, SR-6

HiR—

rNUY—-X

CISA Tabletop Exercise Packages
Incident Response Plan (IRP) Basics
Critical Infrastructure Exercises Support
Develop an Incident Response Capability

> bR & HeSE1ERR

‘ RIS =Y —EXTO/ A —2KCOIEBBRMD > 25> b
‘ FREFBEICDNT, KDRRICFEBL. MIET D,

HREh3URY il

R E O E2F 1 T7ICHR
— hTERV FADRYA/)—tzF2
UFA YT SAFIT—2URIIRTA
>k (C-SCRM) T S05F+ R,

P R)—F =R —B&
UH—ERTO/NS—,

H—EXNEEEE (SLA) REDFEXEPZNEC, N2 -BLU/ F
FH—EXTO/)NA - HEEARE LTz X O1BERICE DU\ RREIHAIC,
TFAUTA 22T M REERRCBMNI D EERET B,

OT : OTEEZRAE I EMI. SUFPILES. FIvITA TZHILGARE/
B, FRERAA-—MRHIZ0T/\-RITT, YIRIIT, BLUVT7—
AD T 7 DOEIERZIREETE 2 TOMOHRIEEZ X B LB I 2 mEN S
2o

GV.SC-01, GV.SC-05

e

h h ‘

EDfthd NISTOSE ik BR—bhUY—-X

SP 800-53 Rev 5: SA-4, SA-9, PM-30, SR-2, SR-3, SR-5, SR-6, SR~
10
P 800-82 Rev 3: PL-1

Information and Communications Technology Supply Chain Security
Supply Chain Risk Management (SCRM) in a Connected World

13



https://www.cisa.gov/topics/information-communications-technology-supply-chain-security
https://www.cisa.gov/sites/default/files/publications/ict_scrm_essentials_508.pdf
https://www.cisa.gov/cisa-tabletop-exercise-packages
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.cisa.gov/critical-infrastructure-exercises
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf

1.E]

IR—S RY—ERTONA S —DEDURIZEHRT S

NR—TRY—BXTO/AF— (MSP) (CKo>TERBENDURY
(& BROMRET T 2BECHVT, #ilan., fiFen. Hiichn., 8%

IEfzfF =N, BsRan, BfFEnsd.

HEMDITES KU/ FZFOT >
I3 BAN\—tFaUF+4F
OtX. BLU/FFZDf

HAETNBZIURD

BBE (. BNz — R (—F 1 —
EOBFEBRTEC T, BEHEE

MSPHRI T 2+ 1 VT« RBZEESOH—EX(CDVWTDIREE RS, HiFT
3. LW LOEREIERL. ZWOFERINCHDIF1UTv LoF v v I (ITHE
A (TN T D, FIZ(E, ZBRCHWNT, MSPHERDREICHEZSX D1
ST MEVWDEDKD ICERICEBAT DN EFHRT DT ENEELL.

RTsCentEs, OREREH AN CEIET 5 Y
—E2T0/ 5,
NIST CSF 2.0 8% 1>)\ Ok REROERBE
‘ GV.SC-07 s 0

183

FEDftdD NISTDOZSE ik

BR—bhUY—-X

SP 800-53 Rev 5: RA-9, SA-4, SA-9, SR-3, SR-6
SP 800-82 Rev 3: RA-9, SA-4, SR-1, SR-2, SR-3, SR-6

Information and Communications Technology Supply Chain Security
Supply Chain Risk Management (SCRM) in a Connected World

14



https://www.cisa.gov/topics/information-communications-technology-supply-chain-security
https://www.cisa.gov/sites/default/files/publications/ict_scrm_essentials_508.pdf

;%5 (IDENTIFY)

HBOEEZEET S

FI2HA LADOHIR. EIHDXIE. B0t SIUERDBEICKD
THAN—tEF21UTA DL UT R ZB ESEZEH(CHEFFSNIZE

EA>NRY KU,
HBOINRTDEE (-4, \=RIITF7. YIKIIT. ZRFA. HE5E.

MaEN3 YR ABRE) OEBHCEHRENIA SR NIRRT S,

ETRRE(HBAIMEEC &> TEETHD LHMENRITS LUOTEER. &
[0S = S D et e 3P VAL N S DIBFELCEH T BT ENLEELL,

KND—O\—=RDOTT7, Fl@FZoMD|| T—4. \—RIx7,. VI
FIAR%E, SRFLFERERY ND—|| D17, SRF LA, KE& A
DICRBATROHDI> KURAI> b E|| B,

U TERAYS 3RREEN D D
ID.AM-01 ‘ 1® ‘ 5 th

EDfhd NISTDOSE 3wk

BR—hUY—-X

I Asset Inventory for OT o
Asset Management

CISA Insights: Secure High Value Assets (HVAs)

2.B- BEXNDAEssTHZ 2T D
i

WBUERTOISAEREL, BESADHBYT NITFICHALU—(T/T
BET 05 —h BB EEAL TEEORY ND—0%BETBE | wFrmEmL. 8693,
BEMEPMERS B,

SP 800-53 Rev 5: CM-8, PM-5
SP 800-82 Rev 3: CM-8

TEESESLIUOYAILA =2 (POARM) . URDEFE, HIUVUXTFHH

LA M2 EDY—ILEBL T, URIHEOESRREERS 5.
L 1 16
HENBURY .
FB. BRLARAT ORI —5DHA/)\—ttFa1 U1 BRI MEEE. £z
1SS 5 Y NIROWES LUMITS B/ bOEEEHDET. FIENIETS
_ N . _ _ NTWBZEZHECT D, AJEETHONE. LA —S AT AICHIET DI
S = A <
Pilioar e . WRNATEL U ¢ EIER (SEWBIRE) EEMAD,
-z T 207 A=y RCALTVES

LEFENICT BT ENZL. BHEE. DESD. BEHOTATOE OT : /Ny FERANFREEE, HDVNITRARTCEREMZEL REI DTN

A& Sy FRERASN TR

‘Jj_i\’jITODHﬁEE’IE\ —BSEYIRERED &= NHDEECDONTIE, RBEEER (BIAT—23>, BERRE) 28R
F. REIS—ZBALTRY I\"U—O U, 893, TOREERCKIOT. TOEERA/RA>T—RY MHB5TT
NDBRNDT ICRZEGEDZEN LS TRTERLIRBN BRETOIE—NINSOEEDNESEE BRI DM
2o T93.

NIST CSF 2.0 81 LI~ EREOESMN

ID.RA-01, ID.RA-06, ID.RA-08

ZEDMD NISTOSEHR BR—hUY—X

Known Exploited Vulnerabilities Catalog

CISA Cyber Hygiene Services

Think Twice Before Putting Off Updates!
Understanding Patches and Software Updates
ICS Recommended Practices

B

i
i

SP 800-53 Rev 5: CA-2, CA-7, CA-8, PM-9, PM-18, PM-30, RA-3,
RA-5, RA-7, SA-11(02), SA-15(07), SA-15(08), SI-4, SI-5

SP 800-82 Rev 3: CA-1, CA-2, CA-5, RA-3, RA-7, SA-11, SI-2, SI-
3, SI-5

15



https://www.cisa.gov/resources-tools/resources/foundations-ot-cybersecurity-asset-inventory-guidance-owners-and-operators#AppB
https://www.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-AM.pdf
https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-SecureHighValueAssets_S508C.pdf
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/secure-our-world/update-software
https://www.cisa.gov/news-events/news/understanding-patches-and-software-updates
https://www.cisa.gov/resources-tools/resources/ics-recommended-practices

2.C- BAN—tF21 VU5 EEROMI U2 MHERZED

RSN+ UT« EIERNENICER SN, BRIUSED (CHEE
TWD T EDZHE =TT D,

HEBSERNICH — R\ —F 0 —DF A N\—tF 1 UF s BRZEAL T, X

= ZhL—23a>FR b JURBEHE, 1>>F7> D> =Zal—33> &
HlEN3IYRY KON LRBAR E DI A BEBEEL T, BHOZLIERET S, CN507
2N BHDBD - BURIC, BERSATLAEEIELT, 2y NI—IM
CRALTHEATICEDT BMAEDENE T ZAAS NT 5. TNBOFZ N
HAN—BADE T YT, FIEBHED || o e e i DEERICHERCHILT S,
PSIRITH S BB BUR M, | e ROEY R
73, :

ID.RA-01, ID.RA-03

18

ZTOfthd NISTOSEE BR—khUY—-X

SP 800-53 Rev 5: CA-2, CA-7, CA-8, PM-12, PM-16, RA-3, RA-5,
SA-11(02), SA-15(07), SA-15(08), SI-4, SI-5

SP 800-82 Rev 3: AT-2(2), CA-1, CA-2, CA-5, RA-3, SA-11, SI-2,
SI-3, SI-5

2.D- KeSS14RRREDIT OCRAZHIFTT D

i

=
=]

CISA Cyber Hygiene Services
Cybersecurity Performance Goals (CPG) Assessment Training
Risk and Vulnerability Assessments

RIS, ST EHRCOUNTRDRRCFS. S, BEIAEE, BRESNCAE. FLETONOBRMTMLEER.
B2 APEBOTF 1T A F—AlC (BIRE BFA—LTRLR, @D

I T4 —LEET) BATBEHD. NEENEZ, BRCRETEZHEEH
WEha3URY 93, BB, WEECEMEEZERUIELT, Y1 AU—(CER
N WHEN3. RESN-BRATELRSEE. ZORMECEC TEREN
Do

REUKSHZER THEIEAE -2 - J\—/{— - )L—)L (safe
harbor rules) OTFTREIND. T—T - J\—/){— - JL—JUIE. FEDEHT
TREAFEZEFI> 7+ 7+ ZE5RINSFRET DERDRE CTHD.

BEDOYIT DT Ry D=0 F
AR BRUZRFLAOEHOTEF2
U+ ffessitz, EMCEEREI D || INTOLHSNZEES LY

ET. BMENBRTDHIC. BT || WebRXA> RFC 9116MiEAEEIA(ICH#HLY B Security . txt T 7 )L, KESSEBAIZMENLT
NSOMSSHECHHLUERT S ENT BIHIC—HRHEASNZFREDNDIDTHD. INUE. INTORRENED
3. I RAAICHERAETNZZENLEUL,

NIST CSF 2.0 B > sEORSM:
ID.RA-08 & {3 m

ZEDMD NISTOSE B PBR—bhUY—-X

CISA Coordinated Vulnerability Disclosure Program
Vulnerability Disclosure Policy Template
security.txt: A Simple File with Big Value

SP 800-53 Rev 5: RA-5
SP 800-82 Rev 3: RA-5, SI-2, SI-3, SI-5

16



https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/resources-tools/training/cybersecurity-performance-goals-cpg-assessment-training
https://www.cisa.gov/resources-tools/resources/risk-and-vulnerability-assessments
https://www.cisa.gov/coordinated-vulnerability-disclosure-process
https://www.cisa.gov/vulnerability-disclosure-policy-template
https://www.cisa.gov/news-events/news/securitytxt-simple-file-big-value

2.E- Yy hO—O MRO>—EXEILTS

AT MG L. B — BRI K DRI ORISR (CHERF

I3

— . IRTDITERVOTHRY RD—T(CHfzo T, BEDFRY KD— MR
HENBIURY OS— & BEIRE ik U R B T 5, =y hNO—oDLE T — (3
FERN—ZTEIB LB, Fv NT—2 NROS — (CEEA - B

YEEEHT DT ENDELL,

Ty hD—0 MROZ —DE@HIARTE
FRETREETHD L. RO 2| BEORY hD—T,
T b EEIRDAT B5NB,

& =] th

PR.PS-01, ID.AM-03

i

EDfthd NISTOZSE ik BR—FhUY—-X

SP 800-53 Rev 5: CM-1, CM-2, CM-3, CM-4, CM-5, CM-6, CM-7,
CM-8, CM-9, CM-10, CM-11
SP 800-82 Rev 3: CM-1, CM-9

Introduction to Network Diagramming
Cybersecurity Best Practices for Smart Cities

17



https://www.youtube.com/watch?v=githvcvFPpM
https://www.cisa.gov/sites/default/files/2023-04/cybersecurity-best-practices-for-smart-cities_508.pdf

3.B-

p5iEl (PROTECT)

FIAINBDIRDT—RZEET S

BRT 05 =0T I AL D)X DT — RZ2FERLTRY hI—IADHIEA
FORREER L. EABICEE I EZ2HILETS.

IR T— RTREENHHZIC
gLz, BLULHAZ—D
IT - OTERE

HAENBURD

BOEN, 7 OTRES. Kt
HERS, FHEDSAE. FITEBAHIDEIED
felC. TIAILRT AT SOBEEE
HzEUSL. BRAT NN DD,

IRTD/I\=RITT, YIRIIT. BKUT 7 —AD T 7=2REBE(I5MEE
DY ND—=D(THEHT DRIC, TIAIBDA—H—D)(XD— R2ZEETS
CEEBEB DT DMEMEHORUS —ZRET D, INICE OTEERWebR—
ZRE, OTCTHASNIITEELSEND.

FIAIN DI T— ROEZEESFAERIZE BIXE ST AIC/\—-R
d—ReNZ/){RT—R) | BURETNLEF1UT EBRENEBLLLTE
EHU. INBOFTNARLCHEFDRY 8D—T ST 1w IBLTOT A1 2817
oOOJ=ERT S,

OT : BIFDOTS AT ADT ITAILRD/ AR DT — REZEEL, INTOHMRERLF

TBROTI\A RDF T A)L bOZREREEE I DHDIRI S —ZFHI T D,
CNICKD. HESSHNEIELIIBEDETEN Y X IMMERENS.

NIST CSF 2.0 £8&

PR.AA-01 \

NS DS
1K \ = =55

EDMhD NISTOSE BR—KUY—-X

SP 800-53 Rev 5: AC-1, AC-2, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5,
IA-6, IA-7, IA-8, IA-9, IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

How Manufacturers Can Protect Customers by Eliminating Default Passwords
Risks of Default Passwords on the Internet

RIEIRD/ R D — REEZEDD

B/ (XD — R BRET7ZOI-DHRTD, FREFERIDENE
#THD.

HUETNBURD 35

A& E. /XD — Fb‘xﬂﬂfsi%é\ x

=) \v S afExEE LRSS, JIL—
hos—2 (N7D) FHEEALT
SR — RERHT S, BOTEE. T . R
EREPOED U TR RSN | LT T ADZ b/ RD—
BRI BN, BELEF—s%E-oTA |

ISASTHREST BT ET. RIENRF
SEEAER U AR CRD— R

S IRAECRIRETREMES, /(XD — RTRESNINTDITEES K
UINRTOOTEE(ICH U T, 16XFULD/(RD— FREZSORIERD/ (XD —
RBEZEDHD. SXTAICKD THRESNBRUS —2HFD, . 1—Y
= RDICRUVIRD— RE#IFLPI<IBHIC. IRTL—XE/RT—
RYR—v —DEAZERT T D ENLELW. B\D/ (X T— REAEHIE
[CRIBATRERIBE(E. ABEERNMEASN RSN, TNSOEEADT
ANToOJA 2ETHOJ [CRIREND, +HREEEFDRED/(XD— k%
HIR— hTERVEER. 7yT I — RELEFRBNEEENS.

ER-N
NIST CSF 2.0 8 LI~ BOERE
PR.AA-01 K = \ =5

E DD NISTDOSE 3Tk

BR—bhUY—X

SP 800-53 Rev 5: AC-1, AC-2, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5,
IA-6, IA-7, IA-8, IA-9, IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

Use Strong Passwords

Require Strong Passwords

18



https://www.cisa.gov/secure-our-world/use-strong-passwords
https://www.cisa.gov/secure-our-world/require-strong-passwords
https://www.cisa.gov/resources-tools/resources/secure-design-alert-how-manufacturers-can-protect-customers-eliminating-default-passwords
https://www.cisa.gov/news-events/alerts/2013/06/24/risks-default-passwords-internet

3.C-

3.D-

— DB ZENRT D

HREEN3TH

BOTE L. RESNIRLBREBFIAL T, BlEA. HCITRY bD
— 0 E0TRY ND— DD THEARICEE T BT EN TSR

HUETNBURD

BB, THYS FORIHEREIE
LTBRIBCET. 7OTRIEDER

8. KEEOHES. BEOSE. T
BEIDEREIEE E 12D, NSO ‘ R
BB, rw hO—oToeREmER | LY 7RO .
BU. UE— hSRFABLUIE —
B RO 70 R FTREC

L [TEXUOTRY D=0 &E0TRY hD—DICFEHENDEBDOT—EXR
BRUEEANDFICRCH LT, ENENERRDZDLEREFKRT D, 1—
=& TAIUN FTUT—23> BIUH-EXT/RD—-REBFAL
B, EB(C. SRFLERE/NZTHUS ML BEOI-Y-T7HI>
CFRRDZ—RBD/\RT— REREFERZRD. NANRIEABIS T« T«
(NPE) 77H0> bD/XXDT— REFEMURNT ENEE L. NPES/\A X%
ERY 35} TNTNCERD/ (XD — R2FIAY 3. FIEERRO. IT2X
TLABLVOTZRFT AR FEIN-ZADFHD> bEFET D,

Do
NIST GS¢ 2.0 1% ioh | ssosan
PR.AA-01 K = N

ZDHthD NISTOSE X

BR—FhUY—-X

SP 800-53 Rev 5: AC-1, AC-2, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5,
IA-6, IA-7, IA-8, IA-9, IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

Cyb3R_Sm@rT!: Use a Password Manager

Using Rigorous Credential Control

BEN 9 SRS DR R MM d S

TUEEB [CKDEWDT A hEBFY Y —INDRET I X ZM1E

EECH

WAENBVRD

B E G, RAEET SE0C, | .
S T lrmm | HET SR (FEEE A
fzg#10747¢1bvzh% il Rsyligrivieisli

G, REE GBI HE, BaEE R24F-) ZHlSEDHDRME
REBIOCAEED. EEITDZENEELL. COTFOLRICEF. IRTD
YIEBIIR N — D> B LW FZ (@Y ZDIRED. REWNCSRT LB KUMEEAD
IRTCOTILRADEDBUNSEND S ENEELL,

1-—Y-FoERELE2I-U. —EBE BIXE 308H) k7071 ITRT
BO hEEWET D, BENCE. coLEa—-@FEESMbENZTOER. &
FUORTVUT RERRTSY b I A —LADOMEEEEB LU TRESNIHFICRES
NIRUS —ZRVWTERY 3.

NIST CSF 2.0 £8&

PR.AA-01 \

& = 23]

i

FEDfthd NISTDOZSE ik

BR—KUY—-X

SP 800-53 Rev 5: AC-1, AC-2, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5,
IA-6, IA-7, IA-8, IA-9, IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

Managing Risk of Adverse/Involuntary Employee Separations

19



https://www.cisa.gov/resources-tools/training/cyb3rsmrt-use-password-manager-create-and-remember-strong-passwords
https://www.cisa.gov/news-events/alerts/2018/10/03/using-rigorous-credential-control-mitigate-trusted-network
https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations

3.E-

3.F-

LML (BEbEnz) 0940 VaiT2ERT D

HREN31TH

BEMESNERERRAN—ADREN S, ERERET D.

MUETNBIURD

BE (& T IAIL SDIT7 R SR
BRZESUBRALT. 7ORiEzE
B/ULID. Kttt LIz, gz
FEUED. BhfilEEE LD 9 Dk
[ETAEN

JIKRT— RTREENZ, iz
[CHSLIZ. BKULHZ—D
ITEXVOTEE.

HEOtTF1UFTRUS— (TR, IRTORBLEZOJ > Z#RLOJ(C
RiRY D, ENEICHEDRIEER L COJ 2ETICREMULIZIBES. BXURE
BO1-Y— T8 5@KUIEBE. tF1UTBEEC BIRE 75—k
[CLDT0) BHMENS. COTS—MEOJICRFESN. BEICE S DDz
HIC, BEITDTFIVTA S RTLFELEFTY AT ALCREENS,

PR.AA-01

rh = th

l

EDfthdd NISTOSE 3Tk

PBR—RUY—X

SP 800-53 Rev 5: AC-1, AC-2, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5,
IA-6, IA-7, IA-8, IA-9, IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

Stop Ransomware Guide
Brute Force Attacks Conducted by Cyber Actors

HREN31TH

BEVNDI> MeRETDIHC. ERRENOEFIUT v LT ZEIBE

mss.

HUETNBURD

IELREREE B EE/1 CH SR VEE
[ BRARTHDY hTR{EHN3/(
RD—=REHLT, PIOCRLELSEY
DEREMN DD, T, RENLRFEE
FAWTHRRIIC/ (R D — RE#ERIF 28]
M55,

D—OXF—23>HBX0Ea
—XINZ2AH—-TI—R

(HMI) 72&, ZEN DI
[CRATRIEER VU E— bFPOER
R IR ERE.

. TOBECMPAEFIREIERIES. FIRTA R SRS AEERL
TEEICT AT BIbIC. MEAEBIEE S5, MEDBEONSIATE
MFADIEIRE(E. LUFO@O TH 5.

1. T w2 OMEDHBMFA (BIX(E. FIDO/WebAuthnZE/z (FARMRIESE
& (PKD) R—2X- R—hKUY—X| OCISAHAI>IBR) .

2. D4y OMEDHZMFARFIATERVES, B/ AILFTUR-IDY
Thh=0> (CTENEESBEICLZTYZI1EH) .

3. MBDBRENARETRERIBEDFH. > 3— b AYE—SH—EX (SMS) FziF
EAICELBMFA,

IT: IRTDITTAI NI HBEDUY —X(CTFOERS B/ (CMFAZTER
I3, EERITS AT LAOFENRERETHDY MrE REUYRIDENT
NI bEBERT D

OT : RoA—/RFT AT~ UE—- MPOERERERI-F-HBLUT> >
ZFUSII—DRFT =33, YE— NFUTRETRGHMI (FIF TR
B) BRE UE—RFIERAERRINTDI AT MBIV T LATMFAZ
BT B, MFARRIBETERVESE. UE— 7O ZHIBRL. Bilot
DOAL MEFIEZBA L. FIHERERZ BT .

ROBESE

PR.AA-03

NIST CSF 2.0 88 43I~
N _

i

EDfthd NISTDOSE 3k

BR—bhUY—X

SP 800-53 Rev 5: AC-7, AC-12, IA-2, IA-3, IA-5, IA-7, IA-8, IA-9,
IA-10, IA-11
SP 800-82 Rev 3: IA-2, IA-3, IA-8

Implementing Phishing-Resistant MFA
Protect Our World with MFA

20



https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/secure-our-world/turn-mfa
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/news-events/alerts/2018/03/27/brute-force-attacks-conducted-cyber-actors

3.G-

3.H-

ERENI—Y—-—TFHhU> MEET LIS FODBZHITT S

HREN317H

—BIRL—H— T AT MEESNTBA TS, BET IS —h'ER
BTN NELFET NI NP IERT BOERECT B,

HUETNBIVRD

BE . 7O KL, FiE
DA, T(EBHERDIZHIC. BiF
DT R hOFEERZSTEATD
AR SDB. CNSDEESNIERE

[BiR(E. Rv ND—oToEEEER | BEN DRI (CEITAIREIRE

A—HF—=7HD> b EREERNZV. BEEEL ESRIAA-IILEXY
DITMERE, BREDORE & (FEFEORVEBIDRZHIC, BIOI1-Y—TH
D hEEFELTLS. 1R, EHRNCHEHEL. 52 SNITAEROMEIIR
WEEOZHMNEHRT D,

R DODBEE, EHOBEATIEE CEFZIHT DI LETHITFIN., RERQR
T8, I5—. FEFROURIZERT D,

BU. UE— MRF LSO — || HEE.
B RADHEEIN R 7 I 2 R B
ENTES,
NIST CSF 2.0 B8 €2~ =ROESIE
PR.AA-05 1K = =5

=

i

EDfthd NISTOSE ik

BR—hUY—-X

SP 800-53 Rev 5: AC-1, AC-2, AC-3, AC-5, AC-6, AC-10, AC-16,
AC-17, AC-18, AC-19, AC-24, IA-13
SP 800-82 Rev 3: AC-1, AC-5, AC-6, IA-1, IA-2, IA-3, IA-8, PS-2

Top Ten Cybersecurity Misconfigurations
Enhancing Cyber Resilience: Insights from CISA Red Team
NIST - Separation of Duty

B/IMFEDRANZRET D

HRENZTH

SRFA T BERUOTOCINORET IR Z&/IRICHIZ, A
NIS—Z@5L. BROHDITRAZENS . TNICKD., BMOEEER

BLUOEEREEZBRE(CHET D,

MBS URD

Ry D= UY=IANDREFIEZX
BRUBHENRIN SN (CS T LM
ZBHL. WET—IBIUVEELRI X
TLZREY DEEE.

NIST CSF 2.0 218

PR.AA-05

EDfthd NISTDOZSE ik

SP 800-53 Rev 5: AC-5, AC-6, SA-8(14), SA-17(7), SC-3
SP 800-82 Rev 3: AC-5, AC-6

INTOEBT D>

21

INRTCOA—Y=THI> b ZRFTLDEE, BLUTOCRE ZDIRY
ZEFRITI DICHICRBRE/NBRDERTENET B,

FORZIERSSMEEIDEIDETEMEHS EICLEa— U, BxrenzRyY
S —N\OEHETERT Do

o

: | = | =

BR—FhUY—-X

Weak Security Controls and Practices Routinely Exploited
Enhanced Visibility and Hardening Guidance
Principle of Least Privilege

Lliv = 2



https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-326a
https://csrc.nist.gov/glossary/term/separation_of_duty
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-137a
https://www.cisa.gov/resources-tools/resources/enhanced-visibility-and-hardening-guidance-communications-infrastructure
https://www.cisecurity.org/insights/spotlight/ei-isac-cybersecurity-spotlight-principle-of-least-privilege

3.I- REN MEBRRY ND—IEIAST—S3>B8RETD

BENRMRED>)\T bZEHIRL. BOIEMEET -5, 2. 5KUY/
FEBEEA D ITSADTIERZMIET 5.

sz U2y = —(FRy RD—IRICRESN. BREMERL. TO— REr T2
KA S DBEEO L. 1—H—0TO— K1 A5+ 2 NS5 T 1w IEMER

BT ILPUTT D,
INSDERE. FST1vIZBIZDEIAS NIRRT B E(CE>TEF
AUFABEEHUADDHCERATE., BENRARICRY hDO—U0t

2w NDO—OWARERI—HF—(CLDT OA RS Y MO UT, BBEOT7 IR EGHIRIZZEETES,
BEINLIEE. TEIATCHBEINE| | gen ot cFaseag || OT HBARERES. OTI>IL —JZYEENICEI AT MEFT D (BIZE,
v DO REROSIHRBEHL | g, F—HIAA-R) .

ADBZENTEDS,

NIST CSF 2.0 B NI EEOBESM

PR.IR-01, DE.CM-01

ZDMD NISTOSE B BR—bhUY—-X

SP 800-53 Rev 5: AC-2, AC-3, AC-4, AU-12, CA-7, CM-3, SC-4,
SC-5, SC-7, SI-4

SP 800-82 Rev 3: AU-1, AU-2, SA-8, SC-1, SC-7(18), SI-1, SI-4,
PL-8

ok

il
i

Layering Network Security Through Segmentation

3.J- HAN\—tF+1VUF1 RL—=2D%EET S

FARBREISE1 SIS RFALTIERTBEIC, BIOYA/\—tF+1U

HEoI1—-Y -3 KOEF1T7RITBEFES. FTID. T4 == 0%%T3,
TRTOBBL—H—(CH LT, PR< EBELIEDHYA/—F1UF 1 hL

wMEh3URY —ZSOEERHU. Y—SOILIIS=TUSIDRB. B LGTOMD—RE
REDRH. WESIUEDUWVMTEIORE. FIFAREDIESF. SIUEKRE

RYAIN—BESIRD BIZ(E. JRADT— RDFIR, RELERODRE) DEM(C
WThL—=20793,

57 YRS ‘\\_: T>< - N7 . e Ny = =
ESG?;nggljﬂ:ng;& RO Y- 20, TA || PENTFEL VT BUEE 1)~ 1 VT BAE, SATLERE, M
—r- T N copma. mans o HEYUE CREER. SSUCEBLEBELT-SCTICITIERE, Bl
DEMSTOMDFENHALCLES | (7T T 0 o | ROEPRREaEms 5. BEEE. /i - YIS $LUT
UROEBRT BB, BpECLs | L IIITU— TR PR : T aer

TSI, BNECES | ST SD T Ty || OfOY— K1 —EED, BPINAREIERDTRTOARL, GEAR—X
PORARBREORZERBI S| ~ DYA S —F1UT 1 FL—Z2 0% RT3,
51-Y-%R—=2073, —
OT : B4, OTREMIOLFI VT« BHELELV L — =20 %%
BTENLELL, S5, BHIZEELBOTOREEEEZBS IATOARE

- BRIL. XBL, NL—=>0F3TENLEHELL.
NIST CSF 2.0 &8

PR.AT-01, PR.AT-02 \
= rh

& |
EDIthdD NISTOSE ik
HR—hUY—2

SP 800-53 Rev 5: AT-2, AT-3
SP 800-82 Rev 3: AT-2, AT-3 CISA Training
Cybersecurity Training & Exercises

i

22



https://www.cisa.gov/sites/default/files/publications/layering-network-security-segmentation_infographic_508_0.pdf
https://www.cisa.gov/resources-tools/training/cyb3rsmrt-use-password-manager-create-and-remember-strong-passwords
https://www.cisa.gov/cybersecurity-training-exercises

3.K-

3.L-

MHRES{EZERITD

HREN31TH

BESIED HBEORY MO —ORARTHET —5 OHEE & TR a RS
U. REZ AN ST BeHCBATNTND.

HURETNBSURY

BodEE. Ry ND—UiERINEST
A ROMICBESZEBLT. R D
—JIDAZY T+« I BRUT—F1R1E
EERTUIZD. BARRHRZSEZ (3R
DVEEDIZDICIRIBN SERAT — 5% 5
WMUEDTBRENTEDS,

JARD— R, FREEBIR. T2,
BRUEDMOKEIEFR. Fz
FEE=NZIBR.

NIST CSF 2.0 £8&

PR.DS-01, PR.DS-02, PR.DS-10

ESL. TTHIEL. BIUBSZEN/\vI12EALT. Ry NDO—UBE
DOHEFE ETEMENHT B,

BEABIORTFRCREY DEEREF I 7 (IOBRES LUT —5ZH#BIY
Do NI EANBERSIOHEIBR. SEBRI/ZIEERZFR HIX
([F. PLCTOYSAO—R, Oy hJOJS L. CAD (O Ea1—4%iBH
1) FRECAM (O E1—-FXEEE) J7 /L. BERZ21T7ILEIUX
& BREERE. *v ND—IR LEREET—Y) I"EFN35ah5s.

IR DT — REEOHET —5(E, BEROVDRDBFICEEX TEFRIFSN
9. B ENEI - -BLUTESNZI—F - DI T IR TED, i
BRIE. BB/ (XD — RIR—Zv —REDTF 1T RITETREFSN
2.

OT : #MEBHETS KUNBEDRIRENNER (C1 > /T he5R RVWEEE,. BSte
RT3,

e = M

%%

i

ZDHthD NISTOSE X

BR—KUY—-X

SP 800-53 Rev 5: AC-2, AC-3, AC-4, AU-9, AU-13, AU-16, CA-3,
CP-9, MP-8, SA-8, SC-4, SC-7, SC-8, SC-11, SC-12, SC-13, SC-16,
SC-24, SC-28, SC-32, SC-39, SC-40, SC-43, SI-3, SI-4, SI-7, SI-10,
SI-16

SP 800-82 Rev 3: AC-6, CM-2, CM-6, MP-1, PL-10, SA-8, SC-8,
SC-13, SC-28

BFA-INOEFIVUFTr2BHETS

RAT=T12D, T4v2D, BFRRE, —MBAREBEFA—)ILR—D

BRICKDIRIZERT D,

HAETNBIURD

B EE. WEEDS AT ATEERI
—REERITIDIIEEBNELT. BR
DHBDMIT7AIVELZFV OSSO
BF AV EHEEE (XD THEMEN D
Do Flew V—30IATA4TTISY ~
TA—LIREDY— RN —F 4 —H—-E
2ZNUT, TV I%ETIDS
EBETED.

BHOINTDBEFA—IL1>
I35,

NIST CSF 2.0 218

PR.DS-01, PR.DS-02, PR.DS-10 \

How to Protect the Data that is Stored on Your Devices

HBEN31TH

INRTOEEEFA—ILA>TST, (1) STARTTILSHEREEN TS,

(2) RKEBRUS—TL—LT—2 (SPF) BIUDKIMIXE R A1 RN E
MeEnTnd. 3) RAAVCEDIKAVE-JFEE. LR— b SXUHE
&% (DMARC) HEZMEEN. [HES] (CRESNTLS.

& = h

il

EDfthd NISTDOZSE ik

BR—bhUY—-X

SP 800-53 Rev 5: AC-2, AC-3, AC-4, AU-9, AU-13, AU-16, CA-3,
CP-9, MP-8, SA-8, SC-4, SC-7, SC-8, SC-11, SC-12, SC-13, SC-16,
SC-24, SC-28, SC-32, SC-39, SC-40, SC-43, SI-3, SI-4, SI-7, SI-10,
SI-16

SP 800-82 Rev 3: AC-6, CM-2, CM-6, MP-1, PL-10, SA-8, SC-8,
SC-13. SC-28

BOD 18-01: Enhance Email and Web Security
CISA Insights - Enhance Email & Web Security

23



https://www.cisa.gov/resources-tools/training/how-protect-data-stored-your-devices
https://www.cisa.gov/news-events/directives/bod-18-01-enhance-email-and-web-security
https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-EnhanceEmailandWebSecurity_S508C-a.pdf

3.M- BBRT&YIO027T T4 NTEMHICTS

BEAFH I OVRBRDEITAIRE I — RSN URTZRS T .

MAEN3 YR O— RERETTUS—S 3> OEBRTEBL S BRHIC. TATHTI AR
TIU0. FeFEEOEHAG I — REF T A )L N TEDCT DS RT L
RUS—,
N BEDWRTIIOEENCT BLBEN B BB, BISN1—F—HFED
BHEE, - -NBEOHSI7 A EETIIOEENCTBESCERT BbORUS — &I,
IEBWTO— RERITI DI E(UTREF
LTWB, I—H—([CZDLDIRT7A ST USBEZFIHZRSATREDY —-IANSDOER LRV I— RETER S T2,
IVEBNE B ESHEITBIHC. Y— : BEETHFA— N T LA BT T4 N TEMES BT ENLZELL,
SvIVIODZTU S ODFEMENDN
BEEEEN DS,

NIST CSF 2.0 88 NS EEOASE
1K t

PR.PS-01, ID.RA-07 i =5

TDHhD NISTOSE X BR—KUY—-X

SP 800-53 Rev 5: CA-7, CM-1, CM-2, CM-3, CM-4, CM-5, CM-6, CM-
7, CM-8, CM-9, CM-10, CM-11
SP 800-82 Rev 3: CM-1, CM-3, CM-4, CM-5, CM-9

Using Caution with USB Drives
Disable AutoRun Properly

3.N- EEERIOCRAEHIITS

S 25 NEE AR EIRT B OR S — B LUFIRNEET 3.
BT Sy NI — AR PRESERAEE. B, #I5T B

HUETNDSIURD ORUS —RUOTOCREREL. RELEBZWIET 3OS EIR% B
T3,

BAERBRAEREIR T O INRESN. FRSNRVRD. RELREEZSE
EF3. RESNLEEEZIFABRETTAMSIUXEL L. REFITEEN

BERT/\ A AB LV —ERERDE A>T NEDHS B,
BEEMEHF RTINS DHENDIBE, T . N . . -
FAERERES, EEROSE. OT : OTEACHERMMFEDHEE. TO ML, BLUHT—ERDHEHETI D

Z&ET., HEERIIRZRET .

ll

s

\ PR.PS-01, PR.PS-02, PR.PS-03

ks

ZEDMD NISTOSEHR BR—KUY—-R

SP 800-53 Rev 5: CM-1, CM-2, CM-3, CM-4, CM-5, CM-6, CM-7,
CM-8, CM-9, CM-10, CM-11, MA-3(06), SA-10(01), SA-10(03), SI-
2, SI-7, SC-03(01), SC-39(01), SC-49, SC-51

SP 800-82 Rev 3: CM-1, CM-9, MA-1, MA-2, MA-6, SA-3, SA-22, SI-
2, SI-3

Configuration and Change Management
Importance of Configuration and Change Management to Security

24



https://www.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-CCM.pdf
https://niccs.cisa.gov/training/catalog/mentor-source-inc/importance-configuration-and-change-management-security
https://www.cisa.gov/news-events/news/using-caution-usb-drives
https://www.cisa.gov/news-events/alerts/2009/01/20/microsoft-windows-does-not-disable-autorun-properly

SAFLDINY DT YT EBTHENEHIFT S

HREN31TH

H#ET —SBREB LT - ERROU X IZERL DD, #EHRY
—EXRBEMIFTILHC, 127> MR (ICER, 35, 188

EESN

MBS URD

&G ERLQIITLEZBEL. ®
MELZFT-ERDRHZEELTZE
nNTE3. BEE>T—SZHEIBRL. 18
BY—EXZ@EMEIBET. ST
LOEIREBFBZENTED, BHE
F BHEUZS AT LADEIRZZRIET D
EOHCHEETENE—EXZEEEED
MNELNIRN,

NIST CSF 2.0 2818

PR.IR-01, DE.CM-01

EDfthd NISTDOZSE 3wk

SP 800-53 Rev 5: AC-2, AC-3, AC-4, AU-12, CA-7, CM-3, SC-4, SC-
5, SC-7, SI-4

SP 800-82 Rev 3: AU-1, AU-2, SA-8, SC-1, SC-7(18), SI-1, SI-4,
PL-8

BREE(CwBIMEAMEE.

AZRAR—ILAT AT SAEDRF=BRIBR. BEVBERO/N\Y 0TV
REAMEZED. #iFEN TV IRTONYITYIDUR NERET B.

BEREBIIAFTARFFUTILIALTNYOTYI U, HBEO-—X(CE:
URERNR AT 21 —IL T EBCVEREI AT AZHEC/IN\vIT7YvTY
2.

Ny OFYT(E ATHA MDATSA>2T, EFaATCRETS. N\vIT
v EEIHE EFRNCTA T3, PR EBELRIEERT 3.

1B aRin g Ba1(C. ERURO/N\Y U7y THEXUEDMOEEDTEEEIR
9%, CORETOTCATE, T—INTENDIEETERIEN S D L2
E(CL. ExJOERPF—IRBEO YR OZRINR(CINZ 3.
ErEEEERAITDAIC. REORM. J7IURE. BIUTOMOTEHED
BN RVDER T D, /WOy FIEREEINICTA MU, AT+ PDIEHE
ERVIBIROTEMZARET Do

OT : OTEEDRFBERCIE. PR BT/ Rk, &E
PY—ILHEENS.

BEAEE, Bk

IS EEOBESM
= = EFI

g
i

BR—bhUY—-X

CISA Stop Ransomware Guide
Cyber Guidance for Small Businesses

N—RDOIFPEYVIMIITPORBIOCRAEHIFTS

EBREULLETO/OS-EECHY2aREzED. 1—Y—DEREENT
WIRW\=RD T, Tr7—ADI7. FEYINIT 7212 =
LB LICLBEREDTRENZERT B,

HUuETNBSURY

BE(E, BREFZEFEEANDZXA
., BRI —Y—(CE<HEICIREL. T
—FFELERBERATLDREZRADE
NTED. BEE EXRARHS T
LABIUEERY ND—D%HEIT DT
INARZENICTBENTES,

HAERE.

NIST CSF 2.0 £8&

PR.PS-02, PR.PS-03, ID.RA-07

EDfthd NISTDOZSE 3k

HREN31TH

FUWN=—RDOIP, Jr7—ADID. FREYI DI F7EA A —ILER
(FEATDEIC, LE2I—. TAS BIUEREZEBHMHIIDEERIS—BL
UTOERERET B,

L. BRANCHIREIMEE. ARSN/\—2a>otFesd. &ARank
N=RDIP, T7—ALDI7. BLUOETHINEDTITDUR NeFT 3.

OT : Ny FEKIUEHZREM I DIRICIE. OTRIBEZF DEMOEBINEGZER
I3, TNICE ERENFLEREE(CHEZSRIDN T LZHR(ICT DD
DFABFIURE SRR EEND.

=OBESE

e

A

BR—FhUY—-X

SP 800-53 Rev 5: CA-7, CM-3, CM-4, CM-7(09), CM-11, MA-3(06),
SA-10(01), SC-3(01), SC-39(01), SC-49, SC-51, SI-2, SI-7

SP 800-82 Rev 3: CM-3, CM-4, CM-5, MA-1, MA-2, MA-6, SA-3, SA-
22, SI-2, SI-3

Securing the Software Supply Chain

25



https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/cyber-guidance-small-businesses
https://www.cisa.gov/resources-tools/resources/securing-software-supply-chain-recommended-practices-guide-customers-and

3.Q-

3.R-

OJRESITREZHIFITS

TFI1 VT OJERETICRABLUBS AN SHHIeN TS &%
BRICUBNS, BA/\—1 2272 hIRAU. WIET Bes(lifbe

nreefit.

MBS URD

BENRY AN~ > 7> hEIRA L
LT DEENDEN. RE. FE@FR%T

TED DI (CRIRATEINS
B, INTOEEICH T DHEM

2, &P,
NIST CSF 2.0 218
PR.PS-04

EEHICEF1IUTBEOOD BIZE ARL—F« IS RF L 7T
Uo—23> BIUOT—EX; BRABRINZ AT L/ BABLES AT A ; T7 A
TOA—I ; TFEKMLL  RETSA R~ bRy hD—2) (&, RIS LY
A7 MER (BIRE TAL 2Dy ) OmATERYT DIZHICINE
BIMRET 3.

OJF EFa VT BRELIPANRY MERBY —)L. FFHPRT—HR—-X
BREDPRIIFAICEFEN, BNl - -BLURASNZI—Y—
DOHNTICIAFZFEETED, 0@ YRTFEEEEY DHRHEL1 RS
A2 ICK o TBHMSNIZHRFEEND.

BEROJHEONEMNEEND & EF1UT A F—ALBHENS,

OT : OUMIEZREFRTZ (HMERTERVOTEE(CDWVTIE, HXEE SMDERE
By RND—I RS T4 v OB LUBENEZND.

ROEZM

=

=

EDfthd NISTOZSE ik

BR—bhUY—-X

SP 800-53 Rev 5: AU-2, AU-3, AU-6, AU-7, AU-11, AU-12
SP 800-82 Rev 3: AU-1, AU-3, SI-4

Best Practices for Event Logging and Threat Detection

Guide to Computer Security Log Management

Improving Investigative and Remediation Capabilities

RIERHBRDIEGZRILT D

RERR—IITIAT 4 TN UTe, BRDSHDTII—CKDHHT7D

TRF T —IREERBILET .

=3 URD

dE (&, USBRSIJRREDY L—/\
TIWAF 4 T7ICRIVDT7EIE—T S
ZET. rEnzRy NDO—0OF (&
IT7FvrvIRY NDO—OBEDI AT
ACBATIOEEEN DD,

NIST CSF 2.0 218

PR.DS-01 \

. USBT /A RBKXVIA—/INTILAT « TOIRZHIRT S E. RIE

BAT A TERIN\—= RO FHITE FVOTEE (CHERSNRNC EZHERICYT
BrHORUS—ETOCREHIFT S.

OT: BIRE/MEE(E. RIEMMEBRDERZEIE T DI2D(C, YHER— ~EdiR, &

b, FrREZOMOSETEFITICTBFIEEHIIT DN ANz pist
ZBU TV IORREHA T DIZHDFIREHIT B,

LD EEOBESM
=5 = oM

EDfthd NISTDOZSE 3k

BR—FhUY—-X

SP 800-53 Rev 5: CA-3, CP-9, MP-8, SC-4, SC-7, SC-12, SC-13, SC-
28, SC-32, SC-39, SC-43, SI-3, SI-4, SI-7
SP 800-82 Rev 3: MP-1, SC-8(1), SC-13, SC-28

Using Caution with USB Drives
Proposed Security Requirements for Restricted Transactions

26



https://www.cisa.gov/news-events/news/using-caution-usb-drives
https://www.cisa.gov/sites/default/files/2024-10/Proposed-Security-Requirements-EO-14117-21Oct24508.pdf
https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection
https://csrc.nist.gov/pubs/sp/800/92/final
https://www.cisa.gov/sites/default/files/2023-02/TLP%20CLEAR%20-%20Guidance%20for%20Implementing%20M-21-31_Improving%20the%20Federal%20Governments%20Investigative%20and%20Remediation%20Capabilities_.pdf

3s 1 >5—%y MCEUES A 2EE+17ICTS

THEBRD. A2 F—Fw NCEALUEEEZRIRCINZ S, VI NIT7ES
AERI—Y—@ (>F—Fvy MCEUZEEDRMDOBREERL FOREICREDT ERBEL. 1 AU—1Y Sy Filf s BFESmyT s, B
T SATLNDORHDELNNDZF/D LTS EEATERNERE. TOEEOHIRERT TN, —BNREROERER
CTHORBEBERRET S, TNSOBRRCE, Ry ND—oEIXA>F
—2 O ERET A TIA—INEENBIRENBS.

- SwI I OUTAALBTTUS -2 LICRBTR,. TRTOARL—F
MUENBIURD (SO RFATTUS—2 3>, VI R PR&URY hO—oFO R
[F. A>5—Fw NCEUEEE L TENMET 3.

Fy NO—SEEASH—TT—Z (NMD &, ARASH—Fy NCABLR
‘ WESICU. BEARY NDI— RN BDHTILRTARE ST BT ENLEL
BROEE, VT RO IO/, B o,

PRES. REFESZEBOCUT, | oo o s N
25—y MCEURAR hERgs|| DT> T T b OB

ERBRETSY R ITA—LDBE BIXE, IT. IoT. OT. E/\1IL. X

2FLADBEEERL. SY0ORY D E. R) (CEDE USTRR-ROTSY N IA—LBSDBEGERY ND—U &
— T2 RBBAEEEN BB, EERY ND—O%RBN(CTI A MEL. BOIAD MEDBE>MERED
DHHFR S D,
NIST CSF 2.0 818 TS =ROES
PR.IR-01 th = s

ZDMD NISTOSE B BR—KUY—-X

Remediate Vulnerabilities for Internet-Accessible Systems
Internet Exposure Reduction Guidance
Mitigating the Risk from Internet-Exposed Management Interfaces

SP 800-53 Rev 5: AC-3, AC-4, SC-4, SC-5, SC-7
SP 800-82 Rev3: PL-8, SA-8, SC-1, SC-7(18), SI-1

27



https://www.cisa.gov/sites/default/files/publications/CISAInsights-Cyber-RemediateVulnerabilitiesforInternetAccessibleSystems_S508C.pdf
https://www.cisa.gov/resources-tools/resources/exposure-reduction
https://www.cisa.gov/news-events/directives/bod-23-02-implementation-guidance-mitigating-risk-internet-exposed-management-interfaces

4.B-

&3 (

BRDH3]— FORMZHEILT D

DETECT)

HRENZ1TH

BEORHHRZTECL. SRTLOTEMEMEL. BR/MEEDTZ
SHOHMBERBEL. F D51 LZ2sRITINZ 3.

I

W=D URD

BROHDVI NI TICEF. Rq0O—
R, ROvIN— Ny T RTZRENEE
Ns. BEEITILOTFEERUT,

UE— RIS 2ZGIEIL. BhiEZ%ZER

L. BEROTHZEITIT .

HRREA.

NIST CSF 2.0 288

SRATLDIY RIRA > hTEBDH 21— RERAB LRI D 2sH(C. =
DRF O NR=ZADANZX s (BEZH#HBILIOYIIBRHICTFIAILA
VI MO T P TERSNBBHD/ (5 -2 F e FBREDH D I— RO ITRF v
[CHEFLTVBED) BEUFSITRF Y AR—IXDABDZX A (@ £a—Y
ATA VD, FERFRECEEHIDED) ZREKITD. V2FICIIAYI KD
ITVAEHREN, BEIRERCH D, X—ILBIVBUL—NTILAT1T HIX
F ISv2aR34D) 252 BADITEIVEDOMDTILITFICHULT
BENCRAF > TDEIRESNTND I EZERICT S,

OT: OTT/\ARTT>FIAIAY I NI T 7=2ERTBCE. EfEFTY
. BEEE, LW TA—I2RA2)I\0 MEREEORBIRT S 071 X
MUREERBIGZENDD. INSDTSUFT 1 R(E LW IRFrELVE
BDH2— ROBHYVI1—23>0F/N\—23>EFT AT B HICERAY
BTENMLHELLN,

ROBZE

DE.CM-09

EDfthd NISTDOZSE ik

EFI =

BR—hUY—-X

i

SP 800-53 Rev 5: AC-4, AC-9, AU-12, CA-7, CM-3, CM-6, CM-10,
CM-11, SC-34, SC-35, SI-4, SI-7
SP 800-82 Rev 3: AU-1, MP-2, SI-3, SI-4, SI-7

Ensure Your OS Antivirus and Anti-Malware Protections are Active
Control System Defense: Know the Opponent

AR EREHBT D

HREEN3TE

RSB EF 1 VT« BREHBI TED. \

ol

HMUETNBSURD

A7 OEX, HERFE. SLUHESE
NDFEE,

A,

RO BT RERCEY DPRLBRES LUTOERZERZL TLD &2
(LT3, BUHRERMEONDIBZE. 12257 > MbEEICHEERE=N TN
BFIRICHEST, MRETRAL—232F B,

BOULVBREROBEMBZEMET 2/2H(C. TTRERR D BEROBERIMT
ZEEETD. NICEKD. PFUXNITNSOESZECERT DD
BlS LUBENZHIRTE D,

BAN—A2 25> MIREODNDIBECHDINS B RFIES LUFHEICDL
T, 7FURPOBENTFHE LI FL—Z2 0% REY B,

OT : (. TOLRERBICHIFBOTEEDERPEEZERCANDZE

MEFELV. BAZRY IR DS DEMFET(EBRICH T BIFEDY —ILTF
S—hME OTRIEATRERICEERTHDHEN DD LZRHIDIENE
ETHD.

NIST CSF 2.0 £8&

\ DE.AE-08

EDfthd NISTDOZE 3Tk

AT EEOESE
EP =

Bt

g

PBR—hUY—X

SP 800-53 Rev 5: IR-4, IR-8
SP 800-82 Rev 3: IR-4

Planning Considerations for Cyber Incidents
Cybersecurity Incident & Vulnerability Response Playbooks
Continuously Hunt for Network Intrusions

28



https://fema.gov/sites/default/files/documents/fema_planning-considerations-cyber-incidents_2023.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://media.defense.gov/2019/Sep/09/2002180360/-1/-1/0/Continuously%20Hunt%20for%20Network%20Intrusions%20-%20Copy.pdf
https://www.cisa.gov/resources-tools/training/ensure-your-os-antivirus-and-anti-malware-protections-are-active
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-265a

¥ it: (RESPOND)

S>3 FIRaHiIdS

Tﬁff”ﬁigﬁgg;27_5*0§§ﬂ754v_E@ﬁ%351 {235 NRERDRT — ALY —RUBES LIS 1= —3 352 h
—7 T IR ° “RAEBRTE IS 1= -2 ERRET 3.
HMENBUZY 25— OIS — EEEL. HGEES LU OAE L EADH BIER
%, CFIATCHET S, BRTEOBAEAECE. BOSAFABLURY ~
D— IADBMEABIE NS ENS.
B ENEIS1 -4 -3 FIENA BARA ST ROWRICDNT, _EREEHICERN CRE T 5.
WBEL A >S5 MIEF— LRD .
RIS oo NOAEREES|| Stk BEOBIA YA I—(CEBEBNRELBAE. ABUBPICENT S,
B, JULIALERPL. SRR AT 4 T EDD E DB KUIBHBIRICEI T SMEMORY S — (HIUTE, >
EDIARZRE 23 NISOREDDAT  PAZ1 = —2 3 S FIFRRIL. TS,
NIST CSF 2.0 B NI SROTHM
RS.CO-03 15 = th
ZDMD NISTOSE Tk BR—MJUY—-X
SP 800-53 Rev 5: IR-4, IR-6, IR-7, SR-3, SR-8 Guidance on effective communications in a cyber incident
SP 800-82 Rev 3: IR-4, IR-6 Incident Management

5.B- 7> NOBEFIREEIIT S

CISAB KU DM, TN\ —KBDK DILERTIRE T (JIRAR
&, ADEFURMIDENTED,

R, ERENIZIRTOYA /N —EF21UFT (>3 F> hEBEYRINEIT

n ; - SFAF4 BIRE BECHEC TN EBORLBE L FE - URIT

e RTA MEB (SRMA) | IBBIEESHIT> S — (ISAC) . BRAEHITHE
(ISAO) . BKLUCISA) (T, #C. EDOKXSICIHRETDMCEATIRIS—H

GA WU —1BA >S5 MBEDMFT FUFIRZHERTT 2.

(& CISABLUZOMOI)L— T35 BRI >35> ME BRSNS 1S > RC L > TERSIUBEMN

BERVTEHEZET S N o L. FREACIZINBONBARG, BRCETARBIROBOHC, CISAS

RO FEDODEFICH T DILEREN FOZDMONELEGRE CIRESNS.

FHELTNBNESHENST, BRI

WRICET ZEERARNTET 3.

& " rh

\ RS.CO-02, RS.MA-01

EDfthd NISTOSE3ZHk BR—hUY—-X

Cybersecurity Incident Response
Critical Infrastructure Threat Information Sharing Framework
Cyber Incident Reporting

. |

SP 800-53 Rev 5: IR-4, IR-6, IR-7, IR-8, SR-3, SR-8
SP 800-82 Rev 3: IR-4, IR-6, IR-8

29



https://www.ncsc.gov.uk/files/NCSC-Guidance-on-effective-communications-in-a-cyber-incident.pdf
https://www.cisa.gov/sites/default/files/c3vp/crr_resources_guides/CRR_Resource_Guide-IM.pdf
https://www.cisa.gov/topics/cybersecurity-best-practices/organizations-and-cyber-safety/cybersecurity-incident-response
https://www.cisa.gov/sites/default/files/publications/ci-threat-information-sharing-framework-508.pdf
https://www.dhs.gov/sites/default/files/publications/Cyber%20Incident%20Reporting%20United%20Message.pdf

f£|1H (RECOVER)

EZR{TID

EREE. BN —EF1UFT 2272 MSRENDIIRNICIERT
BdTENTES,

BE P-CR. FEESRFLOTA | .
FEODTR, HRTE.

T

BAN—tF2UT 12372 hNOFEZZTDREDS . ESRIFL
BEY2a>OUTA DIVBEEFRES AT LAOY - ERZEIBESIETY
BIOHDEERITI D, CNICE EBREEFZEA 2T —RY MDTT
TREZETERVVRET, v 3> tEELRHREZRTIDENNEEND
BENHD BIRE. MR- XDEFEADBIT. FIRES) .

AT MEODERMEL CTREREHRI L. >2F7 > NGB ZIE
3. BONZEENDKIR, RIS ITREEEANDIRE. hL—Z2TFEOR
U —BLUFIBOEH. BLVIRNTDRT—IRILEY —A\DOEEDHERIIE
HMCERZEL<

NIST CSF 2.0 218

LI~ EEDESE

‘ RC.RP-01, ID.IM-02, ID.IM-04

v |

il

[

EDMD NISTOSE BR—FhUY—-X

SP 800-53 Rev 5: AC-1, AT-1, AU-1, CA-1, CM-1, CP-1, CP-2, CP-
10, IA-1, IR-1, IR-4, IR-8, MA-1, MP-1, PE-1, PL-1, PM-1, PS-1, PT-
1, RA-1, SA-1, SC-1, SI-1, SR-1, CA-2, CA-5, CA-7, CA-8, CP-2, CP-
4, IR-3, IR-4, IR-8, PL-2, PM-4, PM-31, RA-3, RA-5, RA-7, SA-8,
SA-11, SI-2, SI-4, SR-2, SR-5

SP 800-82 Rev 3: CA-2, CA-5, CP-4, CP-1, CP-2, CP-10, IR-1,IR-8,
RA-3, SA-11, SR-6

Incident Response Training

Cybersecurity Incident & Vulnerability Response Playbook
Incident Response Plan (IRP) Basics

30



https://www.cisa.gov/resources-tools/programs/Incident-Response-Training
https://cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf

FOAHHUZX ™ (Access Cotrol List) : JY—XADT7OCANHFI SN TVWBIRT AL T4 T4 DIDEVETDIZEICKD T,
S 2T LI —=ZANDT IRl 3R T 2 A=\, HE : NIST SP 800-82 Rev. 3

BERAAY  HBDORY S —([CL O TEEEINDIRR MBLIURY MO—TUY-ADmEN/ES BIZE, 808, 2. St 88 .
88 : NISTIR 4735

& : MiiEzFOA. \E, k. 1Bk B, FE@TOX. Ll : DHS Risk Lexicon

BE87h0> Oy o7 I MEREEFHO MOV ITIRDULEWME : 1—H—7H0> M OVISNBERERERD, B2 2aTh
KEYDEEERTE T DRI —, HEE : Account lockout threshold

N—RS51 B : BIRS AT LAFLEFSRFTLAADBRKRIER (CET DXBE(L SNz —EDMRT, HIFRCER(CLE21—2N. &8
NzEOT, BEEBRFHREICEL DO COHEEARERED, il : CNSSI 4009-2015

ESRRA NI MDFRAAD REZIBESRZA 2\ hDBHR : EXIBZHRUINRELLIHBED. ST LAORIRFEMS XOEELIR
fIZASHNCITBEHICFERETND. BRSAT LD, HEE. BIOBEKFREGHEDDT, HER : NIST SP 800-34 Rev. 1

EEER : AMEIRTORED SIPRORE(CBITSE, BiFend AUy hziE3rH(c. BEbenieyJO0—-F 28R T 507
A Ro

B (Configuration) : BIRS AT AFLEFS AT AOIIR—RY MR FZ(FERE T D ENTEDRM. /(SA—F BIUMHER.
HiE8 : NIST SP 800-128

HRFREOIRESR © HED U X Y UR— N9 D 1esd(C, MHRREE TS T &, el : NIST SP 800-137
SLEIRESSIEEAIF (CVE) : tF1 T+ ([CEEI DY T I TV DORMDERIES JFUEFES. HE : NIST SP 800-126 Rev.3

REEER : NIST SP800-53(CEH SN TVBINR—RX S A 2 DEERDAND D (CERESN. S RFTAF(FHEHICXT LU TEFFZEENIC
HEITIREERRHIDEF1IVUTA BLUOT S/ —EIRK, HE : NIST SP 800-37 Rev. 2

B#HS 7 A ERBMEREZ(HREICK O T, HIEHNFIEDELIRDLDCTDIIRT A, TS RAT AL ERFIES A5 A
(SCADA) . ZE#lIEHI= 5/ (DCS) « OU5XTIILOSy o> hO—S (PLC) « RV EDAMODIBREDE R DEHRIE KU
SAFLNEFEND, T NIST SP 800-82 Rev. 3

PN\ —tF1VUFrEEELE L ——20FERITEF L UT BHERALSB IV N —=29T7 095 A : BFHEBEDIERS AT LB LU
EIRDIERDIZDDBYIMATENL—ILICDWTERETD. COTOT S AR OIBENGDERM (IT) RUS—BIUFIEZERS.

YA )\ —EF 1 VUF RBEHEE A >S5 > MIGEHE : SBHOBIRS AT AL T DBBOSH DT ERINL. WEL. TOERZH
BRI D2HD. HESNUHRDSNIZ—EDIERFZ(EFIREXELLIZED, HE 1 NIST SP 800-34 Rev. 1

FIAIWRNIRD—R : $HAFSRT L. WeE. 7T 547> AOTGHERDT T4 )L bV I MO T 7HERKICIE. —MRICAEnTN
B2 TR DT = REFENTND T ENEL. TNBSDIRFAREE,. 1—Y—BEDIHDFTEIRIANRL—F+« TS XF LDA
SATT—RZRMUTH ST TIAINRT—REER. "X -FLEFRRZSAAHNTHE— GFbE) THD. TIAILMNXDT—R
(F BIDTA S A2ZA =)l BIUHREREDIZHDEDT, ZL<DNRIAE —(F ABRB(CS AT LAZRMIDHICT TA)L MR
D—RZEZEEITDHEZMRELTUND, HE : CISA Alert TA13-175A

JEREMFE (DMZ) : ERRY D —0 ARy RO —DDRIRIBN (CIFE Y DIEFARY NDO—TOtI A2 b, DMZOBNIE, ARy
ND—DDIBRFIDRY > — 2B EDIFIEHUTEA L. WEPRY RO —JZFBANSRELULGHNS, HEIDEFE TSNV —X(C, A
BIRETRERNADHIR N7 IR ZRIE T D ETH D, Hilh - NIST SP 1800-12

BESItd 3 : T —9ZESLU TS XX E4EkT D, HE : IETF RFC 4949 Ver2

B5{t : TXEBESXICERL. BERUEREBEUN ZOT—IERDCENTETRVNKS(CTBHDIESFIICERTNS. 53
FJE, HE8 : NIST SP 800-101 Rev. 1

31



https://doi.org/10.6028/NIST.SP.800-82r3
https://doi.org/10.6028/NIST.IR.4734
https://www.cisa.gov/resources-tools/resources/dhs-risk-lexicon
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/account-lockout-threshold
https://www.cnss.gov/CNSS/issuances/Instructions.cfm
https://doi.org/10.6028/NIST.SP.800-34r1
https://doi.org/10.6028/NIST.SP.800-128
https://doi.org/10.6028/NIST.SP.800-137
https://doi.org/10.6028/NIST.SP.800-126r3
https://doi.org/10.6028/NIST.SP.800-37r2
https://doi.org/10.6028/NIST.SP.800-37r2
https://doi.org/10.6028/NIST.SP.800-82r3
https://doi.org/10.6028/NIST.SP.800-34r1
https://www.cisa.gov/news-events/alerts/2013/06/24/risks-default-passwords-internet
https://doi.org/10.6028/NIST.SP.1800-12
https://datatracker.ietf.org/doc/html/rfc4949
https://doi.org/10.6028/NIST.SP.800-101r1

KOUEI FAIIFEFRITAGET OIS A : T>O0— RSNEH BRI O T RSN RDZFRITI D, —HNCE. 2> E2—5T
OJSLFZFI—F2SRUTERENS.

T7ATIA—=) : HERESNZ2DDORY MO —OBDOT—FRBIENS T« v OZEIRT D, =y MDO—UREREE. J7 174 =)L,
AR E2—FCA>AM—ILENZTTUT—23>DBEaEHNE Ry ND—0 LT/ bk, FFHES/ ROvIIT2E

RDTSY hIA—I (PTSATUR) DigEtHd. BE. T7AT7IA—)UIY - IBREEERIT DIHICHERSND. T7AT7 A

—ILICE—MIC. EDR— hZER<HZHIRYT DIL—IL'e D, HE 1 NIST SP 800-82 Rev. 3

T7—=ALDI7 :)\—RIOTTVHEDISYZIROMICTOTSLASNLEY T MO 7TOTSLAFEEGDEY b #EEM oI Ea
—FN\=RIOTTVELEDKS(TBEETDMNCDONTC, BELRMDEREMT D, HEl : NISTIR 8183

Ny2aft: —EDT—F (LT, HEN7IILTIUXLZEBAL, T—F2RIME ( [)\v>1{E] ) ZERITDITOTR, HE:
NIST SP 800-72

E1—I2R324>2FTT—R (HMI) : ABIDARL —SIOEEITOTOCADIREZER L. SIEREZ2E L CHfIENZZEL
0. BRECEEBHENMFEFEB TA—/N\—SA RLEDTEDY I MITVH I/ \— RO, HMIGEFEE, SIS S Z7FzEA
RL—=FH O> bO—-35ADTEY MRA > hFEREHE#E7ZILTVXAS LW SA—FZHRET D EZAREICT D, FTHMIF, AL
—5, BI#E YR—2v—, B2 bF— BXUEZDEFHI DTSN —T— (LT, TOTRDRAT—FRIER. EEBR.
LiR— b BRUZDMDIEHRZFRRT D, ARL—FBRVIT T (FHMIZERL T, Yy MR > hOBEEREFE. 77ILTUXLD
. OX> ROXME. 3> hO-SD/\SA-FDRFEEFHEZITDS. HMIC(E, TOVRADRFT—FXEHRS LUBEBRERTESND.
HiB8 : NIST SP 800-82 Rev. 2

A >235F 2 MEEEHE : U1 /\— > 27> MEEIU. WG 3EHD. HEMNUHROSNNE\L=NE—EDFE, HE : NIST SP
800-34 Rev. 1

1BEEEDINHE (ISAO) : UITOEMODIZHIC, AMEREEZ(ERBOEMICEK > TRIIFZFERASNZ. ARFL(FEARDESE
HEREHEEER. (@) BEBEA 2 ISHBIMRESNLESATACEETZTF 1 UT 1 LOBBES LUHEEARGFREGEZ KDE B,
TR AY. T2, BLMEREEHERERICTIEHIC. EEAZISERZWNESLIUDHTDIIE, (b)) BB ISHC(IRES
NIESRATAICEETZTH, B, FLEERIKBOMBEOREZMIE. B, B, FZEEETIDCEIIDEBEL > I SIER
ZILEFREHRIDIE. () BB IITEHRE. 28, M. #75. EHDBAT. F(E LEEOBNOZRITI D L TMTE/RDEEHE
DD TDMDEBERCERENCILDDZ &, HEE - Homeland Security Act of 2002, 6 U.S.C. § 650(13)

BEREEIMTE>SY— (ISAC) : YIENERL - B/ (—BED LUEBIRICET DIBEHREBD LUONRR NTS0F7 4 A &/BETDIHIC. E
BA Y ISHBAERINEESE(CLD TR SN/ZEFETETDEEMA, HH : “National Council of ISACs: About Isacs.” 2025888 20H
HE. i https://www.nationalisacs.org/about-isacs

R (IT) : S —YFFFEROBBNGEGS. RiF. D, M. 2F B B8 Hf. £x OBX. B FME FE
RECEASNDHSDDHER. HEERSNESI T A FEEHMEBOT TS X5 A, HE : NIST SP 800-12 Rev. 1

EFESERERSE (IEC) :IECIE. HHR17357EMNEFED. 25 AOEMRDEE ZHRHEL TL\D. HRNRIFEFOZEMRMTHD.
[ECOERRFIES KESHE I TAA > hEFL. BR - BFRMOERESEZ X CTL\D, [EC[H. BROFIBAZREL. IEFEE TS
BEREDREMES. AT« ikdn. EEHER. B, RBZESVER - EFHESRS LU RXTLAOEEM. HHe. HEERGZIREE
LTCUL\D, HEE: https://www.iec.ch/homepage

ESEEHIEFS (ISA) : EREHHETS (ISA) (& BEiHEEC TRDBRVWERZANS T B7z6(C1945F (58 SHUIEEFIDERT
FEWKTH B, ISAlF. ARL—>3F) - TOTL D AEER T BIeHCEEHIIT =1 =5« ZHROMTT B 2 &L K> THAtiEEh =B
TH. EER-ZDEARNIME Y — R ERE L. BADF U7 ERESADFREEHBE L TUL\D. ISAL. L FERASNIHFURERR
EU. FIRZREL. BESLU N - J%EHL. SEDMEGSEEHRL. SEPERSZFELU TS, T, HRPORE CF
BDI=HIC. Ny ND—IERBS KUF v U TZHRET OIS A= LTS, i : “International Society of Automation”
https://www.isa.org/

EEHFHFES ERESEERE (ISA/IEC) 62443 : ISAOERER(CKD THRESN. IECICK > THESBEINIZISA/IEC 62443 1)
— X DIEHE (L, FEEABIHEEIR LCHEIEIS X7 A (IACS) ([CRIFBBIESLNIRDOTFIUT ¢ MESFHECTN L., BN DIzHDTER
RIL—ALAD—O%BHUTND, H# : FEEDISA/IECIEE 2518,

Bk : $EEICE D B TONZEBEDIERRY X MRIZEBIELT R,

BENDERENIMESEHF O (Known Exploitable Vulnerabilities Catalog) : CISANERSNIZ, FEdBR7I5—ICL>TER
NIz EFHBI LTRSS R I, [Binding Operations Directive (HIERAMDSDIEMAER) 22-01] O—REU T, COAHYOV (HEHER
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BIMHEDER : T2 U« 7 —F570F v (. BEEANTOEEEZRITI DEHICRERE/I RO AT LAVY —XB XURAZ
I5=nadLostensd. VD[RRI, el NIST SP 800-53 Rev. 5

O : O AT LS XURY ND—DORNTHRE UIZERODEER. HE : NIST SP 800-92

RAOOYVIS AT« A0 : Access DX V0OE. ZAOZBEMEL. TA—LA. LR—bhBKROTD> bO—)UICHEEZIBINT DY
—ILTHD. BIZE. ONXRRTZTA—=ATBIITDE. TDRT D OnClick AR MY ZOMNEERTSND, Tl
“Introduction to Access Programming” https://support.microsoft.com/en-us/office/introduction-to-access-programming-
92eb616b-3204-4121-9277-70649e33be4f

KEERIRERTATIFR (NIST) : REESAEERMHAZAR L. BFTeFREZEbL. EE08EZMLETEIHET. HlZE. BES
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# : “Introduction to Access Programming” https://support.microsoft.com/en-us/office/introduction-to-access-programming-
92eb616b-3204-4121-9277-70649e33be4f
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—TF21 VT EBSIOSEXER. TL—AD—007(F #Ee. H7TYU. BIHFTY. BLUSEER. OMEBEOERTIEBRS
NTud, HE# : NIST CSF

NIST YRIIRZZAZ NI L—LDT—2 : NIST SP 800-37CRESNTND IRINARIAL I L—LT—2T (RMF) (& 1Bkt+
AT BLOURIERDES Z S AT LARFES A T OILICHRET D, MElosnz@Ebeniz Ot Az RHL TS, H
B2 : NIST SP 800-37 Rev. 2: RMF

NIST SP 800-30 : EHEATDIFIRS AT LS SOMEMD IR TTEAAR hEEMY DI2hDHAF > X2 L. SP 800-39DH -
HFUREFHRLTND, UROEERBEEDIDDEEI N T TEITESND 'J7\07t7\></ bME 2ENRUIOERTOTRDO—ETH
D, FBRISNZEURD(CHIET D, BUIREBNEEHZRE T D2HICHEIXFRE, Redtad FEEM(CIRMT D, HEl : NIST SP 800-
30

NIST SP 800-53 : COWHRMNF. AT ASIOMBMOERRZHTIT D, BERI, FREZWUE, REFE. FLBXETD. H5PD
HEMEZESRTLARCRETDIENTED. INSOEIBRDER (G, EFPBHRTFDBIRE AT ACIEMETEHD. NIST SP 800-53(d.
ZETDBR. M. B BSLUT0/O0S—-(CEDNT, RESIMIERORE-_ - X2/l ItF1UT BEXVT 51/ —

BEROBEND DR NIOTZIRMI DI EICLOT. COBNZERTD. Fo. COEBME. EFa1UTa. TS50/ —,
BIPVURTEEDEEZOZFREIR— NI DHEDEFRERH TS L(CED. MBEOIZ1 =0 —>3>%Z8ET D, Hll | NIST
SP 800-53 Rev. 5

NIST SP 800-82 : EsfRAIHIS X5 /s (SCADA) . DEWHHHIS X5 L (DCS) « BIUFIEMEREZERITI D TDMDI AT A2 SOESE
RBIIZR5 L (ICS) ZFaT(CTDIHDHAFI >R RELTND, COXEL. ICSOELZHMIEZRRHEL. —MRIIIAS T A
MROZHE IOV —F70FvZLEa1—U. INBDSRFT AT DEIADBEE KU E#MAIL. BiETDURIZERIT DI
HOER =N TF1 VT MWRERM LU TS, HE - NIST SP 800-82 Rev. 3

i - EREER (OT) : YIBRIRENEEY D (FE(MMBRIEENEE T DHGFZEIRYT D) TOTSATRRI AT AFIIHEE. N
SO AT LA/ MRS B8R, TOTR BLGANARY hOBERWHIHZEL T, BENLDE(ZRA, F2E@E5ISEI Y. fIXE. ICS,
EIVEEIXFT A BBRZ AT A YIBORT7 OCAEMHANZZ A 1RENEFENDS.

RERRL—232>FAM (VE—DN) : BRTRERRZH U TR T D2 (C. REOBRITRAEDEMBS LURIE> =1L — K
3. COY—EXR(E BROWHE. &I SHAERIERTT TV —23>0t+1 VT« BXUA -T2 Y —XIEROBRADEIEEM
T ANTDDCIEERNTH D, Tl : NIST SP 800-37 Rev. 2

TS0 AANELEFELU THREREIRMESEDIIZOHD, V- vIVI 7Y IDTZH)VISHEE,

T4V IDRNSERBE (Phishing-Resistant MFA) : {TIEIEFESS (OMB) BE 22-09([CERSNTVDKS(C, S —0
Ly hESKPEEHRS AT ALRDTEUEDTITYA bEEFTT VT —2 3 2 ADHDDOBRERI L. B5LET DK S (CEEETSNIZERs
JOtR. $E# : OMB M-22-09

YHEFZ DB DY —DERESNIZERAZR DIBIRS AT LD N> b, HH : CNSSI 4009-2015

33



https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://doi.org/10.6028/NIST.SP.800-53r5
https://doi.org/10.6028/NIST.SP.800-92
https://support.microsoft.com/en-us/office/introduction-to-access-programming-92eb616b-3204-4121-9277-70649e33be4f
https://support.microsoft.com/en-us/office/introduction-to-access-programming-92eb616b-3204-4121-9277-70649e33be4f
https://www.nist.gov/about-nist
https://support.microsoft.com/en-us/office/introduction-to-access-programming-92eb616b-3204-4121-9277-70649e33be4f
https://support.microsoft.com/en-us/office/introduction-to-access-programming-92eb616b-3204-4121-9277-70649e33be4f
https://www.nist.gov/cyberframework
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/82/r3/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
https://www.cnss.gov/CNSS/issuances/Instructions.cfm

UE—MRObyZ7ORIL (RDP) :@E(FTCP/R— 33897 LT, D> E1—FNDUE— MEGRZOIEEICT DY
OV 7 MHEOZO L. BE{tEn/eF v ILazNUUE— N1 —(CRY ND—OT7 R =R T3, *v NDO—0UEE
E(d. RDOPEFERAUCHEERZEU. —/\COJ1> L. TDMDERDEEIZFEITI D, UE— MI1—H—(& RDPZER L THHEM
D7y ND—=2(CO04> U, BFA—INT7AIUCT It RS 3B, it 1 "MS-ISAC Security Primer - Remote Desktop Protocol”
https://www.cisecurity.org/insights/white-papers/security-primer-remote-desktop-protocol

INRAD—RODYVIV MEFEFICRT—RYVIL b : #E5iE KDEE(CTDI2HIC) XD — RIS END S A LI FS, /IXT—R
ZEELT/I\YS 17 TUXALTEITL. TOEREZOTA 2T —IR—R(IRFTDON—HNTHD. 1—F—H)RXD—R%E
ANTDE B\ albEN. T—IR=-XEBEETND. VIL NI\ S DRI/ R DT — RSBIMEND S >4 LR F5
T, [JIL—hrIJA—R] BEREERFERALUT/I\RDTD—REDEEHDIEXZLDREICT D, HE : "MS-ISAC Security Primer -
Remote Desktop Protocol” https://www.cisecurity.org/insights/white-papers/security-primer-remote-desktop-protocol

SATFLAT—FFIOFV : T—FF0F v &F SRATLOERNGIBR THD. IR—3> N HHEORBGHS RIUIRE. SEtEE
1BISEA LU TWSRAIDNER SN TS, HiEl : "ISO/IEC/IEEE 42010:2022" https://www.iso.org/standard/74393.html
MLEES (TTX) :FEDITHE CEEIZHEEEZEaDIMHEN. BEDREFZ(FHHIE (breakout groups) TEFED. B0
BRI ERFEDRSBEBADMIGICDONWTEM I D E CEIDABTEIRIET D, Eam \—ADEY, ET&E >FUAZRRRLU. T
DEFUAICEDNWTEBIT D EICK> TiEmahing . i : NIST SP 800-84

rS2RAR—b - LAV—-F2UFr (TLS) : TSOHBRVOIT T —/UITAKEESNTVIREAS LES{ETO ML,
TLSZFERA LU TGRMESNBHTTIPRS D wold HTTPSE L THISNTULVD, T : NISTIR 7711

[RS§HRRIT OIS A : TF1 VT AREC. MESHEREEEERIT DO RS >z U, BEINIhEIsEZERIC
PR D712bDCISADESEEIEZ{RAZ TL\D, 8L . CISA Vulnerability Disclosure Policy
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https://www.cisecurity.org/insights/white-papers/security-primer-remote-desktop-protocol
https://www.cisecurity.org/insights/white-papers/security-primer-remote-desktop-protocol
https://www.iso.org/standard/74393.html
https://doi.org/10.6028/NIST.SP.800-84
https://doi.org/10.6028/NIST.IR.7711
https://www.cisa.gov/vulnerability-disclosure-policy-template

HBAN—tF21 VT D)\ TA -T2 XB&E. ERORT—IMNILI —HSDDEERIIIRA > Ty MK LT ReJgETH o 1z,
CISAENISTIE. CNSOBERICH U TEMNZIOAS MEHFETINEUTORSE, Bif. KEEBBATHERE. SXUEBRG/(—
b —(CRESHDORZERT Do

1898 & Co; AAC Cyber Group; ABS Group; Administration for Strategic Preparedness and Response (ASPR); Amazon Web
Services; American Chemistry Council (AAC) Cybersecurity Information Sharing Group; American Fuel and Petrochemical
Manufacturers (AFPM); American Gas Association; American Petroleum Institute (API); American Public Power Association
(APPA); American Water Works Association; Area Maritime Security Committee Houston-Galveston; Bechtel; Boeing;
Chemical Sector Coordinating Council (CSCC); City of Crystal, Minnesota; City of Phoenix Department of Aviation (Phoenix
Sky Harbor International Airport); City of Pittsburgh Housing Authority; Claroty; Colorado River Energy Distributors
Association; Consolidated Communications; CTIA, NCTA, USTelecom; Cyber Risk Institute; Cyber Threat Alliance; D.L.;
Discover Financial Services; Eclypsium, Inc.; Dragos; Edison Electric Institute; Enbridge, Inc.; Exxon; Federal Deposit
Insurance Corporation (FDIC); Federal Housing Finance Agency (FHFA); Federal Reserve (and Federal Reserve, Financial
Services); FERC, Division of Dam Safety and Inspections; Financial Services Sector Coordinating Council (FSSCC); FireEye;
GE; Granite Falls Consulting; Information Security Officer, Maersk Line, Limited; Honeywell; Information Technology
Industry Council (ITI); Israel National Cyber Directorate (INCD); IT Sector Coordinating Council (IT-SCC); JP Morgan;
Marsh; Matson Navigation Company; Microsoft; National Air Transportation Association; National Rural Electric Cooperative
Association (NRECA); National Water Resources Association (CREDA/NWRA); National Cyber Security Centre (NCSC (UK));
NCTA; Netrise; Network Perception; Netwrix Corporation; Nozomi Networks; NTCA - The Rural Broadband Association;
Office of the Comptroller of the Currency (OCC); Operational Technology Cybersecurity Coalition; Port Authority of New
York and New Jersey; Port of Houston Authority; Schneider Electric; Securities and Exchange Commission (SEC); Securities
Investor Protection Corporation (SIPC); Sera-Brynn Consulting; Siemens Government Technologies; Southern California
Edison; Southern Company; State of Washington, Cybersecurity & Critical Infrastructure Protection Unit; Transportation
Security Administration (TSA); U.S. Army, Materiel Command; U.S. Department of Energy (DOE); U.S. Environmental
Protection Agency (EPA); U.S. Nuclear Regulatory Commission; U.S. Coast Guard; University of Miami Health System; U.S.
Mint - Philadelphia; Both public and private members of CISA’s Control Systems Working Group (CSWG) and Control
Systems Interagency Working Group (CSIWG); Department of Health and Human Services (HHS), Food and Drug
Administration (FDA), Office of the National Coordinator for Health Information Technology (ONC); Water Environment
Federation; Water Sector Coordinating Council; Waterfall Security; Woodard & Curran; Xylem.
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Isaiah Jones, Robert M. Lee, Joe Marshall, Patrick Miller, Thomas Reagan, Alexander Romero, Marty Rubin, Kimberly Sanders, Gus
Serino, and Nicole Thompson.
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