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1.1. #EARTLIZE TS EF )T AROBEHRLETTO—F

1.1.1. ®EATLIZEITAEX ) T RKOBLEMN

ek, HHES AT ML, A AT LATHERES I, SRy MY — 704 IV AT AL IT S
TWRWEOEHD TC, BX 27 OB BITFAE MRS TR o7z, LinL, o4, LUF
DRI AT BERRSOFHBRBE DA, AT AOFHECAL BT, K OV RO K& 7l
X2V T A RO LBPERIEF I E - TETND,

(DR RT L, AVR—RIMDEE

® AT LEMEAT D R — 3 hEL T, Windows X° UNIX LW 7LD 7T v b7 4— L
NIEHSNTETNS,

® AT ATOEFIX, LA CEREN LT a8 AL, 20 IZHEHT — 2% RE5
THHAESN TETNA,

()RR T —D LD EERL . NN D EIRIEADFHAH

® FHOIOIT, fFHRIAT LEDRY NI — 7R A A L TN —AG HTE TN,

® J%—F%/TT/X%? TrAFEBLORIE MDD SR L DBE RSN D7 —ABHTE T
W2,

® HITHOFMEMEND | HHE LAN 2MEibivdr —Ab HTETW5,

® AT LRAVR—RUIDINTA=LE T DT ARSI S D7 —2b 2 <5,
ZTHND,

(3) L RT LD, (B

® X7 LOMMWIMA, 10~20 FLIEFITRHMEOF AR FiRLSN TS (fFH 2T A
THOL TS 0S HEDOVR—NMARZIILZMNICTEZ TWD),
24 IF[#], 365 H ORI HIMED | feb EEARE LU THET O TS,

® bR PEESURA X TR, WBRETHRENIHESNISG A L8 Rk
foe LD RN IEF ITRE,
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(1) B B4 -EHOHREIER

® 2010 FIIRRELIATL DIRF TR EER LT~/ =7 (U —2) Stuxnet O HBLIZK
0, HlE AT 2% JE BN S o B R A RS 726,

® IS AT LOMERBERRIZ B D e M DR A AN EEINL TV 5T,
HERETA L OIS AT DEASOIERVRIA A R — B~ )L = 7 SR DS AL T
ETERY, M TIEENLIZE D RBIBREEEL AL TUDS,

6 {145k C. HIHS AT LDAL T NEF #3 R

7 NCCIC: ICS-CERT Annual Vulnerability Coodination Report 2016
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/NCCIC _ICS-
CERT FY%202016_Annual Vulnerability Coordination Report.pdf

8 {14k C. HES AT LDAL 7 NEH #16, #21 R
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1.1.2. E¥a)T4x1KDT7ITO—F

AR DO 5D F T, filfH AT L5 8 TH, M4 ot 2 ) 7 REN R ES TND, ERI 0
R E (BB, 2208, Al -T2 5) IR b LT BR e, ZEFUTIKO T ILHMICIE I T& 528
ZEMKUEELSRESN TWD, Flo, BX 20T AL LD ET D8 2DV AT LaFIH T

i ERDOEF 2V T 4= R VAN TDREND, MM T D AT LOWGUZEE T ORVE,
NI AT DA T D85 Wt 7 AR T 2RSS | Z IR ORGP ELL 72D,

HARTIE, FFERBICRESHTIUHRREETHY, BF 2V T4 RUAVPNET AT LR
PR T AARETEZIN—FTH2L0b, EEEHRTHLS IEC 62443 (Industrial
communication networks -Network and system security-) 9% & E L, =D& HEHEHEL T
%, ¥ 1-1 12, IEC 62443 Oz R~7,

ISA-62443-1-1 ISA-TR62443-1-2 ISA-62443-1-3 ISA-TR62443-1-4
E Concapts and models Mas:z::rglso;izry of System security IACS security lifecycle
abbreviations conformance metrics and use-cases
'.F ISA-62443-2-1 ISA-62443-2-2 ISA-TR62443-2-3 ISA-62443-2-4 ISA-TR62443-2-5
t an
I} Security program . Security program Implementation
¥ < requirements for IACS IACS protection levels Patch managgment n requirements for IACS guidance for
d the IACS environment . N
lﬁ | asset owners service providers IACS asset owners
:/ ISA-TR62443-3-1 1SA-62443-3-2 ISA-62443-3-3
Z Security technologies Security risk Sys_tem security
7T for IACS assessment requirements and
A and system design security levels
3 ISA-62443-4-1 ISA-62443-4-2
T Security product Technical security
2 development lifecycle requirements for IACS
D) requirements components

IEC 62443 Z iz U7=, flfH 27 A FH S A IR 2
HIE S 2T L% 4 DR

1-1

2014 F LA TS,

9 [ERELAIENESE (IEC: International Electrotechnical Commission) TC 65/WG 10 &JEIBEFHHIH 512
£ (ISA: The International Society of Automation) ISA99 Committee |
DEX2UT 2T DEBEER, ISA DDORITINDG AT

10 https!//www.isa.org/isa99/

11 EDSA (I 27 L8R D

12 CSMS (BF 2V T 4= R A M AT LD WA M ) https//www.jipdec.or.jp/

IEC 62443 (ISA-62443) D&KL

(Hi#) ISATISA99, Industrial Automation and Control Systems Security) (2018 4F 9 H %) 104552

BIFHEX 2V T4~V A N AT LD

T ERFERI ) http://www.css-center.or.jp/
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RERDV AT LD EFX 2T 4 DEREHURE T DVAT 53T CThD, VAT I EDSNT, BFa
VT A RRAFHEICHED DL bR T T —F Th b,

20



1.2. YRIDHMDEEBEMITEEEN

VAT AR T RED AT LRFIUCL S TEHL TWHEZE (h— 2% 5 Te) 1Tk
BN LS THEUAWEELZDOREE, BB O EAREMLZ B TR %4 URAZL~ULEL T
AL TA57 o R THD,

IR THDHY AT DROF R

@ AIHRURETANESRATLOER) OEE(EEY) . BEShHIBEEORE-ZE
Q@ DWRRICHLTEESNSIBEETDRE RN
@ BESINLIBEMNELBROZBTREME (DA ROMEFEME)

D 3 SOTHIIFIE Lo TREIL . R~ EXH D HADNBY RS LA (BE DR /%
BB HEE OREE) & MR AT 7Y 22 L L CHAET 2,

RELIEVAZEZ VT, R T REVAT AROFEL BT DR RITEBITDIAT O
TR E T DL RPN 72 E T ORR BT L ST, BIKBIZRY AT DL~V E D
PRI CEDMERTTT 5, ZAUTED  UAZIRBUIT b D R0 7e xR s b i 2 e E L, 18
FENANLAHT LTEY A SR G B A NL R D2 &M A REE 72 D,

22T, QDO REL T, BRA RIMRET NEUD | ZERTDIENEZOND, B,
VAT DEAER T MBI G P T DTV AT MRSV CODIEHIEFE, BIIZFEA RS
Z DRREMEZ ST RET HDIED FIRETH D, IR O PN LR E SN E O W (b
O ERMZ2TIEIT OV, 3 BL 4 BB T D,

VA, Y AN—tF 2V TAHEIRDIZD DVAT < XA MR DOF T YRAZ 7 £ AA T (risk
assessment) 737 H ZL T4, AT TR L2 E BRI TEC 62443 1212 C, NIST
(National Institute of Standards and Technology. 7 AU [E A #EH AT AF2EFT) <° NISC
(National center of Incident readiness and Strategy for Cybersecuiry, WEH A/ X\—+tF
2T H =) FERRATHEEEF 2V TAHARTA L FIZIBNT, VR TBRA N E T
A7 5D FEREASKDHITND (R 1-1),
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DROTRRANELZVRIRTDREEZERT DHAS1F DG

HiTT HARSAUEDLEFR
IEC 62443-2-1:2010, Industrial communication networks - Network and
IEC system security - Part 2-1: Establishing an industrial automation and control
system security program?*3
ISO/IEC ISO/IEC 27001:2022, Information technology -- Security techniques --
Information security management systems -- Requirements!4
NIST Cybersecurity Framework Version 1.1 (April 2018)%
NISC BEEAUIIICETAEREF )T HERFRIREEEFR TGS (5 5 M) ©
BREEFE | BFHRtY1) T EEEE(FER 28 FRIEM) Y

HAES M=

JESC Z0004(2019) B AT LtFa)TFAH ARS8

ERFERATLOREEEICEHTEAHINSMY F 5.2 R

EE£5HEE o
KEDFICEITAHERETL)TAHARSAY 5§ 4 R0
BENPTFICHBTDEREFLVTAHERICRILREHARSMY F 4 2

. MRAPBTFICHETDEREFLVTAHERICRILREHARSMY F 4 2

EtREE

MESFICEITHEREF VT HERICRIREAARS1Y H 5 RS

EBRIFICBTHEHREX )T HERICREIRENARSM1Y 8 2 i

13
14
15
16
17
18
19
20
21
22
23
24

https://webstore.iec.ch/publication/7030

https!//www.iso.org/standard/54534.html

https://www.nist.gov/cyberframework

https!//www.nisc.go.jp/active/infra/shisakul.html

http!//www.meti.go.jp/press/2015/03/20160301001/20160301001.html

https://store.denki.or.jp/products/detail/428

https://www.mhlw.go.jp/stf/shingi/0000516275 00002.html
https://www.mhlw.go.jp/content/10900000/000499764.pdf

https!//www.mlit.go.jp/common/001283894.pdf

https://www.mlit.go.jp/common/001283898.pdf

https://www.mlit.go.jp/common/001283895.pdf

https://www.mlit.go.jp/common/001283896.pdf
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(risk assessment)
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(risk treatment)
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FEHDHE, VAZ T IO TR HY MRS EX 2V 7 %K 2179 LT EARTRR
v A THAH,

SN2 A DA D EE
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2. VRO DERGEEERFIE

2.1. YRIDHDEKE

(MIYRIDHDEHKEFERET)

VA GHTIZNE., K& 72 FIENTFAET D,

O R=RF4077—F
BEFOREREL LU LI, A E T M0 AT MK LT, T —EDORET
XX 2T AL SN EFREL, ENEERT D20 DX 2T 43t R B2 ED | 04T
RGLEIR DU AT DOXIR O A MEFEET =795,

@ FEmAWTITo—F
FHAEPHH 2 2 DRSO I K> T A2 3 & FE 5,

@ FEEIRODH
MR DY AT AAKRICKHL T, 2DV AT LE LT T I FEREN TWHHEES |
[ | (BDOWIIRRDNIZ GG O EL ~ V) [ THEss M OFHBiHEED T,
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FEom bE AR TEHROERREZ 5,

% 2-1 10, FNFNDIV AT ST OE R a9,
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YRR FE AT yZh
ROGN-ARBEHEZFIVY MEREEIIHTDEELANIL
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o BREOEEFLLEIILTVSD [FAEDTULVELY,
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S T.HALRNIILDFHED B R & BERBEZTEISLGULEDIFIC
LTIEFIATES, (X EMICLAGEDAELY,
REEDOARENH =15
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REENFONGLY,
BREZFRAILINOT.EA ) RO HTIZIEAESTUVELY,
BITIEHHM THIT /NS, RECYSDHER. HDHWILHT-
- BEBRICRLTOXIGA R
77ao—F B
BAMTHY., #BiEMGtFa
JT4LANILDOEEIZE#ETSH
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BNV ATLBRKIZHT B, AT LORBEOFEICLST
FEHEGVRIVSTMNARETSH E. DEYDITHLIIMNEIE
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—EERRETEHE. ThER—X
EZ I DP i (TG TN
DM EMNATEEEL D,
XAV TAREDEXIER
& HABELTHERRRIICRETL
TULKZEMTES,
tER.EFEZORROIYA ESHAEHLEDIDM. TNE
HAEHE HDEREETH S, NDOUVRTLOBEEIZEST
F77O—F LR EFEOEFRORED B> THD ., 2D IER

AIREEN BB,

SNTLVELY,
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(2)FMI RO D DEALE

VAT ST O Th, FERIVAZ 0TI, LT ORIT, b RREOHE L6 K2 a4 20 12
LTW5,

TN D EREIIR S Tef I ZATOZE T it G DI A2 2B L TE S,

®  FIROEINAMLOEBIRIRIRE L UAZRIU b 2 R B2 E R ATRE T D,
(KRR I T DR R OB SN DAL TB O PR LFBTR A A T HZLNTED, )

® JERENLTRLE, TNEN—RIT, VAT AOYLIERCHTZ 2B I O HHL & b ik r0C
AELSEHZ LTI ENARETHD,

(3) MRV DT DB EERERSR

FEARY A7 AR, W<OMD T T r—F 305, LU TR, TOMETHD,

o EHER—X
R T REVAT DR T HE EE R G, A& E (P — 3 WK, BEHERSE) ITRL T,
ZOEBEE ()  ABESNDEIE ., WadtED 3 >ZFHEFEIEL L C, VA& Ehi 35,
ZOLAEDIVAZEELTUL, FBEEND F O EO A[HEME L2 UKD D & PEM
il ) O FAE AT T 22818705, VAV B\ WVEBUZKRT L ClE, 0= BRI 5%}
ROBALA R T 2212725,

® LFJAFR—X

AT REVAT AICB N TERIN TS FECY —ERITKIL T, BElEL WS E
ZEFRL, BELEBEOFEKREOL L, ZOWELEILIDKEL FIAITIDE B, K
B VAR D aga e (B VA DO vl erE) D3 D& FHlfatE L LT, YR 45 #r
EENiT D, ZOBHEDOVAZEEL UL, LB FVAO RS AT fetE &R AT D E DL~
IV DOFFAEZ T E T D870, VAZED SO FUA TR LT, £ DS aTREtE
AR T xR OB L Z G52 812725,

TFVAR=ZDY AT GHTTIE, BLF O 2 @0 DT FIENFET D,

® INEY)—fEHT (ATA: Attack Tree Analysis)
W (AT U NVE) FRER A (TER) LT, ZOWEICEDLIAT T HIOKBFESL
T, BIZENZSIERITIAT Yy IR ORBERR LA BN T 5 — (K EY)—:
Attack Tree) AL T, —IRKE (HEDE ) FTHI T XU T 7 u—F Tt
T ORI, 4R 1AT YT BEOFERITHDPNDLZELHY, ZUSUT (R
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IO B3I L T ZHUTHERL LT O ) — & 2 R L CLE MEss A3 L
T VU —DRENED W REMEAE B ET D,

VAT DDOERFRNTIZ 1T HT7 4/ ) — (Fault Tree) &AW 23T FIETHL 7 41
MU —fEHT (FTA: Fault Tree Analysis) 6%t 2 U7 3 8128 H L7= T1ETHH26,

[NIST SP800-30 Rev. 1: Guide for Conducting Risk Assessments]27? 2.3.3
Analysis Approaches |ZE 5417~ impact-oriented approach (ZF12442%,

PUF ARETIL, B Y —#EHT (ATA) £7-13 impact-oriented 7 7 0—F LFE5,

FTA (ZBIL T, SR+ JIaR I o228 55 0 B K F i E O BIR 2 /a0 CREE S 2 F
BEELTHOBIL T FFIREF N R EINTND, ATA & FTA ZflAGhE52L
T, X 2T B BUTHINZ TS AN 2722 IR S BRI A AL T, #EF40Ni
Z0ED Al ReME A M FERY L RREE FTRE T D,

® ARV —fiRHT (ETA: Event Tree Analysis)
WEBEZHR TR, E2b, EONL—MRH L THEFZOR AL I ZHILIH)
DI F VA LRl —IRBE (T EOK R) ol i (THR) T8 — (WEBEAT
T 0Tl OB ET v —  HROKEY Y —RATIZIT DKV Y — LA & DK
B =) L T W EFRETE N T XU T T a—F T 2 F 5, WBOR
AN FEEAFEL FBEBEREES (RIS OB L T EFREo Sk
FTHEA~LH D, ZHOU TR LT BB ) — DR BEER T 7 a5 5 L CLEI Mags i
ZEHIL T, WYY — DRSO ATREMEA RLE T 5,
VAT DDREFATIZHB T HA X MY — (Event Tree) & W2 3T FETHH AR
MU —fEAT (ETA: Event Tree Analysis) %=V 7 44382 H L7 FiETH D,
NIST SP800-30 Rev. 1: Guide for Conducting Risk Assessments | ® 2.3.3
Analysis Approaches (Z/E #3417z thread-oriented approach (ZFH24 35,
PUF ARETIE, ARV —#EHT (ETA) £7213 thread-oriented 7 7A—F EIE5,

ZOELLDOFEMI AT 4T 3 DOFHEHERE (B PED HELEE /HEE | B M) &
RAWCEHIT 2, VAZ T FIELGHBEIEOBIR A & 2-2 12579 (BL. BB MasstEo Eik
T FIEIC LS TR TEY, HIZIE, BERX—ATOEBITEEIIK T~ REELLT
DETHY, WEgstEI T DT LITERSINDD, T VA=A BT DB BUIME 2~ DT
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B.1. ESRMFAFTVIIAL

EERMOFMER X2 )T+EH (ORE., O#R)

S )

Fryy') AFEIEH

HE |

R (EZEEAR)

EEST7ILOdUXLERE

[BEESET7ITVRL(XERES)EZFALTLSIEE]
OREHBTINTIVALERRT B,
OCRYPTREC SR CDIEFHATHERS RN ICHBE SN - HBRBESEIRATHIIENEFELLY,
OH#BREEELLTIOVIESE2ERTIIES.
CRYPTREC BB AN ZIBE SN B FAE—FEHERATEHIIENEFLL,
OBE 128EYMULDEEERERIRT 2L,

*NIST SP800-57 Part 1 Rev.5: 4.2, 5.6
*NIST SP800-131A Rev2: 2

*NIST SP800-175B Rev.1: 3.2, 4.1
*NISTIR 7628: 4.1.2.2,42.1.1,4.2.1.7
-CRYPTREC &' R+

(EFEAT7IITIVAL(NRARES) #FEALTLSIEE]
ORERTITYXLEEIRTZE,
OCRYPTREC BB ArDIEFBAFHREBES) AN ICHBE SN - ARBESZREATHIENZELL,
OFMRA LB B EEEIEREAH D EMBICE O(ARBIESOISEE. K 2048 Evk L L (FEE 2030 £FET)
F-13BE 3072 Ewh LI E (FE 2031 £ LUR) DRSS RERINT 524,
OEME R L ORI HEEICE O RARBSDIEE. R 256 EVhUI LD SHEERT HIL,

-NIST SP800-57 Part 1 Rev.5: 4.3, 5.6
-NIST SP800-131A Rev.2: 3

-NIST SP800-175B Rev.1: 3.3.1

-NISTIR 7628: 4.1.2.2,41.25,421.1,42.1.7
*CRYPTREC 5! X+

(A BEETIILTIXL(DRBES)ZFEALTNSIEE]
OREHTITVALERIRT B,
OCRYPTREC SR CDIEFHAFHREE SR ICHBE SN - ARBREESERATHIENEFELLY,
OFMRAK EDBE M MEBEE-IIREHM D ERBICE IARBEENISA. #E 2048 Ewh L L (FEE 2030 £FT)
F1-13E 3072 Ewk Ll E (FFE 2031 £ L) DRSS REEINT 528,
OEME R L ORI HEEICE O RARBSDIHE. R 256 EVhUI LD SHEERT HIL,

-NIST SP800-57 Part 1 Rev.5: 4.3, 5.6
-NIST SP800-131A Rev.2: 5, 6

-NIST SP800-175B Rev.1: 3.3.2, 5.3.3, 5.3.4
-NISTIR 7628: 41.2.2, 41.25,42.1.1,42.1.7
-CRYPTREC EE&') R+

[(BSVELT7ILTIX L (KERES)EZFEALTNSIES]
ORERTINTYXLERIRT B &,
OCRYPTREC BB ArDIEFBAFHREB )X ICHBE SN BRESZIHEATHIENEELL,
OfR 128 EVrI LDIEEREERT S,

*NIST SP800-57 Part 1 Rev.5: 4.2, 5.6
*NIST SP800-131A Rev.2: 7

*NIST SP800-175B Rev.1: 5.3.5
*NISTIR 7628: 41.2.2,42.1.1,4.21.7
-CRYPTREC &' R+

[BERKEH)7ILTVXLEFRALTNSE5E]
ORERTINTYXLERIRTEHE,
ORETHDT7ILTY X LEFALTLSIEA.
CRYPTREC B SR LD EFHFHREB AN ICBE SN =7ITIVALEFRBTHIENEELLY,
O BRIEERA—IADBE . BE 128E VMU L DIEESHREBIRTHIL,

*NIST SP800-131A Rev.2: 8

*NIST SP800-175B Rev.1: 5.3.1, 5.3.2
*NISTIR 7628: 4.1.2.2,42.1.1,4.2.1.7
-CRYPTREC K& ') R+

[Ny a7 TYXLEFERALTNSES]
OREHTITIXLEREIRTBHIE,
OCRYPTREC BB A MDD EFHFHEBE S AL IBEHIN /Y BB ERATHIIENEELLY,

-NIST SP800-57 Part 1 Rev.5: 4.1
-NIST SP800-131A Rev.2: 9

-NIST SP800-175B Rev.1: 3.1, 4.2.1
-NISTIR 7628: 41.2.2, 42.1.1,42.1.7
-CRYPTREC &S R+

(A= BT IILT) XL (GyE—U B a—R) 2 FEALTLSIEE]
OREHTINTYXLERIRT B L,
OCRYPTREC B ArDIEFBAFHREFEE )X T IN AV E—D R O—FEFEATHIENEFELLY,
ORMENYAR—ADGZE . X1 T BE(HXERBEDORR) 128 EVI U LD ESREEIRTHL,
O BREEA—IADBE . BE 128E VUL OIS HERIRTHIL,

*NIST SP800-57 Part 1 Rev.5: 4.2, 5.6
-NIST SP800-131A Rev.2: 10

-NIST SP800-175B Rev.1: 4.2.2
-NISTIR 7628: 4.1.2.2, 42.1.1, 42.1.7
-CRYPTREC S R+

[BLBAERTIILTIRXLEZFERALTLSEES]
OREHTINTYXLERIRT B L,
ORETHDT7ILT) A LEFHALTLSIGA,
CRYPTREC B UANDIEFHATH RS RN ICHBEINLTILTVXLERRATEIIENEELL,

*NIST SP800-57 Part 1 Rev.5: 4.4

*NIST SP800-90A Rev.1

*NIST SP800-131A Rev.2: 4

*NIST SP800-175B Rev.1: 4.4

*NISTIR 7628:4.1.2.2,42.1.1,421.4,421.7
*CRYPTREC & X
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EERMOFMER L tX2)T+EH (ORE., O#R)

S )

FxyH ) ALEIEE

HE |

R (EZEEAR)

BROER

[HBERFS (HER) ZFERALTLDIEE]
ORELAEEANWT. BEERT DL,
OHBRIZ. LTOVWTNHODHETERTHIENEELLY,
(1) B—HIL(BEFERTIHEFIN) T U TOVWTIAIDHETERT S,
R AATICER BB ER T LT X LIZHH seed ZRTEL. REDTOIFAEEEREFALVTseed EFHLT
BERT S
WERNICEIREFADORPAREIS ., H4 A BIE (KDF: Key Derivation Function) Z FALNTRAERT 5,
2) VE—MR—DOREERT SOOI OEETELIE=F W BY—/\)) ITBWTERL-EEZITERS,
O BERIX. BEICEFBLE-BEEE LGN EEZHEREL-ETERTHIENEELLY,

*NISTIR 7628: 4.2.1.2, 42.2.3

10

[ABHERES (AR MEEORT7)EZFALTNSISGE]
OREHAFEERANT. BRT7EERT B,
OMfA I\—t%H TS H/W{F:HSM, i S EREREF D IC) DNEICTRRTEERTHIIEMNEELLY,

*NISTIR 7628: 4.1.2.4.2

ROERM

11

(@SS (LER ZFEALTLSER]
OHXBRII. EEMRVEEMEH-IT RGO T TRMI S,
ORDOBMICANSAN=ZZL B BESTIVTVAL) ([F, DIELKELBERFDREZFOTNHIEAEFELLY,

*NIST SP800-57 Part 1 Rev.5: 6.1.1
*NISTIR 7628: 4.2.2.3, 43.3.3

(AFSEES (AR HEROXRT)EFERALTVSER]
OLFMBEITLME. MERITEMRUEERZH T EHOTTERMATSL,
OBOBRMICANDAN=ZXL B BETIVT)AL)(F, DELELBERFEDERELZFOTNHIEAEELLY,

*NIST SP800-57 Part 1 Rev.5: 6.1.1
*NISTIR 7628: 4.3.3.3

BORE

(@SS (LER ZFEALTLSIER]
OHBERIL. TEMRUHENEZH I FRHEDOTTRET S,
OX#tIZFIRT HIBERIL. MR/ A—HEFIT D H/WWHLBESEREBEERDIC) DRATRE T HEMNEELLY.

*NIST SP800-57 Part 1 Rev.5: 6.1.1
*NISTIR 7628: 4.2.2.3, 43.3.3

(AFSEES (AR MEROXRT)EERALTLSER]
OLFBIITEME. MERITEMRUEEREZR-ITEHOTTRETSHIL,
OMERIL. M2/ \—EEHT S H/WHWH:HSM, BSERRBIRERD IC) DN TRE T S EMNEFLL,

*NIST SP800-57 Part 1 Rev.5: 6.1.1
*NISTIR 7628: 4.1.2.4.2, 43.3.3

O— DO D#(F, B—DRAE B BES1t, FBEE. BIVEL T ELBAER. EFER) THRATHIENEELL,
FE—DORSROESLENFERICEMOEEEEZRIRT 5156 (B EA LEEL. BSL LD ZRR<
BRAE REZRAEOLHE BMERATICHIILMBAAERTERD-ODEFELERS

*NIST SP800-57 Part1 Rev.5: 5.2

B

(HEREES (LER) ZFEALTLSEA]
ORBIEIFIATHEEZERE. BSLBET I HOER LI —EOHBREFERTHL
(ZAULOBBTHRBEHALENIL),

*NISTIR 7628: 4.1.3, 4.3.3.3

17

(AR S (AR MEROXRT)EERALTLSER]
OWBCEIC—BOARBATEFERT AL (ZELULDOEBTREREHLALLNIL),

*NISTIR 7628: 4.1.3, 4.3.3.3
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Denying communications traffic by default and allowing communications traffic by exception (i.e., deny all, permit by exception). A

deny-all, permit—by—exception communications traffic policy ensures that only those connections which are approved are allowed.

This is known as a white—listing policy.
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Implementing proxy servers that act as an intermediary for external domains’ requesting information system resources (e.g., files,

connections, or services) from the ICS domain.
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Preventing the unauthorized exfiltration of information. Techniques include, for example, deep packet inspection firewalls and XML

gateways. These devices verify adherence to protocol formats and specification at the application layer and serve to identify

vulnerabilities that cannot be detected by devices operating at the network or transport layers.
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Only allowing communication between authorized and authenticated source and destinations address pairs by one or more of the

organization, system, application, and individual.
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Enforcing physical access control to limit authorized access to ICS components.
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Concealing network addresses of ICS components from discovery (e.g., network address not published or entered in domain name

systems), requiring prior knowledge for access.
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Disabling control and troubleshooting services and protocols, especially those employing broadcast messaging, which can facilitate

network exploration.

OtFaTARAUIZIF,. FNEFNFNDRYRT—OFRLRERETHENEFLLVPBIZIE, ETREHRLEY T RYATFRLR
8 I295%), O|O|O|O|O| O] -NIST SP800-82: 5.2

Configuring security domains with separate network addresses (i.e., as disjoint subnets).
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Disabling feedback (e.g., non—verbose mode) to senders when there is a failure in protocol validation format to prevent adversaries

from obtaining information.
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Establishing passive monitoring of ICS networks to actively detect anomalous communications and provide alerts.
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Implementing one—way data flow, especially between different security domains.
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Enforce secure authentication of all users seeking to gain access to the ICS network. There is flexibility to employ varying

protection levels of authentication methods including simple passwords, complex passwords, multi—factor authentication
technologies, tokens, biometrics and smart cards. Select the particular method based upon the vulnerability of the ICS network to

be protected, rather than using the method that is available at the device level.
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Permit the ICS to implement operational policies appropriate to the ICS but that might not be appropriate in an IT network, such as

prohibition of less secure communications like email, and permitted use of easy—to—remember usernames and group passwords.
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Record information flow for traffic monitoring, analysis, and intrusion detection.
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There should be documented and minimal (single if possible) access points between the ICS network and the corporate network.

Redundant (i.e., backup) access points, if present, must be documented.
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A stateful firewall between the ICS network and corporate network should be configured to deny all traffic except that which is

explicitly authorized.
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The firewall rules should at a minimum provide source and destination filtering (i.e., filter on media access control [MAC] address),

in addition to TCP and User Datagram Protocol (UDP) port filtering and Internet Control Message Protocol ICMP) type and code

filtering.
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If firewalls from two different manufacturers are used, then this solution may offer an advantage.
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The best solution is to avoid two—zone systems (no DMZ) and use a three—zone design, placing the data collector in the control
network and the historian component in the DMZ.
JE—+T7OER
OVE—FRYRT—OMSHEHRYNT—IICTIERTEETHDI—HFIEL b= R—RBIEDRNGRIEAN=—RX L%
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Any users accessing the control network from remote networks should be required to authenticate using an appropriately strong
mechanism such as token—based authentication.
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Remote support personnel connecting over the Internet or via dialup modems should use an encrypted protocol, such as running a
corporate VPN connection client, application server, or secure HTTP access, and authenticate using a strong mechanism, such as a
token based multi—factor authentication scheme, in order to connect to the general corporate network.
OVE—RT7VERTERR. flEHRINT—0T7AT I+—IIZEVWT IR ZEBRDBPIAFORAGAN=_X L%
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Once connected, they should be required to authenticate a second time at the control network firewall using a strong mechanism,
such as a token based multi—factor authentication scheme, to gain access to the control network.
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The base rule set should be deny all, permit none.
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All “permit” rules should be both IP address and TCP/UDP port specific, and stateful if appropriate.
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All rules should restrict traffic to a specific IP address or range of addresses.
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The address portion of the rules should restrict incoming traffic to a very small set of shared devices (e.g., the data historian) on

the control network from a controlled set of addresses on the corporate network.
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Allowing any IP addresses on the corporate network to access servers inside the control network is not recommended. In addition,

the allowed ports should be carefully restricted to relatively secure protocols such as Hypertext Transfer Protocol Secure (HTTPS).

OHTTP. FTP ZDMD X 27 THWITAR AR T 74T IA—ILEBEDIE. FSTAVIDAZY T4 T BRI ADBENH
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Allowing HTTP, FTP, or other unsecured protocols to cross the firewall is a security risk due to the potential for traffic sniffing and

modification. Rules should be added to deny hosts outside the control network from initiating connections with hosts on the control
network. Rules should only allow devices internal to the control network the ability to establish connections outside the control

network.

ODMZ 7—FTOF¥ZEALTLSB AL, FST74vINBERAVET—V LFIER YT —IBTEELYRYSNG VRIS R T
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If the DMZ architecture is being used, then it is possible to configure the system so that no traffic will go directly between the

corporate network and the control network. With a few special exceptions (noted below), all traffic from either side can terminate at
the servers in the DMZ.
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Outbound traffic through the control network firewall should be limited to essential communications only and should be limited to

authorized traffic originating from DMZ servers.
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Traffic should be prevented from transiting directly from the control network to the corporate network. All traffic should terminate

in the DMZ.
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Any protocol allowed between the control network and DMZ should explicitly NOT be allowed between the DMZ and corporate

networks (and vice—versa).
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All outbound traffic from the control network to the corporate network should be source and destination—restricted by service and

port.
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Outbound packets from the control network or DMZ should be allowed only if those packets have a correct source IP address that

is assigned to the control network or DMZ devices.
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Control network devices should not be allowed to access the Internet.
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Control networks should not be directly connected to the Internet, even if protected via a firewall.
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All firewall management traffic should be carried on either a separate, secured management network (e.g., out of band) or over an
encrypted network with multi—factor authentication. Traffic should also be restricted by IP address to specific management

stations.
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Traffic should also be restricted by IP address to specific management stations.
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Ports and services between the control network environment and the corporate network should be enabled and permissions

granted on a specific case—by—case basis.
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There should be a documented business justification with risk analysis and a responsible person for each permitted incoming or

outgoing data flow.
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All firewall policies should be tested periodically.

-NIST SP800-82:

5.7

42

OLTOIFATI+—IVIE, BEBSEDIERI/NAVITVTTEIENEELL,

All firewalls should be backed up immediately prior to commissioning.

-NIST SP800-82:

5.7

T7AT7 94— )ILOTORIJLERE (telnet)

43

OEREEIZIE, GRE telnet DRDHYIZ) X 2T zIL(SSH) TOrINLNEFERHTHIENEELLY,

It is recommended to use the Secure Shell (SSH) protocol [5.8.6] for remote administration.

*NIST SP800-82

:5.84,586

44

OBHAYRT =D SEIEHRYRT—IADAINIURD telnet By avigk F—IUR—ZADZERBIARVEE/LLORIL
#FEALTEXLTAAERINTOELEGSIE, ZiEd52EMNZEELLY,

Inbound telnet sessions from the corporate to the control network should be prohibited unless secured with token—based multi—

factor authentication and an encrypted tunnel.

*NIST SP800-82:

58.4

45

O GR:E: #HIH R YT —IDDSIFERRICT—IAD) T IR IURD telnet Ty avid, BaISh-HEDT /A RIZHL T,
ES{Eh RIL (VPN Z) TOHAEFRITHIENEELLY,

Outbound telnet sessions should be allowed only over encrypted tunnels (e.g., VPN) to specific authorized devices.

*NIST SP800-82:

584

T7AT794—)LOFTAraJLERTE (DNS)

46

OIFEAEDT—RIZEWT, FlER YT —IMSIFERAR YR IT—2(Z%F % DNS YU TR MEHAITHIZRDERITET 4L,
HER YT —2(2x49 % DNS YU TR EHA T HIEA L, HIEHR YT —oD 5 DMZ [Zxt3 % DNS YU TR,
F—RINA—RATHRETT HZE, O—HIL DNS PFRRART7 AL (host file) AT HZEMNEELLY,

In most cases there is little reason to allow DNS requests out of the control network to the corporate network and no reason to
allow DNS requests into the control network. DNS requests from the control network to DMZ should be addressed on a case—by—

case basis. Local DNS or the use of host files is recommended.

*NIST SP800-82:

5.8.1
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T7AT7 94— )ILDTARIILETE (HTTP/HTTPS)

47

OHTTP [F, 13— I/ TEBRAVET =MD HIEI RV T—INBSENENEELLY,

HTTP should not be allowed to cross from the public/corporate to the control network.

*NIST SP800-82: 5.8.2

48

O A=Y A ERRYET—IDBHIER YT =12 LT HTTP 2F AT 358 (D IR—IAK M OERAALELIBE).
UTEERTHIENEELLY,
RIARN)AREFALT, Dz ITR—RAY—ERAANT I ERET R IBEIEIR VNI —I B THIET S
EETRUVIBEDNATT I ERFEEITS
TR OR, AT =BT Y—ERANDT I RARBAOREAET TV r— a0 B TRETS
WBOBEMOAEFERALTH—EREREETEH(RVTMNILEBERIGEEDAHERT H%)
SN TWAST T —2astXaT4REGN (TS TAR) ITHO>TH—EREFIVITH
‘Web H—ERXZFALLSETELTDHAEELERT S
“HTTP DR HYIZ HTTPS Z{EMAL. RBaISNIzBET NI RDALET D

If web—based technologies are absolutely required, the following best practices should be applied:
— Control access to web—based services on the physical or network layer using white-listing;
— Apply access control to both source and destination;
— Implement authorization to access the service on the application layer (instead of physical or network—layer checks);
— Implement service using only the necessary technologies (e.g., scripts are used only if they are required);
— Check service according to known application security practices;
— Log all attempts of service usage ; and
— Use HTTPS rather than HTTP, and only for specific authorized devices.

*NIST SP800-82: 5.8.2

T7AT794—)LDOTArIILEETE (SNMP)

49

O4lER v T—oh 5 BV, HEHRYRT—SIAD SNMPV1 £ V2(V2C ZED) DaATURIE. RS-t X1T7HEHE
IR —0%F@ELTITIGE UM, BIETHIEMNEFLLY,
[ER;E] SNMPV1 & V2(V2C &) TlE, EXD/NNRAT—REFRHALTLNS,

SNMP V1 & V2 commands both to and from the control network should be prohibited unless they are over a separate, secured

management network, -+

*NIST SP800-82: 5.8.9

74T 94— )LD TOrIJLERTE (DCOM/ DBV R—R AT HR-ETIL)

50

ODCOM ZOrajLlZk, #lf#EykT—-& DMZ I THOHKEFAIL ., DMZ LiFHR R YT —IRBITIEBARMICTOVvITHIEN
EFELWL

This protocol should only be allowed between control network and DMZ networks and explicitly blocked between the DMZ and

corporate network.

*NIST SP800-82: 5.8.10

51

Oa1—4I(E. DCOM ERTNAR(FRE:PC, H—N\FE)DLORANEZEREL, FATEIR—FOHEERET H_ENEELLY,

Users are advised to restrict the port ranges used by making registry modifications on devices using DCOM.

*NIST SP800-82: 5.8.10

T7AT2A—ILDTOLI)LERTE (SCADA LEZERAT ORIl -Modbus/TCP, EtherNet/IP, DNP3 %)

52

OModbus/TCP. EtherNet/IP, IEC 61850, ICCP, DNP3 M#£7% SCADA RUEZEATORIILIX, (REAEDFIHHESRIZEST
WEDTORIILTHS, ChoDTaOra/)LDFERL, FIHRYFT—ORTOHHFRIL, Ry T—OhSFRRAYNT—H
AIEEHFRILENZENEELLY,

SCADA and industrial protocols, such as Modbus/TCP, EtherNet/IP, IEC 61850, ICCP and DNP3, are critical for communications to

most control devices. These protocols should only be allowed within the control network and not allowed to cross into the

corporate network.

*NIST SP800-82: 5.8.11

369




N S - v 5 g A WA S FyH) AEIEE
T7ATIA—ILEREDFHMEB X TAEHE (OZE, OHdE) 2 ‘ 3 ‘ 4 ‘ 5 | 6 ‘ 7 S ) ‘ BRI (E B A
I7ATIA—ILDTOILNEERFE (F7 4 IVERE-FTP/TFTP)
OFTP BIEIZDOWTIX. TIMNDIURD Y32 DH ., FEF—IR—RD S ERZBIAEN OB B, RIILTEF2LT1
53 |~ ALIAA DA, HAT SCCAEFLL . . e : O|0|0O|0O|0O|O|-NST SP800-82: 583
FTP communications should be allowed for outbound sessions only or if secured with additional token—based multi—factor
authentication and an encrypted tunnel.
OTFTP BIEIF. 2TTAYITHIENEELLY,
54 (FRSE] TFTP 1%, 21— BEERAEAILY, O|O|O|O|O| O | -NIST SP800-82: 5.8.3
All TFTP communications should be blocked.
OFBETHNILEIZ, £F 27 FTP(SFTP) ®tF27aE—(SCP) &lVvofz, KYEFaUT/DBWTARILEZRATHIEN
55 ZFELLY, O[O |O|O|O|O| -NIST SP800-82: 5.8.3
More secure protocols, such as Secure FTP (SFTP) or Secure Copy (SCP), should be employed whenever possible.
T7AT24+—ILOTALIILERTE (A—)L-SMTP)
OBFA—NAVE—DICETILIITHREENTVNDIENZ WD AUV URDEFA—ILIE, LWHESHIER YT —2
TNARIZH L THERILNIEMNEELLY,
56 FIE AT —IDSERR YT —INDIEE SMTP A—)LAVE—DE TI—rAvE—D DFEERICEHFIND, O|O|O|O|O | O] -NIST SP800-82: 5.8.8
Email messages often contain malware, so inbound email should not be allowed to any control network device. Outbound SMTP mail
messages from the control network to the corporate network are acceptable to send alert messages.
T7AT2A—ILOTORI)LERTE (SOAP)
OSOAP R—R Y —E RIZEHELI-FS5 7400 70— F BHARVET—I DL AV REICS RYRT—IDET AU DR D
57 T7AT A —ILTHIEIT HENEELLY, O|O|O|O|O | O] -NIST SP800-82: 5.8.7
Traffic flows related to SOAP—-based services should be controlled at the firewall between corporate and ICS network segments.
T7ATIA—ILDOTARLETE Ayt —OK A XML RA—IB D U2y I X)
OSOAP R—X Y —ERNREBIIGE . T4—TINTIMMUARGLAVERET TV r—2avBI74T7 74— ILOWLT b
5o | XETAEEALT, Avb—UMBERMBTBILALELL. | olololololo! nsrspsoosz 55
If these services are necessary, deep—packet inspection and/or application layer firewalls should be used to restrict the contents
of messages.
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