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https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html

2 A NR—F ) TABEH ARSI EXEY— L (BFELE)

https://www.meti.go.jp/policy/netsecurity/mng_guide.html

B AMBERZICHIIEREFLIVTALOYTIAFI— - URIRAGED O DHHFEEEFEE (ER Y1/ —HER)
https://www.cyber.go.jp/pdf/council/cs/taisaku/ciso/dai02/02shiryou0303.pdf

B mEBEEEYAN—EX ) TAHIRTA (— R EEABAEBHETIES)

https://www.jama.or.jp/operation/it/cyb_sec/cyb _sec_guideline.html
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2T OpenAlEIREELT- T4 X=—h'Google# 125F . All=&k BT AL ZHEERE 12 TR (R(FE=1—R)
https://news.mynavi.jp/techplus/article/20251212-3801182/

28 Anthropic. Claude A\t BB A R K B E IS BRIN LB (FATAATATHARA)
https://www.itmedia.co.jp/news/articles/2511/14/news061.html

2 pEIzEI+E Al FAORRK BB
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/nd112220.html

30 Enterprise Al and SaaS Data Security Report 2025 (LayerX Security)
https://go.layerxsecurity.com/hubfs/LayerX Enterprise Al_and SaaS Data_Security Report.pdf
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2025 £ 6 H. Microsoft 365 Copilot D554 EchoLeak | DFEEMNFHRESINT=, COMBEHEEERTS
FETOVTEBHNTEMDTEAShDE, FEYLE Al OEEIFEFR SN . Microsoft 365 Copilot [Z7ItER%E
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31 NEW Research: Al Is Already the #1 Data Exfiltration Channel in the Enterprise (The Hacker News Media Private Limited)
https://thehackernews.com/2025/10/new-research-ai-is-already-1-data.html

32 A RAICERSNBRELTAERITHRL (JBpress)

https://jbpress.ismedia.jp/articles/-/86872

33 ARAIBR. EXEHR10004FEZH, PEEERE (BAEFHE)
https://www.nikkei.com/article/DGXZQOUE271BZ0X20C25A2000000/?msockid=31e1fd8ad7c361513e27ea89d6b06018

34 md+ 041w AIEEE T EchoLeak 1, Microsoftd Copilot ] DB 331 T (S IE %) (ITMedia NEWS)
https://www.itmedia.co.jp/news/articles/2506/12/news074.html

35 A BEEHARS (BHFELE)

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jiss0/20240419 report.html
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REERYAM/\—tFa)T1t25%—(NCSC)IZ. 2027 FIZMITT Al N AN—KEBODEFHZE -
BLHITBASEDETFALTVET Al BERAFBOIERESH ST TE BITEOT SN
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IVBENMERL., RIEDEBN-ORATLDYRINBEFELIERONTNET %,

[Al ZEBRLI=Y M\ —HEDERE]

REENBODRENEZRILT H=-DIZ Al ZBATLEFAENTLVET . Anthropic #EDFRETIE.
PEOERZIER 74— AllClaude CodelZERL. '.é:'f#ﬁiﬂ'*f/ \—ERRERN T AT o LA FERR
ENFEL, COEFITIE ER. MHUERER. RAFRGN. T2 L > -—EORETOER
D 80~90%% Al NEREMIZETLTEY . EHEREZDOBEIENEATNAILEEZRLTVET,

F7=. Google Threat Intelligence Group IZ&d &, EITHRICER Al ZERALTEHOI—FEEILE
#57/LO 7 (PROMPTFLUX %5 PROMPTSTEAL &) AAHEBLTULVET , Ihbld/v—Fa—Kk&sh
FIESORHYIZ, TIL 7 DEITHIZ Al NV IRREEY  RAEE O 1= O #Hb I—FO1ER
GMATURZEFMICERSE. EFa)TaVIMI LS EHEEN IS ELFET 738,

[Al LR T LER O EEFH-T-HE]

Al SRTLEHIZKRESEETIL(LLM) ZHARAATEZT T I r—2av IIEE B DOiEBENFEL
%9, Microsoft 365 Copilot Tld. #%EHIRE K (RAG) DA FERAL-KE TH S EchoLeak M
RENFEL . CNEA—LFIZEFNBRARDODTOVTE Al [SHRARAEFEDIET, A—HF—DiE
ERRLICH B EREINEANEESEDEDTT , Web TSIHHAE Al(LVvbD S Al TS59H) [2HLT
(. URL OXREIZEEHDmSEIEI HashJack ELVSFEAM Cato Networks [CKYFERShFELT-,
T2 Al S URL 24 Z5AIMAMEEFAL. TJavi VT EEBLEETVVET, SHIC Al ETILF
REFICEKERIN TS T Akl THS MCP(Model Context Protocol) # ULz Al @ITH—E R
(MCP H—N\—)IZBWTH, EEMBEZFLEL T —2E Web REBRGLEDEBTETHUVERENRE
AENBIET HEBANCKEIREREDIRIDNEELZHETNLHDE. Pynt HDFAETHHEFEINT
WES,

36 Impact of Al on cyber threat from now to 2027 (NCSC)
https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027

37 Disrupting the first reported Al-orchestrated cyber espionage campaign (Anthropic)
https://www.anthropic.com/news/disrupting-Al-espionage

% CTIG Al BEMYA— BETIE—I2&D Al Y—ILERO#AL(GTIG)
https://cloud.google.com/blog/ja/topics/threat-intelligence/threat-actor-usage-of-ai-tools/
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BAN—tF 1) TADEREIY—BLONYEHSZ DD, FPHIZEFH DO LGEFTORRETHRL
TULKEBAROLNTVET,

39 Quantifying Risk Exposure Across 281 MCPs (Pynt)

https://www.pynt.io/resources-hub/mcp-security-research-2025

40 $nyyv s TIERTE ALY : Microsoft 365 Copilot D fE31N EchoLeak | DS E #& R % #25% (TrendMicro)
https://www.trendmicro.com/ja_jp/research/25/g/preventing-zero-click-ai-threats-insights-from-echoleak.html

41 HashJack — Novel Indirect Prompt Injection Against Al Browser Assistants (Cato Networks)

https://www.catonetworks.com/blog/cato-ctrl-hashjack-first-known-indirect-prompt-injection/

2 N\ EETTUDST—SFH. 40 5 ALLEIZEEA (TECH+)
https://news.mynavi.jp/techplus/article/20251013-3535170/

43 Wiz Research Uncovers Exposed DeepSeek Database Leaking Sensitive Information, Including Chat History (WIZ)

https://www.wiz.io/blog/wiz-research-uncovers-exposed-deepseek-database-leak

44 Cursor Al Code Editor Fixed Flaw Allowing Attackers to Run Commands via Prompt Injection(The Hacker News)

https://thehackernews.com/2025/08/cursor-ai-code-editor-fixed-flaw.html

45 PhantomRaven: NPM Malware Hidden in Invisible Dependencies (Koi Security)
https://www.koi.ai/blog/phantomraven-npm-malware-hidden-in-invisible-dependencies
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# React Server Components DifE5EEEERL-K %

2025 % 12 A 3 H. React Server Components DTN A TREIN . TDERIZIE, PoC A ARSI,
ML, £@EIEEE LM R T L (CVSS: Common Vulnerability Scoring System) M EZIEMNERE
(BEAKE 10.0) LS TLS, HAPTERLTWSHETHSEMD, MEBHEEERAL-RENERS
TEHERIN . KBV AMN—EF2) T4 A1V ITFASIFv2F 2 T4 (CISA) D KEV (Known
Exploited Vulnerabilities Catalog) It #8& s f-. COMBHEFTHRREED R NS, IReact2Shell | EHIE
[ENBESITH 5T, IPA ¥ JPCERT/CC IZEWTH, RRICHKREERT HL5. FEBENTHNI
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4 FETFILRICEBERREOTEEMICETEERUESHLE (A 1—av gk a4)
https://www.nssol.nipponsteel.com/press/2025/20250708 160000.html

4 LERRAKADFEFILRICEBAAERORZ OV THERFELS)
https://www.meti.go.jp/statistics/toppage/topics/other/other related information250711.html

49 Critical Security Vulnerability in React Server Components (React)
https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-components

50 React Server Components|=# 1438814 DL\ T (CVE-2025-55182) (IPA)
https://www.ipa.go.jp/security/security-alert/2025/alert20251209.html

51 React Server Components M i85 14 (CVE-2025-55182) (=L VT (JPCERT/CC)
https://www.jpcert.or.jp/newsflash/2025120501.html

52 React Server Components D535 14 CVE-2025-55182 (React2Shell) [T\ TEED TH 1=, (piyolog)
https://piyolog.hatenadiary.jp/entry/2025/12/08/113316
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