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B YA N—HEADEZE | [SBOMI(VIFITTBEERR) EEALTYINIT T OMBEHEEET S EAMTEIC DN TORITES
FRELEL-(BREEESD)

https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html

2 AN X TABEH ARV EXEY— L (RFEESE)

https://www.meti.go.jp/policy/netsecurity/mng_guide.html

2 ABMERZITHIIEREFLITALOYTIAFI—-URTHED O DHFEEETF S B (ERY 1/ —#iE=)
https://www.cyber.go.jp/pdf/council/cs/taisaku/ciso/dai02/02shiryou0303.pdf

% BBEEESAN—EX I TAHIRTA (— B EEABAEBETES)

https://www.jama.or.jp/operation/it/cyb _sec/cyb_sec_guideline.html
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IEHEEEEE o= SERDN LD IMEY RV Al BRICLIREDRZILEBLARRMEANERHIN TS, F
f= AR Al OEBFAICENTIE, S -IFROEEEZHEDRETERALEER. BHB ST ILAE]
ERISNDIRIBHAH=0 . FIREN+ICHER T DILERICOVTERIN TS,

<YRI>
O BRICHEA G AIZEBF AL, BHRIBRAVIC LA S REYE

il Z (FTHIHE T Al Y—EXDOFI AN EWNEELE  EEMNMEAMICFIALTLS Al Y —ERZXHEFIA
FTEHIEDHD (v E—ADD REMABANDELHLNZELESKh TVRERT —20PEHREE Al Y—EX
[CAATNIE, FRRANCOELD, T BENIREEOBEATHIUNIELS Al DEBFAERHET
FRNIELYRVENR D,
& RELLBVMEREHEER Al RERT RN (VLS R—aY)

XERE Al IXBIC, BEDEHREH-NBERELTERL. FIRABICIRTITHIELNH S, BT EE
ADNBEZICHBON FEHOSS. FEIHSAFIKEL., Ro-EHBREBEAICLTLEIZLLERDL
N5, IAETERBROBEEITIENROLND,

27 OpenAlLi#LT=T 4 X=—h'Google# 125k, All= £ BT KIEH EIERE 1X TR (X(FEZ21—R)
https://news.mynavi.jp/techplus/article/20251212-3801182/

28 Anthropic, lClaude IR EIBFR K EE(ICBASN-LBRE (FATATATHE )
https://www.itmedia.co.jp/news/articles/2511/14/news061.html

2 pEITBE+2 A FIAOERRK BHES)
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/nd112220.html

30 Enterprise Al and SaaS Data Security Report 2025 (LayerX Security)
https://go.layerxsecurity.com/hubfs/LayerX Enterprise Al and SaaS Data_Security Report.pdf
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TEMBLGCRETHILEAREICL, SENEEZREMNICRYBRAEEETOREEREKICERRIZT D,
Fl EH Al ZHAN—KREBEDTVRIVNLTHRAT S ET BRABREN R BICRATES LAY,
HULEFNERSRENA T UMDEE - BEMNEZ Y, FHWLREDOREMKENTESYLTNS,

<BHIEITER >
& £/ Al OEBFAICLBFREAL

KED Al BEORAENNCENIE, FHEITBWLT, &£/ Al ITT—2Z20E—&AR—XMNTTBVTHIER
X)ELTAALTWBRAED 77%EY. Z0D55 82% A HBICEEBINTWVENWTHDUMNIKEEDT
BHofzElV 5, I5LIATAICEKY . BN BIE TERLVE TRERBEAVDARETIIVRINEES,
€ LR Al ZEVMERLE-ERIC, RELGODHBINESFA TL-EH

2025 £ 1 A, RETHFYAMOEHFATLARBEARESINT, FIEICAMOFELNRHELE-EREIC
RELBVHIBINS BINTWSIEAHIBAL., £/ Al ZAHAVTERLTUWV=ZEMNBELMNIHo T, Y%F
L AR A ZRAVWTHERLET —2ICNILY 32— a0 R IYS 5T EEML AN 5Tz ELV5%2,
& £/ AIZERALI-T0YT S5 LDER

2025 F 2 A, FEICAFLID &3RT—REBBHICA DL TEFREFEORREZNETITIINI S A
FRAVWVTETEEORKBEZNLIZELT. PELE 3 ABNTETVERZEIL R EREEFIHERERAERD
ROTERESNT, £FK Al #HBIMICENTRYT S LEBELIZELSS,
® Al DHEFE M

2025 % 6 A . Microsoft 365 Copilot D351 EchoLeak |DFEEMNFRESNT=, CDMEBHEEERT S
FAETOVTRHENEI DT ASNSE, FEYL Al DEMEMNFFRE SN . Microsoft 365 Copilot (Z7H1R%F
ALt NDOMEHE T —2ENRE T D REMENHoELS* GEIZOSLZSEBDOIL),

< FEER >
MUTTRTAIBREEHAFSAU21ES Al FIREICH TERFEEBELTLNS,
BEER
® v RF—AlBEDT=8. Al H—E XF|AD#RES
REFE[-RFAD Al H—ERFHCYRF—IT) DEIE
® Al ANFURBELUVH—ERFIFAIRE D E(H
Al BEEHARSAVEDS R - HEHL
BEANTHIUMIE T ZEFFROHIE
FRIEERBOXE (RFILT1) DRI

31 NEW Research: Al Is Already the #1 Data Exfiltration Channel in the Enterprise (The Hacker News Media Private Limited)
https://thehackernews.com/2025/10/new-research-ai-is-already-1-data.html

32 ERAICERSN AR AERITHRL (JBpress)

https://jbpress.ismedia.jp/articles/-/86872

3B AEBAIER. £EXERI10004FEZMA PEELE RS (BREFHE)
https://www.nikkei.com/article/DGXZQOUE271BZ0X20C25A2000000/?msockid=31e1fd8ad7c361513e27ea89d6b06018

34 JhEos AT EchoLeak J,Microsoftdd [ Copilot D iE 351 T (S IE %) (ITMedia NEWS)
https://www.itmedia.co.jp/news/articles/2506/12/news074.html

B AN BEEHIRTALBHELE)

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jiss0/20240419 report.html
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Al ZMDEAL T H A N—EF 21 TAIZHEREEL=0LTOWET N, BRTREERFEOBEHEE
BSEAERANECRELNET , COATLTIE Al BN AN—EFX 2 TAICRITTHE A ZERL
WEBEH, ZLTAIDATLEARNMEZSMBEMEICONT, BRERBLEMSRLET .

(Al B A N—tF ) TAIRIFTHEDREL]

REERYAM/\—tFa)T1sE25%—(NCSC) I, 2027 FIZMITT Al BNHAN—KEBDODEHEZE-
BLHITBASEDETFALTVET Al BRAFBORESHHEZITTE BITEOT 1D
EROHREI—FFRAREMESEHIEABZINTVET . ChITKY BETOTSLARICHESE
TR LT HERENDEENLHYET AR OVILIITHRROBIEAEL LT, KEDR
FEEEENAE LT HELFRISNTVET , — AT, BHEMAIICENTE Al FROFEICESTOS
IVBENMERL, RIEHEBEN-DRATLDIVRINEFESERONTNETS,

(Al ZERALIEY A/ —HBOERE]

KEENBLDRENEEILT H57=0IC Al ZB AT HEHIHNENTLVET , Anthropic 1 DREETIL.
PEDERXZIERET V22— AllClaude Code |Z#EBRAL. BELTAN—RREBZIT oL FER
ENFEL, COEFITIE ER. MHUEFKR. RAFRGM. T 20 >F-—EOKRETOER
D 80~90%% Al NERMICEITLTEY., EMEKREDOBHEIEATNSIEEZRLTVET,

F7=. Google Threat Intelligence Group IZ&d&., EITHRICER Al ZFALTEHPI—FEEILSE
#5< /L7 (PROMPTFLUX 4> PROMPTSTEAL &) MHIRLTLVET , Thbld/\—Fa—Ksh
FESORDYIC, TILITT7 DETEIC Al N)YIRMEEY | AR O -6 O #ixIta—ROEEHR
GMATURZHMICERSE . EF1)TaVITMNIELIBRHEEEN IS ELFT S,

[Al SR T LEE DOHeEE4EH-T-HE]

Al SRT L EIZKBRESEETIL(LLM) ZHAAAEZT T r—2 3V 23S E DSBS FEL
%9, Microsoft 365 Copilot Tl. & HEL M (RAG) DA EERALI-KE TH S EchoLeak H5
RENFEL z, SNIEA—ILFIZEENSFARDTOLThE Al ITHEARAEESIET, A—F—0DiF
ELELICHEZERENEBNEESEDIEDTT , Web TSI HFHEE Al(LVHPD Al TSIH) 1T LT
(. URL DXREIZEEH A HEIET HashJack ELV5F &M Cato Networks &KUY FERENFELT =,
TS59H Al AN URL 2R E5AHBAHEEM AL, Tl I FBLREETVET, 51T, Al ETILF
A ICEKERSATLSTAraILTHS MCP(Model Context Protocol) LMz Al [ITH—E R
(MCP H—N\—) 2B\ TH, BEEMEZFEELT 2L Web REBRGLEDEBETETHULVERENE
AENBILET HEBANICEDIFERIEDIRIDNEFEDIEZTNLH DL, Pynt HDIAETHEFEINT
WET,

36 Impact of Al on cyber threat from now to 2027 (NCSC)
https://www.ncsc.gov.uk/report/impact-ai-cyber-threat-now-2027

37 Disrupting the first reported Al-orchestrated cyber espionage campaign (Anthropic)
https://www.anthropic.com/news/disrupting-Al-espionage

38 CTIG Al BEINSYA— BETI5—I2&3 Al Y—LERAO#AL (GTIG)
https://cloud.google.com/blog/ja/topics/threat-intelligence/threat-actor-usage-of-ai-tools/
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RIFETOAVTIMNEFNTEY . TRERMYRALIETAIADTOV T 4100z a3V MRIILTL
FILIBHEEIBLTVET L Al HITRETOVTFER S T TANIE RN D T A, HEffTHIx K T
BLRIOEFHMONTOVERA COH AINSRT T 40NN BEEDRBERMAELNGNT—2TiE
PEINLGNKIITT HEN =B EARETY 394041,

(PR BURETEELRAFETO I DBE]

Al H—ERTH>TH, TOEBAIIITEITHREIR ORI EEL =R DM T HEIFIRA
ELTEELRRERRICAYZET , EE. DeepSeek DT —HR—Z P AI AV /R4 T T D Ayt—
DU ERE (Kafka) N FRAFEL TV A—RyMI AR BTN RHELE-EHISRESN TLVE
T INBE Al HMTZDEDDRIETIFEL, BERWE X1 T EEORRISERLET 2

YL TREDRIGTE Al Y—ILAMEM LI >TULVET , Al 3—RI T4 Cursor TlX, 7R xH
FRDT74 )L (README %) ICEEHDIETEIEOHAL LT AREDHERTEENDI—FERETS
HARETO T D30 DTN R R INFE LTz, Ff-. Koi Security (&, Al HAAa—KF 4 K EF
[CHEELBONYT—CRZRELTLEINILD A= avEBRALEY TSAF—V KRB O EHIER
ELTWET . HBEHIE Al NRELESIHARTIILI7 N\ —DU%F B8R L. ThEREEICAUR

F—ILEEBILET. BEHDII—FERTITET O, Al OERLIZTAT T LI—RICIEMREEMHED
BEFENIGENHAHEVSEBO—FIELEAFT,

[(RESERDEREL]

IOV T oDz oavE Al ICEREDBREBHBRAOREEFAFTA. TN DE
BIDOKER . RREEDLIENYAN—HEMN Al IZE>THBEEML-BRIESh TS EL -T2 DI
BFEYET . O ERDFA/N—EF 1) T RARDNANTY AT, Al OERMITITSECLEE
TEELTHEY. MO ADRIZHKRENELT DRSS DECHEICHYET .

HAN—tF 1) TADEFELY—BLOoOMYERESZ DD, FHER DL EHTDIRRETRL
TIKEBNKRDONTULET,

39 Quantifying Risk Exposure Across 281 MCPs (Pynt)

https://www.pynt.io/resources-hub/mcp-security-research-2025

40 ¥oHyvyTIESRR AL : Microsoft 365 Copilot M s 3514 EchoLeak | () S & R %254 (TrendMicro)
https://www.trendmicro.com/ja_jp/research/25/g/preventing-zero-click-ai-threats-insights-from-echoleak.html

41 HashJack — Novel Indirect Prompt Injection Against Al Browser Assistants (Cato Networks)
https://www.catonetworks.com/blog/cato-ctrl-hashjack-first-known-indirect-prompt-injection/

42 AR T TUDDT—EFRH. 40 5 AL EIZEEM (TECH+)
https://news.mynavi.jp/techplus/article/20251013-3535170/

43 Wiz Research Uncovers Exposed DeepSeek Database Leaking Sensitive Information, Including Chat History (WIZ)
https://www.wiz.io/blog/wiz-research-uncovers-exposed-deepseek-database-leak

44 Cursor Al Code Editor Fixed Flaw Allowing Attackers to Run Commands via Prompt Injection (The Hacker News)
https://thehackernews.com/2025/08/cursor-ai-code-editor-fixed-flaw.html

45 phantomRaven: NPM Malware Hidden in Invisible Dependencies (Koi Security)
https://www.koi.ai/blog/phantomraven-npm-malware-hidden-in-invisible-dependencies
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& ARENZEOHEHHZER (FOTIHE)
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& W HAENHETIHOBEBELER N TIXE)

RyFPEBENAEN., ZOEAVEBELECIETOHMICETEHBMEE N TAHBEEMES,

YIrYI7 DSBS EEATENLHISE . KA EOHRARAY ., HEICESYRINKE D,

46 PoC (Proof of Concept) : S REN MBIt A R T 510 ABIN=T 0SS La—K, FEBAOTILYITRLERAIBENHD
TOYSLO—EELTERAINDZ LN H B,
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HEF AT IHMEEERET S, LUV ERAESNDILEH D,

<BHIEITER >
¢ EOTAHBICIDFETVEAHE

2025 % 7 A 8 A. B#%V)a—2a XI(E. . E4E 3 B 7 BICA#HOR I — ¥R ICHFELMEMEE
B FtOFARBIZEDRETIERABEELHoI=CEE AR LIz, COKEIZKY ., —N—RHIZFEESH
TWEAERSZEO—HARBAVLESETNLHEELS RAVLEZEETNNHET7MILODIZIE, BF
ERENBEICEBZRALLZRICETIFERLEFEN TV I, AELEEREZARLI-Y 4,
# React Server Components Difi5EE ERAL-HE

2025 £ 12 A 3 H. React Server Components Qi35 RNFTRSN . TDOFEHIZIE, PoC B fEhT=,
ML, @B AT L (CVSS: Common Vulnerability Scoring System) MEZIEMNEE R
(EAKME 10.0) LFHESNTLS, HAPTERLTWSHETHAHEMD, MEBHEEERAL-RENERS
TEHERIN, KB AN—tFX2)TA- AV TFRANIIVFYEF T4 (CISA) D KEV (Known
Exploited Vulnerabilities Catalog) [Z£i8& s -, COMEBEIEIRRE DA M5, [React2Shell |&HFE
[ENB L3245, IPA ¥ JPCERT/CC IZHEWLTH, RRAICHKREERET 5L, FEBRENTTHNI

49,50,5‘1,52o

< FEER >

BEER

® HEDFHBELUVHEICMA =R
AT U RIS AR D 2 i
B AN—RIRDIRET
XY FEACEEES, tX 1T RAEDE=HD T EER
BBATIDIVREWET D

VATLEEE HRTIAE

® HWEDFHBELUVHEICMA =R
R A2ME|EF 1 TR RDERIZEE
-FIALTWSEEDOEE. EEAH DOERE

FHREEZLEL. TOEZEICIELTHRMATLEZLTEZFRROEERELZED D,

A RETHERICEBERBEOTREN ST 28RV ESHLE (BYY1—Lar X&)
https://www.nssol.nipponsteel.com/press/2025/20250708 160000.html

B EBEEAE~NDTETIERICEBEAERORZOVTHRFELE)
https://www.meti.go.jp/statistics/toppage/topics/other/other_related information250711.html

49 critical Security Vulnerability in React Server Components (React)
https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-components

50 React Server Components|=#5 (13t 35141 DLV T (CVE-2025-55182) (IPA)
https://www.ipa.go.jp/security/security-alert/2025/alert20251209.html

51 React Server Components M ffs 3814 (CVE-2025-55182) (=D T (JPCERT/CC)
https://www.jpcert.or.jp/newsflash/2025120501.html

52 React Server Components® if83 14 CVE-2025-55182 (React2Shell) 2D TEED TH 1=, (piyolog)
https://piyolog.hatenadiary.jp/entry/2025/12/08/113316
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