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1. E#REF21)T10KBE 2015(1PA)
https://www.ipa.go.jp/security/10threats/2015/2015.html
2. FINEEDFODITIRF—ERREFIRADF5IZE (IPA)
https://www.ipa.go.jp/security/sme/f55m8k0000001wpl-att/outline_guidance_cloud.pdf
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1. FEATAUHRBRER—T (IPA)
https://www.ipa.go.jp/security/anshin/measures/account_security.htmi

2. F3A2ETSRIXRT—R(IPA)
https://www.ipa.go.jp/security/chocotto/index.html

3. A=Y DRE-RUNVFT VI (REY AN —tF ) TrE02—)
https://security-portal.nisc.go.jp/guidance/handbook.html

4. ROEBEBEOLLYIFENTAUEEDRELEL LD/ ART—FOEVELIENG (IPA)
https://www.ipa.go.jp/security/anshin/attention/2016/mgdayori20160803.html

5. Have | Been Pwned? (HavelBeenPwned.com)
https://haveibeenpwned.com/

6. BMEFLUTAI0KER 2024 (a5 L RAF—FH>TOWETHA 2?2 HLWLERIEAR T/ RRT—FLRDEIZ ! J(IPA)
https://www.ipa.go.jp/security/10threats/nq6ept000000g22h-att/kaisetsu_2024.pdf
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1. 58 FHREINEE (XEHFEE)
https://www.mext.go.jp/b_menu/shingi/chousa/shotou/056/shiryo/attach/1249674.htm

2. R EF ) TAEES FIPA)
https://www.ipa.go.jp/security/guide/keihatsu.html

3. IFIONF VI EIF(BENPOEAN I7IMFIvI- A= T 5T47)
https://fij.info/introduction

4. HAN—tEF2)T1DUVHD(IPA)
https://www.ipa.go.jp/security/security-himitsu/index.html

5. {EDOLEY (IPA)
https://www.ipa.go.jp/security/guide/shiori.html
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1. Emotet (TETYN) WEDMF A (IPA)
https://www.ipa.go.jp/security/emotet/attack.html
2. WDHEHBOLKYTURLI D IADTIERITEE ! 1(IPA)
https://www.ipa.go.jp/security/anshin/attention/2021/mgdayori20210831.html
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1. JPCERT/CCIMEYEED I A N—HEBEHREFRFROXBFEARDHYA I RDBEREE D /A5 (JPCERT/CC)
https://www.jpcert.or.jp/tips/2021/wr213201.html
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1. PANR—tEX ) TABEHTARTAVERFEY—IL (BEEER)
https://www.meti.go.jp/policy/netsecurity/mng_guide.html

2. AVVTUMRERICHRBNTERLTHRNESRE@HFEEXSL)
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_app_C.xlIsx

3. CSIRTZ 77 EAZ7x—X(JPCERT/CC)
https://www.jpcert.or.jp/csirt_material/operation_phase.html

4. YAN—AVOTUMRBRGEE - E(REFEFEHEABRRVET—IF2)THR)
https://www.jnsa.org/emergency_response/

5. TURI-THLU OV IRE - BRI EERN (T -THLUDVIHRR)
https://digitalforensic.jp/df-investigator-list/
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1. BEROF=OD YA /N\—tFa) T (RTEL)
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/index.html

2. TYIhryz 7 EHRIZ[A(+1=SBOM (Software Bill of Materials) DB A IZET 2 F 512K ELEL-(BHFEES)
https://www.meti.go.jp/press/2023/07/20230728004/20230728004 .html

3. TASM(Attack Surface Management) B AH A4 A~ N M SIBEE R FEHREAVCEMBOITEEZXRLEET 5~ 1 EMYEL
HEL-(BHFEESE)
https://www.meti.go.jp/press/2023/05/20230529001/20230529001.html

4. DT A OBERKIFEREY—IL iLogScanner(IPA)
https://www.ipa.go.jp/security/vuln/ilogscanner/index.html

5. A N\—tF 2T BBITHERY—E X (IPA)
https://www.ipa.go.jp/security/otasuketai-pr/index.html
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1. Data Backup Options (Y4 /\—tF2) T -1V TSRS FvEF¥a)T4T)
https://www.cisa.gov/sites/default/files/publications/data_backup_options.pdf
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