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7251, NetUSB &, V—%—0 USB R—MNIBil 72
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in-dratyek-routers (2023/5/19 ##3:3)
% 105 DrayTek %t : Security Advisory: DrayTek Router
unauthenticated remote code execution vulnerability (CVE-2022-
32548) https://www.draytek.co.uk/support/security-advisories/
kb-advisory-aug2022-cve-2022-32548(2023/5/19 #:3)
% 106 ONEKEY GmbH : Security Advisory: NETGEAR Routers
FundSQ Vulnerabilities https://onekey.com/blog/security-
advisory-netgear-routers-funjsg-vulnerabilities/ (2023/5/19 73]
% 107 NETGEAR #t : Security Advisory for Vulnerabilities in
FunJSQ on Some Routers and Orbi WiFi Systems, PSV-2022-
0117 https://kb.netgear.com/000065132/Security-Advisory-for-
Vulnerabilities-in-FunJSQ-on-Some-Routers-and-Orbi-WiFi-
Systems-PSV-2022-0117(2023/5/19 #:2)
% 108 Tenable, Inc. : NETGEAR Nighthawk WiFi6 Router Network
Misconfiguration https://www.tenable.com/security/research/
tra-2022-36(2023/5/19 #%:3)
% 109 NETGEAR #t : RAX30 Firmware Version 1.0.9.90 - Hot Fix
https://kb.netgear.com/00006541 1 /RAX30-Firmware-Version-
1-0-9-90-Hot-Fix (2023/5/19 #33)
% 110 Lumen Technologies, Inc. : ZuoRAT Hijacks SOHO Routers
To Silently Stalk Networks https://blog.lumen.com/zuorat-
hijacks-soho-routers-to-silently-stalk-networks/ (2023/5/19 #:3)
% 111 QNAP #t : Vulnerability in QVR  https://www.gnap.com/
en/security-advisory/gsa-22-07 (2023/5/19 ¥:3)
% 112 HackingIntoYourHeart / Unoriginal-Rice-Patty https://
github.com/HackingIntoYourHeart/Unoriginal-Rice-Patty (2023/
5/19 &%)
nonamecoder/CVE-2022-27254 : https://github.com/nonamecoder/
CVE-2022-27254(2023/5/19 ®%)
% 113 Rolling Pwn Attack https://rollingpwn.github.io/rolling-
pwn/(2023/5/19 #&:3)
¥ 114 PIAZEHE  BEHOA-NLTRLZAZDREIREMICRETS6
EPESHMSEICDWVWT https://global.toyota/jp/newsroom/
corporate/38095972.htmI (2023/5/19 ##:3)
% 115 BitSight Technologies, Inc. : BitSight Discovers Critical
Vulnerabilities in Widely Used Vehicle GPS Tracker https://
www.bitsight.com/blog/bitsight-discovers-critical-vulnerabilities-
widely-used-vehicle-gps-tracker (2023/5/19 #&:3
% 116 CISA : MiCODUS MV720 GPS tracker (Update A) https://
www.cisa.gov/news-events/ics-advisories/icsa-22-200-01
(2023/5/19 H:R
% 117 Palo Alto Networks, Inc.:Know Your Infusion Pump
Vulnerabilities and Secure Your Healthcare Organization https://
unit42.paloaltonetworks.com/infusion-pump-vulnerabilities/
[2023/5/19 73]
A7 Ik Ry T =7 Z#k &4t 1 [2022-03-04 14:30 PST ODAR%E
R EREREICEX YT % SRR RERE T D 75% (CAEFEME
» 7 Z—bk https://unit42.paloaltonetworks.jp/infusion-pump-
vulnerabilities/ (2023/5/19 ##:3)
% 118 Armis Security Ltd.: TLStorm 2.0 https://www.armis.
com/research/tlstorm/ (2023/5/19 ##:R
% 119 modzero AG : Meeting Owl - Security Disclosure Report
https://www.modzero.com/static/meetingowl/Meeting_Owl_Pro_
Security_Disclosure_Report_ RELEASE.pdf(2023/5/19 ##:R)
% 120 Owl Labs: Meeting Owl Pro Software Release Notes
https://support.owllabs.com/s/knowledge/Meeting-Owl-Pro-
Software-Release-Notes(2023/5/19 #53)
Owl Labs : Whiteboard Owl Software Release Notes https://
support.owllabs.com/s/knowledge/Whiteboard-Owl-Software-
Release-Notes (2023/5/19 ##:3)
% 121 Nozomi Networks Inc.: Nozomi Networks Researchers
Reveal Zero-Day RTLS Vulnerabilities at Black Hat 22 https://
www.nozominetworks.com/blog/nozomi-networks-researchers-
reveal-zero-day-rtls-vulnerabilities-at-black-hat-22/(2023/5/19
##:3)
Nozomi Networks Inc.: UWB Real Time Locating Systems: How
Secure Radio Communications May Fail in Practice https://
www.nozominetworks.com/downloads/US/Nozomi-Networks-WP-
UWB-Real-Time-Locating-Systems.pdf (2023/5/19 #:3
% 122 NeroTeam Security Labs S.A.S.:[CVE-2022-36158 /
CVE-2022-36159] Contec FLEXLAN FXA2000 and FXA3000
series vulnerability report. https://neroteam.com/blog/contec-
flexlan-fxa2000-and-fxa3000-series-vulnerability-repo (2023/5/19
HER)
¥ 123 O 7y 7%t : FLEXLAN FX3000 #4&£U° FX2000 ¥J—XD

B8 1A SIS DULT  hittps://www.contec.com/-/media/Contec/
jp/support/security-info/contec_security_flexlan_ja_220901 .pdf
(2023/5/19 F%:3)
% 124 Cisco %t : Cisco IP Phone 7800 and 8800 Series Cisco
Discovery Protocol Stack Overflow Vulnerability https://sec.
cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/
cisco-sa-ipp-oobwrite-8cMF5r7U (2023/5/19 #:3
¥ 125 Matt's internet home : Turning Google smart speakers into
wiretaps for $100k https://downrightnifty.me/blog/2022/12/
26/hacking-google-home.htm! (2023/5/19 #:3)
$% 126 Qihoo 360 Technology Co., Ltd. : What Our Honeypot Sees
Just One Day After The Spring4Shell Advisory https://blog.
netlab.360.com/what-our-honeypot-sees-just-one-day-after-the-
spring4shell-advisory-en/ (2023/5/19 ##52)
% 127 Fortinet, Inc.: So RapperBot, What Ya Bruting For?
https://www.fortinet.com/blog/threat-research/rapperbot-malware-
discovery (2023/5/19 #:3)
TA—T1FybT v N> & B4t RapperBot D& B &1d  htips://
www.fortinet.com/jp/blog/threat-research/rapperbot-malware-
discovery (2023/5/19 #:R)
% 128 Securonix, Inc. : Detecting EnemyBot - Securonix Initial
Coverage Advisory https://www.securonix.com/blog/detecting-
the-enemybot-botnet-advisory/ (2023/5/19 #:3)
% 129 Fortinet, Inc. : Enemybot: A Look into Keksec's Latest DDoS
Botnet https://www.fortinet.com/blog/threat-research/enemybot-
a-look-into-keksecs-latest-ddos-botnet (2023/5/19 #:3)
TH—T14FyhI v I8 & RS 4t Enemybot : Keksec IC LB &R D
DDoS Rybxy kD4 EL  https://www.fortinet.com/jp/blog/threat-
research/enemybot-a-look-into-keksecs-latest-ddos-botnet (2023/
5/19 =)
3% 130 AT&T Inc. : Rapidly evolving loT malware EnemyBot now
targeting Content Management System servers and Android
devices https://cybersecurity.att.com/blogs/labs-research/
rapidly-evolving-iot-malware-enemybot-now-targeting-content-
management-system-servers (2023/5/19 #&:3
% 131 RCE : Remote Code Execution DB&, JE—FI—RETOHE
gMERT,
% 132 Apache Logdj DiEEEMEDFFMICRIL TIE. [1EHREX1U718
& 2022|M[3.1.2(1) (a) Log4Shell | (p.168) 5 &,
% 133 Qihoo 360 Technology Co., Ltd. : New Threat: B1txor20, A
Linux Backdoor Using DNS Tunnel https://blog.netlab.360.com/
b1txor20-use-of-dns-tunneling_en/ (2023/5/19 73]
% 134 Qihoo 360 Technology Co., Ltd.: Fodcha, a new DDos
botnet https://blog.netlab.360.com/fodcha-a-new-ddos-botnet/
(2023/5/19 ##3:3)
%135 [1E8RE¥21)71AE 2021] D [3.2.1 (4) LILIN #15 DVR ®
YOF1IEEEMEEIEIWE | (p.199) 2&HE,
% 136 Qihoo 360 Technology Co., Ltd. : Fodcha Is Coming Back,
Raising A Wave of Ransom DDoS https://blog.netlab.360.com/
fodcha-is-coming-back-with-rddos/ (2023/5/19 58]
% 137 AT&T Inc. : Shikitega - New stealthy malware targeting
Linux https://cybersecurity.att.com/blogs/labs-research/
shikitega-new-stealthy-malware-targeting-linux (2023/5/19 #3:3)
% 138 Mandiant, Inc. : Shikata Ga Nai Encoder Still Going Strong
https://www.mandiant.com/resources/blog/shikata-ga-nai-
encoder-still-going-strong (2023/5/19 #:3)
% 139 Lumen Technologies, Inc.: Chaos Is A Go-Based Swiss
Army Knife Of Malware https://blog.lumen.com/chaos-is-a-go-
based-swiss-army-knife-of-malware/ (2023/5/19 #:3
% 140 Rapid7 Inc.: CVE-2022-30525 (FIXED): Zyxel Firewall
Unauthenticated Remote Command Injection https://www.
rapid7.com/blog/post/2022/05/12/cve-2022-30525-fixed-zyxel-
firewall-unauthenticated-remote-command-injection/ (2023/5/19
TR
% 141 SentinelOne, Inc. : CVE-2021-45608 | NetUSB RCE Flaw
in Millions of End User Routers https://www.sentinelone.com/
labs/cve-2021-45608-netusb-rce-flaw-in-millions-of-end-user-
routers/ (2023/5/19 #:3)
% 142 Forescout Technologies, Inc.: New Supply Chain
Vulnerabilities Impact Medical and IoT Devices https://www.
forescout.com/blog/access-7-vulnerabilities-impact-supply-chain-
component-in-medical-and-iot-device-models/ (2023/5/19 #:R
Forescout Technologies, Inc.: Access:7 - How Supply Chain
Vulnerabilities Can Allow Unwelcomed Access to Your Medical
and loT Devices https://www.forescout.com/resources/access-
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