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Capture of Maduro https://www.war.gov/News/News-Stories/
Article/Article/4370431 /trump-announces-us-militarys-capture-of-
maduro/ (2026/8/13 #:3)
% 250 CEDMO : Al, outdated visuals fuel misinformation after
Maduro capture https://cedmohub.eu/ai-outdated-visuals-fuel-
misinformation-after-maduro-capture/ (2026/8/13 ¥:3)
% 251 CNBC : Al-generated content spreads after Maduro’s removal
— blurring fact and fiction https://www.cnbc.com/2026/01/06/
ai-generated-deepfake-videos-venezuelan-viral-us-military-maduro-
misinformation.htm! (2026/8/13 #&:3
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TIHL, WEZR/IRICHIA, TLuRICEZEZ T I DIV IV ADE ENARA R CTHdE
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CNUE. TwIT)IA A 0T #BINER DEFRIC. HBZDDDDREMZHIEZBUT
BHEIDETDEITTT,

BAERIE. F—59% T DFFT (Data Free Flow with Trust). 9755 [1E5E14D
DHERET —FRE] ZHELCETHD. BEz#cT—yDEREEF1UT DML
([CEDHATVET Y, F—FFEHICREIT S ETMBEELEHHLTIN. ZDRIRE
UC. ZDUCHE - FIFHTCEDERDEEIDNNECTT., T CTHATIF. BIFVAT A
([CWTBDTFaUTRIZOERE . EEOFTHARSA VDR, T—IHBICHNEIFN TR
REBRDIRET. BT 10T #HBEANDINUVIHIE (JC-STAR)EZBU T, a2 A T —
FFaUT =R T DEDEH ZED TNET,

B(C, PEDT—FFEBEZHER. J5URT—ER, BWMLR. EERES. AL TS
N4 —LFZEBUT/O—/NUTHBEINE T, ZORCEE(TEDDNT—FEHETT,
B PERICEDDT—IH. ECITREFESN. EOEEMERASN. #ICFIBEIN. &0
SOBHRGTHESINDDOHZILEL. BETERFNIEDFEA. T—IDFIHEEM.
POLAME. BFA. Bk BEE. ENBERICIOTH/N T VARRELTESZ DHNE
hHphFET,

ZoOUfeHT. RENFTRDRONECEE. B OT—5ZEEL. EEF%&J\
¥IBHTLETT, EABHR. BERIER. Z2HOER SFEWE. MBIBER. 85K, 5860
BRICIA. TyIT—5Y 0T #EHDSBSNBDIRET—F(CDVTH. KAL) WA -
HRUCIBADEERTHM I DUENDDET, TD_LET. PICRHERZEICEREL.
EHNCRBELZTVET, /\WwoPvITERBICEIBTE D EZHRL. 5 URPESE
FEDZHITIE. T—IDFIBFLEA VT VNSO EZREICLUCHBEET . RBED
BEERITDWVTIE. HEESDREE. BEDESE. tiSABA. OJKRE. VINITIVEHH.
FEERDT —FBEFCEADCENEETY,
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i NIST: The NIST Cybersecurity Framework (CSF) 2.0 https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
(2026/7/31 #:3)

ii  European Commission : NIS2 Directive: securing network and information systems https://digital-strategy.ec.europa.
eu/en/policies/nis2-directive (2026/7/31 ##:3)

iii European Commission : Cyber Resilience Act https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
(2026/7/31 #53)

iv FIURIVTDFFT https://www.digital.go.jp/policies/dfft (2026/7/31 ##z2)
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% 45 https://www.meti.go.jp/shingikai/mono_info_service/sangyo_

cyber/wg_seido/wg_denryoku/pdf/016_t01_00.pdf (2026/7/9 #E:R)

% 46 https://www.meti.go.jp/policy/netsecurity/wg1/

semiconductor_systems_guideline_ver1.0.pdf (2026/7/9 ##:R

% 47 ISO:1SO/IEC CD TS 5689 https://www.iso.org/standard/

87375.ntmlI(2026/7/9 ¥:3)

% 48 NIST : The NIST Cybersecurity Framework (CSF) 2.0

https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

(2026/7/9 #33)

%49 BEEEL VT F -2 biCmi X a7 X KTl

HEICETIHEHEESE  https://www.meti.go.jp/shingikai/

mono_info_service/sangyo_cyber/wg_seido/wg_supply_chain/

20260327_report.htm| (2026/7/9 F#:R)

¥ 50 BBFEEE VAN -WBEBHF (S, ZLTZDE. “EIEK?

—FNEEDOEFX TR E I T [RNEED=HDEFIT

FRYAN—tF2)T(VRIEHIE] & [FNEEDFEREF VT4

FHAIRTA 5 4.0 ) #/AKRULELA  https://www.meti.go.jp/press

/2025/03/20260327002/20260327002.html (2026/7/9 ##:3)
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¥ 51 RIBEES I SECUNITY (%27 <-2332=71)
https://www.meti.go.jp/policy/netsecurity/secunity.html (2026/7/
9 #R)

% 52 https://sc3.jp/ (2026/7/9 7#:3)

% 53 https://www.meti.go.jp/policy/netsecurity/wgl/
factorysystems_guideline.ntm| (2026/7/9 ##32)

% 54 https://www.ipa.go.jp/security/guide/sme/about.html
(2026/7/9 F:B)

% 55 R IFEZE DY  Cybersecurity Information Security Measures
Guidelines for Small and Medium sized Enterprises https://www.
meti.go.jp/english/policy/safety_security/cybersecurity/index.
html#02(2026/7/9 #%3:3)

%56 BBEEXE 0T HACHTIEXaVTAINULTHIE
(JCSTAR) MEA%RIALEL  https://www.meti.go.jp/press/202
4/03/20250325007/20250325007.htm! (2026/7/9 ##:3

¥ 57 A [MAAHBERICHIZEREX VTR —ICFETS
HARZA ] SOERBEDHERRUWERDAT https://www.
soumu.go.jp/menu_news/s-news/01gyosei02_02000355.html
(2026/7/9 HE:R)

% 58 NCO : BUFFHEREZE DM REERTED/LODHIRTA> (SHTE
E ) https://www.cyber.go.jp/pdf/policy/general/guider7_9.pdf
(2026/7/9 #33)

%59 X217 - VINITPRIRTL—LT—7 (SSDF : Secure Software
Development Framework) : V7bh 7 DRFERICH T2 T4
Fr—tEFX VT HRDI-ODMREBEHRRIELI-TL—LT—7
(NIST SP800-218. SSDF)%##8#iC B A 3/-HNDEZHPRNED
BATOERE, HAELREEDHHD,

NIST : Secure Software Development Framework (SSDF) Version
1.1 https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-218.pdf(2026/7/9 #33)

%60 BBEEFEA F 180 YMN— - T4PHI - £X 2T (FERIC
B 7=V I 7 ERFEERFTN 2RI 74— (EEEZ) https://
www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_
seido/wg_bunyaodan/software/018.html (2026/7/28 #:Z)

% 61 SBOM (Software Bill of Materials) : V7h7 73> R—% A%
ZNSDKERROIBERD S O/ HEMNIE R REL—B I Zh,

%62 BHEELE YIN—tEX2UTDEDDY IR T E @K
(SBOM) DHBEIIUCETIEBEH AL XERBRLELL
https://www.meti.go.jp/press/2025/09/20250904001 /202509
04001.html (2026/7/9 H&3)

%63 BBREEL  [VAN—ALTFFEHEITKRDONIFEEICEAT
BHAIRZ1] OBEARFERR - BEMERELELA  https://www.meti.
go.jp/press/2025/03/20260331001/20260331001.html (2026/
7/9 HERZ)

% 64-1 NEER: 7O2NVEEEZEDTO—/NIVEREDZH DR
EESE (584M) 3= XE  https://www.cas.go.jp/jp/seisaku/
digital_global_kakuryokaigi/dai4/siryou.htm| (2026/7/9 ##z3)

% 64-2 NEDO : [NEDO BB £ERATOU S L/ [FRE (1) #ity
IN—tF 1) 71 DFAlT] [FR7E (2) EFFE#BEOTOVIF—20
2T LOREMRARMN ] ICRIEDESFRRAERVEEESTIRERE]
DAFEIZDWT  https://www.nedo.go.jp/koubo/IT2_100390.html
(2026/8/7 #&3)

% 65 https://www.meti.go.jp/policy/netsecurity/shinsatouroku/
touroku.htm| (2026/7/9 #%:3)

% 66 https://www8.cao.go.jp/cstp/anzen_anshin/kprogram.html
(2026/7/9 =3

% 67 NRERF. RBEESE: [ERNY /N —FHEHEEE - DHrEE &1L ]
(T2 EREER (7O )  hitps://www8.ca0.80.jp/
cstp/anzen_anshin/02-06_20231020_meti_4.pdf(2026/7/9 73R
¥ 68 IBEESL [ N\—tX 2T AMOBERIBEICE T /=45
SERERIIEED | #AKRLELE  https://www.meti.go.jp/press/202
5/05/20250514002/20250514002.htm!| (2026/7/9 ##53)

%69 tXalTq - X+ THES  XaUT0 - X+ T 2026 a%Y
k  https://www.security-camp.or.jp/connect/index.html (2026/
7/9 ¥ERZ)

%70 [FER . F/IDENFRBT I XV TIRICIEU/I- AFFER -
BEROEBRNARAINBIR ()] (ConWTld, LUITFD 75 x—J L%
2,

RBEEE PN —tEX VT AMOBRBE LA ARFT S &I
WV EED https://www.meti.go.jp/shingikai/mono_info_service/
sangyo_cyber/wg_keiei/cyber_human/pdf/20250514_2.pdf
(2026/7/9 #:3

% 71 https://www.ipa.go.jp/security/guide/sme/ug65p900000
19cbk-att/sme_guideline_v4.0_app_1.pdf(2026/7/9 #:3)

T2 BBEXE BMBEREE B2 F v 7V XM htipsi//

www.meti.go.jp/policy/mono_info_service/mono/technology_
management/page03.htm! (2026/7/9 ¥R

% 73 SIG (Special Interest Group) : [#HENHEH (BERICHTZY
AN—HBIZEETB1ER) (ST, BREX T BT —T ] LVHEk
T. J-CSIP TIIZERDOSHIBRBDEE A% SIG EFFATVS,

¥ 74 https://www.ipa.go.jp/security/j-csip/about.html (2026/7/
14 HE:R

¥ 75 IPA: HAN—=LZXFx2— J-CRAT (P11 -77—h) (ZDVWT
https://www.ipa.go.jp/security/j-crat/about.html| (2026/7 /14 73]
¥ 76 IPA:HAN—tFX1UF HE - BHEBO—E https://www.
ipa.go.jp/security/support/soudan.html| (2026/7/14 ##:R)

% 77 https://www.meti.go.jp/policy/netsecurity/vul_notification.
pdf(2026/7/14 #:3)

hH, HERERE VTN I 7SR REERIEEE (2004 F
REEERERE 235 SUH. 2014 FRIFEELERE1105) ]
DERIZEDINTW A, 2017 F£2 AIC [VINIIT7EREORTEYE
BEIEIRICRAT 2BURMRTZ] (PR 20 FRBEERERE 198, &
HREESHN 6 FRBFEFEETE 93 5) ICELEHIESN L,

K78 BREEEE REEXELESETRE+TAS https://www.meti.
go.jp/policy/netsecurity/vul_institutions.pdf (2026/7/14 ¥:3

% 79 https://www.ipa.go.jp/security/guide/vuln/partnership_guide.
html (2026/7/14 #58)

HH. BHIRZ1132004 F£7 A8 HICHIESN, 2024 £6 A 18
BICERETE 13 R &ITEN

% 80 https://www.ipa.go.jp/security/guide/vuln/ug65p900000
19by0-att/partnership_guideline_overview_jp.pdf (2026/7/14 #:R)
% 81 https://www.ipa.go.jp/security/reports/vuln/software/
202504.html(2026/7/14 F#:3)

B2 IPA: VI T EDEHEMHEEFRICETIEHIRR
https://www.ipa.go.jp/security/reports/vuln/software/index.html
(2026/7/14 #53)

% 83 https://www.isc2.org/Insights/2024/10/1SC2-2024-
Cybersecurity-Workforce-Study (2026/7/6 ##3%)

% 84 ISC2:Employers Must Act as Cybersecurity Workforce
Growth Stalls and Skills Gaps Widen https://www.isc2.org/
Insights/2024/09/Employers-Must-Act-Cybersecurity-Workforce-
Growth-Stalls-as-Skills-Gaps-Widen (2026/7 /6 7#52)

% 85 https://www.isc2.org/insights/2025/12/2025-1SC2-
Cybersecurity-Workforce-Study (2026/7/6 ##53)

¥ 86 LNTyIBASH YA N—HEBIETEX2UT 1 AMDETIE
BENILE, KABZERIL 42 1Z#82(1C  https://levtech.co.jp/research/
5053976/(2026/7/6 H:8)

% 87 https://juas.or.jp/cms/media/2026/04/JUAS_IT2026.pdf
(2026/7/6 #&3)

% 88 PR TIMES :ISC2. 2025 FhR [H1/1\—tF1U71 AMAE]
DIERE#FEK https://prtimes.jp/main/html/rd/p/000000024.
000103584.htmI(2026/7/6 #E:E)

% 89 NEERERLTEMRER. NCO F Al 4BENEELEREZ/-
PAN—tEF1UF3H5EDRIEICDWNT  https://www.cyber.go.jp/
pdf/press/20260518_Al_CS_Package.pdf(2026/7/6 ##:3)

¥ 90 NCO: A N—tXaUF1 AMTL—LT—JICBT 31505
https://www.cyber.go.jp/council/csjinzai/index.html (2026/7/6
%)

% 91 NICCS:NICE Workforce Framework for Cybersecurity (NICE
Framework) https://niccs.cisa.gov/tools/nice-framework (2026/
7/6 ¥ER)

% 92 https://www.cyber.go.jp/pdf/council/csjinzai/summary-
cybersecurity-workforce-framework-2026.pdf (2026/7/6 ##53)

% 93 RRBEEE  TURINIXIZHE ver.2.0 (DSSver.2.0) EAKL
79 https://www.meti.go.jp/press/2026/04/20260416002/20
260416002.htmI(2026/7/6 #:R)

IPA: FURIILZXIVIZRE (DSS) RENE R - BH  https://www.ipa.
go.jp/jinzai/skill-standard/dss/about.html| (2026/7/6 #:3)

% 04 RBEEL  BHRUEZLHERIETOF - LEBLHE [R5
RBREICHTIHELHE] 2RIXLET  https://www.meti.go.jp/pres
$/2025/03/20260327006/20260327006.htm| (2026/7/6 #:E)
IPA: EFEREERE (CH T BEZHEICDOLT  https://www.ipa.go.jp/
jinzai/riss/forriss/practical.ntm| (2026/7/6 73]

% 95 CBT (Computer Based Testing) Azt | RERSIHICEREIN-O
SE2—4—%FALTERTIRBARDCE, RBREFOE1—2—
[CRINSN-ABRBEBICHL T, v IXRF—KR—REAWTHBET 3,

% 96 IPA I FHMAIERMTE HER (BB R S EAZIRLHER st
B (S 7 FESEBR £HBREXS5HR)  https://www.ipa.go.jp/shiken/
reports/h5f8pg000000375x-att/toukei_r07.pdf (2026/7/9 #:3)
¥ 97 IPA B ELZLERTELTEHFEICONT (2026 £4 A1
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WHE+2UF (a8 @

HEF&)  https://www.ipa.go.jp/jinzai/riss/reports/data/20260401
allriss.html (2026/7/9 H#53)

%98 IPA:BENEMEME https://www.ipa.go.jp/jinzai/riss/
forriss/koushu/overview.html (2026/7/9 ##3:R8)

%99 IPA: BEEEMITOIIL ERANVAN-LIVILRELER
(CyberREX) https://www.ipa.go.jp/jinzai/ics/short-pgm/
cyberrex/index.html (2026/7/9 #:8)

¥ 100 IPA: EHEERITOT I L SIS 2T ARG A N—tEF 1T
JEZ (CyberSTIX) https://www.ipa.go.jp/jinzai/ics/short-pgm/
cyberstix/index.html (2026/7/9 #:3)

101 RBREEEE BHRUEZLHEAIELHETEES hitps://
www.meti.go.jp/policy/it_policy/jinzai/tokutei.htm| (2026/7 /9 #58
#102 IPA: EREFZREFICHTZHBEHEICDOLT  hitps://www.
ipa.go.jp/jinzai/riss/forriss/practical.html (2026/7/9 #:3)

% 103 FERSEMI (124281~ - Bl  https://www.ipa.go.jp/jinzai/
riss/interview/index.htm| (2026/7/9 #:3)

% 104 https://www.security-camp.or.jp/index.html| (2026/7/9 #58)
%105 IPA: ¥ 17 - ¥+v27 2025 £EAS https://www.ipa.
go.jp/archive/jinzai/security-camp/2025/camp/zenkoku/index.
htmI(2026/7/9 ¥:3

¥ 106 IPA: X171 ¥+ 72025 X7 X https://www.ipa.
go.jp/archive/jinzai/security-camp/2025/camp/next/index.html
(2026/7/9 #&3)

¥ 107 IPA: X271 F¥+v>7 20252227 https://www.ipa.
go.jp/archive/jinzai/security-camp/2025/camp/junior/index.html
(2026/7/9 #&3)

¥ 108 IPA: X271 - F+>7 2025 3= https://www.ipa.go.jp/
archive/jinzai/security-camp/2025/minicamp.html (2026/7 /9 #E:3)
¥ 109 IPA: ¥ 1T« F+27 2026 3% YK  https://www.ipa.
g0.jp/jinzai/security-camp/connect/index.ntml (2026/7/9 7#:3)

¥ 110 IPA: E¥ 177 - F+27 2026 7+4—F /L https://www.ipa.
80.jp/jinzai/security-camp/forum.html (2026/7/9 #:3)

% 111 https://gcc.ac/ (2026/7/9 #:3)

112 X 2UT 1 - Fv>THES  GCC 2026 Vietnam - Global
Cybersecurity Camp 2026 Vietnam https://www.security-camp.
or.jp/event/jpn_gcc_vietnam2026_program.htm! (2026/7/9 3R]
% 113 https://icc.ecsc.eu/ (2026/7/9 W3]

3% 114 NCO : International Cybersecurity Challenge TOKYO 2025
DBIE  https://www.cyber.go.jp/pr/ICCTokyo.html (2026/7 /9 #:3)
% 115 INTERNET Watch: HEF M KOEE Y1 /NS [ICC
TOKYO 2025] ICHIBT3RAARNEFNIRE. 7OT7RREL TCEER
20 6 AP & https://internet.watch.impress.co.jp/docs/news/
2044981.html (2026/7/9 #:B)

% 116 INTERNET Watch: EF AMOEBE 1 /N - #E S [ICC
TOKYO 2025] 7OY 5 LA - —MSMEHOZ(4EA  https://
internet.watch.impress.co.jp/docs/news/2057252.html (2026/
7/9 ¥E:R)

¥ 117 F E 1 International Cybersecurity Challenge TOKYO
2025 https://www.city.chiba.jp/sogoseisaku/miraitoshi/
smartcity/icctokyo2025.html (2026/7/9 #:3)

¥ 118 FEKRF BRI /1\—HIHE[ICC TOKYO 2025] 7075
ILUHEEEER https://www.chiba-u.jp/news/notice/icc_tokyo_
2025.htm| (2026/7/9 #33)

¥ 119 RRIBEHRAZE : @FEAS [ICC Tokyo 2025] T TR
WwiEBROEEEERLET https://www.tuis.ac.jp/topics/
icctokyo2025-tuis-lecture/ (2026/7/9 #E3)

¥ 120 GMO 12—y IL—T#X &4t 5 3 @ GMO A&
HA/N—tEF 11712026 https://group.gmo/security/conference/
2026/(2026/7/9 W3

GMO 1> 2—%yhJIL—T 1K &4t : GMO Cybersecurity Awards
2026 https://group.gmo/security/awards/2026/(2026/7/9 #&:3
¥ 121 IPA: fRZAMBR T OV ZL FETOT UM  https://www.
ipa.go.jp/jinzai/ics/core_human_resource/final_project/index.html
(2026/7/9 3B

¥ 122 IPA: AEAMBR 7OV LMETHEIILZT1 Hs (PRAD
W) https://www.ipa.go.jp/jinzai/ics/core_human_resource/
kanaekai.ntm! (2026/7/9 #:3)

X123 IPA: BEEERW IOV I L YA N—tX2UT(REED
(CyberSPEX) https://www.ipa.go.jp/jinzai/ics/short-pgm/
cyberspex/index.html (2026/7/9 ##:3)

¥ 124 IPA: EFBERT IOV T4 ERAB f/N—tEF1UFqb—Z>
J BERNZAE https://www.ipa.go.jp/jinzai/ics/short-pgm/erab/
index.ntmlI(2026/7/9 #%:3)

% 125 https://www.enecho.meti.go.jp/category/saving_and_new/
advanced_systems/vpp_dr/20250522.pdf(2026/7/9 #:3)

¥ 126 IPA: X2 UTEFEEFHER VTN THIE (JC-STAR)
https://www.ipa.go.jp/security/jc-star/index.ntml (2026/7 /9 ##53)

% 127 https://www.ipa.go.jp/publish/wp-security/2025.html

(2026/7/9 #33)

% 128 IPA: X 2UT 1IN T HIE (JC-STAR) (CDWT DFFIEER
https://www.ipa.go.jo/security/jc-star/detail. ntm| (2026/7/9 ##:3)

¥ 129 IPAEHREX21Y7 1 10 K&ER 2026 https://www.ipa.

go.jp/security/10threats/10threats2026.html| (2026/7/9 ##:3)

% 130 IPA : FXMAR#E ETSI EN 303 645 V2.1.1 (2020-06) DO#RER
https://www.ipa.go.jp/security/controlsystem/etsien303645.

htm! (2026/7/9 #53)

% 131 NIST : NIST IR 8425 Profile of the loT Core Baseline for

Consumer loT Products https://csrc.nist.gov/pubs/ir/8425/final

(2026/7/9 #33)

% 132 European Commission:Cyber Resilience Act https://digital-

strategy.ec.europa.eu/en/policies/cyber-resilience-act(2026/7/9

HER)

¥ 133 IPA K 1 (LAJL 1) B & EE - FHEFIE GHE T2 - @A R
https://www.ipa.go.jp/security/jc-star/tekigou-kizyun-guide/

label1/index.ntml (2026/8/21 #:3

% 134 NCO : BAFFHEEIE DI SREERTED/=HDHAR T (HF7

FERR) O—ERATE ($F7EIRS5H) DARI1N  hitps://www.cyber.

g0.jp/pdf/policy/general/rev_pointr7_9.pdf (2026/7/9 ¥:R)

#1356 MBEEY [T F— - VU—X - 7JUr=30 - EVRRIC

B3 AN—tx 2T HIRS1>] #RELELE  https://www.

meti.go.jp/press/2025/05/20250522001/20250522001 .html

(2026/7/9 #33)

% 136 NCO : G7 Cybersecurity Working Group Statement on loT

Security https://www.cyber.go.jp/pdf/press/G7_Statement_on_

loT_Security.pdf (2026/7/9 #:8)

% 137 GOV.UK:The UK Product Security and Telecommunications

Infrastructure (Product Security) regime https://www.gov.uk/

government/publications/the-uk-product-security-and-

telecommunications-infrastructure-product-security-regime

(2026/7/9 #:3

legislation.gov.uk : Product Security and Telecommunications

Infrastructure Act 2022 https://www.legislation.gov.uk/ukpga/

2022/46/contents (2026/7/9 #33)

% 138 Cyber Security Agency of Singapore : About Cybersecurity

Labelling Scheme for IoT - CLS (loT) https://www.csa.gov.sg/

our-programmes/certification-and-labelling-schemes/cybersecurity-

labelling-scheme/ (2026/7/9 73]

¥ 139 BIBEESL /O - YA N—tF 2T - FINYLT - (=

27747 (GCLI) (CREALTHRAERAERRLELA  https://www.meti.

go.jp/press/2025/10/20251023003/20251023003.html (2026/

7/9 HER

% 140 FCC : U.S. Cyber Trust Mark https://www.fcc.gov/

CyberTrustMark (2026/7/9 #5R)

% 141 IPA:JC-STARERBICMEF =W A  https://www.ipa.go.

jp/security/jc-star/leverage.html| (2026/7/9 #53)

%142 JEITA, —MHEEAKRFRERERS  JC-STAR HIFEL R

A, BIEREHSAARISHEE  https://www.jeita.or.jp/japanese/topics/

2026/0129.pdf(2026/7/9 73]

% 143 IPA % 3(LAIL 3) A E % - FHEFIE GREF & - 5HEAH 1K)
https://www.ipa.go.jp/security/jc-star/tekigou-kizyun-guide/

label3/index.html (2026/7/9 #53)

¥ 144 IPA T £F 21U 7« FHli R ORREEHIE (JISEC)

ipa.go.jp/security/jisec/index.html (2026/7/13 ##:3)

% 145 https://www.cyber.go.jp/pdf/policy/general/kijyunr7.pdf

(2026/8/21 3R]

X146 FEEEE T RROBEICHIZ X 2UT (BRI E 2.1

R&) https://www.meti.go.jp/policy/netsecurity/youken.list.ver.2.1_

20260121.pdf(2026/7/13 #:3)

¥ 147 IPA: X 1T (5FliE% (CC/CEM) https://www.ipa.go.

jp/security/jisec/about/kijun.html (2026/7/13 73]

¥ 148 TUBRIVT  BUFIBIRY AT LIBT3 759K —EZDE &

FIRICHR2EARBE  htips://www.digital.go.jp/assets/contents/

node/basic_page/field_ref_resources/e2a06143-ed29-4f1d-9c31-

0f06fca67afc/a612d406/20250619_resources_standard_

guidelines_guideline_08.pdf(2026/7/9 #:R)

% 149 https://www.soumu.go.jp/main_sosiki/kenkyu/cloud_

service/index.html (2026/7/9 #&R)

%150 [ISMAP &EIREE | [ISMAP ZIEREY= 17U [ISMAP &

BREHIRT T ] DAFFEIIDOWTIE, LT Web ~—J %5 HBE

vy,

https://www.
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ISMAP : ISMAP EI2E ¥ https://www.ismap.go.jp/csm?id=kb_
article_view&sysparm_article=KB0010028&sys_kb_id=da947d9e
2bf9fa90fObbfd69fe91bfad&spa=1(2026/7/9 ##:R)

% 151 https://www.cyber.go.jp/policy/group/general/ismap.html
(2026/7/9 #33)

% 152 https://www.ismap.go.jp/csm?id=kb_article_view&
sysparm_article=KB0010005 (2026/7/9 #&3)

% 153 https://www.ismap.go.jp (2026/7/9 #E:R)

¥ 154 BIEE  [VIIR—EZXOREMTFMICET RS LWUFE
EH| DAFK  https://www.Soumu.go.jp/menu_news/s-news/
02cyber01_04000001_00096.html (2026/7/9 #:3)

% 155 MHINEHDESS  RHIEHEICRT2EHR (S 7 FE5A
28 H) https://www8.cao.go.jp/kisei-kaikaku/kisei/publication/
opinion/250528.pdf (2026/7/9 #53)

¥ 156 NCO. TULILT, #EE. BBEEXE ISMAPHENRE
LICDWT  https://www.ismap.go.jp/sys_attachment.do?sys_id=a
b1c8a0083afb650aa68c6a8beaad3bc (2026/7/9 #:3)

% 157 e-Gov : [ISMAP EIBE%E ()] FICHTI2BRAFEDHERIC
2 WL https://public-comment.e-gov.go.jp/pcm/detail?CLASSN
AME=PCMMSTDETAIL&Mode=0&bMode=1&bScreen=Pcm1040
&id=060250918(2026/7/9 ##&:3)
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JE] ] 37 A e B AR T 22T (NIST : National Institute of
Standards and Technology). EFj&. #HEIRIEAR
(FBI: Federal Bureau of Investigation) % &I
VB B E DS E TR L7z,

(1) LEAgE Y 1 N\ — B RICEI T AKX @S T LB REE
= (E4mE)

JEBAREIC L2 d B A N —IE B~ ORI
T HMAMATHLHRENE Y G HEEREOH 4
[ 28 2025 4E 8 H 27 HL OV 28 Ho» 2 HIE, HHLICH
WCRIESIZZH Y LR O A LA K R R )
OE I A VDB SR L > TN DI 5 DTG
W e B b A A N — G R AL EE 1T S # Ik
BAERPGEEE I L CRA 2B a2RKPIL, JLH
FIHERFIL2% %, SR NIVEE A S —BokiH
DR HARAINLBOR S ZFE . Jonathan Fritz K
[ A E B R E WA O Y7 - K
W), HIRER (7 - 2 Vay) @ENASEERS R
WEDVPLFAHEEEZHO. HREOIELVERET )
L7,

(7)) BEY A N—3$55 (55 9 [@)

2026 4E 2 H 27 H. WHIZBWTE 9 MHYEHA /3 —
X REDSBRARE S A7 F 2, 2025 AEDOHAR DA /N — 2L
AE ) R 2 B OV ) AR 1 0 LS R T e e A N —
F2)TAEME DR ED KT L. HIEW E DA N—L
¥ 21) 74 MR E R B SE ORI W R IS D W TR LR
Wzlro7ze ZBRANBERGINLBORRHHEE
e A N—BERH S K flie Andrew Whittaker 447 -
YiF - FEA A N—BORE R IR EZ O,
AAMA»SIE, SBEE. ERIAN—#iEE (NCO:
National Cybersecurity Office). %7, BHEA.
PR, it O —BAt AN JPCERT 2—
F4r—Yartry—(JPCERT/CC:Japan Computer
Emergency Response Team Coordination Center)
DR E DS, FEEE DI, S4Es - ST - BHEA.
VAR BHAE, BF A/ R=var - BB RO
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W FEF A N —tF 271+ — (NCSC : National
Cyber Security Centre) DBIRHEDZNEIUHREL 720

(TL)BASEAN HA/\—tF 21UT (B RH (55 18 [)

HAL ASEAN & E [ O EI B 2 2 R o, Hl
WEROF A N—tX2) TR L8 52E%H
MEL7-EBERORAALEL T, H ASEAN YA /3 —
X2V TABOREHEDH 18 [MIAHY 2025 4F 10 H 8 H %
D 9HD 2 A, HHlBWTHfEsh/* %, &k
Tld. ASEAN M E. ASEAN H R KO HADY
AN—tF2)TABORHEAEATT (NCO. REH. FH%
A FRRIERA) OMT, SHOB0MA L&A
L7z F720 2024 FOBURSRICB W TAESNZH
ASEAN H A\ —tF 2 74 BORME S O e, HEA
VI — s ay T, S, LA B AL
H ASEAN A 3—ii#, LRSI, se e,
T=X T TN—THEENIONT, IR BI O F% 3k
AL, GHROBINGE) O E R HHEALTERL T HLLDIC,
BEREDTSHOH ASEAN M oiiEx —Eikft3
HIEIZOWTEEL,

BBFRSHEOEEEELT, HARO M WSS
PR E B 7 2o — - R P BEAZ R4 R
DHLT + I —FFy N BEA AN —tF2) 71
X 2T RESLFEHRELH O,

(#)8 - EU YA /1\—x45E (8 7 B)

2026 4 1 J] 28 Hy ~NWVF—DHEART ) 2yl
VT 7 H - EU AN =3 525 B e S 7™ 2%
[FlXEE Tl 2025 FOHARD A /S —kF WL )Rt
KO R HEAR L DL R 727 A /N — 2 F 21) 71 Wi
OPEDEEZHEU B O A/ S— 1 F 21) 71 ik
BUR, HAN—BICBIT 55 HE. H-EU B RO
ESPUIE DAL QY DA WAL = S &7 S 0L FINS
RO WTE RSB 2T o720 INARE VA
B HVEBUR R A IR B B i & Barbara GALLO
DR A4 G BT A - e A PRI - BEfTARR NA 7))
F& B - YA /N =3 & J OF Christiane Kirketerp de
Viron KM EZR S@EAYIT =2 - avsoy - 798
WA N —tF2) 71 - FERRAHED IR HEE
EHOHAMDLIE, B4 NCO, BT, REBEA.
KRR, Pl KO JPCERT/CC @ BIFR#E 2%,
EU MI2>51%, BRI AME BT, MO 25 H 2 S Ok
TR G222 B4 (Europol : European Union Agency
for Law Enforcement Cooperation) 0 MR&E D%
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nZENHREL72,

EVANNIELS ¥ oV PSS Y 1) s ae e A S g T
DWCOH - EU Y R7—7)0v] %#BfiEL. AHF O
AIN—53BFTONIIN IO THE R A E T 572,

(F) AR KRF IR ETEK EU EEHIES 27 L
PAN—tFXaUT174—9

2025 4 11 A, R ERA L IPA IKREBUE - EU
BUfFLEHEL, RS AT 2OHA N —LF 21) 74
RIS 25y SV TFACNTA TS h [4 UK
RV HoK EU RESERI S AT 23—t
FaU7474—2 ] ZHK EU S CHIfEL7- % WA
NYME AVFRPFERIROE LA 7R R, |
WEEHHEDITA. OT (Operational Technology : ]
TEEAT) - IT 1B 3 2 BUF BB BT 594 3 —&
FaUTAHBFERLBORH L Z FE2 S RELTHED,
2018 AEDBLAAEFEIEL T Do

2025 FE1E. HRKOH T I F 2= LI U A
(LT OA YRR IR DY A /3 — 2 F 21 71 4 3RS
B3 HRE DRGSR A i KBRICEIL T 5720, #HEH B
EIRLTHEMBLZe 7079 AL TIXIPA EEYA
N—tFa1)74t ¥ — (ICSCoE : Industrial Cyber
Security Center of Excellence) [2&5 &5 A DY
A7 RR BN FERED AL FED T FIF & 72
HKRNT—rvayT R, wEREGIESIICBITS Al%E
L7 AN =B IR 2N XF U EA ML
T2 F72 O 7T s I ZE U TR A A N —tF 2
)74 4% B8 (ENISA : The European Union Agency
for Cybersecurity) (2&57—2Yay 7w E L7z, ¥
12 HRBKOBUG RE R ERA > 773 ITL o3
F=bFEML. SINEOHRONAT - 687 Eoks
ZfRftL 720

(%) H ASEAN #AN\—tx 1T (REHHBE L 5—
& ICSCoE ME#E

2025 4 7 H. ICSCoE i¥H ASEAN HA /N —tF 2
U7 4IRS 4 — (AJCCBC: ASEAN-Japan
Cybersecurity Capacity Building Centre), %A
KY A /N—tF 29717 (NCSA : National Cyber
Security Agency) BIONERVKZEHBL. 4D
NrazTOT v¥x 2T AAMER T 0T LEH 4L
725 WTar g MEIHA N =L F ) T4 ROl L
LEEEEHERILZ AL L TER_SN, s 7 0
7'F N TlE, ICSCoE ICXBRMBAZED T F U+ % Hwv
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7o - ERTLORERNRANT T 7 T4 A BINE
FEA;ELEIT—ray7Dldh, EBEO OT B
AL 720 — VR Y U & TN R i A
ZEHENFEEMN LAV LORARERIELZ,

(N FTE7YFIFASFE KOSEN-KMITL (215
B)ICHTEET M N—tEX VT BEZE

ICSCoE &4 D> 7 &> 7y TR K% KOSEN-
KMITL i&, HAMEDWIHI BT 52— KRN THSY
A TORFEEFAN—LF 274 AWM O EALIEE KO
FEERBE D AT 2O A 3=t 2) 71 O E IR
L. BEEFAN—tF2) T4 BB IR TR EE
2024 4E 7 QITRERE LTV A* 0, RE#EICETE, [
BOA 22—y —T 2RO NBEISHLT, %
AL (2025 4EBEICA 24 Inlvh 12 [ HG) L. Y
A= X 2T AT D8 EF N OB B D
IIREAT 5720

() PAN—tX 2T 1ET DRIV T AN —E RIS
$BHASEANREHE L7 OJ S LIETO 1Y

I‘X 39
[E B3 1% J1 884 (JICA : Japan International Coop-

eration Agency) 23t RoTH#ED LR 7TRY 27

13, 2025 4E, 55 2 72— (2023 ~ 2027 4F) O—Ek

LT DT o)Ll h e Mo s E LS, %<

DB RGBT 2 I L 720

o NraroOFHERi (AJCCBC) DR 2025
E8HI12H, #4 - /\vazizdhsd AJCCBC O Hii
A IERICBIFTL 720 COMiF%IE. ASEAN 4xigia»
SOMHEEZRZT AN, XVEERNREE Y 2179
T2DODANR—=ATHY, R OMEFEBIE L AT LD
BEBIR, AlZTH L2 BN — =2 7 D7
DDA TTVIERHIN TN B,

o [FUININIAM GBHON —=0 7 iF : H7ayx
MDD EEND [FIUINITAS (BT B/
FORBFVERELR) BT HIGEI AL L 720 M —
ZVTHNEEL T, AN—BEAD L2 TR,
FEPG B OSAEE 25 [ M| 2T IR S 2720 O]
B R B I RIS 27— v ay 7K S
N7z,

o AT 7O T LD  ASEAN i EO# T
HMR LN RELIAM B R T TS T L0548
flEsh, M EROKE LIFZ X0 A RILE
N7z,
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(A XEMSLLE - gm0/ —tFaUTr8E
BEEE

B E OFMEITID, 2025 49 H 27 H~ 10 A 2 HIZ
[REM B LLE - HIRE TS A N =t F 20 7158
S (AR 7AREESS 1 BREE) | A7 Y —CHEMS
N7=%%2, KEEM 14 O - Huk2 55 31 #AB L.
HARD [FE A N—FifiEE (CYDER: Cyber
Defense Exercise with Recurrence) | &7z —
SR, EREMEROB BN, PAN—BUER S
V7B D— DA 22T U IR T ETRARERL T2,

2026 4F 2 H 2 ~ 6 HIZId, AL JICA DA T,
[ KEEMN B LLE - HIS A N —tF 29 T4 RE I
SEHUE (A 7 AEEESS 2 ) | DY EREShF . K
M 12 OF - i3k 55 24 %Al CYDER #H
W == U IS E SNz,

m KEOKE

¥ Donald Trump BUME I 2026 4F 3 HIZ[F B

T@@ﬂfi\——kﬂel’)74ﬁmﬁ%%i%bto B Biden ¥t
MEDHA N =t F 2 T A Mg AS 39 R—I1Tb7z), A
PRI 7t 5 2 15 1 3 IS D AR A ZEBUR LT
COIR L 7R SN 7 R—=12F e
S BESEMANLE FEATT S OFRICHE e BN AL
o TWbe [TAA - 77—AM] OBEObE, KE
BT B BE B ) B N H R B 2 A N — 22
BB THRAB NG H 2 )7 2 B L L 72 1T,
PERDB L OFA A DS, I W EZEETR
BT A N —ERIEANEHEEZ L T b, DU T
AL BORIR I O BRGSOV T, BiEHEE O Lk
SOk - Z2ALOBLS D HHEP T 5,

(1) 2023 FEEEEH S 2026 FEEEA DRI
PUFCld. Biden BUED 2023 4 EFRK W4 /N—tFa

U5 iEME S, 45 TR Trump BOHED 2026 4F K A

IN—HEIE A LI L. ENENORFBII OV TS %,

(a) Biden BUE F DY /3 —tF 2T 1¥BE

2023 4 3 H 1 HIZ Biden BiHE (LAF, HiBiHE) F o
RIAMNT ADPRELI2[FEFR A= 2) 71 i
(National Cybersecurity Strategy ™ 44)J (U\T\ 2023
AEHENE) 1. [HEROME AR /IME SR BRI AR L
7R E TV A0, W%ﬁuﬁ%ﬁ‘i’%fﬁ‘i)‘*ﬁm@,ﬁ‘
R R PRTIV AT LDl | KO [ R

N
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73

BERRET L2004 T4 TR EDOF RG]
EML, OEZEA75DOFi# (Defend Critical
Infrastructure). @& EROPELFA (Disrupt
and Dismantle Threat Actors), @tFa)74LLY
VL AT L7000 EF O (Shape
Market Forces to Drive Security and Resilience).
DL TR READHE (Invest in a Resilient
Future). ®LMOHEAER T 2720 D E R/ S—h
F—v T ORESE (Forge International Partnerships
to Pursue Shared Goals) DHDDIED SRR STV
%o BARINZIE, 7=y B AR RO T AT LD H -
EHFE, VIM2T o N—FYTHBEREER, BN
HWIRBUG %, B KO EAROBLE 20 RS L
THLET SHS RIS 294 /3= 27 R
OS2 BT, B gtk L oMy (L) =
YRA) BRTZT VYN aY AT AORERELAZEYE O
ReHIETHDOTH %,

(b) =X Trump BIHETF DY A/ N—tF 1T

2026 4£ 3 H 6 HIZ, 4 Wk Trump Bk (LT, 3
Bie) 23487~ L72 [ Trump KAEFEO K EH-A 7N — ik
(President Trump's Cyber Strategy for America™*®) |
(L. 2026 M) 1%, HA /3 =22 & KR E O HIF
N BROFEF DDLU THEAT, TRV - 77—
AN DIZOBE THA BN OMER B eE T 5
S HRIE O KIEZ T THEREZ TR T be 2026 AFHkE
13 O E OATEI O - #1k (Shape Adversary
Behavior). @7 #1078l OHEAE (Promote Common
Sense Regulation). G IFBENF A bT—27 DAL
¥ a7 44K (Modernize and Secure Federal
Government Networks) . @HE %4 > 75 i# (Secure
Critical Infrastructure). ®EE - FrEFAIcBIT5
BN OHMER: (Sustain Superiority in Critical and
Emerging Technologies). ®#A/N— A OF &
S EE )58 L (Build Talent and Capacity) ®752
DRHTHEREN TS,

R % A PR ARS 3 A1 - B iy sislc
W, 2023 ARG L — E O @A TEASRO BN D, Bl
xHE OB FINIERL, ZOXBA 72
WAL 277 SHEMBUEIZ @ L THY, 2026 4L
W T ZNAS KO FEAR I 2 B A N —EikE LT R
LS TnB, HHIZ, EIFBIFAYNT—212BIT 51
OrF AL - 7 =% 77 FvDE A, i &R RS
(PQC : Post-Quantum Cryptography) ~OBAT, 7
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TR —C A HHEAE, IOV A 73— B ORfE R
BRI, B 0 U C Rk R iR R s
LT EMITON TV A,

— Ty 2026 RIS IE, BOS IR L CRIE DD
IR R BE KD E R AR IA M B DLV ) HEH)
HENE D LBE LT HLEBIT, A /N —FIRIC R
ETHERLERDODHHW LT TR B §
LRAEZ DY DLLEL TS, o FEROBIEICHH
DRENF y 7Y AMUHHZ E L, REAFEORK
BPER A ) R—=2ar & HEL WG B 2 B
NOIREABIALTWb, HIZ, 794 Fr—rtFa
VFAZBCTI, ATBHEDZ [ B i 2 2k fih e L7220
WAL, 2026 A g Lot X 57— PRk K OV
R OB RHZ BT 55, JORETRNZ
T7a—F B RAIN TV,

(2) ERFE Tt T 2 EERE

CI Tk BB A N =t F 1) T4 BUR
DHIL, HTEHED SRR FERARRRL, ML CHEAES
NBLEIERENIIOWTRR T 5, BARMICIE BT
25 —OREB I 720 M8 )AL L IR BO o 38 I BE ) imA L.
FEA 7T SNk e T B A LR 2
72 PQC ~NOBATEF VI NV G HBEA 79D
PRI I 72 BAR R 22 SO TR 3 56

(a) & OEEHEALET A N—ERBEH DML

BB, A= B 8L %, BEEIRY
AL E AW CTHERR 3 27 82 IEIC L T b,
2026 AEHERE D T I BWTIE, KR E O & i 3%
R OEFWEMELT RELT AEE (DOJ:
Department of Justice) K O 3 # 45 (FBI:
Federal Bureau of Investigation) (2&53:8ATIGE)
&, EPi#4 (DoD : Department of Defense) 254 i
3 5[ i Bt (Defend Forward) | Ot &%# 4 - i
RL. HAN—Z2H2 ST HEETFIIIB W TEN L
P %L T HLEIC, MRS FEHE O EHTR
FTHOLL T2,

F 720 2026 4FE 3 H 6 HICH 4 Sz K 4 4
14390 2B\ TiE, EBRAUTEAMAR L O Th e BREEE
72T T AL EIBUFIZH L, 18R D %3AT K Ut
RFBEIIMA, BIEN BTSN EZ & OO %
HIFEE#EL I AR ENTz, THUTHEDE,
BEE. WERE, BERE, WERELOCE L%
EREREE. BRYAN—REZE (ONCD: Office



WHE2)7 (a8 @

of the National Cyber Director) 3 O IR s AT
CEREHIEL, F84 2 60 HLLPNCEERE O BUK - &
TR A P AT 2 FE i3 B L EHIT, 120 HEANIZ
BRALTEALRR O HEE - R AR S OV IR R O T LA HIYY
ET DR ZATE MBI Z R L, KR35
ZEDRDOLNT WSS, Wz, T oM
LAHMEL T, ERH#HELS 5 — (NCC: National
Coordination Center) PIZHi 72738 v (BB ) 7%
B3 AR ARSI TWAH, NCC I, KifH S
14159 FICHOEFR T SN THY, KEOTH R,
i3 RO EEA 7752 BN E T 25 E o E LR
FRNC LB A S—JUIRITR L, B, Wi, IR
OIEZ B &L CEIRBURG O A% i 45 15
ZHHoTWS, BFELVBRBETMORE 35127
VY A E M NI L TR & A > 7 M2 X %
LIS, FIEREAT90 HLANICEIUE FEOW E 4R
TCRHMEL 72 [HEERET T T4 ] ORI RS
B8, IS E L ENRPCEREE A G DS
J& B 7k ISR ADORESE A A EF N T 5,

I, BIBHED 2026 FHRIGICB VTR, R A3
NS4/ S ERaNDY CETIRT. )5 | B QNI ) IR 5 &
DLRIDPIRENT WS, 72720, TORIUITOWTIE,
2026 4 4 AREEIZBWT, REASEISH L CRMAYZ
N7\ T (BIEBENOM N F 2 T) EOT Ry %5
TR AT B A B HHVIEATA YA
DB RFEIN TV,

(b) BRI FREBRRDORELLVZRIN=ZTT

O—F

KENZBVTIE, 2001 4F 10 ilg gh AR E
I 42 #i45 5195¢ Sl2BVT, EEA L TIDER
X TR AE DT, KREICESTHRD T
HIETHY, TOMREE LT /30EDS etk
R e tibE, ERONRE AT B
LVEINHDFIAD W02 A A DI L ThEE
W38 AT T IR AT ARG I | ¥ hTwn
EY O RERER. BEACTIEOSEIC
BOTE, HEROW —AY 5 2) 74 S~ HELE
HHRLZT7TO0—F 00, HROBEREIISETIAY
ZREE-ATL EEISEHM S B[RS R—27 70—
F I ~NOEEIHHEEL T 5,

2025 4F 3 H 18 HIZ & 4 S 72 Kbk H A 55 14239
FEE T AN BEECEIN OB AN R
IR EI TR D24 L O Al 2 R 5 B B,
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HIBAFICBT B EEA 77 BORO W R LI

OWT, ERZ RS R EA TS, F

FPATBOR R R KO B AR O R LEHED 1 THIS

FTLEERARENTZ. TNEZT, R E A R

FERAE OFHE A FEL, 2025 4F 6 HIZ [EFRLI) Ty

AHRWEH e e Lz ML, BEROSIRE B

AEYTL [ERKEFIL] O HoERR R 5K

EOEZEZEFOIL [T A - 77—AM] OB/ RE

Vark R T A 0NEERE L, [ AL A

(Prioritize) | [ 4%/t (Modernize) | [# I EFICES

FATLO5H (Distribute) | [ #21L (Simplify) ] OPU>

DIgEHEEDE, LT OO0 EEHEBICBIT 5

(AN} 97 R (7

o E R LB (National Security) : #fE01 75
R AW | ABKEE e 1o 1) ii=pA kv K (4 7 DA () 21 5|
LA Z Y, KRE OB EHERT %,

o %% (Economy) : 7594 Fx—ZBALL TRED
FEERHAMZAVE O LR HREL, ST av i
i 2 14 2R T AT LEHEHET B

o SNk AEE %4 (Public Health and Safety) : #FS
BUF OB EERARAEDOBEAIL . MR 7 BEAA
H L CRAFRBIIIETES L), MBI -
RIS RE ) DR SR RAET B

e [E% A 77 (National Infrastructure) : #5228
ZHRIRL DD, EHERESHL ) L AZFR#ELLT
MAALZEZMEL. PR R A N =B B0 fE
R 35,

FHIHAN=GEIIBW T, R aHBE 2SR
HRERETHIAN—A Y TH—LF - 22 V=TI T
O BUFFE &% AHEEIIBIB)AZ O
B, WNA 7 Z e H RO E N H ek
V74 AR BEAHIREI R OON TS, Foy R
FAEAITBNTE, WRIgEE 4TI/ E e’
FHMNTONTVDIT2, F4 180 HLAWIC [HEIZK
LR 5 22 5 (NSM-22) | # &4 ifr o 5
A7 B BOROFEHliZ FE L. LEIBUTEE
FOBHERITIZERROLNT VD, HIZ, 4k
240 HEANWZIE, [flifEE oI Enbe, BRI VT
J OB S AT M3 HHRERI A ROEEDS
B B MRV A2 - BB, B  57:
OO [ER)AZ%$%# (National Risk Register) | ®
AT 72 R I I EATRR SN T 5,

N

1t~ 38

IGEOPHB—FICRBISFTRE




(c) THEFEEEEES (PQC) NDIRITLES -
EBOSEL

R GE T a v a—y — XD 5 R A7~
DOFIBEL T, FEREN TV LI &= T FHE R 5
(PQC : Post-Quantum Cryptography) *%° ~o # 17
ROEEEEOEEILIZ. ATBHE SRk 5 ik E
BEUHO — DL LTEMNTSNTEY, ZOR)HLA
TIEL T 5,

2025 4 6 H 6 HIZHE A 37 Kt s 4 55 14306 75
CHOE EIT e ES (DHS: Department of
Homeland Security) }O° CISA 1%, ERLEHRER
(NSA : National Security Agency) &E#EL. 2025
12 H1IHETICPQC 2V A= 58mATITID
—BER AT HILHRDOLN TN,

Z % & ) T CISA 1Z 2026 4 1 H. [Product
Categories for Technologies That Use Post-
Quantum Cryptography Standards ™ %] %4321,
779 —¥ A, Web V7b7xT, AvhT =22
IURRA VMR )71, PQC 2 R—MT 53 E R
IN=FT 2T ROV Ty 2 TR T T R B L 72 AT
ZRBHL7z,

F7o, FRMES T, BEORENE RO
RHELR T A BIE 25, 2030 4E 1 H2 HETIZ, §XT
OHEIFHEBNA LT TLS L3 iz 2ok 7 aran
DEEDIODEMDOFATRHHEF TSN TV D,

WIS, ZRSHORERITINA. 1TBAEEL Y55 (OMB:
Office of Management and Budget) 25 E L2364t
[M-25-34 (Fiscal Year (FY) 2027 Administration
Research and Development Budget Priorities and
Cross-Cutting Actions) *%*] 123:0%, 2027 £ED
WEZEBH 58 TS BV Tid, PQC O3 A2 10,
AL, B TR, PREAR, BT 5G/6G ZE TR AR
B DSE S E LTV ER T O TEBY, Bl
R BEAE DR PR S O R 2 A PR O S ALICE 5 550
PPTE R EIRAC 7 2 AT st s T,

L7 H B o = BEAL L IEATU T, i BUkE ] 2
LKL T BT VN - TAT VT AT 45 B OBAD A
LTWwh, HAKMIZIE, NIST AsHb& %), €34V
JE iR 0 FFHE (mDL - Mobile Driver's License) Z4fiH&
T 5. BREVOHRETIA N —REDOM L EER L
7oV YV RRGERE M OFEHEAL O R FHADEAES L
TWho 2025 4 7 HIZIZNIST KW [ FIFVTA T 74
FAHARTA 45 4 B (SP 800-63 Revision 4 %) | 2°
RBEIN, T4 T 2T 55 DB AR

SORLE
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HEL SN BB O RRALSE, EREREAR O E H
PRI R 72 B AL Sz,

Mz T, 2025 4E 5 IR EHE HE M E G &
(AAMVA : American Association of Motor Vehicle
Administrators) 12&% [mDL FEHARIA V4 15
R 123, 2026 4F 3 ACiE & bkBa 1m0y mDL SE%
HARTA Y IORFG TR P 32N ZE N AEKEINTD,
b, BB T TR S [ 2 F 2T D74
S RHEICRBL T VSN TATF T 4T | O R
HWARLDOD, BUEHMECBITA [ BUFEH AT ADEA
L]D—RELTEKZHEETLIDTH L, TNHDF
Mild. A N—ZZRICBIT AR NEREOEFEMEZ T L
SHBIET, PIETI7EARF VI VOB IR, &
OB —EZOFEPE IR 28§ 28 Bl e LT
WL E I OE M ET O TV,

(3) ERFE RIS B BUR FH &

ZZTIE. BIBOEDSIBT 24 N =X ) TABORD
b, BIEHED )7 1 D RERIRIE L E LA Sz
B BBOR T EHIOWCRER 35, BARIICIE. B
7% 327547 2 ADFERNAE) KRG M o B & HH
B, PRAE TS ZoR E R MBS OMUR, I A2
P AT BARARBIED AT AR R LT DAk e 1) 74
SO, HIFBUG A NI — 2Bt AR O, 4+
FEOFEFICHLEM~DOI R, RO AN — Ab i
PRHED L ARIEDOPEBRERE ) - FERIA I B L 3 592
FFM YA N— AM B EANOBATIZOW TR 5 %,

(a) BBV A N—RFIOHE L AR
BB, BIBAEICBWTHEESNCE: [av 75
AT AR BEHLIZENFEATOM 5 ] ool FLE
Ly A/ RX=2ar~\0OigB% i /NRIZH 2209714
RIS B [ A REE 7 7o —F | O 2GS
52T, REFMOBEHERE X->Tw b,
TOEARRREREL T, 2026 4 1 H 23 HIZFEHsh
72 OMB AE5 ¥ 4 [M-26-05%% | Tld, FiEMHET®
VTN LT - BT I F 2 — b F )74 bigsr (M-
22-187 % JLUN M-23-16 %) s L oxt gL S, i
mEN7ze TNHOFEHE, FEMRLF )70 X
VORI R TIAT VAR L. BUFICE %A
AT DHYTM 2T R T —=EO R B A3 H B R faH
RILTWZEA, [ERN X)) T B IVbay
TIAT VAR ISR B ESE D, WAL CThR{AH
DRENTUXR | THHESNT e TNEZIT. HATE
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ORI, W—MRIrTIAT AR~ O—HLE
HGERDLUERDTFENOIIRL, KB DIvIay
BRI CIZ) AT R=AT T u—F (D&,
IN=RY 2T RO T 27 O AR - ME % 5 it
THIEHANBITL TS,
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SEAMMMETHL0LLT, MIFBUFIIN T — 2 & A
Mizets 25 4 (UAS: Unmanned Aircraft Systems)
F OS2 AT BRI L, et AN —tF )
TAEGEHEL T b,

OMB 33 TM-26-02* % | IZBWTid, UAS OifiiE
2% By FIPS 199 1220t F o) 71 s Bl O
ERARBTONTD, BARMRE ER LT
(&, NIST SP 800-63 IZHEiLL 7% R FRALDE A,
WS T = ROBAF T — 5 ORG54b, WOV FE iy 2
BREDFEAA T K ESN T,

IS, [M-25-34 %% ] Jo U TM-25-21 ¥ ] IzBWwC,
Fe—rEoPfgRaRy M [R3I AT (Embodied
AD | 22 [FEA4 2237k AL EL T BRI ST A,
CHUZED, PR ELTISEITIAZAOHIREL
T BT O ssvEABROFE NG, 8 T Okt
MR, WA XA AZ LT 5724
=T HEEDFEEPRROOLNT VD, MZT, Al
ETNORRETHAL TS [ AT SBOM | 0% 5%
55, V7 27 RO Al OFRNZHERT 528
XD, YRTADTATHATNVEARITD LA N —L
DN VAP LR SN T WA,

(d) YT I F 11— DEEFEERREKERABED

BE

T2 AV —EICBI YT I F = DR K
DR AETEDFERITOWTIE, 2025 4E 6 1 6 HO K
A 14307 50N ITHOE, M EEBERICER TS
F =72\ L AR A7 OPEBI T 7B R A7
HEDOLN TS, FHESFTIE, 3794 F—2 |
DIVAZEH T HEHEEIFE TS [ RIHEFE R AR
DORENFIRENTBY, FHE BTN LA Y4B 5.7
LEINOEEA 7 5% i T 5720 DR A DI S
NTW5h, ARG, EITREBNC L Cid, A1 E 3
BN DOARLE O B L DI, By EME R O
¥ 2 T A DRSNS O FR & e R BB 2
FTHIENRDLN TS,

Fro. KARHAEE 14306 570 1HOE, HEH M
\F ToT BLFIZOWTH, 2027 4E 1 HETIZ[US. Cyber
Trust Mark * ] O B I E OB 55,
IN—=R 27 OAF JEME A IR O PR AL AT U B )
FAVRENT WA, FFEIE~—21d, W 5&7%5 ToT H

170

i 2SS 815 2% H 4% (FCC : Federal Communications
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2025 ARINZEIRAY DT — 7~ DB H L & 26.2
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NTAER EIRSEHE LTS AL AT 2 & Rt O T4 7 (A
LT EEW RIS AECAEE S Tn ¥ %,

N HEERT7 TV r—2a B3R REEEOHE
KENZBWTIEHER. TikTok HHEDEC )10

171
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Drill) |AYAE B SILCTEY, FHISIZBIT 294 /3 —
T F ) TR I RE T S OB AR K B T o0 L HE i AL A3
HNTWA, 2025 EDHH L. 55 20 MOz it &L,
10 Hicv v #R—=)1 o ASCCE (ASEAN-Singapore

WS 24 F—2HBB U720 kS EIE, APCERT Cybersecurity Centre of Excellence) (ZBWTHI®H
ZARDTGENIINZ THF — 2 OMMIE TR, WIBL7: TR TS, #EIE. ASEAN I
E=]
MNCERT/CC, National
CSIRT of Mongolia, KrCERT/CC, KN-CERT
Public CSIRT/CC
H B&
] N \o JPCERT/CC
CNCERT/CC, CCERT
P
T—45 B
BCIRT | TWCERT/CC
’Y955ya | :
bdCERT, BGD e-GOV CIRT - &
j. GOVCERT HK, HKCERT
JAE > &
PKCERT / - 2hA
1ok || - | MOCERT
CERT-In H 71UEY
Syov— || CERT-PH
mmCERT e
H NhFL
2S5 H VNCERT/CC
Sri Lanka CERT|CC,
TechCERT H Fzxg
3% BruCERT
7 [ |
LaoCERT .\% o
a4 || CERT Tonga
ETDA, ThaiCERT e o)
=7 N CERT VU
CyberSecurity Malaysia
) | A=ANFUT
SUHFE—I ACSC, AusCERT
SingCERT
Za—Y=FF
AVRRIT
ID-SIRTII/CC, ID-CERT NCSC Nz

B 4-1-2 APCERT #~XL—>3FJbA> /53— (2026 £ 5 BRBTE)
(H4#2) APCERT[Member Teams™ ""° | #£(C IPA »iRE
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WENMZ, S R—UHHREELCHA, B, F T4
E—Ib, AVF, A=A TEED CSIRT DA X2 7>
MY ERBMLT, B, —EHoBE L) E—
POBIILA WETR, SRRy
TUMOR B EL 7L LEE R, & AR R
BT 2 A LICE T 27— vay T EESh
720 2 [AVNT =2 Ty VTN ADEF 2) T AR
T = FAN—HBPLINSO SRR IRET S
72O DB B A 2 A STz,

187

ZDEHZ, APCERT % ASEAN % o b3 A I i
ZHRAS, CSIRT OREJ) iR b= CSIRT [ o 5 4i
TELZ T 72U AE L THED TS, EBiZRZ
TePAIN—A LT TV INDRIBE RN RN HED B 728012
(&, CSIRT MOEFSEHFEAEITHY), TTITHIF7:
FORIGEBZBEETT V7 KIS O CSIRT 2k 0
st BE T 1] e M FHHE DRI D% 035 2 E A fF
INb,
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4.2 EFRRELERE

FEIBSFRAEL L, Ban P, EBTaB R TR
BT E SN B E B 2l B THY, EEEH
HELIFING, AHiTIE, HAOEEELHE~DIL
DA K O EIBSERREAL OB 1L L T ISO.IEC Dt F
VT A B OB ZAI T %o

4.2.1 [ERRNEEIACTRC

PERE 7Tt 2R LB D W 5 [ 72 i #: o 43
B, O F2) T B S 5451 o0 AR dE A L A
DOBEE AR T,

1) EEDS5E

FEIBEEHEIIE, AR LHIRIC KT E D Fie
ERETVERENA 7Y 2— )V H#E (de jure standard) |-
WSO DD RFERHREDH LT EMIIER TS
[ 74— 288 (forum standard) J. AMZEEHE[LR
FEiST, MR ERICBOTULARHEIN MR E
LCHE LRSS [7777MERE (de facto
standard) | %% %,

TV 2= VERHETI, BRIACAT =2 RNy — 24T
it BLTHBRNEIT). RIETHAT 5 ISO.
IEC. ITU 238 3 4 [ BB 4% % JIS (Japanese
Industrial Standards: HABESEBE) FOERKBIE
AN, BT ADHIE SN TEY, B4 Bl
SFITHOWLNLIED S e BRIBRDTDITHE I OB
ATB R ASRE SNTBY, IERUTFAT T HF TITHER
255%5% (ISO/IEC O 413#) 3 4F) o

74 —7 MEHEILEREASE, @O Le R4
SEEDPREIoTHARL, RV —VEERER 2P T
HEINDEETH D, TEHAE—FITHL, EROF
PEDSLEN TN B IED SN T KRN TIIFIH 2
RSN TV, RKIHTHIST 5 IEEE. IETF. TCG
DHATT BREHED G NY T Do TV =TT DEHELIFIE
NHZEDH D, EROT+—FLFEHEDS, ZDHE,
B LRI R SN, KRR AT CF Y 2 — VR
WL bW Ebd b,

ARG IT # s, HEA 7V ET
& TOREROT TN RBEELTT 777 ME
AR SNABEINIH 5o

188

(2) BHREF1VT 17 F BT I EEEAE
B F L) TAE S 7 V2 — EHER T —T
LR D AT > T B E i E B AL F A% LU
R
e ISO (International Organization for Standardi-
zation : [E B ER #E (L #EHE) /IEC (International
Electrotechnical Commission : [l B 7 &AL #E 455k )
JTC 1 (Joint Technical Committee 1: #—&T$k
MZzEz) " e
¥ ) 712 S ORI O E BB 2 5 E L
TV, Ir¥a——fH s 23R FEIR A #EAL
kL LT ISO. IEC iZEN-ZIM I EL T
BN P HEIRD BB %W T B 72D S L
JTC 1A% dnize HARENOEEHEAL AL T
&, HARE SEREHEII A4 (JISC : Japanese Industrial
Standards Committee) 2% ISO.IEC B 7 D A> 73—
THY, JTC 1 THIHHL D7,
ITU-T (International Telecommunication Union
Telecommunication Standardization Sector:
S SOIAS G B AGRASEEREALERM)
A EEAM B D2 E B R EL TVDe 1§
x24I BILTix SG (Study Group) 17 %%
EENT IS0 Rk § 5 IETF Lebliho by —
7% ID HHAFICH T 2B EALTE B 2175 T 5,
RRELIHRITIITU B L CEDONS,

T, WL F )T 57— T AR
KT HREMGHIREL T, T2 H5%,
 IEEE (The Institute of Electrical and Electronics
Engineers, Inc.) :
BRALY - BT LAHEMCEATEBEFAETH 5,
FEAEALIG B N AL Cd A TEEE-SA (Standards
Association) 27> TWh, TEHEF2) 7112200
TiE, ANt F )74, wobT—TFa) 74,
IoT ¥ 2) 74 DL HiR FIR CREHE LR T> TV 5,
e IETF (Internet Engineering Task Force) :
A 25— M O E AR #E AL 2 AT R HA T
bo FEEIH—T UM THY, 1EERZDORA)
YTVAMNIE ST HILETHTOHEMICSINTES,
B F L) TAIOVTE, V7 —Fvt LotFa
ThRTarV, W, B BEE ¥R T40E
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Hodifk (X744 —bx—ay) o otk
LT o T 2™ BRI L 2= il SCi1E RFC
(Request For Comments) &L TS T&5,

e TCG(Trusted Computing Group) :
BHTELAV 2 —T 4 T BEE (BLOIARBELR, /3
VAV —N— AT =25 ICB T AR 2 T4
Hat OFFHEAL AT ERBETH L, N—FT=7,
VINI LT DR =R VAT LA VT T =8 — )%
AvN—=&70), WiE, HAIZ Regional Forum (M
W) i B 192,

wlRE*1) 71, 44—t *1Y T4, 7741\~
RERRORBROZEAL (1SO/IEC JTC 1/5C 27)

ISO/IEC JTC 1/SC 27 ¥ " (LLF. SC 27) &, ISO
J OV IEC &M # M H 4 (ISO/IEC JTC D) 28w
T HHEF )T B 3 BRI E L2 T 50 R &R
H% (SC)Th b, SC 271, 7—<PNLLTOHDOD
e N—7 (WG) THE S b,

WG 1 Rt F ) T4 TAVP AT A
WG 2: 5Lt Fa) T4 XA =N

WG 3:&F2)7OFMMN - 3005k - Ak

WG 4:tFa)51arba—ine—rY2a

WG 5: 74 F T4 TAE LT 54 3 —Hikh

ISO/IEC (2B B #EALESE L, R HiLRkD
TERIEICE ST 4-2-1 DXIRBEREDHY, FhEh
FEOE I E>TROB R~ ML, 728, 1SO 2B
W, B RRATH D, FodhA 5o AGF ORI
HRETIR R WATEETHAEENDDIE, Hiabris &
FAIEAAARE L L TRATENS,

421 DELEOBRELMEF I T 0L B TH 5,

ISHR#K{7OEX TR/TSHIEZOEX

r 1
1 SP/PWI |

AR Tsepw! R

HEHIER P
RRORR = ﬁ%%%%
§§E¥® TEERED
?E%E;@
R BEETR/

X "
EIREHRRE BEETSOEH
EROHE

RIETRE/

RICERR | A Y
HIREDHRE BIETSENES
ERFRRIE ST TR/TS%AT

[ - S skt

MX 4-2-1 1SO/IEC JTC 1/SC 27 (- 51 BIRBIERR DEXRE
(H82) JISC[ISO/IEC #BI&DBIFFIE™ ' | % HIC IPA H1ERL

SP : eI (Study Period)

PWI: i 2% 56 H (Preliminary Work Item)

¥SPEPWIDELELEFEN T AN WGIZE-THR %5,

NP : HrE#EHIESR (New work item Proposal)

WD : 1E3 5 % (Working Draft)

CD: ZH %K% (Committee Draft)

DIS : [FEIBHIUA% % (Draft International Standard)

FDIS : s E B HME % (Final Draft International
Standard)

IS : [E B HI#% (International Standard)

PDTR: ¥ fiii B i ¥k 15 il 2 (Preliminary Draft
Technical Report)

PDTS: F i He i 4L k5 R (Preliminary Draft
Technical Specification)

DTR : Feffritis 5% (Draft Technical Report)

DTS : Hiffrth Ak 54 (Draft Technical Specification)

TR : PeAr 52 (Technical Report)

TS : i H: A (Technical Specification)

LIFIS, & WG DB EZ R RS, HBALHT
ISR S %0 O 42 M £13 2025 4F 9 Al
BT, %43 Inl&A13 2026 4 3 IR/ Y =200
VT TERSNTZ SC 27T AR VE WG Kz

(WG 1 (BREF1IVTAIRIX NI RAT L)

WG 1Tid, HltFa)TAA TRV AT A
(ISMS : Information Security Management System)
2B AER AL LT, ISO/IEC 27001 (ISMS %3k
) J O ISO/IEC 27002 (153 2) 74 5 BR) %
HUIZ, ISO/IEC 27001 A3 9 ISMS ZERHIHIZ B
T 5FG &R AT 284, 1SO/TEC 27001
N ISO/IEC 27002 & 1523 25 T I HME, RO
DAY 7 AZBI$ % ISO/IEC 27000 7730 —HHED
FE B ARG B2 FEL TV b,

ISO/IEC 27001 773V —OETIRIUEH 4-2-2 (R
R=D)DEBYTH b,

WG 14 &L TMSS (Management System
Standard : YAV ALIAT LB BEOIF K DI IS
B 3 % W I 1 e Rl DS e S L7z BRI, 2026 4F 5B 2
P2 8 A Annex SL (Y& SL) BET05
AR EL, ISO/IEC 27001 %% MSS #: 2R DR
IR HEA VR B B B B e L CREIR S N F 72,
ISO/IEC 27007 M O 27102 TH » 7 4 » 1 # B 5
(OSD: Online Standards Development) ##H L.

N

1t~ 38

IGEOPHB—FICRBISFTRE




ISO/IEC 27001

ISMS requirements
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! ! HARZ14» i DHARZTA 1t |

[ SONEC 57000 " ( ! (C1so/iEC 27010 ) | N !

ISO/IEC 27000 - i| ISO/IEC 27002 | [ISO/IEC TR27016|: | ISO/IEC 27010 | i[iso/IEC TS 27100 !

1 ISMS overview 11} IS Controls ISM organizational i int;[olpg:rr;izﬁigr:;n 1| Cybersecurity - Overview | |

. economics 1 bl ke . and concepts !

___________ i L J1 J1i !

T e mE A G 27003 ' (TIS0/IEC 27021 ! (ISO/IEC 27011 ) (] )

|' ;*;IE : : ISO/IEC 27003 b Competence requirements for | ! IS controls based on ISO/IEC : ISO/IEC TS 2711 O !

1 [ ISMS -guidance information security management | | | 27002 for telecommunications | 1| Cybersecurity framework !

| e « |\ systems professionals ) L organizations ) ! L development guidelines !

{(1ISO/IEC 27006-1 |}~ = == =" =" =7, - iy N <

(| Reauremensigbodes i1, ISO/IEC 27004 . (ISO/IEC TS 270221 [ISO/IEC TR 27015 | if ISO/IEC 27102 |

i certification of ISMS -Par1:General i il analysisgénd evaluation’ I L Gwd?)?g(?e(s)rs]elss MS ) i L ‘ﬁsn’\gngc%ges‘gas(:;%y i Isc’;//'b(e;ruilg;ljlpaenscfeor i

i ISO/IEC 27009 s s | ~ il pr= = === i |

' secorspeciicapicaton |1 1| 1SO/IEC 27005 | {ISO/IEC TR 27024! [ 1SO/IEC 27017 ' !(ISO/IEC TR 27103) !

| OSBRI |1 Guidance on managing | | SO1EC 100 e 1|+ Coveof i o nimaton | “Cbrseuty — Guiance |
r ‘ Use o ot €

i S | o i o || isofiES 27002 o closdsevces. | (i egbersoautl famawon ) |

———————————————————————————————————————————— |

[ 1so/IEC 27007 ! ! Nl H ¥

G S| |1 ISOIEC 27028 1 || ISO/IEC 27019 | 11 is0/IEC TR 271091

" ISMS auditing | 27002 attributes for the energy utility industry i Cyber education /I !

___________ ;

*
Guidelines for the 1 IS}(D)YI\QC 22730022 9d
| assessment of IS controls an
. ISO and IEC

1so/IEC TS 27008 [

(" 1so/iEC 27014

1
i[ I1SO/IEC 27013
| Guidance on the integrated
1| _implementation of ISO/IEC
1127001 and ISO/IEC 20000-1
1
i
0y Governance of |
: ! information security
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* PWI I ISO BRHRERL/BETF R (NP) ATICERE SN 3 FRERBE T, EICHIRDOMER/BETOAHZFICOVWTIRE LTS ([fERH] EFFF

TERLERREIC 5 B HR1%) o

WX 4-2-2 1SO/IEC 27000 773U —$I8DIER ~ RETHRRT
(M) — MR B i A B AN ERIE B S HEER 2 (JIPDEC) [1SO/IEC 27000 773U—#&ICDLTH 1 (2026 F 5 B 18 BH1T) #5IC IPA RS

G ROTERIEDED ITNDZALDB RO,

ISO/IEC 27000 (ISMS- #£%2)

2018 SEFEAT D 5 A HDWETITED, FA V%
[ISMS- #EEEE HIRE ] 700 [ISMS- B2 | (22 WL,
2026 4F 7 AIZHE 6 EL THRATEN TV A,
ISO/IEC 27007 (ISMS B & D720bDHART4 V)
55430 2347 TCD %25 DIS NS 2 A8 E Sz,
5 43 XA 2513 OSD s x5 &L TR 5828
DL TS,

ISO/IEC 27003 (ISO/IEC 27001:2022 5é&H DT
51%)

45 43 M4 C 3rd CD IZH#EE DS E SN2,
ISO/TEC 27008 (1%#it 32 74 FLE D FFAli< B
THHARTAY)

55 42 0143 4C 3rd CD %5 DTS O A2 &
PSP SN0

ISO/IEC 27017 (ISO/IEC 27002 i23:5K 75K
P —EADD DR T2 TAF )

2026 4 6 AIZ FDIS #% KA S, 2015 4E 54T
DRIRDOYET AT 2026 4 7 HIZFsATENT20

190

QWG 2(lBS&tFa)T1XxH=X L)

WG 2 Tld, #EM. o717 4380 &Rk,
S OV — 8 e VR LY D720 DOWG 5 HA
OIERG S H M DX F 2) FA AN = ALERRELT, W
HFTWVIAVAL, TIOINEL TUTATA0qE #E
L, EARRGE. RS O [ R 5 S o Rl
1o TWWb,

ISO/IEC 29192 ') — X (#%&H1%-5-)

2025 4F 12 R [78—=1 1 BEZE ] 3B Hf 1 BSFAT
ENze Fzw H 43 MISA T, Ascon TIVIY AL
B[N = ANE AT B ) TR 2D SNz,
ISO/IEC FDIS 11770-8 (/AT — R R — A EHY)
8543 0 & AI2B W T, FDIS IS 2L A3k E &
N7z

ISO/IEC 14888-3:2018/FDAmd 1 (Bl o — 2
DFIINEZ A=A L6 1 /)

543 M AICBWTC, FDAmMA ISHETSEATHES
N7z FDAmd i3 [ B B #E % (Final Draft
Amendment) |#3& 3,

ISO/IEC FDIS 280334 (5e 4 [M B 5 Vv 7 7
T =T WEHIZIE D EM AD = A L))
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543 M XA B VT, FDISICHE LI e P E S
N7z
o ISO/IEC CD 97985 (¥t Bz /=174
T4 78I
8 43 M AITBW T, DIS IS 2 &S S 7z,
e ISO/IEC DIS 25330-1 (¥ 23 f=)
55 43 MIAAIZB VT, DIS IHEL S E AT g S 7z,
e ISO/IEC 20009-4:2017/PRFAmd 1 (§5\ Fbs5I23k
OE/T T4 74785 B4 1 1)
5 43 MR AICBWTRATES T CHHI LA S
n7z.

(3)WG 3(tFaV T+ DF - HER - {14%)
WG 3T, tFa)7 151 - 7Ab - BRI BT

#ALIGEIE LT, ISO/IEC 15408 (Common Criteria)

FOYF )T AEHEIIEHEL R EL TV,

o ISO/IEC 19792:2025 (EARGERES AT AD+EF )
TAGHIE B 32— M5, Bk, R4 TV R)
2025 4F 6 25 2 e 31T L7,

o ISO/IEC 19896-1/2/3 (IT 3% =274 8 & VE FF Al

PRI B 0B B )
2025 4F 11 AIZ [28—b 1 MR ZEERE & |, 2026 4F 1
HIZ[ 78—} 2:1SO/IEC 19790 . UF ISO/IEC 24759
V23D CGRERHE I OB RIE 4 0 il & 2 R B2 .
2025 4F 11 HiZ [78—1 3:ISO/IEC 15408 21— X
KON ISO/IEC 18045 (23 O<F-Hili g e UL 2 —3H
BB OHFREBREE M I AT ATEN T2,

e ISO/IEC TS 20540:2025 (W55EY2—IVOHY;T
DFAR)

2025 4F 5 HIZ5% 2 A FATL 720

e ISO/IEC WD 25959(F4 —TF—=V T R—=ADT 7
Y —=~OYERe DB )

AL EA DX ¥ 2) 714 5% W BB 5720 DB 5§ %
FAAL 720

¢ ISO/IEC AWI 26160 (A T %1%k (AD BEREDEFAMiLZ
B89 % ISO/IEC 15408 V) —A J N ISO/IEC 18045
nigAk)
BAMEEIIBVTHRA Ty 27 LTRSS
N7z,

e ISO/IEC 15408 / ISO/IEC 18045
# 43 A BB WT, CCRA (Common Criteria
Recognition Arrangement)& ISO R0 H TF
VEME L OV > 7 2 VS B 3 2 R 203 ik o
ELTimisnze 720 OSD ~OBATIZHE) fii 45

FOREEHRENZEDHERINIZ,

(4)WG 4(EFaYFsarbO—-eH—ER)
WG 4 Tldy WG 125 5&3 % ISMS % % jiti - 1

AT 2B EE LD BRI X ) 743K RO

tF2) T4 — XD 2T o T D,
HADE %R, 5L Tw5ISO/IEC 27404, ISO/

IEC TS 5689, KU BH# 3 LB DRIERT o

o ISO/IEC 27404 (W EH T ToT O A /N —tFaY

FAFIRTIL—LT—2)
HEZIT ToT 85 - F—E 2D F 1) 74 37l
OIR)7ZOWT, ZETHIE T 2AF— 20k
WALEX BTV — 27— 2% RS B TH D, BIFE
AT 2025 4 3 ANSEMZRIGE L7z ToT #4hi2
X195 [ F2) 74 BAR A R L OV ) > 7
(JC-STAR) | 122oWT, RERIEMED Annex (Ff
JEE) ~NOBEE R FEIREL, FHLL TR SNz,
2025 4E 10 AIZEE 1 E 5T L2,

o ISO/IEC TS 5689 (¥4 /X=TAIHNVY AT LDT2
DEF2)TATL— LT — LT — A —R)
RFREEBODETHE L [TAN— T4V -
LX) T4 HETL—2T—2 (CPSF) * 1% | %3kfk
12 HARDPLORFEIZIVHIBLI:TOY 2/ M TH S,
HARIZAS 274 5 =% R L TRY, 2025 4F 3 Ak
JLT DTS NOBATEMEDTW2A% OT GEIHA)
#ELLTHEALT 2Rk IEC TC 65 %5 OT B
HIZOWT [Major] ZIBIERENDY, ZOHK,
JE DR 4 BRI L, 2026 4E 6 HA#T DTS
~NOBATAIERICHR SN, BIEL T4 -2
DTS 7 ¥FAMDHEZ LML TV HEIATH S,
DTS 7FAMD5ER . DTS X ZEIZ AL TE Thbo

e ISO/IEC FDIS 27090 (Al Y A7 AlZx$ AEFal

T4 LOBB B MR EA~DRTIE)
AL VAT A DY F )54 LOBIEDTA 7HA
IIVERE U CRIT TR E L RF S 5720
DIEHR. KO ZD L) LB B - Bk 5 )k
BT B E A MR LI i3 22 &2 HIYE LT
Who 2026 4 6 JIC FDIS & ZEASpash, 5%
FANHELTFETH S,

(BYWG 5(PAT U/ T1T1BEBETFM/1N—
i f7)
WG 5Tl TATYTATAEH, 7943 —, NN
AFAN) I ZADEEHAL R T T D ERBAE O E.
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BETRIIZDOWTRT,

e ISO/IEC 27701:2025 (754 N —EHM= AT AV MY
AT L)
2025 4 10 HIZ8 2 RS s AT sz 7480 —
TEWT A DAV AT LOMEN, AL MERF T OV
B T BB A A A F LD TS, 2019 4E1C
AT SN2 55 1 . ISO/IEC 27001 K O ISO/
IEC 27002 %, TIANT—IFMT AT AV N AT L
DREDT2DIHLIRLIZHEE TH 7225, 8 2 Bud.
BURBHEZELIAT A MSS THAHZ LD, IS0/
IEC 27001 J U ISO/IEC 27002 Ol HE TldZe
v HHOS ARV AN AT AHMEELTIRAITENT:
27002 7' AN — IR L 72 B E LT E A
YA

 ISO/IEC 27706:2025 (754 /N — 15t~ A Y A b
AT LDREA RO 3 BB 3 5% 4F)
2025 4 10 A5 1 liiass8478 M7z, 1SO/IEC 27701

192

(IO NTTIANY =M FA T AP AT LD
TR ORRAER AT ) BB 3 2 Z R F A B LT
Wb,

ISO/IEC 27091 (Al 754 /3 —{#)
BWFHETVEEG Al VAT LR ICBT 575
ANT=YATOF U § ZALEEINT OF-5 &%
ML T2, H56 M+ T4 2454 TDIS 5
FDIS ~HEA7Z,

ISO/IEC 29151 (fl A3 T REAS #h D PRFEZBI § %
B, B ROHTATVR)

AR RRBU G HR ORI B 3 BV A7 ] O S BT
WCEo TR B SN B2 72T 7200 %, H
M, ROEHREEMN T 2720DHA 5 VAT,
2017 ARIZFEAT SN2 1 BASEET S, 2026 4E 7
FNCEE 2 AT ENIz. B, AT ITU-T &
L THRELTHBY, ITU-T X.1058 L6 — DB
AL EHF>TWA,
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EFIVUTZ[BRITRBELEL]ZEEEICEDET

FUWLWEBNDHRUSNDEICHBZERFL. TEZID, BATD. TN THARIFEA
FWe ZLDBBEACDTATIVHDSIRIFHBFICVLE T, —REFIEABERIZOREF2
UT 472547V (CSA Iv)\) DTOY [LF1UTAZBRE CEDINED. WERIFHD
SV (F. ZORAZEIEXRE CRIFL [BRZEEICTD]EBDHZDBDICELEL TV
FI, AOSATIF. BT7OTCTRENTVDZDDERMEITTERLE T,

—DHEODEEF. BEANEKDESABELCY, EESEDEIETOISLDERD/ WD
7yvIH, Za—AMD LNV —DEEERICHESEVCD. RIFRmMDRT [k
&S] EUCROUICEINDBETT, UL, EBEDA VT URDEL (. BELKET
FEL. CDBTDINHRECVET, tFaUTDENZ [fIHEETChH. EEL. X
L. TICREDREZRDI L] EEVRADE. BERNKRORKIE—ZELFT.,. BEE
B EET D887, RIVERDOREPESEREI NI D87, I\WwI77v T[T
[CRBD18EH. BEBEOJIF[FHIATCED]8E]. BSEUHSEDOMTHERE HEMUSIT 288
HEFNZFNEMEZOSNET, INSIEVTNBEBOIVN—)LEEHEEBR TS 58
@l TDHDTT., BELERIF. TOLAEDLICHDIENERICTETTEA. BESIR
DIEFVERIC EDR FOREBZANTH. 75—hDIETENDDSKIFNEEEEFT
TFEE A

“OBEOEMF BRRRAEDERET DBV DANEZATT, HHEDPINECLEIF.
FUWNRZIEP T CETIEHDF B e R PIREDE CREVDEFRISFEZOITF. TN
W BRI PIHEE]CIEOTLED, TN TERZ[BALIITEIERICENUNECT, DF
D [HLFERTECVDD L TEDD/TTICRE DD FREATEDD/ BILUSEITHS
nNan) EVWSHEDDEESIDDE. EDEEAICHTDEWVEDHE, ZDIFCEEICLUTHE
HHFT, HIZAIE. BREEEFENRFTINCS. [CVSS AO7 (RAE) el Tl
FLBROEDERNEEZZ(THN. IITHEVEEDD]. DEDHEAF BRI TET
WohZ/ DT ETT . EDR DBAZRESNCS. [EDBRIZRAITFTEHD ] TIHEL [FH4
DI F2H7ZEEHDHEDH,. TUCENZENTEERRDLIAFHDD] ZEWNE T,
BUWZEMEZHCD—FR-ECZ. BHENHLOHMOBTRETED. RDIFENL
—4CJ,

CDANERF. BEFEEOMNECHENCI. BEN—ADTEEKT[F. WEHIC
D OfcEE. TNIMEEDRRNDBLSFEENZXBITET, HDIDETAHEN
EiFmLhy]) UDEDEBA. —7A. BENZRAE. BRADSIHLE CORENPEIBERD
EWEEVDICE CIRENRZHELTE. RERIMOERIRELBUYELCEFIY
TAZFHMI CEX T, BENIFMEBE I NEHETHENSTZ. #iEREDERBBERICEAN
DEFXT,

FSELNR—EBEZEDELEITN. BHEDEEHEDTIFHOFBA. [CODBEZED
Bi<h ] TIR7EL MEaMEETH, HAIFEEL, L. TITREDN . JOBLZEEE
RICTDETEN. FILLBRODEICREZEAURKITOYAIIUDSIRITHT . &RIID
—&H(CIEDFT,
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i https://cloudsecurityalliance.jp/newblog/2026/06/13/ X 1) T 1% & TEHHE), WK IFI-HS /(2026/7/27 HE:R)
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% 1 Silobreaker Limited. : Hacktivism in the India-Pakistan conflict
https://www.silobreaker.com/blog/geopolitical/hacktivism-in-
the-india-pakistan-conflict-analysis-of-recent-campaigns/ (2026/
7/3 %)
Codebook : 1K « INF X4 EEHFRICHTD/NITAEX L https://
codebook.machinarecord.com/cyber-intelligence/geopolitical-
risk/39666/(2026/7/3 #:3)
% 2 Group-IB : Hacktivists at War https://go.group-ib.com/
hubfs/report/protected/group-ib-hacktivist-at-war-report-2025-
apac-en.pdf(2026/7/3 ¥R
% 3 Cybereason Inc.: LevelBlue SpiderLabs Wi d 5. 171&
HBICHEIZHIN—FEDEE https://www.cybereason.co.jp/
blog/levelblue-spiderlabs-blog/13981/(2026/7/3 #:3)
%4 ESET, spol. s r.o.:ESET. fIDAIREHE S H LT
[PromptLock] R ~HY A N—HBRFLLETI—IAEA~
https://www.eset.com/jp/about/newsroom/press-releases/2025/
eset-discovers-promptlock-the-first-ai-powered-ransomware-jp/?srsl
tid=AfmBOorDAue63fS7DsWUXY5SRH_xQ21tWds8j8400HtQCi
AeUv08ul20(2026/7/3 H:3)
% 5 The Register: The crazy, true story behind the first Al-
powered ransomware https://www.theregister.com/security/
2025/09/05/the-crazy-true-story-behind-the-first-ai-powered-
ransomware/624795(2026/7/3 58]
6 PLIRTAOMK S AlERE R LY 7 &3 H?~ Vibe
Coding % BX {# ¥ % LAMEHUG. PromptLock % # &% https://
www.trendmicro.com/ja_jp/jp-security/25/i/securitytrend-
20250924-01.html (2026/7/3 ##:3)
¥ 7 ITmedia NEWS : AEHICEVATCTES. #EiNh—At#As
IT7—#—0OF0O FA@ED Al TRE. EE7E-/LDOBE SNS
https://www.itmedia.co.jp/news/articles/2507/10/news031.
htm! (2026/7/3 #:3)
%8 Okta, Inc.: £/ Al Y —EXEBRL-ALEREEFBHEDUE—IE
) https://www.okta.com/ja-jp/blog/industry-insights/
genaidprk/ (2026/7/3 ¥:8)
%9 EBETIIEHEITHEECHEIZICESFICHTIEERE
https://www.npa.go.jp/bureau/security/northkorea_IT/NK_IT_
202508.html(2026/7/3 #:3)
% 10 CISA:PRC STATE-SPONSORED CYBER ACTIVITY:
ACTIONS FOR CRITICAL INFRASTRUCTURE LEADERS
https://www.cisa.gov/sites/default/files/2024-03/Fact-Sheet-
PRC-State-Sponsored-Cyber-Activity-Actions-for-Critical-
Infrastructure-Leaders-508c¢_0.pdf (2026/9/24 7#:R)
% 11 Codebook : FRE M [Typhoon | /\yA—%JL—7": Volt Typhoon.
Flax Typhoon. Salt Typhoon D #i Z X BKR 1>k https://
codebook.machinarecord.com/threatreport/silobreaker-cyber-alert/
36791/(2026/7/3 #:3)
Bloomberg : Hackers Terrify US Intelligence After Infiltrating Guam
https://www.bloomberg.com/news/features/2025-01-03/
chinese-cyber-hackers-terrify-us-intelligence-after-infiltrating-guam
(2026/7/3 ##38)
% 12 CISA : Countering Chinese State-Sponsored Actors
Compromise of Networks Worldwide to Feed Global Espionage
System https://www.cisa.gov/news-events/cybersecurity-
advisories/aa25-239a(2026/7/3 #:3)
% 13 Reuters: &, YAN-WETOLT7ICHIE FIGHREEIBRE
EX &  https://jp.reuters.com/world/security/ MDGDOCGMORLN
LN5QROXZS5F5NI-2025-07-18/(2026/7/3 ##:3)
¥ 14 HA SR  KEBRAFFIEEERER Al 22 LS00
https://www.dir.co.jp/report/research/economics/usa/
20260617_025839.pdf (2026/7/3 #:28)
¥ 15 SIEE YA N—IRTRICRT 35K (BFR 1 /N —JBTRSH (B R
TE~NZRER))  https://www.mofa.go.jp/mofaj/gaiko/treaty/
treaty159_4.ntmlI(2026/4/20 ¥53)
% 16 United Nations : United Nations Convention against
Cybercrime https://www.unodc.org/unodc/en/cybercrime/
convention/home.html (2026/7/3 #:3)
% 17 International Counter Ransomware Initiative : https://
counter-ransomware.org/ (2026/7/3 ##:R)
% 18 International Counter Ransomware Initiative : Singapore
Hosted the 5th Counter Ransomware Initiative Summit https://
counter-ransomware.org/briefingroom/5ebb6bfd-1a14-47d8-80e7-
fflo40cObe113(2026/7/3 #:R
A9 HFEE  [HI 88— Y LyrT - 1= T7 747 (CR) &&I A
D= bl https://www.mofa.go.jp/mofaj/press/release/pressit_
000001_02885.htm! (2026/7/3 #:3)

% 20 GOV.UK : Guidance for organisations to build supply chain
resilience against ransomware https://www.gov.uk/government/
publications/supply-chain-resilience-against-ransomware/
guidance-for-organisations-to-build-supply-chain-resilience-against-
ransomware (2026/7/3 #33)

% 21 Department for Science, Innovation & Technology : International
Al Safety Report 2025 https://internationalaisafetyreport.org/
publication/international-ai-safety-report-2025 (2026/7 /3 #:2)

3% 22 Department for Science, Innovation & Technology : International
Al Safety Report 2026 https://internationalaisafetyreport.org/
publication/international-ai-safety-report-2026 (2026/7 /3 ##5R)

¥ 23 £FUT. BRT. ABRYIN—txaUTtr2— HEE. B
B, BEEEE [IHBCLIBSEETGRRVUERERICEHTS
HEFRE] DARIZDONT  hitps://www.fsa.go.jp/news/r6/sonota/
20250114/20250114.html (2026/7/3 #:3)

% 24 Reuters: BXK#, tEEOHAN-BEKIIBEHFREEN &K
RERDELIRE https://jp.reuters.com/world/security/ NFRFU5B
OQNP7JLDKH7HEJY5AIA-2023-11-06/(2026/7/3 #:R)

%25 SEE  BRBEMERFRR [F+>7 - T-EVRDEH]
https://www.mofa.go.jp/mofaj/files/100541771.pdf (2026/7/3
#:3)

%26 RBEEE 0T #RICHTIEF2UT4INULTHIE (UC-
STAR) D:ER%RRIALELA  https://www.meti.go.jp/press/2024/0
3/20250325007/20250325007.htmI (2026/7/3 #:E)

% 27 RIBFEHEL 1 JC-STAR LEE PSTI iEDHBEABICEATIRE
ICEZLELA  https://www.meti.go.jp/press/2025/11/2025110
6003/20251106003.html (2026/7/3 #53)

% 28 IPA: LR BAR - S HR—IL, loT Y1 /NN—tFx2UT 7
HEDHEADBICEHTZIEEICZEE https://www.ipa.go.jp/
pressrelease/2025/press20260318.html (2026/7/3 ##:R

%29 IPA: Y2 HR—IL CLS EE DIEEAFRRFHICDOVT  https://
www.ipa.go.jp/security/jc-star/shinsei/cls.ntml (2026/7/3 73]

% 30 A FEE (5 10 BMBXRYA/N—XEEDRME https://www.mofa.
go.jp/mofaj/press/release/pressit_000001_02292.htm|(2026/
7/3 ER)

¥ 31 HEE  F 4 @Y N-BFICATIEKEN T YUEMA
EESEDBE  https://www.mofa.go.jp/mofaj/press/release/
pressit_000001_02652.html (2026/7/3 #58)

¥ 32 M iEE  BKER [ALEREE 1T ZEE (CRT 2 £ FERR] KU [ALER
8T HEEICEATIOCESICHTIEEME] DAFK  hitps://www.
mofa.go.jp/mofaj/press/release/pressit_000001_02650.html
(2026/7/3 #33)

% 33 HHEE 15 9 MARYAN—JEDRME (ER) httos://www.
mofa.go.jp/mofaj/press/release/pressit_000001_03394.html
(2026/7/3 #3:3)

% 34 fRFEES 5 18 @H ASEAN 1 N\N—tx 1T (BURESHE
BEfELZL7  https://www.meti.go.jp/press/2025/10/202510160
01/20251016001.html(2026/7/3 58]

%35 AFEE B 7EE-EU YA N—HEORE (EER) https://
www.mofa.go.jp/mofaj/press/release/pressit_000001_03261.html
(2026/7/3 #3B

% 36 BBEHES | [1NKFFEMERITEXK EU EEHES X7 LY
AN—txa)T7171—7] #EMLELZ https://www.meti.go.jp/
press/2025/11/20251125001/20251125001 .html (2026/4/23
H:%)

% 37 IPA:ICSCOE REPORT vol.22 ASEAN EENDEFHEEITRIC
OT ¥ al)74hL—Z2YJ%FEM https://www.ipa.go.jp/jinzai/ics/
ngi93u0000002I50-att/j5u9Nn0000006731.pdf (2026/7/3 ##:3)
¥ 38 IPA: XU ELTYNIRIRZET DN K (KOSEN-KMITL) EDE
EYAN—tF )T HBEXRICEATIEEOMHIEICDOVT  https://
www.ipa.go.jp/jinzai/ics/global/news20240710.html (2026/7/3
%)

¥ 39 JICA: YA N—tF2UT1ETIVRINT I —ERICEET3H
ASEAN BEhE 7O L@(ETO T8  https://www.jica.go.jp/
oda/project/202210323/index.html (2026/7/3 #:Z)

% 40 PR TIMES : &4 - /N\>27 0 ASEAN &1 /N —FHMEfEE% %5
Ff  https://prtimes.jp/main/html/rd/p/000000031.000151049.
htm! (2026/7/3 #:3)

%41 BFFE - BASEAN YA N —tX1UT(BENBEL 22—
(AJCCBC) IIHI2EREHICLZEZE https://www.soumu.
go.jp/menu_news/s-news/01cyber01_02000001_00278.html
(2026/7/3 #R

¥ 42 MIEE  AEMNBLLE - MmUY 1N\ —tF 1) T BENIEE
EE (S 7 EEFE 1 @) OEM  https://www.soumu.go.jp/menu_
news/s-news/01cyber01_02000001_00259.htm! (2026/7/3 :R)
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¥ 43 BB KEMNBLLE - YA N—tFX 21U T (BESHEE
BE (SM7EEE2E) OER  https://www.soumu.go.jp/
menu_news/s-news/01cyber01_02000001_00274.htm!(2026/
7/3 #ER)

% 44 https://bidenwhitehouse.archives.gov/wp-content/
uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
(2026/6/10 #33)

% 45 https://www.whitehouse.gov/wp-content/uploads/2026/
03/President-Trumps-Cyber-Strategy-for-America.pdf (2026/6/10
wE:3)

% 46 Federal Register: Executive Order 14390, Combating
Cybercrime, Fraud, and Predatory Schemes Against American
Citizens https://www.federalregister.gov/documents/2026/
03/11/2026-04826/combating-cybercrime-fraud-and-predatory-
schemes-against-american-citizens (2026/6/10 #:3)

% 47 U.S. Government Publishing Office: 42 U.S.C. 5195¢ -
Critical infrastructures protection https://www.govinfo.gov/app/
details/USCODE-2024-title42/USCODE-2024-title42-chap68-
subchaplV-B-sec5195¢/summary (2026/8/3 #:3)

% 48 Federal Register: Executive Order 14239, Achieving
Efficiency Through State and Local Preparedness https://www.
federalregister.gov/documents/2025/03/21/2025-04973/
achieving-efficiency-through-state-and-local-preparedness (2026/
6/10 ##:%)

% 49 The White House : White House Unveils President Trump’s
America First Resilience Strategy https://www.whitehouse.gov/
releases/2026/06/white-house-unveils-president-trumps-america-
first-resilience-strategy/ (2026/8/3 ##33)

% 50 NIST : Announcing Approval of Three Federal Information
Processing Standards (FIPS) for Post-Quantum Cryptography
https://csrc.nist.gov/news/2024/postquantum-cryptography-fips-
approved (2026/6/10 #:3)

% 51 Federal Register : Executive Order 14306, Sustaining Select
Efforts To Strengthen the Nation's Cybersecurity and Amending
Executive Order 13694 and Executive Order 14144 https://
www.federalregister.gov/documents/2025/06/11/2025-10804/
sustaining-select-efforts-to-strengthen-the-nations-cybersecurity-
and-amending-executive-order-13694(2026/6/10 &3

% 52 https://www.cisa.gov/resources-tools/resources/product-
categories-technologies-use-post-quantum-cryptography-standards
(2026/6/10 #&3)

% 53 OMB : Memorandum M-25-34/NSTM-2 Fiscal Year (FY)
2027 Administration Research and Development BudgetPriorities
and Cross-Cutting Actions https://www.whitehouse.gov/wp-
content/uploads/2025/09/M-25-34-NSTM-2-Fiscal-Year-FY-
2027-Administration-Research-and-Development-Budget-Priorities-
and-Cross-Cutting-Actions.pdf (2026/6/10 #:28)

3% 54 NIST :NIST SP 800-63 Digital Identity Guidelines https://
pages.nist.gov/800-63-4/(2026/6/10 #:R)

% 55 American Association of Motor Vehicle Administrators :
Mobile Driver’s License (mDL) Implementation Guidelines, Version
1.5 https://www.aamva.org/getmedia/bb4fee66-592d-4d39-
813a-8fdfd910268a/MobileDLGuidelines1-5.pdf (2026/6/10 ##&%)
% 56 NIST : Draft NIST Guidelines on Implementing Mobile
Driver’s Licenses for Financial Institutions https://csrc.nist.gov/
News/2026/mdl-for-financial-institutions-draft-guidelines (2026 /
6/10 #:%)

% 57 OMB : Memorandum M-26-05: Adopting a Risk-based
Approach to Software and Hardware Security https://www.
whitehouse.gov/wp-content/uploads/2026/01/M-26-05-Adopting-
a-Risk-based-Approach-to-Software-and-Hardware-Security.pdf
(2026/6/10 ##33)

% 58 OMB : Memorandum M-22-18: Enhancing the Security of
the Software Supply Chain through Secure Software Development
Practices https://bidenwhitehouse.archives.gov/wp-content/
uploads/2022/09/M-22-18.pdf(2026/6/10 #:3)

% 59 OMB : Memorandum M-23-16: Update to Memorandum
M-22-18, Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices https://
bidenwhitehouse.archives.gov/wp-content/uploads/2023/06/
M-23-16-Update-to-M-22-18-Enhancing-Software-Security.pdf
(2026/6/10 #33)

% 60-1 United States Congress : Making consolidated appropria-
tions for the fiscal year ending September 30, 2026, and for other
purposes, Public Law 119-74 https://www.govinfo.gov/content/

pkg/PLAW-119publ74/pdf/PLAW-119publ74.pdf (2026/6/10
wER)
% 60-2 United States Congress : NATIONAL DEFENSE AUTHORI-
ZATION ACT FOR FISCAL YEAR 2026, Public Law 119-60
https://www.congress.gov/119/plaws/publ60/PLAW-119publ60.
pdf(2026/6/10 #53)
% 60-3 NIST : Executive Order 14306 -- Sustaining Select Efforts
to Strengthen the Nation’s Cybersecurity and Amending Executive
Order 13694 and Executive Order 14144 https://www.nist.gov/
itl/executive-orders/strengthening-and-promoting-innovation-
nations-cybersecurity (2026/8/3 73]
*% 61 OMB : Memorandum M-25-22: Driving Efficient Acquisition
of Artificial Intelligence in Government https://www.whitehouse.
gov/wp-content/uploads/2025/02/M-25-22-Driving-Efficient-
Acquisition-of-Artificial-Intelligence-in-Government.pdf (2026/6/10
##:3)
% 62 OMB : Memorandum M-26-02: Ensuring Government Use of
Secure Unmanned Aircraft Systems and Supporting United States
Producers https://www.whitehouse.gov/wp-content/uploads/
2025/11/M-26-02-Ensuring-Government-Use-of-Secure-Unmanned-
Aircraft-Systems-and-Supporting-United-States-Producers.pdf
(2026/6/10 F#E3)
% 63 OMB : Memorandum M-25-21: Accelerating Federal Use of
Al through Innovation, Governance, and Public Trust https://
www.whitehouse.gov/wp-content/uploads/2025/02/M-25-21-
Accelerating-Federal-Use-of-Al-through-Innovation-Governance-
and-Public-Trust.pdf(2026/6/10 #:3)
% 64 Federal Register : Executive Order 14307: Unleashing
American Drone Dominance https://www.federalregister.gov/
documents/2025/06/11/2025-10814/unleashing-american-
drone-dominance (2026/6/10 #33)
¥ 65 https://www.fcc.gov/CyberTrustMark (2026/6/10 #5%)
%66 FCC:FCC 24-26 A1 https://docs.fcc.gov/public/
attachments/FCC-24-26A1.pdf(2026/6/10 #:3)
% 67 IPA:JC-STAR ERICFEIF/EWHEA  https://www.ipa.go.jp/
security/jc-star/leverage.html (2026/6/10 ##:R)
% 68 CISA:2025 Year in Review https://www.cisa.gov/about/
2025YIR(2026/6/10 #:3
% 69 CISA : Protective Domain Name System (DNS) Resolver
https://www.cisa.gov/resources-tools/services/protective-domain-
name-system-dns-resolver (2026/6/10 #:3
% 70 CISA: Cybersecurity Performance Goals 2.0 (CPG 2.0)
https://www.cisa.gov/cybersecurity-performance-goals-2-0-cpg-2-0
(2026/6/10 ##3R)
IPA : 2K CISA %77 Cross-Sector Cybersecurity Performance Goals
Ver.2.0 (2025-12) @ # R https://www.ipa.go.jp/security/
controlsystem/cisacpgs.html| (2026/6/10 #:2)
% 71 https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
(2026/6/10 #:3
% 72 CISA: Cyber Incident Reporting for Critical Infrastructure
Act of 2022 https://www.cisa.gov/sites/default/files/2023-01/
Cyber-Incident-Reporting-ForCriticallnfrastructure-Act-o-f2022_
508.pdf(2026/6/10 73]
% 73-1 CISA : Critical Infrastructure Sectors https://www.cisa.
gov/topics/critical-infrastructure-security-and-resilience/critical-
infrastructure-sectors (2026/6/10 #33)
% 73-2 Federal Register : Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA) Reporting Requirements https://www.
federalregister.gov/documents/2024/04/04/2024-06526/cyber-
incident-reporting-for-critical-infrastructure-act-circia-reporting-
requirements (2026/8/3 #:3)
% 74 Regulations.gov : Comment Submitted by American Public
Media Group (APMG) https://www.regulations.gov/comment/
CISA-2022-0010-0391(2026/6/10 #E&R
% 75 The HIPAA Journal : Industry Groups Give Feedback on
CISA’s Proposed Cybersecurity Reporting Requirements  https://
www.hipaajournal.com/industry-groups-feedback-cisa-circia-
cybersecurity-incident-reports/ (2026/6/10 #:%8)
% 76 Garbarino, Andrew : RE:Cyber Incident Reporting for
Critical Infrastructure Act (CIRCIA) Reporting Requirements,
89 FR 23644, CISA-2022-0010. https://business.cch.com/
CybersecurityPrivacy/circiagarbarino.pdf (2026/6/10 ##:R
% 77 CISA: CISA Announces New Town Halls to Engage with
Stakeholders on Cyber Incident Reporting for Critical Infrastructure
https://www.cisa.gov/news-events/news/
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cisa-announces-new-town-halls-engage-stakeholders-cyber-
incident-reporting-critical-infrastructure (2026/6/10 #:2
% 78 DHS : DHS Fiscal Year 2026 Budget in Brief https://
www.dhs.gov/sites/default/files/2025-07/2025_07_03_ocfo_
fy-2026-budget-in-brief.pdf (2026/6/10 #E:3)
% 79 MeriTalk : White House Eyes 29% CISA Workforce Cut
https://www.meritalk.com/articles/white-house-eyes-29-cisa-
workforce-cut/ (2026/6/10 #:Z)
% 80 CISA:CISA Releases Its First Ever International Strategic
Plan https://www.cisa.gov/news-events/news/cisa-releases-its-
first-ever-international-strategic-plan (2026/6/10 #:3)
% 81 https://www.cisa.gov/about/divisions-offices/stakeholder-
engagement-division (2026/6/10 #53)
% 82 The Foundation for Defense of Democracies : The Cipher
Brief America’s Cyber Strategy Has a Budget Problem https://
www.fdd.org/analysis/2026/04/23/americas-cyber-strategy-has-
a-budget-problem/ (2026/6/10 #:R)
% 83 United States Congress:DIVISION H.—Protecting Americans
from Foreign Adversary Controlled Applications Act, Public Law
118-50 https://www.congress.gov/118/plaws/publ50/PLAW-
118publ50.pdf(2026/6/10 #E:R)
% 84 Federal Register : Executive Order 14352: Saving TikTok
While Protecting National Security https://www.federalregister.
gov/documents/2025/09/30/2025-19139/saving-tiktok-while-
protecting-national-security (2026/6/30 #:3
% 85 Reuters: TikTok seals deal for new US joint venture to
avoid American ban https://www.reuters.com/world/china/
tiktok-reaches-deal-new-us-joint-venture-avoid-american-
ban-2026-01-23/(2026/6/10 ##:3)
% 86 Federal Register: Executive Order 14277: Advancing
Artificial Intelligence Education for American Youth https://www.
federalregister.gov/documents/2025/04/28/2025-07368/
advancing-artificial-intelligence-education-for-american-youth
(2026/6/10 #37)
% 87 https://www.enisa.europa.eu/publications/enisa-threat-
landscape-2025(2026/6/10 ##:3)
% 88 https://www.enisa.europa.eu/sites/default/files/2025-10/
ENISA Threat Landscape 2025 Booklet.pdf (2026/6/10 #:3
% 89 European Commission: The Draghi report on EU
competitiveness https://commission.europa.eu/topics/
competitiveness/draghi-report_en#paragraph_47059(2026/6/10
HE%)
% 90 European Commission : Simpler EU digital rules and new
digital wallets to save billions for businesses and boost innovation
https://ec.europa.eu/commission/presscorner/detail/en/
ip_25_2718(2026/6/10 #33)
% 91 EU : Document 52025PC0837 https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52025PC0837 (2026/6/10
HER)
% 92 EU :Regulation (EU) 2023/2854 of the European Parliament
and of the Council of 13 December 2023 https://eur-lex.europa.
eu/eli/reg/2023/2854/0j/eng(2026/7/2 F&:3)
% 93 EU : Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 https://eur-lex.europa.eu/
eli/reg/2016/679/0j/eng(2026/7/2 ##53)
% 94 EU :Regulation (EU) 2018/1725 of the European Parliament
and of the Council of 23 October 2018 on the protection of
natural persons with regard to the processing of personal data by
the Union institutions, bodies, offices and agencies and on the
free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC https://eur-lex.
europa.eu/eli/reg/2018/1725/0j/eng(2026/7/2 ¥:3)
% 95 EU : Consolidated text: Regulation (EU) 2018/1724 of the
European Parliament and of the Council of 2 October 2018
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX %3
A02018R1724-20260520(2026/7/2 #:%)
% 96 EU :Regulation (EU) 2024/1689 of the European Parliament
and of the Council of 13 June 2024 https://eur-lex.europa.eu/
eli/reg/2024/1689/0j/eng(2026/7/2 #:R)
%97 FURILY—EXZE (DSA: Digital Services Act) :EEILT>
Y OHLERGLE R F A E DEARN NEDRELBNEL T AF12T Ty
RN —LZEDHNT Y —ERREZFIIHL T, TE2TEREOEVALT
L RBAER T BT EEDER,
EU : Regulation (EU) 2022/2065 https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX%3A32022R2065&qid=
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EU : Regulation (EU) 2022/1925 https://eur-lex.europa.eu/

legal-content/EN/TXT/?2uri=CELEX%3A32022R1925&qid=

1780560741397 (2026/6/10 ##:3)
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EU https://digital-strategy.ec.europa.eu/en/policies/digital-

rulebook (2026/6/10 ##:3)
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$% 102 European Commission: EU Cybersecurity Act https://

digital-strategy.ec.europa.eu/en/policies/cybersecurity-act (2026/

6/10 F:3)

% 103 European Commission : Proposal for a Regulation for the
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sites/default/files/2025-12/MB%20Decision%202025-18%20

on%20adopting%20ENISA%20SPD%202026-2028%20with%20

Annexes.pdf(2026/6/10 #58)
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europa.eu’/en/news/eu-launches-european-vulnerability-database-

boost-its-digital-security (2026/6/10 #:3
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cybersecurity resilience and capabilities https://ec.europa.eu/

commission/presscorner/detail/en/ip_26_105(2026/6/10 #:3)

#%¢ 108 ENISA : Stepping up our role in Vulnerability Management:

ENISA Becomes CVE Root https://www.enisa.europa.eu/news/

stepping-up-our-role-in-vulnerability-management-enisa-becomes-

cve-root(2026/6/10 #E3)

% 109 https://digital-strategy.ec.europa.eu/en/policies/nis-
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3% 110 European Commission : Proposal for a Directive as regards
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https://digital-strategy.ec.europa.eu/en/library/proposal-directive-
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https://ec.europa.eu/commission/presscorner/detail/en/ip_25_

2718(2026/6/10 #353)
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executives (2026/6/10 F&:E)
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to prevent and react to emerging threats and crises https://

ec.europa.eu/commission/presscorner/detail/en/ip_25_856
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eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024
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view/download/digidepo_10016375_po_02680005.pdf?content

No=1(2026/7/7 #3:%)

%130 B ESRER: PEOERERZE https://dl.ndl.go.jp/
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pdf?contentNo=1(2026/7/7 #33)
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html?c=CN(2026/7/7 #%:3)
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%137 JETRO: FE DR BELLHREICETIHEBER https://

www.jetro.go.jp/ext_images/_Reports/01/04c339ffc1751cb1/
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cac.gov.cn/2025-04/09/c_1745906286623776.htm (2026/7/7
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Latham & Watkins : China Clarifies Privacy and Data Security
Requirements in Network Data Security Management Regulations
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Mayer Brown : China Finalises Amendments to the Cybersecurity
Law What Businesses Need to Know Before 1 January 2026
https://www.mayerbrown.com/en/insights/publications/2025/
12/china-finalises-amendments-to-the-cybersecurity-law-what-
businesses-need-to-know-before-1-january-2026 (2026/7/7 #:3)
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