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2024 4E 12 A, B A N—JUIRIC B B i 9 70 [T B
ST [ FEHA A N—JUIRSH | DIEREERITLD
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EENSH T 2P SR RE IS DI HEFE 2 @ T
AN=RRLIRZPIIEL U BT 22 EZHIELTH
0. HISXEODFEPORERIN T VD, AMERREZ &
DD, HANJUFRE ) WS 7 B R B 1 Lk AL
A7 OOAREN T Tu—F 2R, JLIREAICB)
HUERDTEET % ICT BRICEE S, FEH
ZHRALS ALK HAN Y - R RRE R RIS 250
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CD5H1F 2025 4 10 FISARMFADN A TS
NAHRIIZBWTEL/ S, 2026 4 12 H 31 HETIC
EH A TEL D TDINS, FLT, BRIIEMGTHS
40 # E DRI BN o 72 BRI FR§ 57 %4,

(B)BHIEICH T IEEEE - B

TAETIE. 2024 FH 77 EIBHEE - 1012 BAds
L%ds, SRETHOMA TE B - 1120
WTHRKBERICHED TET WD, FNEN O [E B HHE -
BHINZOWTHBAT B,

(a) Fi-BEEEICRT2RUEANDEE
EHENITNETHORA 2 EREHEZ E D TS5,

B 22 28 3 5 A L 21T R 2024 EITBWTHI72 2 5L

MAZRFERL 72 ENODOHOMATDWTLLTITRT

(7) NMEREPREIEROHEICREIS 5P E
ADF=HDYAN—BFEMICEET2EEA S
PZANDOERE S

202445 A NI A N —tF 1) 71+ 7 — (NISC:

National center of Incident readiness and Strategy

for Cybersecurity) (B, EIFRHANN—HFHEZE (NCO:

National Cybersecurity Office)) EZE£37 13, KIEH

AN—Fa)T4 - A TTANT 7 F v F2) 74T

(CISA : Cybersecurity and Infrastructure Security

Agency) AMERL7ZEB A4 7>~ A Mitigating Cyber

Threats with Limited Resources: Guidance for Civil

Society * 2| DI FEBZITIDY, LEEAFE L, 2

MU, AHEIRIER IR 3 E RO B G- 3 2H R

B, EREEFRELN—TCE DR 3 EHR oAl

DR 72D DA N =R DO EITHE ) fE RS

WLz BTy BAREVATREHKZTNEELIZDDTH

bo [AFAF A AFA L HREBEEL THlig4

FIRLLZZENE, HAR, KEZED 6 2 THo72" 2

() A=ZZVTEEDO[APT40 FIL—T (BT B E
B7ZRNIH)— ]| AOHEFREH

2024 4F 7 A, NISC &LEE)T1E, A =AM T#lfE
% T )3 (ASD: Australian Signals Directorate) & —2A
FUTHAN—tF 2151t F— (ACSC : Australian
Cyber Security Centre) 2SERK L7z EB7 R/ 31 1) —
[APT40 Advisory PRC MSS tradecraft in action™?’ |
DIFFLZITINDY, ZOTR AP )= RFK L7z,
MUIFAN—I B ) —F APT40 (2L Bl 0B B
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Bl%r —AAY T4 EL TR BEF FEFER L LT B
BORAIRLENFELZRLTVRLELDTH DL, [HT7R A
PV FEZLAL. WAL CGlfkAESIRIL 72
Eix. AR, +—=AMUTEED 8 #ETH 725,

(NEREEFED[HA/N\—tF2UT1 AMICEETZE
BEGES [ NDBE

2025 4% 1 H. NISC 3, 3EEFLY: - A/ R—g0 -
BB A m Lz H [ —tF 274 AMICH
THEBEMN RS ] ICFAL. AEAICSET 2L
L7zo COMEIISI T 5 L TRk 2515
L7z, 3EF, HAZ & 6 2 Thorzo ZOMAIL,
#ETIOMEN TR A N —LF 274 A S
LR AR RAEICEL, HEZREEZROLZEEZHT
ELTEY, TAN—tF2) T4 AMDIER D EZ S DT
O VUSTER CELBRBE O EMRICE T 5dDe%n5™ %,

(b) BEEDEEERIE

INETIToTE K EHEDE BRI ONTH, #iE
BN Z DM AZHED, HIFEZIRILL TD, 72
B R LD E L Tnbe BLTIZZENSLOHHL
HDRNERT o

(7) BRY 1/ —x$5E (58 9 [)

2024 £ 6 Hy KETI P D.CATEBWT, 59 M
HR A NI 5D SNz, ZoOMFHETIE. HX
MENZ BB YA 3 —Bok, E 170 [ O E RS
B BRI SRR A OIS AN
BHAK IOV TR AT hNIze HAMDS, fiE
IV B R I S BUR R B i e A N — BUR
AR (DUT, REREETE). SB4. NISC. &
LT, BBA. HEEES. Vitidzadlk
ZH5, KEM 25, Liesyl Franz E#A A4 /N —28 -
TYYVBORIR IR ERAE, EEE. EAraTM
BEENERIELZ %,

(1) RN — BRI T 2 AKEH XL/ EE
&= (E3ME)

2024 4F 9 H. @EYIUIBWT, 8§ 3 mdbikEy
AN—F BB 2 HR AN S 5 RV E SR 7039
ENTze TOMEETRRITBNT, HA, KE, EED 37
BN, AEWAfE O AN LR B S g R OVEE I A L
AT OB GIRER D, ALHIEED A L2 A /3 — 1 B2
L EELDTEI L7z, 20 LT, LHIfFICX



WHE2)7 (a8 @

BB G PE IR LA 1T S5 # % & LAl iE o+
AS—F AT % & E O HU AL AR 4 1% O HOR i 1)
NEFEOWTR AL E o7z, ZOMEETREIR, fiE
A E . Seth Bailey K [ [ 25 4 AL A 10 21
TR, R — B ES SR - S BOR R R 33t
[F 33 2oV

(7)BEYA/\—%F5E (55 8 [@])

2024 4F 9 H, BEEOIFAIBWT, 5 8 MIHYEH A
IN=XFEE DSBSz ZOXEE T, A N—
WZBEL. BIEME DA 23—t % 20) 71 B HE R B,
HE O EREGAI BT B, eI SR F O
IRV IO WTERAZmA Th Nz, EARHEREE
William Middleton 7455 - J&8FR - BASE A A4 23—
R EALFRREZE D, HAM D> O %4, NISC,
BT, RBE. BHEEES. PifiE RO — AL
#: N JPCERT 2—7 14 —var+tr%— (JPCERT/
CC:Japan Computer Emergency Response Team
Coordination Center) ®BFRHE 23, SEEH A5, F17%-
P - BHIEA. B, EURR - liaE. B
A X—=2ar - Fifd, WHEE ROEEEZR A3 —
tF 2151+ %— (NCSC : National Cyber Security
Centre) DERE D ENZRMFELZH %,

(T) B ASEAN (/N —tx 2T (Bisk<# (5517 A)

2024 4E 10 Hy Yo AR —VIZBWT, %17 HH
ASEAN A N —tF 271 BUE KD B s 7z,
COBURGHIZ. TAN—tF 2T 5 BIIBIT AT
HSEE ASEAN 5% [E & D [ B 1 72 8465 - LD A% 5
L3522 AMELTEY, 2O LER DK E DA /38—
LX) TABORIZOW TR AL, X0 TR
LEN7-HBOFZBICEE L TV BUIREZ A L 72,
Fro. PAN—HBREEA T TV#T— 7 ay T
DU IIGENEREEL. SO E LD GBI OFED )
oW Thimaf b7z, NISC. BEBH. RFE
FADVTML, 8RB TR AL BOR KB
BRERRETT T I )= DRV AN~ F 2
V7T REH (BOR - 2EM5) 25k R, HAMN
PONBER - BEBA - SVEA - RFERE OBk
%75 ASEAN IS ASEAN I EOH A /N —t %
V74 BARAE T RO HGEE BARATT. ASEAN 7%
ROBRE BERERSILZH %,
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(#)H « EU Y/ —x$5E (55 6 [E])

2024 4F 11 Hy HEIZBWT, % 6 BIH-EU ¥4 /3—
X EE DSBS 720 ZORFEETIE HALEN A (EU
European Union) BJj OHA /3 —tF20) 7 1MW - B
e FTAN—GIIIBITLFHBE. H-EU M ROH
HWEEDOZE M TOW T, RETIMESE SR 55 OWRIA Wi
MW TE BRI TbI 7, FHEMEIVE SR
AN ZBORIR S FE e A 8 —BOR 4 K flie,
Maciej STADEJEK BRI x4 Bl 7 -l - e 4 PR -
B R R st MR R A FH O, HARMDOHEA.
WHEED, B8T. RBEE. RFEXEL. Difd Rk
O JPCERT/CC D BfR#E 25, EU A5, MR K54
WENT. W28 B 23 S OVBEH IR A1 = 5 o B AR
BRENENBINL* %,

(A BINPZ7HAN\ -1 (5 1 E)

2024 SE9 AL UNT =T OT4) =2 RIZBWT, H 1
] N7 =7 A N — 1A B i Sz, Sotiag i,
HA, VN7 =7 E O A 25—t 21) 51 ¥ R0 B3
ZE ] KOV [ [ T O 15 )15 DB IR W i oW T
B A TOIL, MENL, AN IHEESEDIG L.
FAN=G 0T | S S BRI EHE L TS E 2L
720 ZOWHIIAEA ##TTE Inga SUNELAITIENE
B A A N—tF )74 - IT BURERE DS [ R
B, HAMDLHEE. NISC KOHi#E OBRE
DN INT =7 M6, BB SV E K OTER YA N —
¥ )Ty — DR E DRI L7 %,

() 1N KM TR EU FEESIES X7 L
YAN—tXx2UT171—7

2024 4 11 A, R RA L IPA IKEBF - EU
BUfFLHEIEL., FEERIHY AT ADFA N —F 271
ST B SV TFAENTA YT Tar SN [4 VR
R T HOK EU BRI 2 AT 294 3 —t
FaF44—2 ] K EU SR CRMLAZ™ %, FA
NUME, AYPRPFERIBOE LS V77 HEH DR
2 o OT-IT (2B 3 2 BUF BB 3515 B4 73—
¥ 2 TAHLE R BORH L F HE 0 R ELTBHD,
2018 4EDHIFAEEML TV 5, 2024 4E1d. REOH
TIAF 2= LIV T RGbE T —<EL T, FER
A A7 R R D A AT FED L) A
HOIERNT =2 ay TR, IPA ¥/ —&
F21)54+%— (ICSCoE : Industrial Cyber Security
Center of Excellence) &% M SE R 12 8155
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ATZG L7 AN =TI AN G Vi E Ay
NI =2 B BOIFNT A VT T NI DT = v ay T
HHABRTERMLZ 20 7—<Rl€3IF—TId
ICSCOoE Mt 3 2B AME R T 7T L0061 H
AREDH IR LEBI SFNVTA AT aNIEHE LT
MEEIAL,

(7)H ASEAN Y1/ N\—tF 1UFrBENiBEL 42—
& ICSCoE ME#

2024 4£ 11 A, ICSCoE &H ASEAN HA4/\—+tF o
VT ARe IR 4 — (AJCCBC: ASEAN-Japan
Cybersecurity Capacity Building Centre) . #+5~
FERH AN —tF 274+ — (NCSC: National
Cyber Security Centre) &L, ¥4 D/ a7C¢0OT
(Operational Technology : Hl#IHEHAT) ¥ 2 F1% &
GEIEWRA 77 REH T AME R T 07 4%
AL 720 W7 07T M3 N = F2) T HE T DI
ReFEEOEEBILEHPELTEBSNI, 5 HH
OWHME7T a7 F LTl 4524 NCSC 5 OT ¥ =
VTADEFIIOWT O, BEA L TT7 ROV A /N —
LX) TAZE T A RMEN R B AR A TR O bl R
PRIz, 2Dk, ICSCoE 2687 I4 Fx—>
VAT XA DA N FREE LIl MO — 7 v ay T i
BL. ZlE~NEBEN ATV ORI 72,

()X TEZ7YFIFKE KOSEN-KMITL (215
B ICBIBEEY/N—EF 1) T BB TR

2024 4£ 7 H. ICSCOE ¥4 D% > 77y LR
% KOSEN-KMITL &, HARMEDHIMIBIFE—K
Wi THEIATOEET AN —tF2) T4 A OF
FEALARAE S O E S S 2T 2D A N —F 2 T4
OMEARZHIEL, BEEFAN—LF 2 T4 5 H TIRIC
M3 2 EARRRE LYY, ME#CEoE AKoa
YEa—F—THFO5 NBEISHL T, et
(4 24 [lrp, 2024 4FFErp 12 [9E0E) L, pESEHA /3 —
¥ )T T HIEE B0 IO I
115720

@ YA N—tX2UT1ET TRV AN —ERICES
$BHASEANEE M L7 DT 7 LE(ETOY 170
AJCCBC IZBWT, FEER A (JICA : Japan
International Cooperation Agency) (&, ASEAN
B REDBAM It Fe O HAM i 7 a2 s bl
T [HPAN—tF2) T EFIFIVIF AN —EAIZE T
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AH ASEAN ge i L7rarsamgierayzzh] %

2023 4F- 3 A5 4 MO FETEBLTE**, 0

7Y 7MIF 4 NCSA (National Cyber Security

Agency) & JICA IZXoTHEE SN TS, ERIGENL,

ROLBYTHD™,

o NIRAF VDN —=0 Tt —

o CTF (Capture the Flag) BiHi D XH 7% ML~
M)

o RFERHMREDHEE

o THHMOIPELILA

2024 4E 10 Hicix, CTF A XU MTHS[ Cyber SEA
Game 2024, 2024 48 H. 11 . 202541 H. 3 H
2T 7=V L—=7, 2024 4 12 HIZ CII (Critical
Information Infrastructure : EEIEHRA > 77) FD
P70 — =y A,

() KEMSL£LE - #igkm 31/ —tF 2788
IEEET

2023 AEFEDPSEREINTOB KM BLXE - Hisk
A N —Re R E | Cld, B AT ER TR
FELT [FEEWYAN—Fi#i#E (CYDER: Cyber
Defense Exercise with Recurrence) | ZifHL7-i#
BIfTbN TS, [WEE L R EROY 3 —%
Fa) T4 EOVAZIE DB H D, BRI E B
P A O B4 YRR & T B 58 & RN
T ORISR, EIR R AM B A THIZE2HIR
LT, MRIIKEMNELLE-HIEOH A/ —tF 2
VT4 SRICHER T HBUF IR R OB EFERFEOE
BAVTTREFZOMETHS, 2024 4£EE1Z. CYDER
E Y ROV A N =52 T4 BT B IRk
DOEFEHWELWHEAS 2 MFE RSNz,

B EFE, 74V —T2024 45 10 H 2 ~ 10 HiC
RS, 285 F, I7uRITHEIE, =YL B,
FIN, FUNR, T4V —, NTTZa—F=7, FET,
VHEVHEE. ST, N N, 2o sk B
LD 29 BHBMLTz. #2052k 77 AT 2025
2R 7~ 1A HICRfESI, 354, I7ard 7,
=T XVER S TV FUNA, T D= RT T =2
F=T, FET. NXTY, U, IurEEE. 7TV
AFARIATT B0 26 BBz,
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2024 4F 11 A5 H. KREIRHEBEZ 2T, It
M52 Donald Trump BEMIASEREL 75 %, F72
ATz BRE - T B ZTHIA AN % .,
RERD Joe Biden Hi K HAED TEX72BURATK
MEICEIR SN B L o7z, Trump K HH T AT
BOORBMETEL BRI, 7)—r AT -
AT RO, BBICHIBR, 2R - 2SRk -
@5V (DETL: Diversity, Equity and Inclusion) B
O, EIBEEEBTOR, EIRSBEBR, BBRIL S
DR FMREFUZFER™ “ L. RICKE&LEEE S
A TWh, RIFTIE, THLRIF T 2024 4EEI125E
i ST K E IR B O A N —t F 1) T4 BUR S %

BB %0

(1) Trump X#EB|OBIRRRDEE
Trump AFFHOBOREROME, FEFPBHFOHER

Hii ML B BUHIRRAN - BB, N PESEBE DT $TH
b0 TYINHBRIZBWTE, BlzIX, 2025 4 1 H 23

H%&4 @ EO (Executive Order : K#E#H4Y) 14179 % *°
(2T, Biden BHEIC BT B AL DVARZ A /NG ADIHE
72572 EO 14110 %% %3t FE 4 i) Cdp 2 & LT HEE,
[KEDS Al D)= =20 T MiFE 57200 ] 1T8)E!
W% 180 HEAWIZSR T 5. L7z FHLATEYEHH
IZBWT, AT OREOLIRIZEDATNDEL T/
SMBLEDNL, &b, KEZEL AT NFYAD
BIcowTid [21.3 Al =77 4123 200l &4
EEIREINI,

F72 Trump K#EHIZ. SNS FHEZE~D T
T =7 EREIIBUFIC LA T ammt il Ch HE L
THY, 20254 1 H20H, EO 14149[ KHOEHE
FRBORF OB T | 2585 L CBUFFIC X BB 24511 S
w7254 [F4E 5 H 19 H. Trump K#H1E Melania
Trump KA X D2 LT T,
MR VRV IFNS . T4—T 724 7 W55 DA
AR - WA B IR % [TAKE IT DOWN Act ™ *
TR LTz PR IR I RE B 2SR S a2 ek o
7205 ABD Al OREWER 7 A 71 HMOILE: - B
SR EIMHNSNLDH L 2025 4F 5 HRF 1 CIEATEE
TH ko

—7J7. Trump KHHENCLDEEREICRE @ S, IR
BUGF O F B H 2 B85 2B 8 %14 (DOGE:
Department of Government Efficiency) ** & L
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TWENCED, RIEE 242 (DHS : Department
of Homeland Security) R KEH A /N—tF 271 - 4
Y IFGANT I F X )T 4T (CISA : Cybersecurity
and Infrastructure Security Agency) 5D A/3—
LX) T RIGE AN N SNz, BIZIE T
5 Trump KEEHEITER X 207470 W N HY D
BB NOR ML T THLEAME R AL TE
A5 2025 4F 2 HIZ CISA O7 A 745 H 3 B A 5
288 300 ~ 400 ADSHIK SN ze v, F4E 3 HIZ
FERTEF2) TG M A 238 T % Center for
Internet Security, Inc. (CIS)™®' ~D#iBh45% 1,000
iRV (1587 %%) BIBCCHIIR S, BZBA 071
i 3t 4 H & EL-ISAC (Elections Infrastructure
Information Sharing and Analysis Center) ~®D3¢
BOFTHYLNI P, HROYF2) 7155 WA 12
#2310 4212720 DHS 251 % AN CHEAEL TE7216
B7205 AR & SN D, F72 CISA OIFEIZEIL T,
HIBBF E LA > 7 T DN sgvEE B ER HEH Lo R
F—IWRIESNT, ERESNF AT CISA 1Z2h
EEE. HEBRRAIATID LY R T — 2O B ik
5, ELIZF%,

CISA 2332383 20 A N —tF 1) T4 FE D I F)
#1#% The MITRE Corporation™® (LLF . MITRE ffi)
DIEEH/NSHME SNz MITRE Fhid 3 e 5512 &
#¥- CVE (Common Vulnerabilities and Exposures)
(HE DT B A 5T 2™ Y 25, CISA 0%
A3 2025 4E 4 16 KRN AU s 2™ %%
CVE OJfs 55t # 7 a5 MG IR H SN TB
D, {7077 5O FEOY AN =t F 1) 715
RERAN B LT T WS H 5. Ll 4 H
16 H. CVE 702 Z 2547 #t S8 B2 S ORI AR

S, M OfERIEE#ES Nz, CISA 13 REZ4 R
V)Tﬁﬁb%ﬁb)‘%kb“(b‘é# Lt DEE DNEFN T

I EDFRD UL 2025 4F 4 H. CISA 13325
LTz VirusTotal D& EAHE - N T142 7Y —
VORI HEE LT HEMESN 25,

2 CISA L KREIEPi#4 (DoD : Department of
Defense) 25H %A N —EHATEIBL T, 2025 4
2 AR5 3 H EAICH T, Pete Hegseth [ F5 & F

ICED O BT T BRI A N — PRk A
fEIEL7zE B SN2 %2 A3, DoD & CISA EEHIZZ
NaEBRELEY®, BUFOWA N —tF 21) 71 BTGB
fahpsta s TEOF Y aF e F ) TATH RATY
5, LORHNEZRETLEMbHLEEDNL, ¥l
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TAGEBHRENOITETEDS, REREEEZE DA/ —
LX) TADIERITEE T LD TII RV, EOAEK
FLIZS Ak 5L b,

oL e —J5, Trump K#E#H1Z Biden Hik
FCHATHTIE AT (2025 4F 1 H) IZBA L7241 —t
Fa) AT A RMBE IR T2, PITT
3E9, ZORMEFITOVTRTNE

(2) Biden B KN KEES
2025 4F 1 J1 16 H. Biden K (4IRE) 1%, 2021 4F
5 A%4r @ EO 14028 * * OUETIE 2% EO 14144 %%
w5 L7z EO 1414413 EO 14028 O3 ik (T 3t A -
SEREAAL - VI M 2T H T T F o= RALEE) (8
TAHET, LTOEHAZEO X2 T4k ZRRL
TWab,
o H—FR=TH =V T I2TH T T4 F == Vi
— == T YR (T AR - FERESE) AL
- [tFa7VIby 2T RFE7L— 47— (SSDF:
Secure Software Development Framework) ™ % |
DIFELEYE]
A =T V=AY 7 T F ) TAHEAL
o HILBUF AT 2ADEF 1) 74501
— 7403 2 72N 72 Web G8GESE O 53T 19 745
HDRAT
- BT L B AR A SE AR IR L 72 D[] e L 3 Ay
- %% EDR (Endpoint Detection and Response)
DA %) AN & X2 Y AL | 4
-FedRAMP (Federal Risk and Authorization
Management Program) *® |28 B R 75
K2 7158 b
- FHIYATF LD F ) F AL
o ANT—rDEF2) 7151k
- IP 7RL A& BLRL
- K== =tz F ) T1DhRL
- DNS ¥ 21) 71584k
-N=FY 7t F2) T4 TV 2= VEDIT ANEE
DI H
- A2 — T A YT IATI  O%E E HfE
- A= VRREE R - WG T— 5 OGS LEE
o AN AUIE - BRI SRR
- IR EDOT VY B ok B O K ot
- BYEMGE 70 2D R F 2T b
= AIERGG [ FRTRAL - Bl o s ATHES
o AT Fa) 71D
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-B\EA Y750 ALIZES X715k
= ARt Al ETIVORSE
= B AN =B SR N R B 7 — &
- Al ¥ 2748 Al 2584 V7 Vb IR O E
Ak
- Al VAT L5510 % BiRAL
o K BUHEBE o it 3 FE %
- IT Jei% - BAZEHAL - ¥ 2) 7 BAIOBIUAL
- PAN—kF2)THTFTITAADIA
- BNFLER RO REL
o HRLBLEZEDODH LA /N—IHFE DX
- WD E R LIRIG B R FOERG WU HT 5
728>® EO 13694 o1k

VRS IMAF RS AT ovad) NP S| e Rva 41 £53
M 2eHT (NIST : National Institute of Standards
and Technology). CISA. DHS % & & B R HE R
30 B 25 270 B THIRZ Y > TR AT T 4,
PAN—FiEFICB 35 ATIEH. HHNIZBOF O
IT A 758 1Mb2RKDHZE, Trump BHEDE XL HE
BB DIHY. FOMEH, EO 14144 3mlxt G &7
LhWw—RHTHEEEDLNS, LiL. #ii5®D DOGE
DB EF LB L2SE OREE BT 0T H T2l
H BB DTGB AN SN PR3 > TV Do

2025 % 6 H 6 H. Trump K #% 61X E i © EO
14144, KU EO 13694 AT 3 A AMM 255+
L. AEBR - o 1 ~oxt ik, SNS %
BT HBORTEBR ALIZBE 3 2 1 L5 A o) 458
ZEEINCU 720 BEEFINCIZ L T Od 0N E TN T A,
o RAMETHE5 OXRICE T 5H7R
o OG5 7OV O BUFHE R
o Al ¥ 74 ONEg PR KO E AL, MEORE
o SHEI DO BTN L 72 A 2N — il 3 H & ]

WEH - EEEE)~O B O &

s NEBREMTLBENDOHLT VYV ID F#HILD

IS

DT ORIETIE, Tt 271508 5 52 itk
DIEFNOWTIRR D,

(3)NIST LEEM AT AR DES)

AHTIE, NIST OEZ&GE, KO NIST 2535 EL
7B O B S 2 B ALK O 05 B 2 48 49 %o
ATA N F Y A S 5 NIST O B) (AT Safety
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Institute * ° OB E & E) 12OWTIE, [21 Al &—
T AFEBNMNF 72T A IS B EN2 0,

(@) YA N—EF2UF1TL—LT—7 2.0 AEDT+
O-7v7

2024 4 2 H 26 Hy t¥ 2749285 I Lk b 2ok
REF 2V TAA T AN ADTLET SN, [The
NIST Cybersecurity Framework (CSF) 2.0] (LLF,
CSF 20) &LTaABshZ* ([Tt F )71
2024%7 o0 [2.22(1) (A)NIST D5 1 2 ) . CSF 2.0
IR AT AL MERENDOHETE (govern) DB, H7F4
Fr—VAZEBO®IL, 7L —LT -7 DFEE
KRS EERD, SERE - BUBLZ D2 R #i R HL#& T
OFHPIIFFEN TS,

CSF 2.0 ®V)—Z#, NIST 3R H D — Al
WA EBEIIS R E720, WA TELL—RT — A%
[CSF 20 Community Profiles] &L TABLTWE* 3,
BUERED, F723RERETHOBDIZIZLN T 035 %,
e NIST IR 8374rl ipd * ™ FF7 M
o TUHLTYAZE (2025 4F 3 HERAEEMRT)
o NIST IR 8546 ipd *"® K57l
o PREEARELE O A 70774V (2025 4 7 H 30 HiE

WEHAET T oE)

e Cybersecurity and AI Workshop Concept

Paper *7®
° 20254 4 3 H B # ® Cyber Al Profile

Workshop * 77 TR ZEEMN 7z Cyber Al profile

EFECIEAENSDIE Cyber Al Profile THhbo =
PUL CSF 2012220%, Al OYAN—EF 2747 %
VAN B BB RIZ RN T 25K T, ATICES
X275 ALISER T 22 F2) 71 A~D
FHEDWFNBRE SN T D, NIST I2E) AT a3
=4O EREHODE TR E SNz [Al Risk
Management Framework *"® | DT b4 5,
2025 4£ 4 A® Cyber Al Profile Workshop PLF%, A
T =7 RNV =X B85 707 7 AV OAE R A A
HILT LB b,

(b)Y T M F X2 VT RRBEOES

2024 45 H 14 H, B R G IERE % N5 i (CUL:
Controlled Unclassified Information) Of&i#EHIED
YETAR TNIST SP 800-171 Rev.3] KU¥ CUI ¥ =)
T4 A Al B A% O S ET L [NIST SP 800-171A
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Rev.3] ARSI, BUFES 7914 F 22— |k
DFIEH DT T RE CUL PR KO E] TH S5
BHKETH S SP 800-53 Rev.5™ % D 44BH (2020 4E) 12
B TYEIINH 2 UL EH O L SO R #E %1
HBATWz, ZODWETE 3MTIE, ¥ T4 %
HHR B X 5o Hit. MERHREOKH 0% 51t
SRR L CYET A Tb NI,

F720 NIST 32024 4 11 H1H, 794 F=—>
DHAN—F2)FANVRIRFITAYNT T T4 A
[NIST SP 800-161 Rev. 1] OFBIEH*S', Fir<
11 H 13 HIZHiRE CUI ¥kt ¥ 2 74 4B [ SP
800-172 Rev.3] ORI 7MERLAZ*%, $HhE D SP
800-172 Rev.3 Sl it ¥ o) 71 Bfh- o BAKAL - B3
£ SP 800-171 Rev.3. SP 800-53 Rev.5 &5 B 4%
LOBEEFREL TS,

%3 CUI PR T, 2024 4£ 10 H 15 H. DoD
AP EFER R T AN =X 2) TR E
FIWERFE (CMMC : Cybersecurity Maturity Model
Certification) 71775 L0 # % A B L7248,
CMMC FZAEHUR &, 5% a0 F 2 DA E L
OREICBI DS CUL OPRGEBLNZ B 5T 3 5 2 EDSHTIE
L5,

T I RHE VR ATV AL NSRBE DA - FEHEAS
He—T, VINTLTHTIAF 2= X2 T4 Tl
ASNBY7hy 27N #E (SBOM : Software Bill of
Materials) 8 129w T, NIST OH V.78 RS
vy, SBOM D K A% CISA DL E LT
HERLNA,

(c)U.S. Cyber Trust Mark MEH

US. Cyber Trust Mark *®® 3, KE o —fEHEF
IoT #4ih - V7 b7 = TG OB A /N — 1 F 20 71 H3Hf
RENTVWBLIEERTRIET NNV TH S, 2021 45 H
? EO 14028 12 &> T T~V E A5 2 FEAEHIEE DRk
EATRRSN, W77 _EEF ) T4 LA DK E D
NIST (2R &7z, NIST (dd s 1 & B4 (FTC:
Federal Trade Commission) &#H#L, 2022 452 H 4
Hy ToT #5, KOarya—<—y 7ty 780
Bl X274 B R N7 %

2022 4F 2 ALIBE NIST KOG FRMME & B % (FCC:
Federal Communications Commission) &[F#&#12
WO GHEE A ayhTa Y 22 bORAT, HIERE 2T
TE72A%, 2025 4F 1 H 7 H. Biden BUMEIZRERERIEED
MR IRE T L2 HAREINTIE 2025 45 3 A 25

N

1t~ 38

IGEOPHB—FICRBISFTRE




H. ToT it o [ 1) 74 B84 -l X OVF )~
ZHlEE (JC-STAR) | 2SBIHEN* % 25, wihbif
N ORNMEZEOHETHY, 2024 4 12 A 10 HIZFE
L. S HIZEI BN E A (EU : European Union) @
HAN—L )L R (Cyber Resilience Act) 2 &
ERIREYTH D, 2025 4 4 AL, US. Cyber Trust
Mark % & &4 E O] B 8 CTH HAR RO AT &
BbNb, —75 T, Trump BEDBUFFHERR /N7 $F
12X US. Cyber Trust Mark il EEDEE 1L DG &2
EHEbNDL* %,

(d) ZDtb® NIST FRIEDKR
2024 4FFEIZ A B - SET S M7z NIST BUSIIZDLT
DEDNEENS,
 NIST SP 800-231 *°' (2024 4£ 7 H 30 HZYBH)
PAN—F2) 71 DI F5 TR LT %37 7L —
27 —7 (Bugs Framework) OBEEARL T,
NEg9 1B 3 A BEAF Ol A TS CWE (Common
Weakness Enumeration) %, CVE * % |3k % 1Y
IR TREEALDHELNEL, NTTL—LT—
IO R E G- 2 55D72LL T 5,
 NIST SP 800-63-4 2pd * ** (2024 4F 8 H 21 HZBH)
TIINTAT UV TATATARTA YD 2 RRF TR
ARSI, 2024 4510 HE TR WL TN,
Biden Bt (4I5) 252235 L 748 ARk - 2B
%0 T EL - AR RO — R TH D, ALICH
THHEEEIN, ZOMAILRSN D W HEVE DD
b0 BT HTAT YV TATARGE. FRAET AT AN
FRAEHLE O K AR 2 D AR S %0,
NIST SP 800-218A *°°(2024 4= 7 H 26 HZBH)
Al O%4IZET 5 EO 14110 I2XhsEshnsz, 4
WK AL &7 27 V2 —Axtn TV s ov
FaVTAHARTA L THY), SSDF IZHDGEM T
774 VAFEIRENTWA, HifBOLBY EO 14110
WM EnzDs, WA RTA 1% 2025 4F 4 AR
THTHb, 72720, Trump BHED BT HE BT
B/ )7 $1 T NIST big A Z I TwabZe, EO
14110 ® AT 7 A MEFE AW S 722 &5 05,
Trump BUHE T T4 AL ¥ 271§ 28
AHE SN eI/ NSV E Bbh s,

PR

(4) CISA D:EE)
ARIHTIX CISA LR O E), %O Trump B
MED BRI X D5 BT W Tk R A,
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(a) CISA D% &1L

2024 44 H 30 H, KEERZAMRERHE (NSC:
National Security Council) (Z{#EZDHDH A /N—%
JRDZEALIHTIE T B7280, BEA X T7T70F2) 7112 H
THRES PRI, ZIUTHEDE, DHSIEELT
DI CISA OEHEZIRILL 72,
EROELEA 7501274 - BRI T 2
# i (National Coordinator)
BEAVTT7 85— RV —D2DH Ty —IZ]F
LYAZEMEAL (27 y—) A7 SRMA
(Sector Risk Management Agency) &L TiE))
HIRBUF N D7 — =308 (I, 7452 R)

COREDOTRAIHEDE, CISA IZIHMIEHL - 15
YREDIEF DI B AN —BUE TRV - SRS
AN s BS54 A HEEA 77 SIE (Systemically
Important Entities) D E 175720

RWTRHIAE 10 H 29 H, HEA 7720 H 74
F = HNEINIILAT) . D OBRRN A N — BUERE
PR B e KT Rz E R, CISA I3H %
42750 F 2) T4 T % E RS s A 7 2 L7 1%
[l L, OXREDEAF T DS E A > 7T O
b, @AM ZRtAN—BiElowE b, @EBEHIC
DL BB DR —, O=>%HFELL. DHS.
DoD & #E L TRV HEA > 7 T OARLFE DO FT-Al
SO DR #EDHEL T,

R RCOHBEDIZOWT, CISA iS4 T T4 > -
WG - B T I F 2 — DI E A V75D E
BT, EBR =M — L OB RIEMRIL A R
Ji5gAt. F 2T T BEEAE - FARTA U HER
HEHETHEL TS, HE@IZOWTIE, CISA 3[EEE
97 CSIRT (Computer Security Incident Response
Team) FEHEIZLDVAZLIR, LF 27 FHFEICBE T B
AL - BREAL, BB S—I—DYAZRIG SR E
HEFHEL TS, FHBEGIZOWTIE, CISA IXEN
BUF BB oy MG B 7 e Ao i@ b, F#LEE (CISA)
WOTEHILA GBI, EBSEH 07200 A i
{bZHEAEL. One CISA ELTIHE)T5LL T4,

(b)CISA DAE - FTHEIROZE

Trump BHEDFEEIZLD, CISA X/ NOXT 4
EoTHRBRIIMA, Kz NEHENK. PHEAYMMT
b7z, CISA #4395 DHS 1d, 202542 H 18 H
DR ONHEOE, FIERBEOFEB AL -



'ﬁﬁt¢JU%4E§(;;;\

TR HIRET A AR L7242 R IO % 2025
4E 6 H 4 0K 1T CISA 1349 390 o #EBR B - 3 5%
HEZWT %Ay M7/, # 6 i 5,167
JIRV (#9977 8 5,050 J5 1) ZHIIR T 2L LTV 5,

ZDILEEELF )T AL T, CISA 1& 2025 4F
SAILH, HMOBRELXF2) TR KLIETHEIT
BYBERML7H P, BIMREHBROERELF 274
M FT, BRI F ) Ty — L Fy b 10 o
N—BB OB - ERILA S, CISA OIIRITKEL
AL TEz U EDDIIATR O FEZA 7T 5L
A HK EL-ISAC OZZITHENE b, &M%
25X 2) TR R DR L 2 R 2L DB S RIS
TWBH15, @274 H 513, CISA O
FRAYMIEIZE DR ZE O F 1) 74 LA
DEHWBTHHEEELTWE™ %, HICHE TR~/
BeERALICH LT CISA BREZTFTHEETEXL0ON
2025 4F 4 AR pCIEIABWTHY, 5% D CISA ©
THWBRD 2 M %,

(5) OMB ;& &

202544 H3H, REfTHEHR PH)E (OMB:
Office of Management and Budget) (%, #i727% AILIZ
B35 EO 14179 OF LAl M-25-21 2 ABILA" ',
M-25-21 {3H I BUFBEBIIH LT AL OFE B A, ]
O Al B OB EE 2 BH OPERZ KD, 20720
D Al g% M-25-21 AB#% 180 HUINIZAEK 5L
LT, ALHRIEIZEBWTIE AT OB, ifz’é
IRKD7=DIEF 2 T4, TIANY— BERE, 7
SRS OB IS T L AA M E T 5 L% KD
TWb,

KB O AT ORH < AT XY MIDOWTI,
M-25-21 2Bt 60 HLANIZZ N2 #4594 Chief Al
Officer (CAIO) ZfL4rL. 90 HLLAIZEREFT D260
® Al #ifilZ E 4 (Al Governance Board) ZiE<, &
LTCwb, ALMHIZEZZIT, A3 —tFa)71,
TIANY—, FT—=FHFITMZ A HAOHENZE 5
BLEMRCHEL T 2L THEY, AlOREEICHET
BLHIPEBR 2SS DN Hd— EORIEH % SN 51 hE
HIIFE->TW 5,

4.1.3 PO TREES

FRINDH A /38—t F 2 71 BRI RN # 4 (EU:
European Union) TE&®7zH A/ —tF21) 71 ikl
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WZHDWTBY, BHMADERIRIS EU &k o
AN R DBRRE A TR R—MI XD RE T A2 L8
T&%o LLFTIEES EU LB BHAN—F OB
LA N—LF ) T ARG L7z T 2024 4 EE
FICBIEDH o7z FE R A N =X 2) 74 Bk % EU
A DB D B3R5

(MEU ICEWB YA N—BHOLEE
W Ay b7 —27 - fEREF2) 7B (ENISA:
The European Union Agency for Cybersecurity) i
[ENISA Threat Landscape] (BL'F. ETL) I2BWT
EU BRI A N—FROERF 2 FLD TS,
ETL &, HAN—tF 2071 B E o 2B B 4R
BIHLOIATEH, FMAER, F—rr=771% 5%
DB B EER G LI, AR %8 FBH R
UCtFa) 74 Lo E Thb, ETLAEROFEMIE
2022 4 7 AZFATINIZATARH 190 ’ﬂz&bf‘oh“@\éo
2024 4E 9 A3 TSNz ETL 2024 % " 12k
2023 4E 7 A5 2024 4 6 HIZHNTTO EU B DA 73—
BIRDOFE ST IITRDEBY TH S,
o WHEEANDE IR
VAT LR —EAD W AR E T I, FRIC
DDoS B #7AS, IebMHEICBIN SN B R E o7z,
BIAEETIEZ A7 T HRDZ B SN THY,
B O R HI DZEALZ /R L TV 21 B
%, DDoS BBEIIFFIC &Ry —I2BvwTaT T
7 T4 F RGO LS M BUA I R sk G L B LC
BmasHohsz, DDoS BUEMRATH —EXDEED
BCROHHNIE S L T\wb,
o FUHLYLT
BUEE D ETid T HEEANOR ] 1T 2 4
Lol DD, TP LT TIIMIREL TEU B
FRERN BB TH D, NI TR R —E AL
T2 9 % MaaS (Malware as a Service) €7 VD
BRI, ER OB ETHT Ly =T
BBEAFATTELIONIRY, L AILIMME b
L ORI FEEZIT TS,
o T=HITH T LI
—Z KT HRERAE ST B D BN
2% Ml NEHRZARDMBEA L E LD R TV T4y
YT T ATLT BTG T 2= VBRSO
HEDEDVHONLINR>TETN S,
o FAN—FEOMEE
ETL 2024 THATENI=1J5 1,079 tEo4 > o7 o
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DHH 322 HHiZ EU MR E 2 »E L E2ERE L Tw
720 Fiz, OTT - o4 Fig S EOBE)FED S
% EU % [E~® DDoS BUEDI KR, uv 7D
BRSNSV —F 1255 EU B E 3 28~
DYBOILADOIRMEIN L%, EHEEZBZ 7294
N=B WA BALTWE, THEDFAN—F
NN 2o TiE, EU I T o Mg 2
b1 VAL
o TR

SUH LT LT UNDO< VT2 T (FHRGHE <Ly«
T BN F LTl b OARES) . v —
IXNIYIZTVT (TAve v T BTG F =
BE~NOERLE), 754 F2— 2 BHELY | & &
FEREBCHL, JESHHEIND Y TM7 27 04—
CAZRE L 72 754 F o —  BURIZ L P
Br BT TR DY, T —F MY T7h 27 Th
% XZ Utils IZALENT SN0 7 7 O X FEBID
BIshCwa* ", X7 Utils ¥ Linux A3 o4 —
TV —=AV 72T LT - PRI T
7es 24NN AP TIRA ISR 332 =741
&Iz, MEROATZFOBINT 75 —I12X) /Ny
IRTHRASNT s 72F MO B FEE D F V72
CETHRRELIZAS BAEMIIE RO Linux A
W BEW ST REOHLERFEETHL, D
i, AT 2 L2 BARIED. SIIEZRREN7ZAS,
TR RBREL TSN T,

(2 EU ILE I HIN—BROSEDREL
ENISA i394 NN =& BOBURIZTF Tl R o FL@

L¥22FEDT0D, CORMTHNE 2030 £ZAFT

WZHESME LB IR T A N — b 2) T4 i 2 I

TAHIEERANEL TS, BRI FIITHY LiFbhz+

G AN—B - SREII LT OLEBYTH S,

o VINIZTHALRICBUIT DY 75, Fo— R E
F—=T )= AGATIVENDI NI RT R B L BIA
HZ TG P G B ASE 0 # %0

o AF DAL
PAN=LF 274 N OAEHRAERSEZEL
RO AR 3 M Wme ash, WgH
RN,

o PAN—TYTHNFRDLT L —3 AT KR8y F
UBIETa 7T L) KEH AT A~DOBEE
IoT O RRAFNAREMEST, BEHAT %Y
AT DSBEN R LD

o ENEABZ7ICT H—¥ATTUNA ¥ —DH—
Ak
WERMEA Y T7I%H 25 ICT 7TuNA F— 5 B
ENBHIETIAHREREA AT SIS D,

o EREELATER - B LI
AL Bl 7B IEMOILHL BEA AL HEESA
TOBERATEIEALT %o

o NTVINEBOE AL
PAN—BREY I BB ZR G L7, BRI B
AL U e SN INE T

o AT DI
ALDOREIRFH L 72, ARGERET — 5 FEOILE,
BEBEOHBL - AL,

o DD
TIUYNVEB DAL, FHA S TINDOBIE, A —
MO AT =52 AR RGE, & ara—
TAVN LB Gt 725 Vil AR LA
N—JLIE, e NVA - BIZTFT—F DB, BRK
EINZLDTVINA T T\ OY BB ENRITS
NTnb,

OO, Al LT 280 L, 7
IMUELTALEA V7 TNORAE, WBUFN R BEIRO &
VS BRI ST, SHROBHAL - AL A T
WshTnwib, ZORBLOBET, EU &K TORH
HyZext e, FFsk%E RIEZ MDA KIZHE->TWD
M=F &

(3)EU OH A /1\—tF 1T (8B

EU &K TOBAT O A3 —tF 1) 71 1T 2020
SEIEEENTz [The EU's Cybersecurity Strategy
for the Digital Decade™""* ] (LU F EUHA /N —t %
VT AR I2F DN TS, EU A=t F )7+
S TlX, T UL DML A A N = ERIT L >
THVHHBIEN B ELZEZITILD, FEEEHRO
AL B TSN T A, BLT T [ ik i 2 3
9 %o

(a)EU B3 Y1/ —txaUT(3E

EU H A=t F 1) 71 8RB D5 H 5 294 N —F i
DG, TR TN, B ST, Sz
ANIERERE. PELVo7z, ARTRICAR N KRR EE DY
AN—RETH D, ICT HERXIZBNTINLDIAT A
R EEBLTBY, AP R0 T75%



WHE2)7 (a8 @

W) ARSI T W5, o0 atrTy
FEZE OB R au ML BB X T o7V 5o
HIZED, SO TS, BT - 7754
TG TSN DB R B ROE TR 5G 15
FROCHEMM BT ND, FANN—ZEIZBIT5
BWORDN - B BHALSE TV 5,

WEAVTIEENELI2A N = BIE, EU B
PREINZZWI T =SV A7 Tdhb, DNS (Domain
Name System) DX57%A & —3yrOHEREEZ DY
DR, HEW—C AT 2D O R AFHE~D
KA LT A N—F OB TE N BT L T,
EU BETHAN—JLIRITEEL TN D25, HA N —JlL5]
DGR, T REFEIZIDHIDELTHY,
ZORBEMIANIBE RO — B E/2E->T0D, HIZ,
FIUINF— AR &Ry —, Aitkry—, Bk
NI A N —BIBOEE L 25TV AIZh
HOHT, FAN—EF2)TANDOERIIEL, fizd T
TRV, FAN—F2) 574 AMATKIEICA R LT
WBHIED, BAOXIEEIESELEERELST N5,
EU &fR&LTld, BT A= Bl T, #
% - EIR OIEARZEE 2 725 B 2 R R A 552
OB E RO HRIEESRERN TH D720, KBBZ:
YA IN—A LT T IANOR) R TR G 25 R e 7 R DS
Hbo

INATVIRBIDEIR, OF), A 27T FH 7T A,
DB N DY AN —BUEE B IE T v o= D
A DIRAMEL CTde N TV RTIDZ AT A 73—
¥ a7+ ED EU 0§ sl O E, W Z=E
EAHNT I NORIET A, FEE - FREHED
P AN oY NN NG P ADEEEN (Al Y ety
BEND D5,

(b) FRREREA - BRAOT77O—F
AUERE AR IR LD 72012 EU HA 3N —t 3 21) 711k

W CTHRHAEINZT 70 —F RO Z DD 0% b,

o PAN—L I TV ADHALEFAM I FEHEDHE .
WEA V7T —CADLF ) T4 2 AR KI5
L. b¥a7%diiiE EU NCHERM% - FIFT&%
RE N2 TR S %o

o FAN—ZEDOPIE - #1k - FHSEET O 1
A N—BEAE RIRFGCLEDIT, BUEIEAERFIH
HAORN RN IHIE TEDERE 25T %o

o JU—INVVTH=T VDR A N—ZE [ O H#E
EU OMlifEElIc 3 D\ 72 7ra—r Vet 4 N — 22 %
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MEFRL. IR 1D &2 [5] ) E 2 HEHE 5 5o

COZDOHENZENERIN T 2 EFELTEEDOA
=T TA47 (3F) B EU YA N—LF2) 71 HRIFIIE
BENAENT VD, TNLDA =V T T4 T DRI
LRDBODS, FAN—EF 2T HET 254D EU
BN TH 5. FFIT 2024 4FBEHITEES - TEATHHEA
PZ2DEI LT e, FEOWAN—tF 2T 1Y fFR
DX ) TARH LN T 5 NIS2 $54 (Network
and Information Systems Directive 2) * ', EU Ji
WA TV IR & SO LA N — i i, 4
sy = OL ) LY RERE 5727 V5 VAN
L—=a b VWOV L VAP, FUYNVEEDDH LR —
BeDLFaT A« FTANVMRKT 54 3—L D)
IR ICT Ot ¥ ) 74 RGEH I 02 2D
AN X2 TAEDOYIEFEDH L. NIS2 7455
FA =, & E O SOC (Security Operation
Center) X CSIRT O A»hT—2%@U 7 d R b, A
YT UMREOURE, R, EER R R T
Lo TVD, REHTIZINOD FE AN\ —tF2) 74
B D% EU oW THRIR T 4,

() AN\ —tFx 2T 18E I D
NIS2 6404 18 i, 2 4EIC— %, EU &xfko

A=t F 1) TARET] OB IR A5 % 5Pl 35 2 &% 3K

HTWb, ZOEZIHS ENISA 0 2024 4E 1 O

T IR ORI 52 TBY, BURIZE FIXLS

250

o EU OBUR AL AL L TV AHA5, NIS2 fi4r
DFERTETHTHY, MEERLHEEH BT
V= AT OMEDFEDL EA>T0 5, B E oA
IN—XF 1) T4 D BEAEE DI 100 K SO
625 HTHY, MBER sy —FTIESDED S
b,

o Y AN—tFa)FAAFN, FUNEDOLF2)T1
ik -G, VT4 TFa—reF )T, A
KR R A O E RIS BWT, IKRELTHIZEE
DHNIRELF XY TIPS o A 2T T Y MIB/A
[ = o R A @RV N N A T AR

o MRMOBLEL T, Fi7llhlEsh-4FfE EU
LEORBI TN, FRB LI, TR R A
DFTINAFIVIA L, LRI DRIL,
TIAF 2= )AZOMIG, Al R & FH5 DX
7T OIS F AN E D
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PR D& TH T 2024 4EBEHICH N 7B E D dH -7
FERYPAN—F ) TSIV TIR ARG,

(4)NIS2 5§
2016 4ED NIS $8457 110 |z 2 FE Py bl e 17
Ot T. NISTRSTHHEIIRAERHWFVEDH D

72, TNEEERZ HLEDH L8 LT NIS2
A Y 2022 4RI A SNz, NIS2 $5 47 2SI 4 A
FZ IR 505 ST T O =22 K&RiELLT
I FiF 5,

(@) FRMIANER/REI2—DIEK
PAN—FROIA W G b§ REEFEL T 5 —OHiPH
RIEFEIZ NIS FEH TIEIA D H o7z NIS2 F54 Tl
T REN Gy =1/ e r 5 — B, A
W TEER A, TORE T HS 18 ~NEKIFICH R
L7z F20 794 F o— v L CHERKEER-T
HURNEEL IR ET DL WDHNT,

(b) EZDIL LT U MRERERDOBEEL

T REEHELIY IR THMEHESFIT. AT
7174 (essential entity) F7/2IZEELITAT4
(important entity) (25 3HE N5, NIS2 g4 Cldzit
SOMBRDFHREFBEWAMALL 720 BRI A
SOF—CADIKIFTHIT A 7128 bLF2) 74
RO FENE, AT T VM ERROL E Y~ D@
Thbo HBEIIOWTIEMHEL M VP T VMK —
K2 Pl TG 9 A4 — W —F (all-hazards) 7
Tu—FEH72, HFEMBEET W (BCP: Business
Continuity Plan) &Y 774 F=—tF2) 715k
REELIDEL TS, BAITOVWTIIERA VT TY
b2 R LT A 5 24 I B LL N IC % [§ @ National
CSIRT (2T 52 ER, 72 BRI AN O, 1»H
AN OFEIER A 2SR DO T WA, HEEHH DG E R
WHIBROWIFLAS NIS $g LD REZRENTH o

() EEDY A N—tF 2UT1HFH DR ENEEH
HHETHR A H HVIFRROL LA UL 5%\ National
CSIRT Diiii 72§ N & 5% NIS2 #8 4 TIZBIEE L.
Oy B EOF AN —fE B B Y R AT EU AT B
W 2720 DM AEL T, #7212 EU-CyCLONe
(European Cyber Crisis Liaison Organisation
Network) *""° %375 FIFAZEEEDAATE, & ED
National CSIRT &, NIS2 84 CHi KL=k Gt r 5 —
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IBUIBA T UMIBICE R RO ZENERHETS
M Twb, EU-CyCLONe »H# kAL EU 44T
DFAN—LF 2T 1 BUR A ENISA 253265 %,
EU-CyCLONe I3 KB A )N—1 V27 VM AERF
OTEMIA Z IR I R o3& f et e B
it %, F7o. R OLAG, R BiA
LAV TOREBPE LRI LS5,

NIS2 fa A M3 20 B 4% BN BV B H 72 2 ELA
HEofl g MR 2024 45 10 H 17 HE SN 7225, 2025
4 3 A R CTENEDO B Do TV ADIE, ~Nb
F— urF7. FI)T¥, AFIT7. VNT=T. b—
=T D6 HEDKRTHY, KoM ETIEESE
FkeoTRD™ 20, MO L HiAT DN
13 NIS2 #8423HTE 3 EU W TOESEZ B 7291 /3 —
'lf“f‘:L')T%O)gEﬂS@l'_ﬂkm?‘zf“ﬁ)Z)o 2024 4E 11 1
ﬂ{:‘ ik, FORTHISAEIEL T 7z 23 »[E

’i’ﬁ‘tcll’ﬂ(ifﬂﬁ%k&’)é M WON 2 B &
(European Commission) LDEfF LTV 121,

(5) 1 /\—EFi% (CSoA)

[ A 3= (CSoA : Cyber Solidarity Act)™ "%
AFEFLEHEL T D E LR EIE, EU i <l
FALSNTO B A N =t F 2 T4 1 DM L
THhbo T RBBZGHEDOFEIHALTHA /N —
AT HREE. A N—F I D DR
PO PEMRIN TS, ZOFFRIG, B TICX
574 FNDEFAR LA A N =R P E->THBD,
K [ D%y G120 A N — G BY 2SR FEISAL A AT TV
BEVCHBURY DL, —EOH GBI HFER)TVY
A LTHRAILE B RE &AL L TR 3572012, &
DEIR T AN = F ) FA BRI S BL
WIIEIEZE EU RERIILZ™ 25, CSoA 132 0ikik % B
LT 234 THY. RITRT =00 EERHAD
BAZED TS,

o I A /3= —)UK (European Cyber Shield)
S CH R SN2 SOC DAY INT =7 Th b,

EU BEWr CHA N —F BA AL, /”\1‘)? P SINYIN

TRICEE T AIEERHMEL TS, Al EEERTY

/n/~@ﬁb73m«foo(kEE@&%%/w’%E&z%ﬁ

L7z BCy 4 SOC (& E 8% Bk 2 TR 19 $hoa B i

YRR D L. FAYINT =B INCH 720, %

[#1x National SOC 48 L2 EESR &)

MG I A & SOC 18 0D v BE 7 M 58 I VE A £

DI2DDEREEAHEITETN TS,



WHE2)7 (a8 @

e A N—tFa)TF 1 BEA XS =X L (Cyber
Emergency Mechanism)
AT TN R T BT ) O HE. EU HA
N—*%tF 2154 —7 (EU Cybersecurity
Reserve) OFIE. ¥ E MO B IHEOMERE W
I 3RO ATH D, WAFATEIOLIRICEL
T, Rl TAVF—, B, kSRR L5 —
TIHB§AFEROLF2) 747 AMAEHEL, F A
NW=B RIS TEAINA T RO H SN 72
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AR (Vi

BT, A= F 2) T OffE MLk E L <.
PA N =t F 2) T4 BUK KO 2 3 3 515 B 241
9 NCSC (National Cyber Security Committee : [EI5
PAN—LF2)TARHE) HRRALSH, BHEHITD
FEE B E 2 NACSA (National Cyber Security
Agency : EIR T A /N—F2)574)7) DHHHIZEDED
bN7ze Fiz, HEHHA 770 TEOEENLF
V7axtRa M- FHFTAENCH sy —)—5—
(National Critical Information Infrastructure Sector
Lead : FIREEFERA 075005 —1)—5—) L)tk
FOREDEDONTzo [FEO T RBHITRIZ, 11 70
b7 EREEERI75FEHR (LUF. NCII
HHEH) KU SOC (Security Operation Center) %%
A= ar T AMED YA N—t F ) T4 = A
B THD, NCI FHEFITHLTE, A/ —tFa2
DTAXF R, UAZEHI, BEARDEERA 22T M
EORBEIRLTBY, VAZEHZHAEERKL, D7l
EH 2T T IR EZER T 5L RDOTNE, T2,
FAN=—F2VTA4A4 T TV EL BRI
NACSA JU"NCII &2%—)—¥ =3 52 L% 3%
BT A2 7Y MR O NCIL HFEF ORIE DI
LERZELTW5, FAN—LF2) 74— R
FITHL UL A=k F2) T4 —EADFRMEFF
W9 BRFAFONITZ RGN 720 FEISEIK L6
DETHIB T TEY, HEFRA 77 FHERDOLF 2
VT AR R BUT B IEGEN) E R AN =L F2) 71—
C2ADOWE LB EEOMAREHIEL T b,

() NpF L

ANMATIE, 2024 4F 3 AW LRE, 4094 VaE%
&4t VNDIRECT, #VVU¥ A% FFx—> PVOIL %
DRFAFER, WEV—CERTON, T2 L7
T LT T WEPHIR N TIAELTBY, AR
TR AN e B T T VAT DR Eo TV AHIED
BEINTWD, THLZIRNOT R, BUFAHED
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TEHA N = F 20 74 B O SR b D)
BB —EHOFEDOEFETHRMICEHIN TRV
KRR, FrEAITORERCEHRDPTEEA TR
SEOTED D HEBIMAT AT DAL T B 1%,

FRIORNREREZ, 2024 £ 4 H7TH, XM2D
Pham Minh Chinh B, BUFE T L OH G BR
AN =L F2) T4 KOBALE R T IR F 25
HL7ZH 197,

FfEATiE HHGEEAORED L, KAT, H
TTHGMHSFI U BUGHRBE L OV LR O i 2
T EDFAIN—tF 1) 74 K HARDL O pTARE FFAM % 5
SN ETITAT VY, LRI AT 5
ZEERDOTND, Ty FAN—HERT AN —tFa
VTAA YT UMHRELI G EE IHEAT R EO
ARAEBREE A 2T I R P AR B R SR
THIER, BEREOFIRIHE Tz IEE -
Hrl, FEAROBHRL K OMGEEZ TV, 22TV b
ANDOFFHAE RASEEL TR O L2 RDT WS,
oA YT YIRS H M AR L, VNCERT/CC
(Vietnam Computer Emergency Response Team :
NhFAFA =L F2) T REERIEF—2) LTV
LEHELREIND, BT, FAN—ZEMIIBIT A Tk
Bl BIL, BEISHIS$ 57201208, ARE KL OHE
BB e DMEED E I THHEL T, FAIT A IILTHL
DHLE LR T2,

(d)#—RNFUT

2024 4E8 H22H. &+ —ANFU 7 ®»ASD i O
CSIRT OH#EREARH ACSC 23 EHL, /$—F—[E (H
K A=ARV7, KE, EE, HFY Za—T—F
YRy VYRS EL AFYFD 9 ) ILT
HELISLE AR ar e BRI D72 DAL
9754 A (Best practices for event logging and
threat detection * '*®) | A3ABH &7z,

FSCHF I, WES MO R #E7 Living off the Land
WA ZHCLEBOHLT 75 —HHZTBY, A XUh
U7 OEBEENEF->TWLELT, BEFOIT BT
FRAYNT =7 BB INT T, ARV a 7 LR
BT BRANT T 7 T4 A% AL Twh, Living
off the Land ¥iAfr&id, BUBEBHEMEEMNETHIAT AN
DBRAEI LRI, Vo723, VAT
AHLARAENTOLIERY — VAR VT, FRRETS
DI AT MERONEFE DA IELRTEE 2179 L
BELETHD, ANVMATDRANSTIT4ATE, #
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T REWMODEFELTIAN TR =D g
Fe | [aZPERIZBT BEENANANT ] [Z4aEthoR
VAN =TV R T DSEEEORER | [ B 5 5%
EOBAERIEOMGET ] 22808, T2 fkziftdkL
TWwb,

[l SO L BATHARICIEZ, ERd = —E oW
A=Y F 2) T AR ES B BUM B K OB L% 2
LR TS, HAMSIE, NISC & JPCERT/CC
BTN o7z,

ACSC FSCE AN, EEA 27 FHIEZITIANTT
W LI3GETOT $4 23—t F 1) 574 D)5t HIl (Principles
of operational technology cybersecurity * '*°) ] %
28— —EEH LT 10 AICAHLTBED, A 3=
ZERC B BRI B F ) T4 0 3 Bk & ok
[11zWA) R BN P B E5 3 T [ A B AV

(e 1K

4 ¥ F ® MeitY (Ministry of Electronics and
Information Technology : T T-1H#MF M 4) A& T D
CERT-In (Indian Computer Emergency Response
Team: A yFara—y—RaxnF—2) LISAC
(Information Sharing and Analysis Center : & #idt
oty =) LT BROVA N —tF )74
eRETLHHEMEEZTWR T 57177 L NCSSP
(National Cyber Security Scholar Program : FIZ ¥
AN—LF2)TAZBETUT T L) 3L T05 ™1,

F7ar75 8% A N—tFXa) 712 R#T2 LT
Vo BERAGRR BT, B HRET), MBI, F—2EN T
YT EARENRAFNEL N TN —=0 T %, —E
DIEMERG 72T A N = F 2 TAHEHEF IR T2
ZLT, HRREDOTIINA LTI R OEFEETA /N —
B ST LRI -5 —%2F KT HILxHIEL T
%o BIZIE, HEA L TITOMREICHT LN X 2T LT
&, BERSREIN, Ty ry =5 AR ER
WA 7T Miak ML, FEADVPHEILTNLTVY
LD E R 2) T A AT DO W THIG 1O 56
KERMELCVD, Foo EERNBRN —=0 7L TS
IEE, R SOC F—24, 7Ly Py rHLH,
CISO. CEO %, tk4%BRE DEFIZIH G, 43—
fat e L7z >3 7 MR ATHNL R BN I AL
o WP ZMET, BINEIEL MA) EH RS OB
HIZOWTHFZIRD, A= F2) 74 DRIk
ST TREF N ELIVA7 E O EEEIZOW
THERWELFLIENTELLL TS, 2024 414
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86 WD —=2 72 T o7,

COINI, A VFTRBUFEEEROTFA N —tF 2
VRS L, EROHFA =L T g A
FERFET D AMBERICHEANTIOMA TV S,

(2) 77 XFE#Higid CSIRT M= #E

TIVT R 4RO CSIRT 22645332274
&L T, APCERT (Asia Pacific Computer Emergency
Response Team: 7 V7 KFEI Ea—5 =Bt I0
F—2) 1 3B, HIRNTIAELIA 2T IS
BT EBEDOMIFERe, FAN—FHEFICHE T 515
WILA - B oHEEZ HMIIEH L Tdo 2003
EOFNBH, BIMALN—1E 12 O - FFF IO
15 F—2A72o72H% HIFHNT CSIRT Dih R 25
ATEZER, CSIRT A32=TANDENZE BT
WHEOEEMEDNR T ST-TENLFEL AN 2
TWb, 2025 4F 3 JRBITE, 24 OE - #EF IR 33
F—27%% APCERT OUENIS NS A4 RL—Taft
WAIN=bT2 TS (K 4-1-1) 6

JPCERT/CC 1, 2003 4 APCERT g% 7.4 %>
CHBREHED, BEERAO—RELUTHRE R %
FZTwho APCERT O F 2 0G8)IE, 4E KA /N —

HHOEN, F RS HORAT R OEREE O
THhbo

2024 £ DO A N —# B, [APT Group Attack
Response: Where is Wally? (APT Z0V—7EA~AD
) | T =<K ST [ I,
APCERT OF XL —2aF VAL N=DIHEFH 18 D
] HIR S 22 F — 2B 720 4RSI,
APCERT 2RDIGEIMZ T, £ T — 2O Z
R, RIRL7A VT U MR EE DT, Web
PANTABENTWE™ 1%, 2024 4£0 APCERT 4EK
SAF. 2019 4E DK 5 AERVOM ST 11 HIZHE
oRATTHfESN . 2ETIE, #E® KrCERT/
CCH'® MG RICHBEIN, +—AFF)TD ACSC A
BRI RICGR SN, F72. HFEO CNCERT/
CC*' & KrCERT/CC. 1ai#5®» TWCERT/CC*'®,
ACSC 28 ZRICENZFN RSN,

APCERT TI3RE IR ORBOMALL T, Eili ik
YAFLERLT, AT U MBI 5%
WA DT 54— % 2014 4E DLk B L T
%o ZHLTA T4 THEET DA MRS HZE
T B O ERD T D,

ZDIEH TITRFEHEHITICEBIT S CSIRT [ #

1d-SIRTII/CC, ID-CERT

BX 4-1-1 APCERT #~L—>3FJbA> /38— (2025 £ 3 BRBTE)
(H4#2) APCERT[Member Teams™ '®?|#£(C IPA »iRE

BE
= KrCERT/CC, KN-CERT
R=p%mP
MNCERT/CC, — H BZ&
Netional CSIRT of Mongolia | | @ e
HE R - aB
KL
CNCERT/CC, CCERT TWCERT/CC
a2 *\.
BtCIRT
- EE
NAGFTFVa *\. HKCERT, GovCERT.HK
bdCERT, BGD e-GOV CIRT
| ¥hF
1K . MOCERT
CERT-In Q\
= . | Z4EY
Ivve— CERT-PH
mmCERT
= - NhFL
PO %] —
Sri Lanka CERTICC, RCEIC
TechCERT T
S*2R - .\ BruCERT
LaoCERT
sl >zl
a4 ] CERT Tonga
ETDA, ThaiCERT
— INRXTY
=7 B CERT VU
CyberSecurity Malaysia
TUEE - - A=ZSUT
P kiimid ACSC, AusCERT
SingCERT
S S5=Y=5>
AVRRIT N(:JLSC/NZ7

204




WHE2)7 (a8 @

12D W T, ASEAN Regional CERT (ASEAN
Regional Computer Emergency Response Team :
ASEAN #ilfia> ¥a—8 =207 —2) O
B3 Bk dNHEA TV D, BRI, 2024 4 8 I, [
MKRDY A7 TH =AM K BN ARV ThfES L,
ASEAN i 5 1] ] > 13 i 3 A7 0 Al A R[] 3kl 2 51
BHAN—F ) F B OEMSE, ASEAN Regional
CERT O HIZBII 2 Ao F L HNEFELTT 5720
DA TN F 10, F7z, 2024 410 H 16 HIZY
YHR=IVEEY A /N—=21—2 (SICW : Singapore
International Cyber Week) D—EzE U CHifiE Sz 45
9 [l ASEAN H A4 \—tF2) 7Bk (AMCC:
ASEAN Ministerial Conference on Cybersecurity) J
IZBW T, ASEAN Regional CERT DO FLjitiix D
B sE I NT2, [EEkIES v AR =)D ASCCE
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(ASEAN-Singapore Cybersecurity Centre of
Excellence) IZPFaE S, SETAN—F RSB E, +
YA VEEIICEE T A ASEAN I E B o s It %
KIRICATHES R HELT0D, Fio, PAN—HE, 77—
7vav7. CERT BOHAN—RE IR T 07T L5
DR HHB D720 DB ANR— AL L THEH SN D T
Thbo

DX, TITRFE IO K EAE XS
CSIRT i B @ £% 6 % 1k 12 B 2 T, APCERT %
ASEAN % o iy 38ubk [ 1) 2 1 kb, CSIRT OiR B %
BIML 3 MM AT /AL THEDO TV D, ZTITHT
72 ENTT VT RIS CSIRT 332 =74 )5
LT A=t F2) 715810 E SIS Rk R L T
TR, HIBEROT AN —tF 2) T4 0 HE
HOMELRIZ D% 3B eSS,
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4.2 EFRRELERE

FEIBSFRAEL L, Bah P, EBTaB A TR
BT E SN B E B 2l B THY, EEEH
REBIFIEN D, AFITIE, HAROEHELIEE ORI
F RO 2024 S F 2 74458 O FEIBSE L OB)
&L TISO/IEC JTC 1/SC 27 £ IEC TC 65/WG 10
DB AT 5o

4.2.1 [ERSNEEITCTRE

] B e DR i, 7 T AR AR R D38 S R 72
RO, BOEF 25423 55 B0 3 731
HEAL RO S Z 7R,

(1) BENSHHE

FEIRAREIIE, AR FURIC IO E D Fhed
TR ENAL [ 7Y 2—IZH#E (de jure standard) J.
WO PO RZERLHREDH L THEMIMER TS
[ 74— L (forum standard) |, AM7ZERHELE]
HENET, HHRPEFICBO LRSI RE
LCHE MEEMSIND [T777MERE (de facto
standard) ] A% %,

TV VTR, TRIAAT =RV =240,
Hmr L BLTHEEIEREIT). RETHIITT SISO,
IEC. ITU 2ER 3 % EIBE B R JIS 55 0 E R B
DREML, INBITIERE 7T AD B E S THY,
KA HHEIEICHGWSRAZ LR\, GERED20
B OB BEESZESNTEY), ERHITT5
F T A5 7525 (ISO/IEC O A13H 34E) o

74 —7 MEHEILER RS, @O e R
FENELoTHML, SEFIV—IVEE DR E I 2 H PH
THESNLEHETDH L, MERAE—FIIHL, ERO
FEEEDS SN TN B EDHRE YT HERNTIIFIH
PRESINR TV KIETHISAN T 5 IEEE. IETFE.
TCG DHAT T BRFHED YU T D, IhblE, vy —
DT LRRELIFIN D ZE b DD FERDT+—T LEEHE
A ZOR, EEEEHECHARICIRE SN, Rz T
TT V2= IVEHL D505 5,

AR IT #ian s, HEA 7V EFT
3. ZOREREONS TR EBEELTT 777 ME
DR ESNAEIICH 5o
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(2) BHREF1VT 17 F BT I EEEHHE
Tt ) 7B 92 £ 2 E RS L F RO

B 2R <%,

9, TV VR R E T AR AL L T

& DT 0%,

e ISO (International Organization for Standardi-
zation : [E| B B # L B #% ) /IEC (International
Electrotechnical Commission : £l B8 KL HE £ 3%

JTC 1 (Joint Technical Committee 1: & —4& T+

W &) * 1%

THHREF )T 12 Z OB O EBS B2 R EL

TWhe TVEa—F—RH 0 B2 F B E(L

FRELTISO. IEC IFENEIMAIIAFTEL T

B05 RO FIRDOFE A MET B0 23 HEL

JTC 1 AR dnsze HARENOEEHEALHREL T

1. HARE SEREHEF A 4% (JISC : Japanese Industrial

Standards Committee) 25 ISO.IEC B DA 73—

THY, JTC 1 THIHFBHL D%

ITU-T (International Telecommunication Union

Telecommunication Standardization Sector :

WS R S AE A B GBS R R LR

L EGRAE BAN I B D B E B BUE 2 R EL T bo 1

HEF2U7412BIL TiZ SG (Study Group) 17 2%i%

EENTISO R 1% $% IETF L&bichy by —

7% 1D BB T A EALHE B 21T o T\ 5,

RELTEEIIITU BIEEL TEDLNS,

F72, XTI T 574 —T AR HER
R THREMLMAEEL T, DIT2D 5%,
 IEEE (The Institute of Electrical and Electronics
Engineers, Inc.) :
ALY - BT LEEMICE T EBF 2 TH L,
BEHAEAL IR B L NFRLARL CH A IEEE-SA (Standards
Association) AToTWb, HHtF2) T4
T FAN—LF2U74, AvbT—7EF2)T 4,
0T &3 2)) T A5 DA H R HI TEEHEL 2T o T Ao,
e IETF (Internet Engineering Task Force) :
A 25— b O AR L2 AT )L R HA T H
bo WA —T VMR THY, VIR DAY
YUVAMIE KT AL THE TSI TE S,
TGkt F 274D TE, A V7 —Fvh Lot Fa
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ThRZabav, B, F4 BEE ¥ TN
ol (LX) 744 —bx—ay) o) ok
fbx24T 5TV B™ 72, BEHEALL 7= Bl 3013 RFC
(Request For Comments) &L TR TE5,

e TCG(Trusted Computing Group) :
BTEI 2 —T 427 EREE WOALES, /3
=D A RN SIEYE Mk R D
B OBEHEALZATOER A TH L, N—F7x7,
VI LT EDNRYT =RV AT IA YT T L =8 =3
AN—=k72), WiE, HAIZ Regional Forum (M1
W ER) A3 B 178,

BRE*1UT1. 41N~ *1) 74,7741\~
RERFORBROZEL (1SO/IEC JTC 1/5C 27)

ISO/IEC JTC 1/SC 27 * " (LLF. SC 27) &, 1SO
L IEC 4B MZH 4 (ISO/IEC JTC 1) 2B
Tl F 2T T A EBR R LA AT 5B 2
H%(SC) Thb, SC 2713, 7—<HILL FOHDD
7 N—7 (WG) THEIK S,

WG 1: X2 T4 AT AN AT A
WG 2: 5Lt Fa) T4 Ah =X

WG 3: ¥ 2) 71 ORI - 305k - A4k

WG 4:tFa)5rsarypa—net—E 2R

WG 5: TA TV TATAEHETFTA N —FiAl

ISO/IEC IZ B HEE#ALIESE L, e T LD
TR L ST 4-2-1 DIHIRE DD, FhZFh
FEOFE N E>TROB R~ HaLe, %8B, I1SOIZB
W, FEMS R TH D, FIHA T RGO
HAE TRV HEETHHESNZHDF, Bl
FAIHMALARELL CTRATT %0

ISHR#K{7OEX TR/TSHIEZOEX

r 1
1 SP/PWI |

(iRt TsP/PwI! et

HEEEED P
BE | ;gg ]
§§E¥® TEERED
?E%E;@
R BEETR/

X "
EIREHRRE BEETSOEH
EROHE

RIETRE/

RICERR | A Y
HIREDHRE RICTSENEH
EREARIERAT TR/TSHET

[ - S skt

MX 4-2-1 1SO/IEC JTC 1/SC 27 (- 51 BIRBIERR DEXRE
(H82) JISC[ISO/IEC #BIEDBIFFIE™ 7> | % EIC IPA H1ERL

4-2-1 DELEDEFELIEFII T OEBY)THS,

SP : WF7e i (Study Period)

PWI: Pi2E#%3EH (Preliminary Work Item)

MSPEPWIDELLZ NI HHNE WG IZE-> TR 5,

NP : #Fife33EHH (New work item Proposal)

WD : 125 % (Working Draft)

CD: ZH %5 % (Committee Draft)

DIS : EFEHE % (Draft International Standard)

FDIS : ik #EBEHMEZ (Final Draft International
Standard)

IS : EIBEBIM% (International Standard)

PDTR: ¥ fif $ 4 #t 2 )5l % (Preliminary Draft
Technical Report)

PDTS: ¥ fii B Bk 2 )5 % (Preliminary Draft
Technical Specification)

DTR : Hiffr iy 350 4¢ (Draft Technical Report)

DTS: A5 % (Draft Technical Specification)

TR : HfirHi &3 (Technical Report)

TS : HiiH:A%E (Technical Specification)

LIFIS, 2% WG OB 22 R %, ZBA
T 2§ %o

(WG 1 (BREF VTR IX NI RT L)

WG 1Tl EHREF2VTARAT AN AT A
(ISMS : Information Security Management System)
B AEIBHMEELC. ISO/IEC 27001 (ISMS %3k
HIH) KO ISO/IEC 27002 (it ¥ o) 74 HHK) &
HLMZ, ISO/IEC 27001 %5739 ISMS &R I
I 5F5 XR8P 2804, ISO/IEC 27001 &
UM ISO/IEC 27002 Z4FEOBA 58 (FIRIXZ TR
P —ER) RfEEDOFER (FIZIXE) IHH$ 57200
B L Z oMby 7 Z2B$ 5 1SO/IEC 27000 77
=B OEBEEEALIE B2 E L Tb (R—T
4-2-2)

2022 41213, ISO/IEC 27001 @ 4 3 & ISO/IEC
27002 ORI O RELE T2 EILUET D TbIIz 2D
YETIZHE, IROHEEZTIH, SRLTWHKIC
ERELPFEAEL TS, ISO/IEC 27001 773 —0
YETIRPUELL T DL B TH 5,

ISO/IEC 27019 (ZANF—ER D720 D E it F o
UTAE BN . 2024 4F 10 BICE 1 ransz,

ISO/IEC 27013 (T#Hit¥aV741, A /3—tF2)
T4, TIANY— 4R - ISO/IEC 27001 & O ISO/
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ISO/IEC27001
ISMS requirements

______________________

YAN—tF1UT 1]
DHARZ1 1t

[ISO/IEC TS 27100]

i t75%-BHD
HARZ1»

( )
ISO/IEC27000 1 [ ISO/IEC27002 ] ISO/IEC TR 27016 [ ISO/IEC 27010 )
1

q fEi ISM for inter-sector and o q
1 ISMS overview IS Controls |SMe°Cfgag|nZ1?é|§na| Tisr @G Rzl Cybersecurity - Overview
L J L communications ) and concepts

oS ~ [ 1 N N i
EXREE " \so/iEc 27003 | [ (JSQ/EC 27021 1| [ ISO/IEC 27011 ) (1s0/iEC TS 27110
1 ISMS -guidance | |information security management 27002 for telecommunications ! Cybersecurity framework !

izati development guidelines
- L systems professionals ) L organizations ) P! 8

1
1
'
| NN
ISO/IEC 270061 || (5 7=7=====" - ) N = \
e e od ™ |1 - Moon EC 27004 . 11SO/IEC TS 27022 ||ISO/IEC TR 27015 ISO/IEC 27102 .
. . 1 Guidance on ISMS ISM guidelines for 1 ISM Guidelines fol
certification of ISMS -Par1:General ) | analysis and evaluation | L processes )il financial services ) | cyberuilnsulrance ' !
........... [ e
(1SO/IEC TS 27006- 2\. ______________________ T T AT AT AT T
Requirements for bodies "} ISO/IEC 27005 / ISO/IEC TR 27024 i ISO/IEC 27017 ! {|SO/|EC TR 271 03\ i
| providing audit and certification I | Guidance on managing | JSO/IEC 27001 familyof standards 1| = Code of practice for information 1 | « !
of ISMS: Part 2 PIMS I IS risks regﬁr;cgsslig%dgrag ?n Govevnmemgl(/) | [Psectiiicontoldbasedion H Cybe(;slg%lrét%/ agd :'JSO I
----------- I Reauloiory requitomants JISO/IEC 27002 for cloud services. | | an anaaras !

ISO/IEC 27000 i (= "= = =" | S-S ealen e RSN Sl gl
[Se%ﬁ"(ésgﬁ%‘c“f?é’bﬁaf'()”]i S fIae el :’ ISO/IEC27028 L ISO/IEC 27019 } 1SO/IEC TR 27109
! 1

[N

Guidelines for i 4 - 11

Requirements 1 Guidelines on ISO/IEC nformation security controls Cyber education . i
1/

) l ISMS auditing 27002 attributes for the energy utility industry

Guidelines for the
| ISO/IEC 27002 and
assessment of IS controls | 1SO and IEC

liso/IEC TS 27008 [ T ——
|

Guidance on the integrated
implementation of ISO/IEC

[ ISO/IEC 27013 ]
27001 and ISO/IEC 20000-1

[ ISO/IEC 27014 }
Governance of

information security

*PWI&IS?;E’I‘%W;E/%%T?% (NP) BIICEXE SN B FHEE T, ZCHBOER/BETOFHEFCOVWTREILTWS ([fERH] BFHE

TERERBEIC & B HiAR)

%ISO/IEC TS 27006-2 &, SC 27/WG 5 DT7AY 7 hELTEHREIMTOETH, SC27/WG 1 LARTHRESh, ISO/IEC 27006 D
288 (Part2) ThaiHEHL T3,

WX 4-2-2 1SO/IEC 27000 7 73— DR/ ETIRRL
(H81) — iz BT A A BATE R B R iER S (JIPDEC) [1SO/IEC 27000 773N — &I DWTH 78| #5(C IPA iRE

IEC 20000-1 DA WEROTH]) 12oWTIE, BH QWG 2(BEB&tFa)T1XxH=X L)

FRAt 2024 4F 12 HIZSsATEN 72, WG 2 Tid, B3 793747 (B3 7L a)Rn) R,
PAN—LF2)TAEHTDHANTL 2 TH5B IS0/ TUYNELEHAM, #IAH OIS D IEART

IEC TR 27103 (#4/N—tF 2544 1SO RINIEC  ZAKS 70 VSO Z 4T 5TV b,

B IE DTS DB TH 5 2024 4E 7 A 1 HA5 2025 4F 6 A 30 HOMIZ, 5847
72, BUE DIS &L T, RO ODOHMDHE#HDE SNTBEIILL T OEBYTH S,
HHN TS, e [SO/IEC 23264-2:2024
o ISO/IEC 27000 (ISMS # %) Information security — Redaction of authentic data
L EOWETIZBWT, ISO/IEC 27001 BE #BLAL D — Part 2: Redactable signature schemes based
JEEE A HIbEL, FKED [kt F )74 AR TR on asymmetric mechanisms
IR T A-BREROHEE] o, [Tt ® )71 e [SO/IEC 20008-3:2024
RATVAVINAT AR | ~NEHELIz, ISMS LY Information security — Anonymous digital
ISMS HAE DM EL 2L it 3 2 HME L L TRETHCTH 5o signatures — Part 3: Mechanisms using multiple
e ISO/IEC 27017 ISO/IEC 27002123:5K 757 K4 — public keys
EAD 72D DE L F 1) 7445 LR O FF O M) e ISO/IEC 18031:2025
ISO/IEC 27002:2022 £ D&% X 5728, RITLDY Information technology — Security techniques —
FUREMEISTIC L CTERLR, FoIX2B 57 Random bit generation
DIZYETHTH 5, e ISO/TEC 18014-1:2008/ Amd 1:2025

Information technology — Security techniques —

Time-stamping services — Part 1: Framework —
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Amendment 1

e ISO/IEC 18014-2:2021/Cor 1:2024
Information security — Time-stamping services
— Part 2: Mechanisms producing independent
tokens — Technical Corrigendum 1

e ISO/IEC 11770-3:2021/Amd 1:2025
Information security — Key management — Part
3: Mechanisms using asymmetric techniques
— Amendment 1: TFNS identity-based key
agreement

e ISO/IEC 9797-2:2021/Cor 1:2024
Information security — Message authentication
codes (MACs) — Part 2: Mechanisms using a

dedicated hash-function — Technical Corrigendum 1
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KT R—ADAH =R (ISO/IEC 14888-5) | [}
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N—=AD A=A (ISO/IEC 14888-6) | [HARF ¥4
WIEBEDON—FT T NOR BTN T) A L% RET S
TNIYAIv 7 AH= A (ISO/IEC 25888) ] d—=o73
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BT T, 2025 4F 2 HIZBL T O op35 737z,
e ISO/IEC 19790:2025

Information security, cybersecurity and

privacy protection — Security requirements for

cryptographic modules
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e [SO/IEC 24759:2025
Information security, cybersecurity and privacy
protection — Test requirements for cryptographic

modules
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management: Parts 1-3) D=21ZDW\ 1% 2025 4E 5
HBUEFATHEM T TH %0
F/20 UTFO=2070Y 27 s FDIS OB FE It
ATV,
o ISO/IEC 27701 (ed. 2)
Information security, cybersecurity and privacy
protection — Privacy information management
systems — Requirements and guidance
e ISO/IEC 27553-2: 2025
Information security, cybersecurity and privacy
protection — Security and privacy requirements
for authentication using biometrics on mobile
devices — Part 2: Remote modes
e ISO/IEC 27018 (ed. 3)
Information security, cybersecurity and privacy
protection — Guidelines for protection of personally
identifiable information (PII) in public clouds

acting as PII processors
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AN B F ) 71 BRI S A B L7 A%
THY, HHEELTOEFL)TAIATAVIN AT LD
ML Re, 28y FEBE OB 3 2 IH A RIS
N5, [21 AT 28+ —F—~DER D
5 2 WA 2024 4 8 AIZ. [2-2 TACS ¥ 2 711
AF—L]H 2025 4F 3 AITHATENTZ,

(c)ISA/IEC 62443-3 JIV—T (Y AT L)

B OB B 2 ML A A D CERA T Al A
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ISA/IEC 62443-3-3 1%, ISA/IEC TS 62443-1-1
THESNDLIEHNZ K F I (FR: Foundational
Requirement) {ZXf 5§ ATy VAT AOHA 7t
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7 L84 (SR : System Requirement) &5#{Li (RE:
Requirement Enhancement) 2SS, &2k
HIFIZEF 274NV (SL: Security Level) 2D
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1 BERVII7OVIMGR S AT FAN—MISBZEBHTE
T 2024 FOKREAFERZEICTH  https://www.microsoft.com/
ja-jp/security/security-insider/intelligence-reports/iran-steps-into-
us-election-2024-with-cyber-enabled-influence-operations
(2025/5/29 #3R)
%2 Reuters i KB BBIER [iflaVE]. BRICEETZELL
=%F#&E https://jp.reuters.com/world/us/AFLGHMGDAVOARHP
NICOSIAZIHQ-2024-11-04/(2025/5/29 #53)
% 3 BforeAl: 2024 Paris Olympic Games Infrastructure Attack
Report  https://bfore.ai/2024-paris-olympic-games-infrastructure-
attack-report/ (2025/5/29 ¥:3)
¥4 NTT 2FaU7q - v/ othlsit 11 —tF U7 LR—k
2024.08 https://jp.security.ntt/resources/cyber_security_report/
CSR_202408.pdf(2025/5/29 ##53)
% 5 France 24 : France reports over 140 cyberattacks linked to
Olympics https://www.france24.com/en/live-news/20240814-
france-reports-over-140-cyberattacks-linked-to-olympics
(2025/5/29 ##3R)
¥ 6 MURY/7OKKREH 2024 F/3) - FULEYTIEET DY
AIN=JETE ~ERK Al HFIBATIFROFOLIE?2~  https://www.
trendmicro.com/ja_jp/jp-security/24/g/ico-scams-leverage-2024-
olympics-to-lure-victims-use-ai-for-fake.html (2025/5/29 #:3)
% 7 ITmedia: [DeepSeek >3y 7] &ldfalfz-=DHm? 2025 &,
AREORZRFEIEEMES https://www.itmedia.co.jp/aiplus/
articles/2502/04/news121.html (2025/5/29 753
% 8 GPDP: COMUNICATO STAMPA - Intelligenza artificiale: il
Garante privacy blocca DeepSeek https://www.garanteprivacy.
it/web/guest/home/docweb/-/docweb-display/docweb/
10097450#english(2025/5/29 7#:3)
% 9 Personal Information Protection Commission : DeepSeek
Temporarily Suspends Its Application Service in Korea https://
www.pipc.go.kr/eng/user/Itn/new/noticeDetail.do?bbsld=BBSMS
TR_000000000001 &nttld=2784(2025/5/29 #:R)
10 BMIATEHAEAABAESIREE (JETRO : Japan External
Trade Organization) : KE T TikTok #R&IERIL. BHAIRIIEEM
PESEIC  https://www.jetro.go.jp/biznews/2024/04/3c37773d3
11c994a.html (2025/5/29 ##:R)
Library of Congress:Text - H.R.815 - 118th Congress (2023-2024):
Making emergency supplemental appropriations for the fiscal year
ending September 30, 2024, and for other purposes. https://
www.congress.gov/bill/118th-congress/house-bill/815/text
[2025/5/29 ##53)
% 11 JETRO : TikTok W KEMREIENDEBMEFEE KD TRKEUTFER
5F  https://www.jetro.go.jp/biznews/2024/05/43c7ac915b03f9
2e.html(2025/5/29 #53)
TikTok Inc. : Court Filing on TikTok Ban https://newsroom.tiktok.
com/en-us/court-filing-on-tiktok-ban-2024 (2025/5/29 ##:3)
% 12 Bloomberg L.P.: KERE#H TikTok ZiEEEX . Tl
SOTEROHENCER  https://www.bloomberg.co.jo/news/articles/
2025-01-17/SQ8NADDWRGGO000(2025/5/29 #33)
% 13 Government of Canada : Investment Canada Act https://
ised-isde.canada.ca/site/investment-canada-act/en (2025/5/29
#:3)
% 14 Government of Canada : Government of Canada orders the
wind up of TikTok Technology Canada, Inc. following a national
security review under the Investment Canada Act https://www.
canada.ca/en/innovation-science-economic-development/
news/2024/11/government-of-canada-orders-the-wind-up-of-
tiktok-technology-canada-inc-following-a-national-security-review-
under-the-investment-canada-act.html| (2025/5/29 #353)
% 15 JETRO : KFE#HEE. OV T DHRNIIVAF—(CHG [ IHEE. 1§
HBERIM Y —EREZEARBTH  https://www.jetro.go.jp/biznews
/2024/06/735a1f17c0566€90.html [2025/5/29 ##:3)
Federal Register : Final Determination: Case No. ICTS-2021-002,
Kaspersky Lab, Inc. https://public-inspection.federalregister.
gov/2024-13532.pdf(2025/5/29 ##:3)
% 16 Anadolu Agency Turkish Inc. : Denmark urges local firms not
to use antivirus programs developed by Russian cybersecurity firm
https://www.aa.com.tr/en/europe/denmark-urges-local-firms-
not-to-use-antivirus-programs-developed-by-russian-cybersecurity-
firm/3256252# (2025/5/29 #&3)
% 17 Australian Government: PSPF Direction Update -
Kaspersky Lab, Inc. Products and Web Services https://www.
protectivesecurity.gov.au/news/pspf-direction-update-kaspersky-
lab-inc-products-and-web-services (2025/5/29 #:3)

%18 EBE DZFEFERMR : 21—V ABLAERFHE
SEAEREE  https://www.handa-hospital.jp/topics/2022/
0616/report_01.pdf(2025/5/29 #E:R)

%19 EHEAERS. REBILTF—FES. 4-3IFLHE:
NUTS VAT LBEEDRZFIERE  https://meikoukyo.com/wp-content/
uploads/2023/07/0bb9d9907568e832da8f400e529efc99.pdf
(2025/5/29 #%33)

¥ 20 BAREHE : VLK. VVERERE EREST
M R https://www.nikkei.com/article/DGXZQOUEOQ136K0OR01C
24A0000000/ (2025/5/29 73

BR/OZFy7 BV AN—LRER [OvIEYR] 3, x1N—-2
AN%5EH#H https://xtech.nikkei.com/atcl/nxt/news/24/00289/
(2025/5/29 #%3:3)

% 21 Europol : Law enforcement disrupt world’s biggest
ransomware operation https://www.europol.europa.eu/media-
press/newsroom/news/law-enforcement-disrupt-worlds-biggest-
ransomware-operation (2025/5/29 #:3

% 22 FBI: International Investigation Leads to Shutdown of
Ransomware Group https://www.fbi.gov/contact-us/field-offices/
cleveland/news/international-investigation-leads-to-shutdown-of-
ransomware-group (2025/5/29 #:3)

% 23 United Nations : United Nations Convention against
Cybercrime Chapters https://www.unodc.org/unodc/en/
cybercrime/convention/convention-against-cybercrime-chapters.
html (2025/5/29 #5323

NEE AN LRICHTIEREHSEAERDOEIE  https://www.
mofa.go.jp/mofaj/gaiko/soshiki/cyber/index.html (2025/5/29 53]
% 24 United Nations: United Nations Convention against
Cybercrime https://www.unodc.org/unodc/en/cybercrime/
convention/home.html (2025/5/29 ##:8

¥ 25 https://www.npa.go.jp/bureau/cyber/pdf/20240515_
english.pdf(2025/5/29 #:3)

% 26 NISC., BZT: NMERBEXREEEDOHECRHST2EH
BEAD/=DHDYAN—BEEMICETIERA 1S4 INDHRZZIC
2 W T https://www.nisc.go.jp/pdf/press/press_Mitigating_
Threats.pdf(2025/5/29 #52)

% 27 https://www.cyber.gov.au/sites/default/files/2024-07/
apt40-advisory-prc-mss-tradecraft-in-action.pdf (2025/5/29 #:3
NISC : APT40 (ICB§F 2 7R/NAH1)—  https://www.nisc.go.jp/pdf/
policy/kokusai/Provisional_Translation_JP_APT40Advisory.pdf
(2025/5/29 ##:3)

% 28 NISC. ZEZJT: ZMNEEZD APT40 JIL—TICBT3EE7RN
Y —~"DODHEHEZERZIZDWT https://www.nisc.go.jp/pdf/press/
press_APT40Advisory.pdf(2025/5/29 #:3)

% 29 NISC: ZEEXED [H1/N\—tF2UT74 AMICETIEFALE
&1 NOBEIZDWT  https://www.nisc.go.jp/pdf/press/2025_
International_Coalition_on_Cyber_Security_Workforces.pdf (2025/
5/29 1#3:3)

GOV.UK : International Coalition on Cyber Security Workforces
https://www.gov.uk/government/publications/international-
coalition-on-cyber-security-workforces (2025/5/29 #:3

%30 MHEEFEIBRMBXYAN-EDRHME https://www.mofa.
go.jp/mofaj/press/release/pressit_000001_00828.html [2025/
5/29 ##:3)

% 31 S 5% B 3EALEREE YA N —ZRICET2RRBATHBE
FESENDEAE  https://www.mofa.go.jp/mofaj/press/release/
pressit_000001_01135.html (2025/5/29 #:3)

% 32 4758 55 S @MARYA/N—EDRE (ER) hitps://www.
mofa.go.jp/mofaj/press/release/pressit_000001_01161.html
(2025/5/29 #%3:3)

% 33 NISC. #&E. BBEXE 5170 HASEAN 1/ -+
FLUTAHESFEDER https://www.nisc.go.jp/pdf/press/
17thAJCPM_ja.pdf(2025/5/29 #%:3)

%34 HIEE E6MEB - EUYMN—MEORE (ER) htips://
www.mofa.go.jp/mofaj/press/release/pressit_000001_01382.html
(2025/5/29 F:3

%35 AHEE E 1 AN Z 7 A N—15EOBEER)  https://
www.mofa.go.jp/mofaj/fp/es/pagew_000001_00934.html (2025/
5/29 1#33)

¥ 36 BEER | [1NKFHEBEITEXK EU EEFIES X7 L01
N—tFx1UT174—7 ] EFERLELS  https://www.meti.go.jp/press/
2024/11/20241115001/20241115001.html (2025/5/29 #:3
¥ 37 IPA XL TELTINIRKRET AN (KOSEN-KMITL) EDE
EHAN—tF 1T HBXEICETIEEZEDHIEICDOVWT  https://
www.ipa.go.jp/jinzai/ics/global/news20240710.html (2025/5/29
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% 38 JICA:H ASEAN 1 /N\—tx 17 rBEFHEEEt 42— (AJCCBC)
IZH325 1 BRHEA —T =2 7L E=Z—ASEAN EED Y1 /N —tF 1
Ur+BEFRAMODBERICER https://www.jica.go.jp/information/
press/2023/20230619_42.html (2025/5/29 #:3)

% 39 AJCCBC : ABOUT US https://ajccbe.ncsa.or.th/about-us/
(2025/5/29 #33)

% 40 AJCCBC :NEWS https://ajccbe.ncsa.or.th/ajccbe-news/
(2025/5/29 #33)

¥ 41 MIBE  KENBLLEBUYIN—tF 1T BENEEEE (5
M6 EESE1ME) #EM  https://www.soumu.go.jp/menu_news/s-
news/01cyber01_02000001_00221.htm|(2025/5/29 ##:3)

¥ 42 MBE  AENBLLE - Hgm I 1N\ —tEF 1) T BENIEE
EE ($M6 FEFE2M) OEM  https://www.soumu.go.jp/menu_
news/s-news/01cyber01_02000001_00233.html (2025/5/29
##23)

% 43 The New York Times : Presidential Election Results: Trump
Wins https://www.nytimes.com/interactive/2024/11/05/us/
elections/results-president.html?searchResultPosition=5 2025/
6/2 1%:R)

The Washington Post: Donald Trump wins presidential election,
defeating Harris to retake White House https://www.
washingtonpost.com/politics/2024/11/06/donald-trump-wins-
presidential-election/?=undefined (2025/6/2 &3]

% 44 SRR [FERSEH] ML TRDAHIES ICHE4BE —BT
fHBHE—E https://www.asahi.com/articles/ASTIL1T17T1
LUHBIOO9M.html (2025/6/2 #:3)

% 45 The White House : REMOVING BARRIERS TO AMERICAN
LEADERSHIP IN ARTIFICIAL INTELLIGENCE https://www.
whitehouse.gov/presidential-actions/2025/01/removing-barriers-
to-american-leadership-in-artificial-intelligence/ (2025/6/2 #:3)

% 46 Federal Register : Safe, Secure, and Trustworthy Development
and Use of Artificial Intelligence https://www.federalregister.
gov/documents/2023/11/01/2023-24283/safe-secure-and-
trustworthy-development-and-use-of-artificial-intelligence (2025/
6/2 1#:R)

% 47 Federal Register : Restoring Freedom of Speech and Ending
Federal Censorship https://www.federalregister.gov/documents/
2025/01/28/2025-01902/restoring-freedom-of-speech-and-
ending-federal-censorship (2025/6/2 #:3)

Yahoo! Za1—X : [EFBBAFOARRIET | RIARIEHRIIREB/IT AT
TRFEESDFELIL?  hitps://news.yahoo.co.jp/expert/articles/
02dcd5b29617a68842509b779eaa7ec2484328a9 (2025/6/2
w:3)

% 48 CONGRESS.GOV :S.146 - TAKE IT DOWN Act https://
www.congress.gov/bill/119th-congress/senate-bill/146(2025/
6/2 FEa%)

% 49 DOGE : Latest work https://doge.gov/ [2025/6/2 #:3)
BBC : What is Doge and why has Musk left? https://www.bbc.
com/news/articles/c23vkd574710(2025/6/2 #:3)

%50 BEEXIUT 1 BEACTIEENETIHBICH T3 E¥Y
T1D#EFF. CZTOEFEALTT] 13, REICIEREERICADDIIX
TL (BFHREEDIT VAT LICINA, HEHE - BERESOMEIX
TL). BECEAOIHRET -4 - BAER. ROZThSOHE - EHT
HB, 2016 FOKREAMBERLIEIZ, LEDEFE X 1UT1ELT
BEHE - THE  BEEREAOYAN—INE, AIER - 2IERICE
BBREYLE - FEEPE - HRBREFLROMREL STV,

% 51 https://www.cisecurity.org/ (2025/6/2 ##53)

%52 HEICHBFEOL—FTOHEARMBREDEHY H 25 E &RV T,
AEETIE 1 KL 150 HELTHREL TS,

% 53 Dark Reading: CISA Cuts $10M in ISAC Funding & 100s
of Employees https://www.darkreading.com/remote-workforce/
cisa-cuts-isac-funding-employees (2025/6/2 ##:R)

% 54 The Register : CISA pen-tester says 100-strong red team
binned after DOGE canceled contract https://www.theregister.
com/2025/03/12/cisa_staff_layoffs/ (2025/6/2 #z3)
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