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6/13 FE:R)
% 165 NVD : CVE-2024-3400 https://nvd.nist.gov/vuln/detail/
cve-2024-3400(2025/6/13 #:3)
% 166 CISA : Known Exploited Vulnerabilities Catalog https://
www.cisa.gov/known-exploited-vulnerabilities-catalog?search_api_
fulltext=CVE-2024-3400(2025/6/13 #&3)
% 167 IPA: Palo Alto Networks & PAN-OS DREEMEITHICDNT
(CVE-2024-3400) https://www.ipa.go.jp/security/security-
alert/2024/alert20240415.htm! (2025/6/13 t#:R)
JPCERT/CC : Palo Alto Networks #t # PAN-OS GlobalProtect ®
0S v R1>T 173> DOfEgs (CVE-2024-3400) ICRE T 3 E E e
# https://www.jpcert.or.jp/at/2024/at240009.html (2025/6/
13 FEE%)
¥ 168 UN=Z 1)l WBEDPREL /MR oNBENHETIY—
IN=ZT I RRSEBZEIELY, T7ATI4+—IVEDFIREEREEL T, &
BUERDERIRFER A B/-H DA
% 169 Volexity : Zero-Day Exploitation of Unauthenticated Remote
Code Execution Vulnerability in GlobalProtect (CVE-2024-3400)
https://www.volexity.com/blog/2024/04/12/zero-day-exploitation-
of-unauthenticated-remote-code-execution-vulnerability-in-
globalprotect-cve-2024-3400/ (2025/6/13 &3]
¥ 170 £FENE(E  KBARERFICHAN-HE BxRLAEES
(CEMA  https://www.47news.jp/10864212.html (2025/4/23 F#:3)
3% 171 S2W INC. : Detailed Analysis of ‘Operation Japan’ Campaign
https://medium.com/s2wblog/detailed-analysis-of-operation-
japan-campaign-14834a14a684(2025/6/13 #:3)
¥ 172 AR I Tv7  KGHRERER YrhREERMERA
DY A IN—KEREIZDWT  https://www.contec.com/jp/info/
2024/2024050700/(2025/6/13 #:3)
X173 bR 170%t KB RBERERIOG T/ —HEE
£ https://www.trendmicro.com/ja_jp/jp-security/24/f/security-
strategy-20240606-01.htm!(2025/6/13 #:3)
¥ 174 Operational Relay Box (ORB) &id. IEERNS 71w DrhflkkERE
EERBEIEONIWEEZ Y —N—FEDIHANIE, ORB &, HE(IC
BIET BBIEDEE TR ERET 520 FIHINS,
¥ 175 ARSI TV L 123y 5D SolarView Compact ~
DARETIEZADEEIZDWNT  https://www.contec.com/jp/api/
downloadlogger?download=/-/media/Contec/jp/support/security-
info/contec_security_solarview_230718_jp.pdf(2025/6/13 73]
¥ 176 MBEEE ER 51 IHREXBGAREEBEO YA/ —tx2
D74 W EDEEICDNT  https://www.meti.go.jp/shingikai/mono_
info_service/sangyo_cyber/wg_seido/wg_denryoku/pdf/017_05_
01.pdf(2025/6/13 #:8
% 177 PoC (Proof of Concept) : B REN/-fE551EE KA TH72HICA
FNAZ7OYIL0—F, RERARINVIITELERADEEDHD
TOTILDO—EBELTEBRINZZEN B,
% 178 CISA : Known Exploited Vulnerabilities Catalog https://
www.cisa.gov/known-exploited-vulnerabilities-catalog?search_api
fulltext=CVE-2022-29303(2025/6/13 #33)
X179 loT HEEDL V-7 L, #HE. BBEEESE loT t¥al7v
HAKZ 4> ver 1.0 http://www.iotac.jp/wp-content/uploads/
2016/01/03-loT ¥ 2 F 1A 1K F 1> ver1.0 5 #f 1.pdf (2025/
6/13 FE:R)
% 180 https://jvndb.jvn.jp/apis/index.html (2025/6/13 ##:3)
% 181 https://jvndb.jvn.jp/apis/myjvn/mjcheck4.html (2025/6/
13 #:3)
¥ 182 NISC : EEA 7735 ME  https://www.nisc.go.jp/policy/
group/infra/policy.html (2025/6/19 #%:3)
% 183 CISA : Critical Infrastructure Sectors https://www.cisa.
gov/topics/critical-infrastructure-security-and-resilience/critical-
infrastructure-sectors (2025/6/19 753
% 184 NPSA : Critical National Infrastructure https://www.npsa.
gov.uk/about-npsa/critical-national-infrastructure (2025/6/19 #:3)
% 185 Kaspersky Lab: The State of Industrial Cybersecurity
https://media.kasperskydaily.com/wp-content/uploads/sites/87/
2024/11/20074452/Kaspersky-speaks-the-Language-of-Industrial-
Cybersecurity.pdf(2025/6/19 F&:R)
3% 186 SANS Institute : SANS 2024 ICS/OT Survey: The State of
ICS/0T Cybersecurity https://www.sans.org/white-papers/sans-
2024-state-ics-ot-cybersecurity/ (2025/6/19 73]
% 187 Reuters : Cyberattacks on US utilities surged 70% this
year, says Check Point https://www.reuters.com/technology/

69

cybersecurity/cyberattacks-us-utilities-surged-70-this-year-says-
check-point-2024-09-11/(2025/6/19 ¥:3
% 188 Arkansas City : City of Arkansas City Faces Cybersecurity
Incident https://www.arkcity.org/environmental-services/page/
city-arkansas-city-faces-cybersecurity-incident (2025/6/19 #:3)
Arkansas City : Arkansas City Water Treatement Facility Treturns
to Regular Operations https://www.arkcity.org/city-manager/
page/arkansas-city-water-treatement-facility-treturns-regular-
operations (2025/6/19 #:3)
Security Affairs : Arkansas City water treatment facility switched to
manual operations following a cyberattack https://securityaffairs.
com/168871/hacking/arkansas-city-water-treatment-facility-
cyberattack.html (2025/6/19 ##53)
Dragos, Inc. : Dragos Industrial Ransomware Analysis: Q3 2024
https://www.dragos.com/blog/dragos-industrial-ransomware-
analysis-q3-2024/(2025/6/19 ##:3)
% 189 CISA : ALERT - CISA and EPA Release Joint Fact Sheet
Detailing Risks Internet-Exposed HMIs Pose to WWS Sector
https://www.cisa.gov/news-events/alerts/2024/12/13/cisa-and-
epa-release-joint-fact-sheet-detailing-risks-internet-exposed-hmis-
pose-wws-sector (2025/6/19 #5Z)
CISA : FACT SHEET - Internet-Exposed HMIs Pose Cybersecurity
Risks to Water and Wastewater Systems
https://www.cisa.gov/resources-tools/resources/internet-exposed-
hmis-pose-cybersecurity-risks-water-and-wastewater-systems
(2025/6/19 #3R)
% 190 The Record : Costa Rica state energy company calls in US
experts to help with ransomware attack https://therecord.media/
costa-rica-state-energy-company-ransomware (2025/6/19 ##:3)
The Tico Times : Major Cyberattack Disrupts Costa Rica RECOPE
Digital Systems https://ticotimes.net/2024/11/29/major-
cyberattack-disrupts-costa-rica-recope-digital-systems (2025/6/19
2]
Daily Security Review : Costa Rica Ransomware Attack Cripples
State Energy Company RECOPE https://dailysecurityreview.
com/security-spotlight/costa-rica-ransomware-attack-cripples-
state-energy-company-recope/ (2025/6/19 #:3)
% 191 The Record: Costa Rica refinery cyberattack was first
deployment for new US response program, ambassador says
https://therecord.media/state-department-falcon-cyber-response-
costa-rica-recope (2025/6/19 #E:3
% 192 TheStreet : Cyberattack throws airport into chaos for fourth
day inarow https://www.thestreet.com/travel/is-seatac-airport-still-
shut-down (2025/6/19 ##3%)
Port of Seattle : Employees Pitched in during the SEA Cyberattack
https://www.portseattle.org/blog/employees-pitched-during-sea-
cyberattack (2025/6/19 ##3R)
AP : Hackers demand $6 million for files stolen from Seattle airport
operator in cyberattack https://apnews.com/article/seattle-airport-
cyberattack-ransomware-rhysida-95cd980a9f45112f0fdce4882
33eec9c(2025/6/19 ##:3)
Port of Seattle: Port Website is Back Online https://www.
portseattle.org/blog/port-website-back-online (2025/6/19 #:3)
Port of Seattle : Port Cyberattack Archive https://www.portseattle.
org/news/port-cyberattack-archive (2025/6/19 ##:3)
% 193 The Record : RansomHub gang allegedly behind attack on
Mexican airport operator https://therecord.media/ransomhub-
gang-behind-attack-mexican-airport-operator (2025/6/19 #:3)
% 194 CISA : Joint Statement from FBI and CISA on the People's
Republic of China (PRC) Targeting of Commercial Telecommuni-
cations Infrastructure https://content.govdelivery.com/accounts/
USDHSCISA/bulletins/3c1b400(2025/6/19 ##:3)
% 195 Bleeping Computer : US govt officials’ communications
compromised in recent telecom hack https://www.bleeping-
computer.com/news/security/chinese-hackers-compromised-us-
government-officials-private-communications-in-recent-telecom-
breach/ (2025/6/19 ##33)
Bleeping Computer : White House: Salt Typhoon hacked telcos in
dozens of countries https://www.bleepingcomputer.com/news/
security/white-house-salt-typhoon-hacked-telcos-in-dozens-of-
countries/ (2025/6/19 #:3)
CISA : CISA and Partners Release Joint Guidance on PRC-
Affiliated Threat Actor Compromising Networks of Global
Telecommunications Providers https://www.cisa.gov/news-
events/alerts/2024/12/03/cisa-and-partners-release
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-joint-guidance-prc-affiliated-threat-actor-compromising-networks-
global (2025/6/19 #&3
Reuters:US adds 9th telcom to list of companies hacked by Chinese-
backed Salt Typhoon cyberespionage https://www.reuters.com/
technology/cybersecurity/us-adds-9th-telcom-list-companies-
hacked-by-chinese-backed-salt-typhoon-2024-12-27/(2025/6/19
wER)
% 196 Cybernews : Cleveland cyberattack forces city officials to
cut network access https://cybernews.com/news/cleveland-
cyberattack-forces-government-to-cut-network-access/ (2025/6/
19 1#3%)
% 197 The Record : Some Winston-Salem city services knocked
offline by cyberattack https://therecord.media/winston-salem-
north-carolina-services-offline-cyberattack (2025/6/19 #:3)
City of Winston-Salem : Informational Statement on Cyber Event
https://www.cityofws.org/CivicAlerts.aspx?AlD=1682(2025/6/
19 FE:R)
WXII NEWS : Winston-Salem makes progress restoring computer
systems following cyberattack https://www.wxii12.com/article/
north-carolina-winston-salem-progress-restoring-computer-systems-
cyberattack/63533907 (2025/6/19 #:3)
WXIlI NEWS : City of Winston-Salem announces restoration of
online payment system https://www.wxii12.com/article/city-of-
winston-salem-restoration-online-payment-system/63759632
(2025/6/19 #:3
3% 198 Dark Reading : 84% of Healthcare Organizations Spotted a
Cyberattack in the Late Year https://www.darkreading.com/
threat-intelligence/84-of-healthcare-organizations-spotted-a-
cyberattack-in-the-late-year (2025/6/19 #58)
% 199-1 CYBERSCOOP : Ransomware attacks on health care
sector are driving increase in emergency patient care https://
cyberscoop.com/ransomware-attacks-health-care-emergency-
visits-microsoft/ (2025/6/19 #:3)
3 199-2 Change Healthcare I&. Optum, Inc. D—&8F,
% 200 The Record: HHS to investigate UnitedHealth and
ransomware attack on Change Healthcare https://therecord.
media/hhs-investigating-unitedhealth-after-ransomware-attack
(2025/6/19 ##:3)
TechCrunch : Change Healthcare stolen patient data leaked by
ransomware gang https://techcrunch.com/2024/04/15/
change-healthcare-stolen-patient-data-ransomhub-leak/ (2025/6/
19 F&&%)
Security Affairs : Change Healthcare data breach impacted over
100 million people https://securityaffairs.com/170258/data-
breach/change-healthcare-data-breach.html (2025/6/19 ##5%)
The Register : Mega US healthcare payments network restores
system 9 months after ransomware attack https://www.theregister.
com/2024/11/20/change_healthcares_clearinghouse_services/
(2025/6/19 H:3
Securityweek : Change Healthcare Data Breach Impact Grows to
190 Million Individuals https://www.securityweek.com/change-
healthcare-data-breach-impact-grows-to-190-million-individuals/
(2025/7/23 #:3)
% 201 Bleeping Computer : Ascension hacked after employee
downloaded malicious file https://www.bleepingcomputer.com/
news/security/ascension-hacked-after-employee-downloaded-
malicious-file/ (2025/6/19 #&3)
Bleeping Computer : Ascension: Health data of 5.6 million stolen
in ransomware attack https://www.bleepingcomputer.com/news/
security/ascension-health-data-of-56-million-stolen-in-ransomware-
attack/(2025/6/19 #:3)
BushidoToken : BlackBasta Leaks: Lessons from the Ascension
Health attack https://blog.bushidotoken.net/2025/02/blackbasta-
leaks-lessons-from-ascension.ntml (2025/6/19 #&3
¥ 202 #AMILITEUE AN B ILEBHTHER 42— AR TEUE
A BUEREBER L 2— oY LAV T7ERRERSEEICOVT
https://www.okayama-pmc.jp/home/consultation/er9dkox7/
Iromw3x9/ (2025/6/19 #353)
% 203 Bleeping Computer : Water services giant Veolia North
America hit by ransomware attack https://www.bleepingcomputer.
com/news/security/water-services-giant-veolia-north-america-hit-
by-ransomware-attack/ (2025/6/19 ##:3
3% 204 The Record : Plant production still on hold for German battery
manufacturer after cyberattack https://therecord.media/varta-
battery-plant-production-on-hold-after-cyberattack (2025/6/19 #3538
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% 205 Bleeping Computer : Steel giant ThyssenKrupp confirms
cyberattack on automotive division https://www.bleepingcomputer.
com/news/security/steel-giant-thyssenkrupp-confirms-cyberattack-
on-automotive-division/ (2025/6/19 #:3)

3% 206 Bleeping Computer : Duvel says it has "more than enough"
beer after ransomware attack https://www.bleepingcomputer.
com/news/security/duvel-says-it-has-more-than-enough-beer-
after-ransomware-attack/ (2025/6/19 ##:3)

% 207 Security Affairs : Keytronic confirms data breach after
ransomware attack https://securityaffairs.com/164642/data-
breach/keytronic-blackbasta-ransomware.html (2025/6/19 ##32)
The Record : Cyberattack cost more than $17 million, Key Tronic
tells regulators https://therecord.media/key-tronic-cyberattack-
cost-17-million-sec (2025/6/19 &3]

% 208 Bleeping Computer : Crown Equipment confirms a cyberattack
disrupted manufacturing https://www.bleepingcomputer.com/
news/security/crown-equipment-confirms-a-cyberattack-disrupted-
manufacturing/ (2025/6/19 #:R)

% 209 The Record : Furniture giant shuts down manufacturing
facilities after ransomware attack https://therecord.media/
furniture-giant-manufacturing-shut-down-cyberattack (2025/6/19
HER)

% 210 Bleeping Computer : Underground ransomware claims attack
on Casio, leaks stolen data https://www.bleepingcomputer.com/
news/security/underground-ransomware-claims-attack-on-casio-
leaks-stolen-data/ (2025/6/19 #3:3)

The Record : Japanese watchmaker Casio warns of delivery delays
after ransomware attack https://therecord.media/japan-casio-
delays-watchmaker-ransomware (2025/6/19 ##:2)
DIOAETEMHA R BRI NT—IANDRET7 I ERICEDIZT L
E=E(CDUW\WT https://www.casio.co.jp/release/2024/1008-
incident/ (2025/6/19 #%:3)

DI EHEER A [EBLSHSE] VAT LERICLZEERS
12 1EIZ DV T https://www.casio.com/jp/support/info/2024/
1021/(2025/6/19 53]

% 211 Help Net Security : American Water shuts down systems
after cyberattack https://www.helpnetsecurity.com/2024/10/
08/american-water-cyberattack/(2025/6/19 #:3)

% 212 The Record : Pittsburgh Regional Transit attributes recent
service disruptions to ransomware attack https://therecord.
media/pittsburgh-regional-transit-attributes-disruptions-to-
ransomware-attack (2025/6/19 ##32)

¥ 213 2016 ~ 2023 FIf. CISA O Web #IhTEE(1/1 ~12/31)
ZEIZAREN /- ICS Advisory DI EEH T ML 2 7272L0 ICS
Medical Advisory (EE &2z DIETEE) IdFR<e DIUME TRNAH1)—
N=Z(BETRNAH)—RD CVE DENX—ZTl3HW) RUATRAXN-X
EL7=(AFRBD 2023 F455. HFEFEED 2022 (ICSA-2022-xxx-X) T
H 2028 F£THIUN .

CISA : Cybersecurity Alerts & Advisories https://www.cisa.gov/
news-events/cybersecurity-advisories (2025/6/19 #:3)

% 214 Dragos, Inc.: OT/ICS CYBERSECURITY REPORT
https://hub.dragos.com/hubfs/312-Year-in-Review/2025/Dragos-
2025-0T-Cybersecurity-Report-A-Year-in-Review.pdf?hsLang=en
(2025/6/19 ##:3)

% 215 Industrial Cyber : New Forescout research details persistent
malware threats to OT/ICS engineering workstations https://
industrialcyber.co/control-device-security/new-forescout-research-
details-persistent-malware-threats-to-ot-ics-engineering-
workstations/ (2025/6/19 #53)

Forescout Technologies, Inc.:ICS Threat Analysis: New,
Experimental Malware Can Kill Engineering Processes https://
www.forescout.com/blog/ics-threat-analysis-new-experimental-
malware-can-kill-engineering-processes/ (2025/6/19 ##:3)

Dark Reading : OT/ICS Engineering Workstations Face Barrage of
Fresh Malware https://www.darkreading.com/vulnerabilities-
threats/ot-ics-engineering-workstations-malware (2025/6/19 #3:3)
% 216 M-Bus(Meter-Bus) 7K, R, BRA—F—DSHED A —
T—2EFRHPD7-HDORMIZET ORI,

% 217 Security Week : Destructive ICS Malware ‘Fuxnet’ Used by
Ukraine Against Russian Infrastructure https://www.securityweek.
com/destructive-ics-malware-fuxnet-used-by-ukraine-against-
russian-infrastructure/ (2025/6/19 #:%)

Claroty Ltd.: Unpacking the Blackjack Group's Fuxnet Malware
https://claroty.com/team82/research/unpacking-the-blackjack-
groups-fuxnet-malware (2025/6/19 #:3)
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% 218 Industrial Cyber : Dragos details novel FrostyGoop ICS

malware using Modbus TCP to disrupt OT operations worldwide

https://industrialcyber.co/news/dragos-details-novel-frostygoop-

ics-malware-using-modbus-tcp-to-disrupt-ot-operations-worldwide/

(2025/6/19 #33)

Dragos, Inc.: Impact of FrostyGoop ICS Malware on Connected

OT Systems https://hub.dragos.com/hubfs/Reports/Dragos-

FrostyGoop-ICS-Malware-Intel-Brief-0724_.pdf (2025/6/19 #:3)

% 219 SCADA (Supervisory Control and Data Acquisition) : EEZE#H

BT LD—FETHY), A 1—Z—ILLDV AT LEERET O X FIHH

E1T20

% 220 Bleeping Computer : New IOCONTROL malware used in

critical infrastructure attacks https://www.bleepingcomputer.

com/news/security/new-iocontrol-malware-used-in-critical-

infrastructure-attacks/ (2025/6/19 #:3)

Claroty Ltd. : Inside a New OT/loT Cyberweapon: IOCONTROL

https://claroty.com/team82/research/inside-a-new-ot-iot-cyber-

weapon-iocontrol (2025/6/19 ##33)

packet-pilot.net : 1> HXIRTIMEBETIL—TH 10T/0T 7\ X%HZE

BEL#HLWLIL 17 [IOCONTROL] #{EWEEA( L TS5 HE

https://packet-pilot.net/packet-news/iran-attack-infrastructure-by-

iocontrol/(2025/6/19 #:8)

221 IPA: HIS R 7LD X2V TV TR AAIR E 2 iR

https://www.ipa.go.jp/security/controlsystem/riskanalysis.html

(2025/6/19 #33)

% 222 https://www.notice.go.jp (2025/6/18 ##&3)

¥ 223 FEBIL KIS, 2024 F 3 BETICARLTWAEEENARICS

IBHET T —2EIBREBIEITER, RDT—5 (2024 F1~3A

DCTRARRET) oW, [1EFRteXx2)718E 2024] (https://

www.ipa.go.jp/publish/wp-security/2024.html (2025/6/18 #:3))

D354 ERICHIZE-EBELTEWE] (0.187) 258,

¥ 224 https://www.notice.go.jp/status (2025/6/18 #:3)

HEHMEIRD CSV 771Ut LT 527 0—-RTE3,

NOTICE #R—ht2%2—:CSV 7—% (NOTICE ;¥EMiE) https://

www.notice.go.jp/docs/status_notice.csv(2025/6/18 ##:3)

% 225 1l #t : wizSafe Security Signal https://wizsafe.iij.ad.jp/

(2025/6/18 7#3:3)

%226 M. [EHRExX2UTrEE 2022] (https://www.ipa.

g0.jp/publish/wp-security/sec-2022.html (2025/6/18 #:3)) D

[3.2.2(1) (h) Realtek ¥t B D EAFHEZR 1+ SDK DREFFM ] (p.180) &

2,

227 FME. [MBHtEX1)7,8E 2024 D[3.5.1 (1) (b) TP-Link

HE—2—CHT BB (p.179) 488,

% 228 2014 F 8 AICHEIN/EEEMTHY. REIRICEHTI7—

Lz 7P ARINAZHDOD, 10 FRL EICh > THEN L TV 5,

2 Rv1o0%t : UDP R—hERMUZIKERICT S Netis #IL—%2(27F

EITBIREA%ME  https://blog.trendmicro.co.jp/archives/9725

(2025/6/18 ##33)

LR A 70%% : Netis BUL—RICHFEETAIFEREBET3EH O

72 L% https://blog.trendmicro.co.jp/archives/10050

(2025/6/18 #%33)

% 229 Zyxel Networks Corporation : Zyxel security advisory for

remote code execution and denial-of-service vulnerabilities of CPE
https://www.zyxel.com/global/en/support/security-advisories/

zyxel-security-advisory-for-remote-code-execution-and-denial-of-

service-vulnerabilities-of-cpe (2025/6/18 73]

3% 230 Cloudflare %t :DDoS threat report for 2024 Q1 https://

blog.cloudflare.com/ddos-threat-report-for-2024-q1/(2025/6/18

TR

Cloudflare %t : 2024 £ 25 1 ™ ¥ #) DDoS & B L K —h https://

blog.cloudflare.com/ja-jp/ddos-threat-report-for-2024-q1/(2025/

6/18 #E:3)

% 231 Cloudflare %t :DDoS threat report for 2024 Q2 https://

blog.cloudflare.com/ddos-threat-report-for-2024-g2/(2025/6/18

#:3)

Cloudflare %t : 2024 f£ 55 2 ™M ¥ #j DDoS & B L K —h https://

blog.cloudflare.com/ja-jp/ddos-threat-report-for-2024-q2/ (2025/

6/18 ##:%)

3% 232 Cloudflare #t:4.2 Tbps of bad packets and a whole lot

more: Cloudflare's Q3 DDoS report  https://blog.cloudflare.com/

ddos-threat-report-for-2024-g3/ (2025/6/18 #:R)

Cloudflare ¥t :4.2 Tops DB S /N v hEZTNEFEZ D ISy b

Cloudflare @ %5 3 P ¥ # DDoS L /K — b https://blog.cloudflare.

com/ja-jp/ddos-threat-report-for-2024-q3/ (2025/6/18 ##5R)

3% 233 Cloudflare %t :How Cloudflare auto-mitigated world record

71

3.8 Thps DDoS attack https://blog.cloudflare.com/how-cloudflare-
auto-mitigated-world-record-3-8-tbps-ddos-attack/ (2025/6/18 ##:R
Cloudflare #t : Cloudflare »"t# 52 50$% &% % 3.8Tops ) DDoS W £ #
ENEHICBHERL D https://blog.cloudflare.com/ja-jp/how-
cloudflare-auto-mitigated-world-record-3-8-tbps-ddos-attack/
[2025/6/18 ##:3)
3% 234 Cloudflare %t : Record-breaking 5.6 Tbps DDoS attack and
global DDoS trends for 2024 Q4 https://blog.cloudflare.com/
ddos-threat-report-for-2024-g4/(2025/6/18 #:R8)
Cloudflare %t : 2024 £ 4 M4HA. FC# 9% 5.6Tbps M DDoS ¥
BHL070—/VLE DDoS DR https://blog.cloudflare.com/ja-
jp/ddos-threat-report-for-2024-g4/ (2025/6/18 #:3
% 235 Global Secure Layer Pty Ltd : Unprecedented 3.15 Billion
Packet Rate DDoS Attack Mitigated by Global Secure Layer
https://globalsecurelayer.com/blog/unprecedented-3-15-billion-
packet-rate-ddos-attack (2025/6/18 ##:3)
% 236 Team Cymru: An Introduction to Operational Relay Box
(ORB) Networks - Unpatched, Forgotten, and Obscured https://
www.team-cymru.com/post/an-introduction-to-operational-relay-
box-orb-networks-unpatched-forgotten-and-obscured (2025/6/18
##:3)
% 237 Lab-C2DC - Laboratory of Command and Control and
Cyber-security : D-Link DIR-859 Firmware RevA_FW_Patch_
v1.06B01, an unauthenticated Path Traversal vulnerability was
discovered in the "fatlady.php" file. This vulnerability allows for the
leakage of session data, leading to Full Privilege Escalation and
potential unauthorized control of the device via the admin panel.
https://github.com/c2dc/cve-reported/blob/main/CVE-2024-
0769/CVE-2024-0769.md (2025/6/18 #:R)
% 238 D-Link %t : DIR-859 :: All Revisions :: All Firmware :: End-
of-Life / End-of-Service :: Multiple Reported Vulnerabilities
https://supportannouncement.us.dlink.com/announcement/
publication.aspx?name=SAP10371(2025/6/18 #3:R)
% 239 GreyNoise, Inc. : Perma-Vuln: D-Link DIR-859, CVE-2024-
0769 https://www.labs.greynoise.io/grimoire/2024-06-25-dlink-
again/(2025/6/18 #:3)
% 240 D-Link %t : (Non-US) DIR-822 :: H/W Rev. Ax/Bx/Cx :: All
Models :: End of Life :: End of Service :: Reported Security
Vulnerability https://supportannouncement.us.dlink.com/
announcement/publication.aspx?name=SAP10372 (2025/6/18
wE:R)
% 241 Ensign InfoSecurity Pte. Ltd.: LAN-Side Unauthenticated
Remote Code Execution (RCE) in D-Link DIR-822 routers due to
Stack-Based Buffer Overflow in HNAP https://www.ensigninfo-
security.com/advisories/vulnerability-advisories/2 (2025/6/18 #:3)
3% 242 SSD Secure Disclosure : SSD Advisory -D-Link DIR-X4860
Security Vulnerabilities https://ssd-disclosure.com/ssd-advisory-
d-link-dir-x4860-security-vulnerabilities/ (2025/6/18 7#:R)
¥ 243 PoC T7ZX7O1M : BRI/ fR55ME R T2/-0ICARSh
727097 43—, Fl&[PoC 3—K][PoC T7/X7O4/rI—K],
3% 244 KEV (Known Exploited Vulnerabilities Catalog) : CISA M&
F#§% [Binding Operational Directive (BOD) 22-01: Reducing the
Significant Risk of Known Exploited Vulnerabilities] (Z&->THEIL
Nz KEEFBAFHREICERG X 7eb =57 B DR A2,
2% 245 CISA : CISA Adds Three Known Exploited Vulnerabilities to
Catalog https://www.cisa.gov/news-events/alerts/2024/05/
16/cisa-adds-three-known-exploited-vulnerabilities-catalog
[2025/6/18 ##:3)
% 246 TWCERT/CC : D-Link router - Hidden Backdoor https://
www.tweert.org.tw/en/cp-139-7880-629f5-2.html (2025/6/18 #E:E)
% 247 Swind1er: D-Link DIR-823X AX3000 Dual-Band Gigabit
Wireless Router Remote Command Execution POC  https://gist.
github.com/Swind1er/40c33f1b1549028677cb4e2e5ef69109#f
ile-d-link-dir-823x-ax3000-dual-band-gigabit-wireless-router-
remote-command-execution-poc-md (2025/6/18 F#:3)
% 248 D-Link %1 : (non-US) DIR-823X = Rev. Ax = F/W E 4 -
240126 :: LAN-Side Authenticated Remote Command Execution
https://supportannouncement.us.dlink.com/security/publication.
aspx?name=SAP 10404 (2025/6/18 #%3:3)
% 249 D-Link %t : (Non-US) DIR-846W : All H/W Revs. & All F/W
Vers. : End-of-Life (EOL) / End-of-Service (EOS) : CVE-2024-
41622/44340/44341/44342 Vulnerability Reports https://
supportannouncement.us.dlink.com/security/publication.aspx?
name=SAP10411(2025/6/18 ##:2
% 250 TWCERT/CC : D-Link WiFi router - Stack-based Buffer
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Overflow https://www.twcert.org.tw/en/cp-139-8081-3fb39-2.
htm! (2025/6/18 ##:R
TWCERT/CC : D-Link WiFi router - Stack-based Buffer Overflow
https://www.twcert.org.tw/en/cp-139-8083-a299e-2.html
(2025/6/18 #3B)
TWCERT/CC : D-Link WiFi router - Hidden Functionality https://
www.twcert.org.tw/en/cp-139-8087-c3e70-2.html (2025/6/18 ##&
)
TWCERT/CC : D-Link WiFi router - Hidden Functionality https://
www.twcert.org.tw/en/cp-139-8089-32df6-2.html (2025/6/18 #E:R)
TWCERT/CC : D-Link WiFi router - OS Command Injection
https://www.twcert.org.tw/en/cp-139-8091-bcd52-2.html (2025/
6/18 #:3)
% 251 D-Link %t :DIR-X4860 / DIR-X5460 / COVR-X1870 ::
TWCERT - TVN-202409021 / TVN-202409022 / TVN-202409023
/ TVN-202409024 / TVN-202429025 Vulnerabilities reports
https://supportannouncement.us.dlink.com/security/publication.
aspx?name=SAP10412(2025/6/18 ##:3)
% 252 CISA : CISA Adds Four Known Exploited Vulnerabilities to
Catalog https://www.cisa.gov/news-events/alerts/2024/09/
30/cisa-adds-four-known-exploited-vulnerabilities-catalog (2025/
6/18 #&3)
% 253 JVN : JVNVU#91401812, Multiple TP-Link products
vulnerable to OS command injection https://jvn.jp/en/vu/JVNVU
91401812/(2025/6/18 ##3:3)
% 254 %1 7 7 — < # K & 4 : Comprehensive Analysis of CVE-
2024-21833 Vulnerability in TP-Link Routers : Threat Landscape,
Exploitation Risks, and Mitigation Strategies https://www.
cyfirma.com/research/comprehensive-analysis-of-cve-2024-
21833-vulnerability-in-tp-link-routers-threat-landscape-exploitation-
risks-and-mitigation-strategies/ (2025/6/18 #:3)
% 255 ONEKEY : Security Advisory: Arbitrary Command Execution
on TP-Link Archer C5400X https://www.onekey.com/resource/
security-advisory-remote-command-execution-on-tp-link-archer-
c5400x(2025/6/18 #:3
% 256 Thottysploity : CVE-2024-53375 TP-Link Archer router
series Authenticated RCE https://thottysploity.github.io/posts/
cve-2024-53375/(2025/6/18 ##:3
% 257 NETGEAR #t : Security Advisory for Authentication Bypass
on Some Routers, PSV-2023-0166 https://kb.netgear.com/
000066096/ Security-Advisory-for-Authentication-Bypass-on-Some-
Routers-PSV-2023-0166(2025/6/18 ##:3)
% 258 Redfox Cyber Security Inc.: Security Advisory - Multiple
Vulnerabilities in Netgear WNR614 Router https://redfoxsec.
com/blog/security-advisory-multiple-vulnerabilities-in-netgear-
wnré14-router/ (2025/6/18 #38)
% 259 NETGEAR #t : Security Advisory for Stored Cross Site
Scripting on Some Routers, PSV-2023-0122 https://kb.netgear.
com/000066264/Security-Advisory-for-Stored-Cross-Site-
Scripting-on-Some-Routers-PSV-2023-0122(2025/6/18 #53)
NETGEAR #t : Security Advisory for Authentication Bypass on
Some Cable Modem Routers, PSV-2023-0138 https://kb.netgear.
com/000066265/Security-Advisory-for-Authentication-Bypass-on-
Some-Cable-Modem-Routers-PSV-2023-0138(2025/6/18 #53)
% 260 CoreSecurity OT/ICS Research Team : CVE-2024-33788
https://github.com/ymkyu/CVE/tree/main/CVE-2024-33788
(2025/6/18 #38)
CoreSecurity OT/ICS Research Team: CVE-2024-33789 https://
github.com/ymkyu/CVE/tree/main/CVE-2024-33789(2025/6/
18 #E:2)
% 261 Mike : LINKSYS AC1900 EA7500v3 IGD UPnP Stack Buffer
Overflow Remote Code Execution Vulnerability https://github.
com/dest-3/CVE-2023-46012(2025/6/18 H#:3)
% 262 CISA : CISA Adds Three Known Exploited Vulnerabilities to
Catalog https://www.cisa.gov/news-events/alerts/2024/09/
03/cisa-adds-three-known-exploited-vulnerabilities-catalog
(2025/6/18 H#:3
% 263 Giles-one : Vigor2960Crack https://github.com/Giles-
one/Vigor2960Crack (2025/6/18 #E:3
% 264 Netsecfish : Command Injection in ‘apmcfgupload” endpoint
for DrayTek Gateway Devices https://netsecfish.notion.site/
(2025/6/18 ##:3)
% 265 TWCERT/CC : ASUS Router - Improper Authentication
https://www.twcert.org.tw/en/cp-139-7860-760b1-2.html (2025/
6/18 #:3)
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TWCERT/CC : ASUS Router - Stack-based Buffer Overflow

https://www.twcert.org.tw/en/cp-139-7858-3c978-2.html (2025/

6/18 #E:2)

3% 266 TWCERT/CC : ASUS Router - Upload arbitrary firmware

https://www.twcert.org.tw/en/cp-139-7876-396bd-2.html (2025/

6/18 %)

% 267 GL Technologies (Hong Kong) Limited : Security Advisories

(Vulnerabilities and CVEs) August 1 2024 https://www.gl-inet.

com/security-updates/security-advisories-vulnerabilities-and-cves-

aug-1-2024/(2025/6/18 ##:3)

3 268 Cisco 1t : TALOS-2023-1871, LevelOne WBR-6013 telnetd

hard-coded password vulnerability https://talosintelligence.com/

vulnerability_reports/TALOS-2023-1871(2025/6/18 #:R)

Cisco %t : TALOS-2023-1873, LevelOne WBR-6013 boa formSysCmd

leftover debug code vulnerability https://talosintelligence.com/

vulnerability_reports/TALOS-2023-1873(2025/6/18 #3:%)

% 269 telnetd : Telnet 7’OMILEAWVEBRERIEICIIC T 3720 DF

7075 L

3% 270 QNAP %t : QSA-24-44, Multiple Vulnerabilities in QuRouter
https://www.gnap.com/en-au/security-advisory/qsa-24-44

(2025/6/18 ®:B)

¥ 271 ERE talent : CVE-2024-29269 / index.md https://github.

com/wutalent/CVE-2024-29269/blob/main/index.md (2025/6/

18 FE&R)

% 272 Valentin Lobstein: CVE-2024-29269 Exploit https://

github.com/Chocapikk/CVE-2024-29269 (2025/6/18 ¥E:2)

¥ 273 AR T A A — - F -85 [UD-LT1] [UD-LT1/EX] 77—

LI T BHBELVEF 1) TR D BEBVY  https://www.iodata.jp/

support/information/2024/11_ud-It1/index.htm (2025/6/18 ##:3)

¥ 274 £43—V)21—a X4+t : SkyBridge MB-A100/110 -

SkyBridge BASIC MB-A130 DRES5MEEMITICDWT  https://www.

seiko-sol.co.jp/archives/82992/(2025/6/18 ##:3)

%275 22 Fal)— VAT LIABKASH L FaU— - ST LR

FutureNet NXR )—X(Z#(15 REST-API #EEA BRI € T AR LS

SR ICDWT  https://www.centurysys.co.jp/backnumber/nxr

common/20241031-01.htmI (2025/6/18 ##:3)

3% 276 SSD Secure Disclosure : SSD Advisory - QNAP QTS5 - /

usr/lib/libgcloud.so JSON parsing leads to RCE https://ssd-

disclosure.com/ssd-advisory-gnap-qts5-usr-lib-libgcloud-so-json-

parsing-leads-to-rce/ (2025/6/18 #:3)

¥ 277 QNAP %t : QSA-23-64, Vulnerability in QTS and QuTS hero
https://www.gnap.com/en/security-advisory/qsa-23-64 2025/

6/18 &)

% 278 QNAP £t : QSA-23-47, Vulnerability in QTS, QuTS hero

and QuTScloud https://www.gnap.com/en/security-advisory/gsa-

23-47(2025/6/18 #:R)

QNAP #t:QSA-23-30, Vulnerability in QTS, QuTS hero and

QuTScloud https://www.gnap.com/en/security-advisory/qsa-

23-30(2025/6/18 H:B)

QNAP %t : QSA-24-05, Multiple Vulnerabilities in QTS, QuTS hero

and QuTScloud https://www.gnap.com/en/security-advisory/

gsa-24-05(2025/6/18 #:3)

% 279 QNAP %t : QSA-24-03, Vulnerability in Qsync Central

https://www.gnap.com/en/security-advisory/qsa-24-03(2025/6/

18 FE&3)

3% 280 QNAP %t : QSA-23-57, Multiple Vulnerabilities in QTS,

QuUTS hero and QuTScloud https://www.gnap.com/en/security-

advisory/qsa-23-57 (2025/6/18 #:3)

% 281 Rapid7 Inc.: CVE-2023-47218: QNAP QTS and QuTS

Hero Unauthenticated Command Injection (FIXED) https://www.

rapid7.com/blog/post/2024/02/13/cve-2023-47218-gnap-qts-

and-quts-hero-unauthenticated-command-injection-fixed/ (2025/

6/18 %)

Palo Alto Networks %t : New Vulnerability in QNAP QTS Firmware:

CVE-2023-50358 https://unit42.paloaltonetworks.com/qgnap-

gts-firmware-cve-2023-50358/(2025/6/18 #3:3)

INOT IV FyhT—7 ZEkR B4 QNAP QTS 77— LIz 7ICH 7608

55 1% : CVE-2023-50358 https://unit42.paloaltonetworks.com/

ja/qnap-qgts-firmware-cve-2023-50358/ (2025/6/18 #:3)

% 282 QNAP %t : QSA-24-09, Multiple Vulnerabilities in QTS,

QuTS hero, QuTScloud, myQNAPcloud, and myQNAPcloud Link

(PWN20OWN 2023) https://www.gnap.com/en/security-

advisory/qgsa-24-09(2025/6/18 #:3)

% 283 watchTowr Labs: QNAP QTS - QNAPping At The Wheel

(CVE-2024-27130 and friends) https://labs.watchtowr.com/



WHE+2UF (a8 @

gnap-qgts-gnapping-at-the-wheel-cve-2024-27130-and-friends/
(2025/6/18 #33)
watchTowr Labs: CVE-2024-27130 https://github.com/
watchtowrlabs/CVE-2024-27130(2025/6/18 #:3)
3% 284 QNAP #t : QSA-24-20, Multiple Vulnerabilities in QTS and
QuTS hero https://www.qgnap.com/en/security-advisory/qgsa-
24-20(2025/6/18 3R]
% 285 QNAP %t : QSA-24-23, Multiple Vulnerabilities in QTS and
QuTS hero https://www.qgnap.com/en/security-advisory/qsa-
24-23(2025/6/18 ##:3
QNAP %t : QNAP PSIRT »5D&ED X171 LAR—MIETIA
X EZE (WatchTowr Labs) https://www.gnap.com/ja-jp/news/
2024/gnap-psirt- #5DEIED - X271 - LR-NMIET 3 AKX A
& watchtowr-labs (2025/6/18 ##:3)
3% 286 QNAP %t : QSA-24-41, Vulnerability in HBS 3 Hybrid Backup
Sync (PWN20WN 2024) https://www.gnap.com/en/security-
advisory/qgsa-24-41(2025/6/18 #:3)
3% 287 QNAP #t : QSA-24-49, Multiple Vulnerabilities in QTS and
QuTS hero (PWN20WN 2024) https://www.gnap.com/en/
security-advisory/qsa-24-49(2025/6/18 #:3
% 288 QNAP #t: QSA-24-50, Vulnerability in License Center
https://www.gnap.com/en/security-advisory/qsa-24-50(2025/6/
18 ##:3)
3% 289 NetworkSecurityFish : Command Injection and Backdoor
Account in D-Link NAS Devices https://github.com/netsecfish/
dlink(2025/6/18 #&3)
3% 290 D-Link %t : DNS-320L / DNS-325 / DNS-327 / DNS-340L
and All D-Link NAS Storage :: All Models and All Revison :: End of
Service Life :: CVE-2024-3273 & CVE-2024-3272: Vulnerabilities
Reported https://supportannouncement.us.dlink.com/security/
publication.aspx?name=SAP10383(2025/6/18 #&2)
¥ 291 14 7 7 — ¥ #% R &t Threat Actors Actively Exploiting
CVE-2024-3273 : Underground Forums Share IP Addresses of
Vulnerable D-Link NAS Devices https://www.cyfirma.com/
research/threat-actors-actively-exploiting-cve-2024-3273-
underground-forums-share-ip-addresses-of-vulnerable-d-link-nas-
devices/(2025/6/18 ¥5R)
% 292 NetworkSecurityFish : Command Injection Vulnerability in
‘name’ parameter for D-Link NAS https://netsecfish.notion.site/
Command-Injection-Vulnerability-in-name-parameter-for-D-Link-
NAS-12d6b683e67c80c49ffcc9214c239a07 (2025/6/18 F#:3)
% 293 Outpost24 AB: Five new vulnerabilities found in Zyxel
NAS devices (including code execution and privilege escalation)
https://outpost24.com/blog/zyxel-nas-critical-vulnerabilities/
(2025/6/18 ##:3)
3% 294 Zyxel £t : Zyxel security advisory for multiple vulnerabilities
in NAS products https://www.zyxel.com/global/en/support/
security-advisories/zyxel-security-advisory-for-multiple-
vulnerabilities-in-nas-products-06-04-2024 (2025/6/18 #:3)
% 295 The Shadowserver Foundation : https://x.com/Shadowserver/
status/1804131462163108137(2025/6/18 73
% 296 NVD : CVE-2024-6342 Detail https://nvd.nist.gov/vuln/
detail/cve-2024-6342(2025/6/18 ##:3)
3% 297 Zyxel £t : Zyxel security advisory for O0S command injection
vulnerability in NAS products https://www.zyxel.com/global/en/
support/security-advisories/zyxel-security-advisory-for-os-
command-injection-vulnerability-in-nas-products-09-10-2024
(2025/6/18 7#3:3)
% 298 Synology %t : Synology-SA-24:19 Synology Photos
(PWN20OWN 2024) https://www.synology.com/en-global/
security/advisory/Synology_SA_24_19(2025/6/18 ##:R)
% 299 Western Digital Corporation : Western Digital My Cloud OS
5 Firmware 5.29.102 https://www.westerndigital.com/support/
product-security/wdc-24005-western-digital-my-cloud-o0s-5-
firmware-5-29-102(2025/6/18 #3:3)
% 300 HP Aruba Networking : Aruba Access Points Multiple
Vulnerabilities https://csaf.arubanetworks.com/2024/hpe_
aruba_networking_-_2024-006.txt(2025/6/18 ##:3)
HPE %t : HPESBNW04647 rev.2 - HPE Aruba Access Points,
Multiple Vulnerabilities https://support.hpe.com/hpesc/public/
docDisplay?docld=hpesbnw04647en_us(2025/6/18 #:8)
3% 301 Zyxel %t : Zyxel security advisory for 0S command injection
vulnerability in APs and security router devices https://www.
zyxel.com/global/en/support/security-advisories/zyxel-security-
advisory-for-os-command-injection-vulnerability-in-aps-and-
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security-router-devices-09-03-2024 (2025/6/18 ##:3)

% 302 CurryXiao : CVE_TP-Link_report https://gist.github.com/
XiaoCurry/14d46e0becd79d9bb99072fbe147cfe(2025/6/18
HER)

% 303 TWCERT/CC : GeoVision EOL device - OS Command
Injection https://www.twcert.org.tw/en/cp-139-7884-c5a8b-2.
html (2025/6/18 ##53)

% 304 TWCERT/CC : GeoVision EOL devices - OS Command
Injection https://www.twcert.org.tw/en/cp-139-8237-26d7a-2.
htm! (2025/6/18 ##&3)

% 305 Synology #t : Synology-SA-23:15 Synology Camera
(PWN20OWN 2023) https://www.synology.com/en-global/
security/advisory/Synology_SA_23_15(2025/6/18 #z2)

% 306 NetworkSecurityFish : Sensitive Device Information
Disclosure in TVT DVR https://netsecfish.notion.site/Sensitive-
Device-Information-Disclosure-in-TVT-DVR-fad1cce703d946969
be5130bf3aaac0d(2025/6/18 #:E)

% 307 CISA:ICS Advisary - AVTECH IP Camera https://www.
cisa.gov/news-events/ics-advisories/icsa-24-214-07 (2025/6/18
TR

% 308 Akamai Technologies : Beware the Unpatchable: Corona
Mirai Botnet Spreads via Zero-Day https://www.akamai.com/
blog/security-research/2024-corona-mirai-botnet-infects-zero-day-
sirt(2025/6/18 #:3)

% 309 AVTECH #t : BEFRZE &  https://www.avtech.com.tw/
img/CISA_announcement_tw.pdf (2025/6/18 #:R)

% 310 Cisco %t : Cisco IP Phone 6800, 7800, and 8800 Series
with Multiplatform Firmware Vulnerabilities https://sec.
cloudapps.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-ipphone-multi-vulns-cXAhCvS (2025/6/18 ##58)
% 311 Cisco %t : Cisco Small Business SPA300 Series and
SPA500 Series IP Phones Web Ul Vulnerabilities https://sec.
cloudapps.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-spa-http-vulns-RJIZmX2Xz (2025/6/18 #:R)

% 312 Avaya Inc.: Avaya IP Office Vulnerability (CVE-2024-4196)
/ (CVE-2024-4197) https://support.avaya.com/css/public/
documents/101090768(2025/6/18 ##:3)

% 313 Bitdefender : Vulnerabilities Identified in LG WebOS
https://www.bitdefender.com/en-us/blog/labs/vulnerabilities-
identified-in-lg-webos (2025/6/18 ##53)

¥ 314 v/ ¥ &%t - CP2024-001 Vulnerabilities Mitigation/
Remediation for Small Office Multifunction Printers and Laser
Printers https://psirt.canon/advisory-information/cp2024-001/
(2025/6/18 3R]

¥ 315 ¥ v /> #% R & 1 : CP2024-002 Vulnerability Mitigation/
Remediation for Small Office Multifunction Printers and Laser
Printers https://psirt.canon/advisory-information/cp2024-002/
(2025/6/18 #:3)

% 316 ¥+ — 7 # X &% About Plural Security Vulnerabilities in
SHARP Multifunctional Products (MFP) https://global.sharp/
products/copier/info/info_security_2024-10.htm| (2025/6/18 ##:3)
TR S BMHEARICBIZ e T EEMICONT
https://jp.sharp/business/print/information/info_security_2024-
10.htmI(2025/6/18 #&3)

®Z Ty 5+t Response to vulnerabilities in Toshiba Tec's
digital multi-function peripherals https://www.toshibatec.com/
information/20241025_01.html(2025/6/18 #&3)
REZTvIHARH  RETVIRTI2NEEROEIHERISIC DV
T https://www.toshibatec.co.jp/information/20241025_01.html
(2025/6/18 #3E)

% 317 #kK &Y —: [PostScript 1> 2—TURIZH T BREE5 4 |
(CVE-2023-50734750736). [ SE X =2 —MD A AHREEICHT BRE551M ]
(CVE-2023-50737) (C&3)I—HEADFEIZDWT  https://jp.
ricoh.com/security/products/vulnerabilities/vul ?id=ricoh-2024-
000001 (2025/6/18 #:3)

% 318 #h =X &4t 31— : [Server-Side Request Forgery(SSRF) I &
(ST BR8551%] (CVE-2023-50733). [T77—LIxTEI 7L —RR
EICHITBMEEE1E ] (CVE-2023-50738). [IPP (ZH32/\yT7F—/N—
70-0REEaM | (CVE-2023-50739) (C& 3-8 mADFEIZ DL
T https://jp.ricoh.com/security/products/vulnerabilities/
vul?id=ricoh-2024-000003(2025/6/18 ##:3)

% 319 A SHUI—: [VAXRYAMITVT T2 T DiEEEMHE] (CVE-
2022-37406) (Z&3)I—REANDFE(ZDWT  https://jp.ricoh.
com/security/products/vulnerabilities/vul ?id=ricoh-2023-000006
(2025/6/18 ##:3)
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¥ 320 HASHIIA—  VI-BEAD/NyT7A—N—T7O-DEFEE
(CVE-2024-39927) MEZEZDWT  https://jp.ricoh.com/security/
products/vulnerabilities/vul ?id=ricoh-2024-000008 (2025/6/18
wER)
% 321 #%X &4t a— : WeblmageMonitor (C&1F 2Ny T7H—/N—T
O—-DiEEs M (CVE-2024-47939) https://jp.ricoh.com/security/
products/vulnerabilities/vul?id=ricoh-2024-000011 (2025/6/18
#:3)
%322 tAO-I7VIHARKH., ITVIREHKASH  TUL 2]
22X 4 F—BLURYNT =T 12 2—T 14 ZELFHD Web Config ICH113
B85 M4 DWT  hitps://www.epson.jp/support/misc_t/240930_
03_oshirase.htm(2025/6/18 &3]
t1O—-I 7V #KE4t : Insecure Initial Password Configuration in
Epson WebConfig Vulnerability https://epson.com/Support/
wa00958(2025/6/18 73
% 323 Zero Day Initiative (N R4/ 20%t) : Multiple Vulnerabilities
in the Mazda In-Vehicle Infotainment (IVI) System https://www.
zerodayinitiative.com/blog/2024/11 /7 /multiple-vulnerabilities-in-
the-mazda-in-vehicle-infotainment-ivi-system (2025/6/18 #:3)
% 324 Fortinet, Inc. : Botnets Continue Exploiting CVE-2023-
1389 for Wide-Scale Spread https://www.fortinet.com/blog/threat-
research/botnets-continue-exploiting-cve-2023-1389-for-wide-
scale-spread (2025/6/18 #:R)
% 325 Lumen Technologies, Inc.: The Pumpkin Eclipse https://
blog.lumen.com/the-pumpkin-eclipse/ (2025/6/18 #:R)
% 326 Juniper Networks, Inc.:2024-12 Reference Advisory:
Session Smart Router: Mirai malware found on systems when the
default password remains unchanged https://supportportal.
juniper.net/s/article/2024-12-Reference-Advisory-Session-Smart-
Router-Mirai-malware-found-on-systems-when-the-default-
password-remains-unchanged (2025/6/18 #:2)
% 327 Fortinet, Inc. : Botnets Continue to Target Aging D-Link
Vulnerabilities https://www.fortinet.com/blog/threat-research/
botnets-continue-to-target-aging-d-link-vulnerabilities (2025/6/18
TR
% 328 VulnCheck Inc.: 7777-Botnet Infection Vectors https://
vulncheck.com/blog/ip-intel-7777-botnet (2025/6/18 ##:3)
VulnCheck Inc. : Xiongmai IoT Exploitation https://vulncheck.
com/blog/xiongmai-iot-exploitation (2025/6/18 #:2)
% 329 Jacob Masse : CVE-2024-45163: Remote DoS Exploit in
Mirai Botnet https://jacobmasse.medium.com/remote-dos-exploit-
found-in-mirai-botnet-source-code-27a1aad284f1 (2025/6/18 ##:3)
% 330 MediaTek %t : Product Security Bulletin https://corp.
mediatek.com/product-security-bulletin (2025/6/18 #:2)
% 331 MediaTek #t: March 2024 Product Security Bulletin
https://corp.mediatek.com/product-security-bulletin/March-2024
(2025/6/18 F3R)
% 332 hyper : 4 exploits, 1 bug: exploiting cve-2024-20017 4
different ways https://blog.coffinsec.com/0day/2024/08/30/
exploiting-CVE-2024-2001 7-four-different-ways.html (2025/6/18
wER)
% 333 Arm Holdings plc : Mali GPU Driver Security Bulletin: 2024
Disclosures https://developer.arm.com/documentation/110355/
1-0/(2025/6/18 H:B)
% 334 Qualcomm Technologies, Inc.: October 2024 Security
Bulletin  https://docs.qualcomm.com/product/publicresources/
securitybulletin/october-2024-bulletin.html (2025/6/18 ##:R)
% 335 CISA : CISA Adds Three Known Exploited Vulnerabilities to
Catalog https://www.cisa.gov/news-events/alerts/2024/10/
08/cisa-adds-three-known-exploited-vulnerabilities-catalog
(2025/6/18 F#:3)
% 336 Contiki-NG : https://www.contiki-ng.org/ (2025/6/18 #:3)
Contiki-NG : Out-of-bounds read in SNMP when decoding a string
https://github.com/contiki-ng/contiki-ng/security/advisories/
GHSA-qjj3-gax7-438w [2025/6/18 F:3)
Contiki-NG : Out-of-bounds read in SNMP when decoding a message
https://github.com/contiki-ng/contiki-ng/security/advisories/
GHSA-444j-93j3-5gj4(2025/6/18 HE:E)
Contiki-NG : Unaligned memory access in RPL option processing
https://github.com/contiki-ng/contiki-ng/security/advisories/
GHSA-crjw-x84h-h6x3(2025/6/18 #:3)
3% 337 Ambionics Security by LEXFO : Iconv, set the charset to
RCE: Exploiting the glibc to hack the PHP engine (part 1)
https://blog.lexfo.fr/iconv-cve-2024-2961-p1.html (2025/6/18
HER)
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Ambionics Security by LEXFO : CNEXT exploits https://github.

com/ambionics/cnext-exploits/ (2025/6/18 ##:3

Ambionics Security by LEXFO : Iconv, set the charset to RCE:

Exploiting the glibc to hack the PHP engine (part 2) https://blog.

lexfo.fr/iconv-cve-2024-2961-p2.htm! (2025/6/18 #E:3)

Ambionics Security by LEXFO : Iconv, set the charset to RCE:

Exploiting the glibc to hack the PHP engine (part 3) https://blog.

lexfo.fr/iconv-cve-2024-2961-p3.html (2025/6/18 F#:3)

% 338 FreeRTOS : Buffer Over-Read (CWE-126) in DNS Response

Parser https://github.com/FreeRTOS/FreeRTOS-Plus-TCP/

security/advisories/ GHSA-ppcp-rg65-58mv (2025/6/18 ##:3)

% 339 OpenWrt Project : Security Advisory 2024-12-06-1 -

OpenWrt Attended SysUpgrade server: Build artifact poisoning via

truncated SHA-256 hash and command injection (CVE-2024-

54143) https://lists.openwrt.org/pipermail/openwrt-announce/

2024-December/000062.htm| (2025/6/18 #53)

% 340 EFAEER S X7 L (video surveillance software system) :

Linux £ 713 FreeBSD ®/¥v 3> FTE{TLTDVR (Digital Video

Recorder) HHY DiEREZIRHTEV TN T,

% 341 ZoneMinder : Time-based SQL Injection https://github.

com/ZoneMinder/zoneminder/security/advisories/GHSA-9cmr-

7437-v9fj(2025/6/18 #:R)

% 342 ZoneMinder : Boolean-based SQL Injection in ZoneMinder

v1.37.* <= 1.37.64 https://github.com/ZoneMinder/zoneminder/

security/advisories/ GHSA-gm8h-3xvf-m7j3(2025/6/18 ¥R

3% 343 Top10VPN.com (PrivacyCo Ltd.) : CVE-2023-52424 WiFi

Vulnerability: The SSID Confusion Attack https://www.top10vpn.

com/research/wifi-vulnerability-ssid/ (2025/6/18 #:3

Héloise Gollier and Mathy Vanhoef: SSID Confusion: Making

Wi-Fi Clients Connect to the Wrong Network https://www.

top10vpn.com/assets/2024/05/Top10VPN-x-Vanhoef-SSID-

Confusion.pdf(2025/6/18 #:3)

% 344 IPA: [IoT BIRICH T2 X2V T rEETOFEIX] 2AH

https://www.ipa.go.jp/security/iot/iotguide.html (2025/6/18 #:3)

% 345 IPA: IEES MM ALIC AN 7= B R FERERITAIR  https://www.

ipa.go.jp/security/guide/vuln/forvendor.html (2025/6/18 ##:R)

IPA: BEEE ML ICE =R BBEAREMIHIR  hitps://www.ipa.

go.jp/security/guide/vuln/ug65p90000019bum-att/000085024.

pdf(2025/6/18 F#:3)

%% 346 https://www.ipa.go.jp/security/guide/vuln/ug65p900000

19bum-att/000065095.pdf (2025/6/18 #E:R

% 347 https://www.ipa.go.jp/security/jc-star/index.html (2025/

6/18 &)

X348 IPA: Ry MERBANDTLERTE - MALAN - AR -

https://www.ipa.go.jp/security/guide/vuln/forconsumer.html

(2025/6/18 H#:3

IPAHBED/HDIMERRBDRELETE - FIFAHIN - Ak -
https://www.ipa.go.jp/security/guide/vuln/ug65p90000019br8-

att/000085153.pdf (2025/6/18 ##:32)

% 349 NOTICE: =% — / RyhT—=IhAZDRELEERH &

https://www.notice.go.jp/safety (2025/6/18 #:3)

% 350 COEEIE. [HHBICHIBAAERFLEHIRZ1] D [3. H

EOEELHET2E2Z] (p.15) TEESINADHDERLUTHZ,

IPA : #BEICH T BN A ERFLEH MRS A https://www.ipa.go.jp/

security/guide/insider.html (2025/6/12 7#:3)

%351 IPA: [REICH I ZEENEEIRICE T 5EREAE 2024] #|

£ https://www.ipa.go.jp/security/reports/economics/ts-kanri/

tradesecret2024.html (2025/8/29 #:R)

% 352 [ 1-2-21 G IPAPMASHERE LY —FIC[REHSHL

R | ORREBVWEDEIERERIC, JIT7ERELTHEL VS,

% 353 AAREHE  KTEE. Google DREFEITILEIEF Al

HERBEIWEEL  https://www.nikkei.com/article/DGXZQOGN0O72U

20X00C24A3000000/(2025/6/12 ##:3)

H7L NEWS NNN: FESZEEHAL Al FHifTBALT—JIVTI Y

—T7%i#EEk KTIE#E  https://news.ntv.co.jp/category/internation

al/6fdb17c50c294c58a83b8dade736aecc [(2025/6/12 ##:3)

% 354 FUEAF  EFA—IVDEERFREIRCLSERRAVEERIC

DWWT  https://www.tsukuba.ac.jp/news/20240603140000.html

(2025/6/12 ##3:3)

% 355 RRUNTILHMASH  BHTHESICIZEANBROREL

BHHUICET3IHMEE STV https://www.livable.co.jp/assets/

files/3972(2025/6/12 #:R)

% 356 TDK #h X =4t 1 Hit st EBDEFEEMRICDVWT  https://

www.tdk.com/ja/information/202410_01.htm! (2025/6/12 ##:R)
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SRR R ICFBSTED  https://www.yomiuri.co.jp/national/

20241004-0YT1T50078/(2025/6/12 #E:R

% 357 (RER TR S 1 2025.02.24 [S1H1ER] EBusMSEE

BFEY https://www.ifukuseimitsu.com/information/20250224/

2521/(2025/6/12 #:2)

% 358 M= 21— [BAZEOHIC] RZEMIEANT—4% 6500 455

HUD BEHTEEBMIxTtHEZEE https://www.sankei.com/

article/20250220-NGI14ZBY3KRN3JEYUGMF6VZSCWY/

(2025/3/21 #33)

BBV AT R BOMI =2 -y I X (2817 H

~2H23H) https://ipforce.jp/News/ip-news/summary/2025-

02-25-7295(2025/6/12 FE:R)

% 359 EINMIRFREEANEXRMHEESWTA  BEDFEFICONT
https://www.aist.go.jp/aist_j/news/announce/au20230615.html

(2025/6/12 #%33)

% 360 FAHEA T EHRHOFEATHEEICHTRHR, &

EEICMRT—2RAV [EEEY)o/-] - BRERHE  https://www.

yomiuri.co.jp/national /20250225-0YT1T50178/ (2025/6/12 ##:R)

¥ 361 3 1-2-10 (T/RL=3 561 [HEREIC BT BABAERGLEH IR T 1

CIDREARICA-TEEDBDTHD,

IPA : B#EIC BT BREBARERFLEATRS 1> https://www.ipa.go.jp/

security/guide/insider.html (2025/6/12 #53)

% 362 ZBRIT : AERBEBHIEHFICELZER]  https://www.keishicho.

metro.tokyo.lg.jp/kurashi/cyber/joho/trade_secrets.html#: " :text= =

EMRICRETRE, ICEVETEEAVET, (2025/6/12 133

%363 ENIFRFEZES  BAANFRHFEEICEIBER https://

www.ppc.go.jp/all_fag_index/faql-q11-1/#:"text= 7=, 18 AIEHR

REZEB ,(FFE 178 %), (2025/6/12 &3]

364 NIRRT EERBRRFROGRERERICHTIER (BE

REBRREHRERETRE) (HM6FEEFE275) https://www.

cao.go.jp/keizai_anzen_hosho/hogokatsuyou/hogokatsuyou.html

(2025/6/12 1#33)

% 365 EABHRREZES BAAT—2OBRVEREETIARAD

REICETZ. R 2OF—20BHEEBEKICETS. OIS, BS

95/46/EC #EIET2RMMBL R UIEESD 2016 £4 A 27 HOMR

8l (EU) 2016/679 (—i7—24REMA) [5£32] 5 84 % https://

www.ppc.go.jp/files/pdf/gdpr-provisions-ja.pdf (2025/6/12 ##52)

% 366 IIMICHTE (ZRTE. #HEE. BEES) PRE CZHER.

REFTAEERE). 7BE GIZENBREETER. HEHLEEE

ERE). ABRRERELOEET S,

IPA : #BEICH T BN A ERGLEHIRS A https://www.ipa.go.jp/

security/guide/insider.ntml (2025/6/12 #:3)

% 367 https://www.ipa.go.jp/security/guide/insider.ntml (2025/

6/12 #E:2)

% 368 https://www.ipa.go.jp/security/anshin/index.html (2025/

6/12 HE:R

% 369 IPA: {EHRtF 1) TR OBEABODHEBARTR [2025 F5 1

m¥EH (1 B~3H)] https://www.ipa.go.jp/security/anshin/

reports/2025q1outline.htm! (2025/6/12 #:3)

% 370 https://www.ipa.go.jp/security/anshin/attention/2024/

mgdayori20241119.html (2025/6/12 7#:3

% 371 https://www.ipa.go.jp/security/anshin/measures/f55m8k

0000004 7km-att/supportscam_report2024.pdf (2025/6/12 #:3)
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¥ 372 IPA : Y R—PEERDBEX 1T BEEIZEAREZIZHZDN? -
EHHEZVEEBEOVTHATEBLIICLELLD - https://www.ipa.go.
jp/security/anshin/attention/2023/mgdayori20240227 .html
(2025/6/12 ##:3)

% 373 TFiC Web X—YD[3-2. B ADSDIEHES | S8,
IPAMEHR X 1UT 1 ROMEBRBODEZIRR[2024 F£55 4 UEH (10
B~ 12H8)] https://www.ipa.go.jp/security/anshin/reports/2024
qgdoutline.ntml (2025/6/12 #:3)

¥ 374 ABC =2—R: [/XVIALHIMIVAICRESE] [OEET5/-61C0
FEERBMAT] 76mMBMNI 42507 EELESND  KiEMH
https://www.asahi.co.jp/webnews/pages/abc_28658.html
(2025/6/12 ##:3)

% 375 TEC Web X—2 D [3-2. A ADSDAEHREH] | D [HHAESG 2
PR-PFERICEREEL TAY— T4 DORBIFE TR EREESN ]
=,

IPA BB EX 2UT R OEREBOOHEZIRR [2025 F 1 m4EH (1
A~ 3H)] https://www.ipa.go.jp/security/anshin/reports/2025q
1outline.ntml#section4 (2025/6/12 #53)

% 376 IPA: AR—PERTRRSNZBED X 1) T+ BEEBOL
F  https://www.ipa.go.jp/security/anshin/doe3um0000005cag-
att/20231115173500.pdf (2025/6/12 ##:3)

X377 IPABEX )T EE (FR-MEFER) WREFENR-Y
https://www.ipa.go.jp/security/anshin/measures/fakealert.ntml
[2025/6/12 ##:3)

W 378 TURIWERTA—F L AN —tFX1UFT 17T —K 2025
https://csa.digitalpolicyforum.jp/ (2025/6/12 #:R)

% 379 IPA: [T LDOETIDERFIEE  https://www.ipa.go.jp/
security/anshin/ps6vr70000012u8x-att/000090642.pdf (2025/
6/12 #3:3)

% 380 https://www.zenginkyo.or.jp/hanzai/information/ (2025/6/
12 #E:3)

% 381 https://www.ipa.go.jp/security/anshin/attention/2021/
mgdayori20210309.htm! (2025/6/12 #:R)

% 382 TquilUakiniEs  BR21EWH  https://www.antiphishing.
jp/news/alert/ (2025/6/12 58

% 383 HASH NTT RIE : T1v U JEFME DI AL [BEXY
BRBAY VR EICEATIEHOE | OREERA  hitps://www.
docomo.ne.jp/info/news_release/2024/03/28_00.htm! (2025/6/
12 #E:3)

% 384 https://smon.tobila.com/ (2025/6/12 #3:3)

% 385 RETVRATFLIABMKEI NETFIRT LR, T4y TFEEHRD
UT7IEALEBY AN [FE8 SMS E=4—] OARMKEERE
https://tobila.com/news/release/p1792/(2025/6/12 ¥:8)

% 386 https://www.npa.go.jp/publications/statistics/kikakubunseki/
r6_jyosei.pdf(2025/6/12 #:3)

K37 HASHENTITROE: £BEP3—FI—FK https://www.
docomo.ne.jp/service/sms/displayname/ (2025/6/12 #:R)

% 388 KDDI # X &4t : K2 SMS 7 Ov %  https://www.au.com/
mobile/service/sms/filter/ (2025/6/12 #33)

% 389 #A R NTTRIE : HALAEF1UT 11 (KK SMS #43%)
https://anshin-security.docomo.ne.jp/sms/index.html (2025/6/12
##:3)
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