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SkyBridge BASIC MB-A130 DRES5MEEMITICDWT  https://www.

seiko-sol.co.jp/archives/82992/(2025/6/18 ##:3)

%275 22 Fal)— VAT LIABKASH L FaU— - ST LR

FutureNet NXR )—X(Z#(15 REST-API #EEA BRI € T AR LS

SR ICDWT  https://www.centurysys.co.jp/backnumber/nxr

common/20241031-01.htmI (2025/6/18 ##:3)

3% 276 SSD Secure Disclosure : SSD Advisory - QNAP QTS5 - /

usr/lib/libgcloud.so JSON parsing leads to RCE https://ssd-

disclosure.com/ssd-advisory-gnap-qts5-usr-lib-libgcloud-so-json-

parsing-leads-to-rce/ (2025/6/18 #:3)

¥ 277 QNAP %t : QSA-23-64, Vulnerability in QTS and QuTS hero
https://www.gnap.com/en/security-advisory/qsa-23-64 2025/

6/18 &)

% 278 QNAP £t : QSA-23-47, Vulnerability in QTS, QuTS hero

and QuTScloud https://www.gnap.com/en/security-advisory/gsa-

23-47(2025/6/18 #:R)

QNAP #t:QSA-23-30, Vulnerability in QTS, QuTS hero and

QuTScloud https://www.gnap.com/en/security-advisory/qsa-

23-30(2025/6/18 H:B)

QNAP %t : QSA-24-05, Multiple Vulnerabilities in QTS, QuTS hero

and QuTScloud https://www.gnap.com/en/security-advisory/

gsa-24-05(2025/6/18 #:3)

% 279 QNAP %t : QSA-24-03, Vulnerability in Qsync Central

https://www.gnap.com/en/security-advisory/qsa-24-03(2025/6/

18 FE&3)

3% 280 QNAP %t : QSA-23-57, Multiple Vulnerabilities in QTS,

QuUTS hero and QuTScloud https://www.gnap.com/en/security-

advisory/qsa-23-57 (2025/6/18 #:3)

% 281 Rapid7 Inc.: CVE-2023-47218: QNAP QTS and QuTS

Hero Unauthenticated Command Injection (FIXED) https://www.

rapid7.com/blog/post/2024/02/13/cve-2023-47218-gnap-qts-

and-quts-hero-unauthenticated-command-injection-fixed/ (2025/

6/18 %)

Palo Alto Networks %t : New Vulnerability in QNAP QTS Firmware:

CVE-2023-50358 https://unit42.paloaltonetworks.com/qgnap-

gts-firmware-cve-2023-50358/(2025/6/18 #3:3)

INOT IV FyhT—7 ZEkR B4 QNAP QTS 77— LIz 7ICH 7608

55 1% : CVE-2023-50358 https://unit42.paloaltonetworks.com/

ja/qnap-qgts-firmware-cve-2023-50358/ (2025/6/18 #:3)

% 282 QNAP %t : QSA-24-09, Multiple Vulnerabilities in QTS,

QuTS hero, QuTScloud, myQNAPcloud, and myQNAPcloud Link

(PWN20OWN 2023) https://www.gnap.com/en/security-

advisory/qgsa-24-09(2025/6/18 #:3)

% 283 watchTowr Labs: QNAP QTS - QNAPping At The Wheel

(CVE-2024-27130 and friends) https://labs.watchtowr.com/
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WHE+2UF (a8 @

gnap-qgts-gnapping-at-the-wheel-cve-2024-27130-and-friends/
(2025/6/18 #33)
watchTowr Labs: CVE-2024-27130 https://github.com/
watchtowrlabs/CVE-2024-27130(2025/6/18 #:3)
3% 284 QNAP #t : QSA-24-20, Multiple Vulnerabilities in QTS and
QuTS hero https://www.qgnap.com/en/security-advisory/qgsa-
24-20(2025/6/18 3R]
% 285 QNAP %t : QSA-24-23, Multiple Vulnerabilities in QTS and
QuTS hero https://www.qgnap.com/en/security-advisory/qsa-
24-23(2025/6/18 ##:3
QNAP %t : QNAP PSIRT »5D&ED X171 LAR—MIETIA
X EZE (WatchTowr Labs) https://www.gnap.com/ja-jp/news/
2024/gnap-psirt- #5DEIED - X271 - LR-NMIET 3 AKX A
& watchtowr-labs (2025/6/18 ##:3)
3% 286 QNAP %t : QSA-24-41, Vulnerability in HBS 3 Hybrid Backup
Sync (PWN20WN 2024) https://www.gnap.com/en/security-
advisory/qgsa-24-41(2025/6/18 #:3)
3% 287 QNAP #t : QSA-24-49, Multiple Vulnerabilities in QTS and
QuTS hero (PWN20WN 2024) https://www.gnap.com/en/
security-advisory/qsa-24-49(2025/6/18 #:3
% 288 QNAP #t: QSA-24-50, Vulnerability in License Center
https://www.gnap.com/en/security-advisory/qsa-24-50(2025/6/
18 ##:3)
3% 289 NetworkSecurityFish : Command Injection and Backdoor
Account in D-Link NAS Devices https://github.com/netsecfish/
dlink(2025/6/18 #&3)
3% 290 D-Link %t : DNS-320L / DNS-325 / DNS-327 / DNS-340L
and All D-Link NAS Storage :: All Models and All Revison :: End of
Service Life :: CVE-2024-3273 & CVE-2024-3272: Vulnerabilities
Reported https://supportannouncement.us.dlink.com/security/
publication.aspx?name=SAP10383(2025/6/18 #&2)
¥ 291 14 7 7 — ¥ #% R &t Threat Actors Actively Exploiting
CVE-2024-3273 : Underground Forums Share IP Addresses of
Vulnerable D-Link NAS Devices https://www.cyfirma.com/
research/threat-actors-actively-exploiting-cve-2024-3273-
underground-forums-share-ip-addresses-of-vulnerable-d-link-nas-
devices/(2025/6/18 ¥5R)
% 292 NetworkSecurityFish : Command Injection Vulnerability in
‘name’ parameter for D-Link NAS https://netsecfish.notion.site/
Command-Injection-Vulnerability-in-name-parameter-for-D-Link-
NAS-12d6b683e67c80c49ffcc9214c239a07 (2025/6/18 F#:3)
% 293 Outpost24 AB: Five new vulnerabilities found in Zyxel
NAS devices (including code execution and privilege escalation)
https://outpost24.com/blog/zyxel-nas-critical-vulnerabilities/
(2025/6/18 ##:3)
3% 294 Zyxel £t : Zyxel security advisory for multiple vulnerabilities
in NAS products https://www.zyxel.com/global/en/support/
security-advisories/zyxel-security-advisory-for-multiple-
vulnerabilities-in-nas-products-06-04-2024 (2025/6/18 #:3)
% 295 The Shadowserver Foundation : https://x.com/Shadowserver/
status/1804131462163108137(2025/6/18 73
% 296 NVD : CVE-2024-6342 Detail https://nvd.nist.gov/vuln/
detail/cve-2024-6342(2025/6/18 ##:3)
3% 297 Zyxel £t : Zyxel security advisory for O0S command injection
vulnerability in NAS products https://www.zyxel.com/global/en/
support/security-advisories/zyxel-security-advisory-for-os-
command-injection-vulnerability-in-nas-products-09-10-2024
(2025/6/18 7#3:3)
% 298 Synology %t : Synology-SA-24:19 Synology Photos
(PWN20OWN 2024) https://www.synology.com/en-global/
security/advisory/Synology_SA_24_19(2025/6/18 ##:R)
% 299 Western Digital Corporation : Western Digital My Cloud OS
5 Firmware 5.29.102 https://www.westerndigital.com/support/
product-security/wdc-24005-western-digital-my-cloud-o0s-5-
firmware-5-29-102(2025/6/18 #3:3)
% 300 HP Aruba Networking : Aruba Access Points Multiple
Vulnerabilities https://csaf.arubanetworks.com/2024/hpe_
aruba_networking_-_2024-006.txt(2025/6/18 ##:3)
HPE %t : HPESBNW04647 rev.2 - HPE Aruba Access Points,
Multiple Vulnerabilities https://support.hpe.com/hpesc/public/
docDisplay?docld=hpesbnw04647en_us(2025/6/18 #:8)
3% 301 Zyxel %t : Zyxel security advisory for 0S command injection
vulnerability in APs and security router devices https://www.
zyxel.com/global/en/support/security-advisories/zyxel-security-
advisory-for-os-command-injection-vulnerability-in-aps-and-

73

security-router-devices-09-03-2024 (2025/6/18 ##:3)

% 302 CurryXiao : CVE_TP-Link_report https://gist.github.com/
XiaoCurry/14d46e0becd79d9bb99072fbe147cfe(2025/6/18
HER)

% 303 TWCERT/CC : GeoVision EOL device - OS Command
Injection https://www.twcert.org.tw/en/cp-139-7884-c5a8b-2.
html (2025/6/18 ##53)

% 304 TWCERT/CC : GeoVision EOL devices - OS Command
Injection https://www.twcert.org.tw/en/cp-139-8237-26d7a-2.
htm! (2025/6/18 ##&3)

% 305 Synology #t : Synology-SA-23:15 Synology Camera
(PWN20OWN 2023) https://www.synology.com/en-global/
security/advisory/Synology_SA_23_15(2025/6/18 #z2)

% 306 NetworkSecurityFish : Sensitive Device Information
Disclosure in TVT DVR https://netsecfish.notion.site/Sensitive-
Device-Information-Disclosure-in-TVT-DVR-fad1cce703d946969
be5130bf3aaac0d(2025/6/18 #:E)

% 307 CISA:ICS Advisary - AVTECH IP Camera https://www.
cisa.gov/news-events/ics-advisories/icsa-24-214-07 (2025/6/18
TR

% 308 Akamai Technologies : Beware the Unpatchable: Corona
Mirai Botnet Spreads via Zero-Day https://www.akamai.com/
blog/security-research/2024-corona-mirai-botnet-infects-zero-day-
sirt(2025/6/18 #:3)

% 309 AVTECH #t : BEFRZE &  https://www.avtech.com.tw/
img/CISA_announcement_tw.pdf (2025/6/18 #:R)

% 310 Cisco %t : Cisco IP Phone 6800, 7800, and 8800 Series
with Multiplatform Firmware Vulnerabilities https://sec.
cloudapps.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-ipphone-multi-vulns-cXAhCvS (2025/6/18 ##58)
% 311 Cisco %t : Cisco Small Business SPA300 Series and
SPA500 Series IP Phones Web Ul Vulnerabilities https://sec.
cloudapps.cisco.com/security/center/content/CiscoSecurity
Advisory/cisco-sa-spa-http-vulns-RJIZmX2Xz (2025/6/18 #:R)

% 312 Avaya Inc.: Avaya IP Office Vulnerability (CVE-2024-4196)
/ (CVE-2024-4197) https://support.avaya.com/css/public/
documents/101090768(2025/6/18 ##:3)

% 313 Bitdefender : Vulnerabilities Identified in LG WebOS
https://www.bitdefender.com/en-us/blog/labs/vulnerabilities-
identified-in-lg-webos (2025/6/18 ##53)

¥ 314 v/ ¥ &%t - CP2024-001 Vulnerabilities Mitigation/
Remediation for Small Office Multifunction Printers and Laser
Printers https://psirt.canon/advisory-information/cp2024-001/
(2025/6/18 3R]

¥ 315 ¥ v /> #% R & 1 : CP2024-002 Vulnerability Mitigation/
Remediation for Small Office Multifunction Printers and Laser
Printers https://psirt.canon/advisory-information/cp2024-002/
(2025/6/18 #:3)

% 316 ¥+ — 7 # X &% About Plural Security Vulnerabilities in
SHARP Multifunctional Products (MFP) https://global.sharp/
products/copier/info/info_security_2024-10.htm| (2025/6/18 ##:3)
TR S BMHEARICBIZ e T EEMICONT
https://jp.sharp/business/print/information/info_security_2024-
10.htmI(2025/6/18 #&3)

®Z Ty 5+t Response to vulnerabilities in Toshiba Tec's
digital multi-function peripherals https://www.toshibatec.com/
information/20241025_01.html(2025/6/18 #&3)
REZTvIHARH  RETVIRTI2NEEROEIHERISIC DV
T https://www.toshibatec.co.jp/information/20241025_01.html
(2025/6/18 #3E)

% 317 #kK &Y —: [PostScript 1> 2—TURIZH T BREE5 4 |
(CVE-2023-50734750736). [ SE X =2 —MD A AHREEICHT BRE551M ]
(CVE-2023-50737) (C&3)I—HEADFEIZDWT  https://jp.
ricoh.com/security/products/vulnerabilities/vul ?id=ricoh-2024-
000001 (2025/6/18 #:3)

% 318 #h =X &4t 31— : [Server-Side Request Forgery(SSRF) I &
(ST BR8551%] (CVE-2023-50733). [T77—LIxTEI 7L —RR
EICHITBMEEE1E ] (CVE-2023-50738). [IPP (ZH32/\yT7F—/N—
70-0REEaM | (CVE-2023-50739) (C& 3-8 mADFEIZ DL
T https://jp.ricoh.com/security/products/vulnerabilities/
vul?id=ricoh-2024-000003(2025/6/18 ##:3)

% 319 A SHUI—: [VAXRYAMITVT T2 T DiEEEMHE] (CVE-
2022-37406) (Z&3)I—REANDFE(ZDWT  https://jp.ricoh.
com/security/products/vulnerabilities/vul ?id=ricoh-2023-000006
(2025/6/18 ##:3)
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research/botnets-continue-exploiting-cve-2023-1389-for-wide-
scale-spread (2025/6/18 #:R)
% 325 Lumen Technologies, Inc.: The Pumpkin Eclipse https://
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