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ABSTRACT. It is necessary for system administrators to inspect computer logs. As the Internet becomes
essential in our life, such task gets more important than before. Because it is most basic task to response the
anomaly status of computer and network like an intrusion to the computer. This is the report about “MielLog:
Visual Interactive Browser for Inspecting Computer Log using Information Visualization and Statistical
Analysis’ that was developed as MITOU software project in 2001. It was a second year in this project.
Therefore, | do not wrote the basic concept and the functions of “MieLog”, | wrote this year's development
result of “"Mielog" such asitsinteractive functions and real-time monitoring. And that, | wrote about “ Tracker”
developed with network security company after MITOU software project.
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General Log Format



(9]
(4] /

etting hostname hashirimizu succeeded
‘dev/hda2: clean, 51684/256512 files, 194478/512071 blocks
hecking root filesystem succeeded
emounting root filesystem in read- write mode succeeded
inding module dependencies succeeded
'dev/hdaé: clean, 33/317440 files, 10357/634559 blocks

ounting local filesystems succeeded
urning on user and group quotas for local filesystems succee
nabling swap space succeeded
nteting runlevel: 3
ucceeded
net.ipv4.ip_forward = 0
net.ipvd.contf.all.rp_filte
het.ipv4.ip_always_defrag =
kernel.sysrq = 0
etting network parameters succeeded
ringing up interface lo succeeded
ortmap startup succeeded
pc.lockd startup succeeded
rpe.statd startup succeeded
ersion 3.0final (APM BIOS 1.2, Linux driver 1.9)
pmd startup succeeded
Initializing random number generator succeeded
Mounting other filesystems succeeded
rond startup succeeded
tarting PCMCIA services:
modules
inux PCMCIA Card Services 3.1.8
xernel build: 2.2.14-5.0 #1 Tue Mar 7 21:07:32 EST 2000

~
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connect from poseidon.oobako.issb.uae.ac.jp

onnect from naka2.oobako.issb.uae.ac.jp
connect from poseidon.oobako.issb.uae.ac.jp
connect from naka2.oobako.issb.uae.ac.|

onnect from poseidon.oobak:
Connect from pegw.oobako.
connect from naka2.oobako.
connect from naka2.oobako
connect from poseidon.oobako.issb.uae.ac.jp
connect from poseidon. oobaka.issb.uae.ac.jp
onnect from naka2.oobako.i
connect from naka2.oobako.
connect from naka2.oobako.
onnect from naka2.oobako.
connect from poseidon.oob:
connect from naka2.oobako.
onnect from naka2.oobako.
connect from naka2.oobako.
connect from pcgw.oobako

HistgramSliderMode

connect from pegw.oobako
connect from naka2.oobako.

connect from naka2.oobako.issb.uae.ac.
connect from poseidon.oobako.issb. P
onnect from naka2.oobako.issb.uae.ac.jp
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seRelation"
“PHRASE"

executing: "./network stop eth0’
executing: ‘'modprobe -r wvlan_cs’

vvlan_cs: Driver unloaded
su) session closed for user root
nput condition is: 0x10, exiting

Switching to
zetaka) Read request failed

: le succeeded
xfs shutdown fai
rw_killserver:cannaserver end

WordSelectMode
PHRASE

wvlan_cs: Driver unloaded

'su) session closed for user Foot
nput condition is: 0x10, exiting
Switching'to

zetaka] Read request failed

(NOT)

()

User godfather timed out after 00 seconds at Thil Ap
FTP session closed

Jost connection
FTP session closed
FTP session closed
Jost connection
FTP session closed

FTP session closed

FTP session closed

FTP session closed
out after 900 seconds

TP session closed
out after 900 seconds

d

FTP se: o:
Jost connection
FTP session closed
FTP session closed

FTP session closed
FTP session closed

FTP session closed
FTP/LOGIN FROM 61.900.6.51 [61.900.6.51], godfath
FTP session closed
FTP LOGIN FROM 61.900.6.51 [61.900.6.51], godfathi
FTP session closed

OGIN FROM 61.900.6.51 [61.900.6.51], godfath

Stopping keytable succeeded
xfs shutdown failed “ETP"

ioh close:
on closed
on closed
on closed
on closed
jon closed
session closed
FTP session closed
session closed
on closed
ion closed
ion closed
FTP session closed

Phrasefitertiode D] a
iRl .| 15, Ln-registering and
WordSelectiiode ™ ORD AL o]
Digestiode ] PHBASE’
FullScreentode
Undo =
e N FTPLOGIN FROM 61.900.6.51 [61.900.6.51], godfathi
Quir FTP LOGIN FROM 61.900.6.51 [61.200.6.51], godfathy
- FTP LOGIN FROM 61.900.6.51 [61.800.6.51], godfathy
FTP LOGIN FROM 61.900.6.51 [61.800 6 51], godfathi
FTP LOGIN FROM 61:900.6.51 [61.300.6 51]
"FTP"™ "LOGIN" LOGIN

AND

" Inetwork stop eth0’
'modprobe -r wvlan_cs’
Driver unloaded

FTPLOGIN FROM 61.900.6.51 [61.900.6.51), godfath
FTP/LOGIN FROM 61.900.6.51 [61.900.6.51], godfath
FTPLOGIN FROM 61.900.6.51 [61.900.6.51], godfathi
FTP LOGIN FROM 61.900.6.51 [61.900.6.51], godfath

.900.6.51 [61.900.6.51], godfath
LOGIN FROM 61.900.6.51 [61.900.6.51], godfathy
FTP LOGIN FROM 61.900.6.51 [61.900.6.51], godfath

rw_killserver:cannaserver end
emove [ftmp/.iroha_unix/IROHA]
d

fimeSpan

LogivpeColoriiap
HistgramSlideriode [
OutiineSliderMode |-
WeordFilterMode [>
PhraseFifterhMode [
WordPhraseBelation [
WordSelectiode
Digesthdode
FulfSereentdode

Undo

RealTimeldode ON
Kevword Editing

Quit

vitching to ISUEE0
witching to EEISUSEG
witching to IEUSENG

““WordSelectMode"

(AND) (OR)

“WordFilterMode"
“PhraseFilterMode"
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Shift

onnect from pegw.oobako.issh.uae.ac.jp
onnect from naka2.oobako.issb.uae.ac.jp
onnect from pcgw.oobako.issb.uae.ac.jp
onnect from pegw.oobako.issb.uae.ac.jp
onnect from pcgw.oobako.issb.uae.ac.jp
onnect from pegw.oobako.issb.uae.ac.jp
onnect from pcgw.oobako.issb.uae.ac.jp

onnect from poseidon.oobako.issb.uae.ac.jp

onnect from pcgw.oobako.issb.uae.ac. ]p
onnect from naka2.oobako.issb.uae.ac.
onnect from pcgw.oobako.issb.uae.ac. jp
onnect from pcgw.oobako.issb.uae.ac., Jp
onnect from pcgw.oobak

onnect from pcgw.oobak

onnect from pcgw.oobako.issb.|

onnect from pcgw.oobako.issh.| uae.ac. ip
onnect from naka2.oobako.issb.uae.ac.jp
onnect from pcgw.oobako.issb.uae.ac.jp
onnect from pcgw.oobak uae.ac.jp
onnect from pcgw.oobako.issb.uae.ac.jp
onnect from pcgw.oobak

onnect from pcgw.oobako.i

onnect from pcgw.oobako.i

onnect from poseidon.oobak:

onnect from pcgw.onbak

8)
GUI ( 1)
GUI

GUI

keywordl Feywordz =
root
refused from

| 1

add | modity [ detete | HidesShow titles | Quit |

11: / GUI

onnect from kiko—pc.oobako.issb.uae.ac. P
onnect from poseidon.oobako.issb.uae.ac.jp

onnect from naka2.cobako.issb.uae.ac.jp
pcgw.oobako.issh.uae.ac.jp

“Post Mortem"

"Real-Time"

"Real-Time"

"Real-Time"

“Post-Mortem"
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(

12)

12:

GUI
6.
6.1
Linux
Solaris
HP-UX
Apache
6.2
Tracker

13)

Cul

Tracker

syslog
syslog
syslog
access_log

()

SEER Tracker

Tracker

(wtmp  utmp)
(wtmp  utmp)
(wtmp  utmp)

error_log



6.3

6.4

(

setakany LO!
for user ot by 2813k 10010)

N0

cqps-21.86 12 release) 43 Tue o

Tz

(555 o cogo, 412 reserves, 1436K ol 44 1)

14 : SEER Tracker

( 16)
Find

Tracker

Tracker

BEHE [failed

Find

16:

GUI

( 19
nj_
12|
13
14 EW‘I?E:DDNM
Flis[
16

wewlan_cs: Registered netdevice ethi

wivlan_cs: MAC address on eth is 00 00 ¢35 09 2d &f

wlgh cs: Unrecognised card, card return vendor = 00002, please report.
ivics: T Smobhoieorl ctoet ot 0°

wvlén_cs: Unrecognised card, card return vendor = 0x0002, please

L

Starting keytable succesded

sendmail startup succeeded
rhm ctartin eneraadad

15:

6.5

Tracker
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url: http://www.seerinsight.co.jp/
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