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E W, BEIOFEEITHERTE 215, HEEE - BEIERE CEIENHE,

B RIRTFIE OPCUA Ak IZBA, BRI L ICHER - REORRENH D, RE LM
DEBEERTIEMNTIT>TH Y. BERROELITAETIEA L,
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k] =B
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LAY &L THIERE
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HAL DB D A& R
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v A LARIEN DT L EH
QBRERDIRE Sign & Encrypt (BL +#ES None (EE{R:#) VI EETZR DRSS .
(B4 - BS1b) 1) MEFE~DBS, 85
BETE B B EE
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W, [EFBRZEFTEIHA X e| [ESLTuidhrsie]| &) B0 FRIZR+9
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BEINTLWBIRRETT,
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IREFHE R © BEIZ T AN OFF BF D ZE)
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EELFOEE
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FEEDI- I L. KETOFFICRELEND——E WD DL, ERBREBTCHHICEZYE
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OPC UA ft#k (Security Model for Administrators) (. GERREEEDERAL NIL%E 4 ERBED Tier
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10.5 DoS ¥ ——O0PC UA BATIISFY YN LBl &, Zoxdausét
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500 TY, RIBEEM. AR X —DRSFEE. U E— b XY TF 2 XEROFAR. LI
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OPC UA Il OF] &35 HERRBIEN 1C £ 2 BAEIA -+ ICHEaE L 7w < 4 B,

N STRERIEAE# L WIGE DT

frit

o HIHRETOOISNEFR : Hih - WK - BBRER - AREZ [PIAEER] ICREHL.
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o HAMUBEAIVYIFRAY O EXAAEROH ST FRA > MIFBEELEAIC L.
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BLES, BFEVRTLICOVWTIR, MELBEREERXA I VI 2BER, BEEDOE VE
B OEBERICEIT - RBELLET, Classic 2% 35415, ERBEA. R, HEFH. REL
BHZEEL£T,

BN LT RTCETEICARIMNEETH Y A, £TIXRERNA OPC Efi % 3 HFRREE,
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01_OPC_UA 5k - {8 A~C % Excel T B BT 2E/-55E7 7L —+h
EREEAK

02~04 (L EFFHH . AEEAE. BE - IARREZLEICIS U CRIEY I 2
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TYRNGERAE LN E L BZFRHAOESHEER, AV TELEHCHICHKE
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BHROBEHBEHAEDE T AT LLEERET S 7 70 —F, OPCUA %
EDIEN. 77AT 74—, SIEM BREABHAEDES, (—5F 105)

Trust List ((S#Y R b)

BEREEETIEF (V74T bEREY—1—) OT Y XILGEAEE B85
LTHELETA YR b, URMOBEFAILOEERIZESSNE, (053
B, FE8E FI9E, F10H)
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EXSEEN—E

e CISPA (Alessandro Erba ko @#f%%) [OPC UA Rogue Server Attack PoC]
https://publications.cispa.saarland/3421/
e MITRE Corporation [MITRE ATT&CK for ICS]

https://attack.mitre.org/matrices/ics/
e OPC Foundation [OPC UA Security Architecture]

https://opcfoundation.org/security/
e Microsoft [DCOM Hardening (CVE-2021-26414) |
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26414

e Toshiaki Honda [Industrial Control Systems and OPC UA Research on encrypted
communication monitoring and inappropriate command detection |
https://nitech.repo.nii.ac.jp/records/6967

e B. Farnham, R. Barillere, CERN, Geneva, Switzerland [MIGRATION FROM OPC-DA TO
OPC-UA]

https://proceedings.jacow.org/icalepcs2011/papers/mopms025.pdf

e Tom Hannelius Mikko, Salmenpera, Seppo Kuikka [Roadmap to adopting OPC UA]
https://ieeexplore.ieee.org/document/4618203/
e WOONGGY KIM MINYOUNG SUNG [Standalone OPC UA Wrapper for Industrial

Monitoring and Control Systems |
https://doi.org/10.1109/ACCESS.2018.2852792

o IEC (BBESZEERZE) /ISA [IEC 62443 ) —X]
https://www.iec.ch/blog/understanding-iec-62443

e NIST [NIST SP 800-82r3 (Guide to OT Security) |
https://csrc.nist.gov/pubs/sp/800/82/r3/final
OPC Council Japan, Technical Committee [OPC UA @t F 21U 7 4 IR & SERAZE D IEF |

https://jp.opcfoundation.org/
e HAOPCHESR i [OPCUABRETLDEREAA T4 N=2 32 1.0]

https://opcfoundation.org/wp-
content/uploads/2025/10/library_whitepaper_UAInformationModel_r3.pdf
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https://opcfoundation.org/wp-content/uploads/2025/10/library_whitepaper_UAInformationModel_r3.pdf

European Commission [EU Cyber Resilience Act]
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act

OPC Foundation [Whatis OPC?]

https://opcfoundation.org/ja/about/what-is-opc/

European Commission [NIS2 Directive: securing network and information systems|
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

OPC Foundation [OPC Unified Architecture - Part 2: Security Model|
https://reference.opcfoundation.org/specs/OPC-10000-2

OPC Foundation [The OPC UA Security Model for Administrators ]
https://opcfoundation.org/wp-content/uploads/2014,/05/0PC-
UA_Security_Model_for_Administrators_V1.00.pdf

OPC Foundation [OPC Unified Architecture - Part 4: Services ]|
https://reference.opcfoundation.org/specs/OPC-10000-4

OPC Foundation [OPC Unified Architecture - Part 8: Data Access ]
https://reference.opcfoundation.org/specs/OPC-10000-8

OPC Foundation [OPC Unified Architecture - Part 12: Discovery and Global Services|
https://reference.opcfoundation.org/specs/OPC-10000-12

Microsoft [KB5004442 - Manage changes for Windows DCOM Server Security Feature
Bypass (CVE-2021-26414) |

https://support.microsoft.com/help/5004442

Microsoft [Microsoft Lifecycle - Windows Server 2012 / Windows Server 2012 R2]

https://learn.microsoft.com/en-us/lifecycle/products/windows-server-2012

https://learn.microsoft.com/en-us/lifecycle/products/windows-server-2012-r2

IANA T[Service Name and Transport Protocol Port Number Registry - port 4840 |

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-

numbers.xhtml?search=4840

Industrial Digital Twin Association (IDTA) [Asset Administration Shell
Specifications]]

https://industrialdigitaltwin.org/en/content-hub/aasspecifications
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