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SWG (Secure Web Gateway)/CASB (Cloud Access Security Broker)
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1.2.¥0 F 5 X FER~OBTICBET 2 EEFTEI»OR 252

Yo kTR FER~DBEITICEIT 32 EREIC D\, Fortinet 1. Microsoft . PwC
thoWEELRICIC, BITORNP, BEEL o TWAHEICOWTHUTICE LD 3,

& Yol JzxboEENELBTRE
Microsoft 125 2021 FFICHHBE O * 2V 7 4 BEREEZE 2 W RITIT - = FECTR
E:kE, HA, FAYV, =X+ 707 /22— =5 F)TlE, 121328 (96%)

N b TR MEK~DEITHAMVETH B LEEZEL TS, 72, BITREICOWT
13K 76% DR BATZIRD T3 (5 B 35%IL5ERITEATHE) LRI L 7=,

Very + Somewhat » 96%

Very critical

s /6%

Zero Trust
Implementation

Somewhat critical 1%

35% Fully implemented

Not very/at all critical ~— E———
4%

@ 42% Implementation in progress

K 1-1 Microsoft #Lic X 2¥u b 7 X F DEEH(E) L BITRE@ ) oW TOFHERKE
(M8t Microsoft Security, Zero Trust Adoption Report(July 2021), p8, exhibitl, p11,
exhibit 5)

ZDET 5% K OMMTER 7 A MEE~DBITHEA TS X ITEL S, L
2> L Microsoft thic kX 5 &, ZofiRIIH TCHCFHMIC L 2dDT, ¥u TR
FORBAEICOWTEAL C0 24D H 0. BITH L HIE L Mo 5 b EEU
FEEICX B P IR OMRERATECWARTIEAVETIRELTWS, 20-0HE
BROBATIRIIZE 1-1(6) 12 &&m < 13, REFEEZERL T 3D % v,
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Fortinet #1723 2022 FFiIc/ AR L -HFE PO F 2V F 4 HFAFK PV AR Y — X —%
WNRIAT o 72FHETIE, v b 72 MER~OBITICH 720 | £ 8 Bl HE L X
ZRERLTWR LW ERPH TV S, ZONK50%1F [&CTHEEL W] THREICHEL
W] LT3,

17% 32% 28%

Difficulty implementing zero-trust strategy in an extended network
Not difficult at all  [ll Not very difficult  [ll Moderately difficult [l Very difficult Extremely difficult

1-2 Fortinetftic X 3¥ e } 7 X MER~DOBITOE L X IcBHT 2 RERE
(HiH#4 : Fortinet, The State of Zero Trust Report(January 10 2020), p7, figure 7)

F72, BARRICER L 23 ICET 2E TR, ek YY) a—va v ERORVE
—DRM, FEOAR., £ru t 72 FATICET 2 HEA R LALICZED 5 72,

Yo b 7R OMEERCHEHOAA LR ZRET IRV EA—DRINC LY, £F 2
V7 4avR—%v FZLICHEALLMGER. a0, FHEaNEY Y a—vave
o TCLEHIT BB S & Fortinet fLIFFIRL T3, IFXFEFhYVa—vavr
MAELTHETLIEr P 7R MERTIR, &YV a—vavodEfoledains
TRICODERZILD R TN R D 7R\,

Lack of qualified vendors with a complete solution 24%
Lack of budget to make IT changes right now 19%
| am still researching how to implement zero-trust strategy 13%
No central network and/or security strategy 1%
Not enough information on how to select a zero-trust solution 10%
Still too dependent on traditional VPN 10%

Manpower/resources 7%

Organizational resistance across IT teams 7%

B 1-3 Fortinetthick 2¥w b 7 X METORICER L 2R E B3 2 A
(Hi# : Fortinet, The State of Zero Trust Report(January 10 2020), p7, figure 11)
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(K 1-4) Th, ¥a b 7R MER~OBITICBT 2 EPEEEICOWTT v — b
BTz, Z DR, ¥ 85% DM 2 L & o EICHEE L T v, BRI
LT IPE] ¥t 722 MBTIET2HEARE] CERT 2HESETS
N7z, T OFER I Fortinet OFfE LML T3, — 5T, BEEI I TRVve
wo BRI, R LTy ol EE ST 2 k0% WENFFEO D TH S LD
U 72, BRICE2ECHLHAT 32, ¥ IR FDLHIICEHL DY Y —RE2HEHS
LHEE % T 2 1cid. BEEH O SHME LIET 2 L8N EETH B,

RIK(CHI=DEEDRBEDER RR(ICHDEDRICPEEEE RO RE
E=F (HEMEE | n=287)
(BE—[E1% | n=338)
RO (BRI - A -FE) N o
Sanerracers NG -
_— B BMRNEBNLL o
5 Lidiimiod BT
15% BRIBR (SRT A 1-H=—X) - 25.1%
HTETLRN
ETHBROEOAED - 20.2%
DMSTRN
el O e
BN S E BEENEHHTAL

85%

ERGETHRHL <D - 14.6%

Toft | 1.0%

B 1-4 PwCiticks¥w 7 X MBTOBRICERL 2E BT 3#E
(H{BLIT : https://www.pwc.com/jp/ja/knowledge/thoughtleadership/zero-trust-architecture
-survey2021.html IZ50# & 7z X5 4)
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PwC 03K L 724 F o€ r b 7 2 M IcBIS 2 HRENNICE b Nz iR A2 i L -
Tvr—1FTlk, 2R TCOHE CHYEFEOMMRENFTVIZEREZ RN FEOLND
TEDRINT WD, F-Z20EFvF ) 74 BAcl, DX e 2 X+ HIH
Lo ZIEHTHEETH 5, MoHELE»E e + 72 b o& & 3, BRI

EDEI AV v b fFoN, TNERBT 2720108 D LX) RERDPMLEIR S D
R EYNTHEE L, HEET 2 0HL D 5,

BESNEHRDLEE esE= n=130)

e 52.3%
DX DHEHE - Z AR 20.8% °
WEHDER 8%
., 333%

2ro—ryr, N o2
Y —
TF2YUFTA DI MR 34.0%

I 16.7%

33.8%
HEEMOE E 14.9%

B — s3.3%

— R

LT X )

DR/ REUKE ORI 29.8%
A 27.8%

A e, 30.8%
T2 23
VST FR T A DIALE 36.2%

P 27.8%
I, 24.6%
REMNEEFIUS 1

W EIRE T B MADAIH 191%

B 5.6%
I 18.5%

Ry hD— D AROER 12.8%
R — o78%

12.3%
SEB DR ED

ISR —S 3> E L 6.4%
16.7%

B B (CHRP|TEZIREERBRLUTLVS (n=65) BEEBRL TS (n=47)
B =E#4->TU13 (n=18)

B 1-5 PwCiticX 2#H4EFEO¥ R + 7 X M EEEOEEEICET 3RAE
(HHEIT ¢ https://www.pwc.com/jp/ja/knowledge/thoughtleadership/zero-trust-
architecture-survey2021.html)
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