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. N [4 linclusion: @& . G ENHLD the email including a malicious macro
include ZEL [# linclusive: < C&& AT EEODHD~ I E G AL
steal sensitive information
steal TRl B S T
exbloit (MeEath) 2T ET A [4 Jexploitation: (554 29<) B actively exploited vulnerability
P (&)= 271k (@—F) [ 7% ]exploitable: M Al HEZ: AQQE I[P oY WY ECE R
release ~EAF A RLORRICT S updates released today
(4 ]GEFET s T L0) V) —A ARV —ASNTT v 7T —h
target ﬁf@@%&% [7% ltargeted: JHpiLr-, BERITOD %%fg;;jggck
. - = - the bug allowing attackers to execute arbitrary code
allow %ﬂﬁb&‘éﬂé\ EtFEIT;‘ZD [% ]aHOWhSt. AP UAR W%%&\z{£%&®:{“‘]\‘£??%§$—g_/\7
. . R provide detailed information
provide EREETD (4 Jprovider: 7w/ 44 S AR B
create ~ BN [4 Jcreation: 1ERK create a new account

[4 Ycreator: 1ERHE

BT 0 MRS %

compromise

AT LRE) BRETD

[4 lcompromise: {25

compromised networks

REINIRY T —2
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. N, FBI warn of...
warn ~EEETD [# ]warning: &% BRI 28~ ml T Ty %
enable (B e/l %) enable macro execution
B T5, FIRBIZ % ~aDFEATEANMET D
. L ELEE exposed customers’ information
expose ERETD [4 Jexposure: #&i&. A5 B X 7 O 4
A A A 7, ﬁ t d i
affect ~CHETD [J¥ laffected: §%8% %1} 7= PN N
. ey < the problem fixed in this update
fix ESRHESAN EEETS 20T YT = NS
claim ~L EIET A the ransomware attack claimed by REvil
(CESLENE >3 REVI IZEDbDESNDL T AT =7 KB
. e [4 Jcontainer: =27 documents containing malicious macros
contain ZEl [4 Jcontainment: HUiA®D HEOHLVIOE G E
N . force to pay the ransom
~ = .
pay BRI, (EERE)ZHS [4 ]payment: SZFAU> B A% LD A AR EE
. ) - deploy ransomware payload
deploy ZEETS, BRETD [4 ]deployment: Fififi S A T DA — R RIS
state ~LRHATS [4: Istatement: 7] the report stated that ...

(4 LIRRE,

WEEIZT~EEPNLTND
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. — = S confirm a data breach
CcO nf|rm %%W'—A ‘3—6 [Zl ]conﬁrmatlon. ﬁﬁmu N ﬁ\mu ’I‘%?E(ﬁﬁj%ﬁﬁ%ﬁj‘é
. . prevent attackers from accessing the network
prevent TS [4: Jprevention: Biik. B T8 L2 17 %oy NI — 21 T 1 25 L
: —_ = . s ST r e publish a list of the affected products
pUb“Sh ’E%ﬁ‘?‘f)\ H:llﬂﬁ‘a—é [Zl IDUbhsher. %TT%\ INTVox ?ﬁ%‘%ﬁﬁé%%@UZ]\%{&i‘%ﬁ“é
- [4 ldetection: %0 the attacks were detected and stopped
detect RIS [ Jundetected: ATl 7> RS S R L
. i T [4 Jrequirement: B4, MBS this update require no action from users
require ELRETDBRTD [ Irequired: 2410 ST 9T F— NE 2 — DR LB LA
launch ~&3NH EF3E, ~&BLETS [ %) ]relaunch: F-RA launch a new instance
(4 1BR%4 [4 Nlauncher: 7> F v — BILNA L AS A% BT %
block ~%§@%‘?-§-5 block malicious requests
(417 a7 Wk HEDBHDL) 7 T AN RS
~FRfT5 s offer free anonymous hosting services
offer [ 1L 3 [ Joffering: #1:£% NI 4 R AT (27— AL RS2
~ZH - reveal the technical detail
reveal ERBINTS FE AR PR I
[4 lidentification: 755! donti hori
identify ~ BT [4, Jidentifier: 28| 7- identify unauthorized access

[7% lidentifiable: #%%!I FTRE7R

FFAEN TN RNWT 7B AZ K ETD
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leak MHT 5, —ZMHIE3 data leak site
[£& )UERO) R H., V—7 WATZT — 25N DA
[#4: Jencryption: i 51k
_ - [4 lencryptor: B 57" 17 F All your files are encrypted.
encrypt LTS [/¥]encrypted: 5 5{bZ47- T RCOT 7AMERE S b STz,
[# Junencrypted: B 5 {L.S7L TV 7
R B (4 ldecryptor: 1557227 T A try to decrypt the stored passwords
decrypt #EHTD (4 1decryption: 1 % IRAFSIL TV S AT — RO BAR S
gain ~%BETH gain initial access
€2 LIVE W7 7 e A% ST 5
. BN . N = e disclose cyberattack that impacted customers
disclose %Ai‘é‘é\ %ﬁ#‘é [% ]dlSClOSUI‘e. {L\?E\ ZREE EE%&C%%TZ)#/W\“—IJZE%/A%TZ)
base ~FFEMLTH, ~ITHES based on the behavior
(4 1385 L, F3K RAE TSN T
execute ~EFEITTH Ef%élgigggﬂltff execute arbitrary code
FATAREZR, AT 7 AL EEDa—RE2ETT5
L [4 Imanagement: & # manage the devices remotely
manage =HETD [ % Imanager: ~ % — Y+ — S R T
address (MR 728) 1Tk L35 a security update to address a vulnerability
(4 MEFT, 7RLA WEss R AL D720 DR X2V T 4T v 7T —h
ensure ~BREEITT D ARTETS ensure all the networks are secure
— N R

TRTORYNT =R EX 2T ThOLIEEIRFET D
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: Ny e Ca NP phish the employee’s credentials
PR 5 LR . o - FE it is worth noting that ...
. . =y track the threat actor
track B3 [4 Jtracking: iBBfF. Fo v BT R — B S
. . . e deliver malicious emails
attempt ""E%}Qﬁé attempt to disable real-time detection
P [4 1342 VT LS A WO A A2
operate ~EEFT . BB Eﬁ }ggg;:ﬁg}:éﬁﬁé {/Ef;\(’[/»_yb_ users who operate with administrative privileges
. : H. pts < i N,
[7% Joperational: & D | {EEkD FIA NI ORI o= —
. . s . ) they were involved in the money laundering
involve &AL, BREEDS [4 linvolvement: B 5- o1 Rt Y B LT N
PR T ” hEs . kill all processes related to the malware
relate (CBEY D [J¥ Irelated: (L 7= AT ICET 5T R TOT e AE K T T 5
. . o [4 linvestigation: A% investigate potential threats
investigate ERETD [4 linvestigator: FH4& 5 BIERIR BB OW AT S
_ . [7¥ Jinsecure: 224 T\ .
secure BPEEITTD [ Junsecured: 5% = U5 ¢ %t D721 how to secure your devices

[B)&47e, BXaT 7

[El]securely: 241z

IR DT NAAE LT DIk
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. s b e we recommend the following measures
recommend EHELR D [4: Irecommendation: #&)%5 . #E# VTR VB 5175 - AL
contact ~k%ﬁﬂ'@‘5‘ HETD Do not try to contact the crooks.
[ 44 J22fil IR LHEARL LD L LR TLIZE WY,
. gy APT s . S disable unnecessary functions
dlsable %/n\)d]{kl‘a—é [ﬁ/]dlsabled. ,n\)(jj/ﬂﬁéj/tfx—\ &Bﬂbfp K%‘gii*&ﬁ%%ﬁ&j}'ftj—é
~ BRI . A accidentally deleted an important file
. - . . . the bug exists in a third—party library
exist FETS, TTICh? [4 existence: 777E., EAE FONT I — R T AT T 1D
. . [7% Junexpected: THAL 72\, 225K they expect more victims to appear
expect ETHITD, ~LHETD [ &Il Junexpectedly: v 73 177e< Z25KIC FOZL DY EBRNRNDLETFHESILTND
link ~LEESIT% IP addresses linked to the campaign
(4 1B, Vo ZDFY = ZBE# L7 IP TR A
: I e it failed to patch the vulnerabilities
conduct "*%?'?115 conduct attacks on corporate networks
(4 117% XY T =T ~DEEETH
distribute ~2E TS [4 ]distribution: Fli%k, 534f distribute malware through websites

[4 distributor: & A AN E 2 —X%—

Web A ZiBE T~y =T 2l 95
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5 [4 Jobservation: &L, %= observe a new distribution campaign for malware
~ I N - . L
observe BT BT D [ lobserved: Bl FL L =7 [ EEF L~ R RS
urge ~E~FB LD B TS [/ Jurgent: B2D urge orgs to patch actively exploited vulnerabilities
g "R [4 Jurgency: 557 SN METIEDIE E 4 BT 25
. ~l . . the most impersonated brand in phishing attack
impersonate 2209 %d [#4: Jimpersonation: 7209~ FEL Tt U B LT 5
. B [4 + 7% ]advisory: 7}“/}‘4’“&29— (D) Wcistrongly advise deploying the latest patches.
advise ERETS. B0 [ Jadvisor: 7 << RO <5 Ol I BB LET,
- e & one issue that occurred due to these fixes
occur b [4 Joccurrence: &7, Hisk= = NS OIETE o ] L3 L7~ F
displa ~ERNTH, BRTHD display fake phishing login forms
play CAETN T BDT 4 PRI AT DEFETT S
focus ~IZERTAH ERAEYTS the attack doesn’t focus on specific organizations
(4 1AL ol Z DBRITHRFE OMAEAIL > TOD DT Tl
d . L N e[ TSN T Ayt determine if the email is legitimate
etermine ~ERLT D, AW D [4 ldetermination: /& TEHLOD A LS 7 E 52
post "*%’f&ﬁﬁ}_’a—é avoid posting your full name, address or phone number
(4 15 AL AL RS 5 DR ZRET 5
consider ~BIEZB, [4 consideration: & &, #iEt consider using stronger authentication

BETT 5. BE TS

[/ lconsiderable: 73720 D

FOIR D FRAE ST N RFT 15
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_ At . S s resolve the issue affecting Internet connectivity
resolve ZRRRT 5, A RIRI T2 [4: Jresolver: (DNS @) U/ /L3 o B I B L R AR S
~%EFRND . P force to pay the ransom
= Z — o Z 7 5
force [ 13t ) [ Jbrute-force: #7290, #3172 HREDIHN ERETS
. P obtain access to the victim network
obtain TR Wi D NI — ) DT I ARAD
: ~%EHRTD G — S You should monitor your financial account.
monitor 4 T, B Ui Imonitoring: L, =207 MOk TR T
~ZEETD : : L
Beh A zilert them via gmall on new incidents
alert E%}gﬁ‘bﬁift LAV T U NMIONWTA— LTGS2
CHRRAN 77
analyze ~ BB Eﬁ }:ﬁ:ﬁis]ﬁfﬁ ey collecting and analyzing the information
[4 Janalyst: %TUX}\ fir OISR
: ~LBERTS N TN the IOCs associated with the ransomware activity
associate U] [ Jassociation: ==, $k ZDT A L= T OIEBIZ T % 10C
~ZBATS ” - _ abuse a known vulnerability
abuse [ A AIEAT % [ labused: Bz BEAONET 4 T 52
. ~ N J= . e e once the above measures are implemented
implement ERETD,ETTD [4 limplementation: 5% 3247 LT R LT R 25— S U
infect ~ RS, [4 Yinfection: JE&Yx the victims unknowingly infect themselves with malware

[/ linfected: &Yl CTW\5

WEH TSRO BHIZA S T Ay = TIERSETLED
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- _ i R g to mitigate this issue
mitigate BT D, BFTD [4 Imitigation: #EJsk, K&Fn = ORI AT BT 17
bvpass ~%=ZFMET5 bypass MFA using remote access tools
P [4 L3l /3q/32 VE—T LR Ao TS BRI

highlight ~%ERFT D highlight risks related to social engineering

(#]HE, REZA V=X NI =TT BE T DU RS BRI D

gy N append the .hoge extension
append ATz 3 hoge JEIE A BT

. i3 . L notify law enforcement of the incident
configure ~EBETD E%}?&iﬁ;ﬂ?gﬁﬁl F‘%ﬁ/ﬁ&%@f%&ﬁﬁ"é configure various system parameters
) N = 85 R L=
[4 Imisconfiguration: 5% EIA BRA2 IR0 AT DSTA—LERET D

Eoh = . . restore from a backup created before the malware was installed
restore ZEIBTS TR T [# Irestoration: 1M, 75 I T LRI S T T I A2

1 . e Tk "Hogehoge” the firm argued.
argue LEETS (4 ]argument. EsUENE T NGIE Z D2 HE Mogehoge | & EIELT-,
describe ~ LTS, kB [4 Jdescription: 2ok, ZHT () this repoort describes t\hLe e\\/asioAn\ techniques

> \ ZOVR—MIBEERETFIEZHHL WD

generate ~EERTD, ALEED [ 4 1generator: =R —&— generate the unique identifier

—EOMAF 2T D
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. s [4 lavoidance: [m]3kE how to avoid getting phished
avoid 2D [7% ]avoidable: #ET 515 T4 T O EEZRT DT D Ik
belon ~CBTS networks belonging to critical infrastructure company
9 = HEAL 7T ED KNI —2
_ [4 lindicator: fB%, A2 —4— as its name indicates
indicate ~%RY, BRTH [## lindicative: ~ZRL T3 DA TR LD
[4 lindication: Jk{z =
o e [4 Iresponse: %, s respond to sophisticated attacks
respond HITD. IETD [ 4 Irespondent: [FI2 % SN BBSXIE T
hide ~ERET [7% Ihidden: f&ohre, B e e g
recover ~%EETS [4 Irecovery: [E1f e A tooover tho Tunds
_ — [4 lsuggestion: &% as its name suggests
suggest ERET DRI D [ |suggested: £ Shi- DA RET B
. 1 [4 Jinformant: & #iEHLE inform the customers of the data breach
inform EREED [¥ Jinformed: %17k 15\ V7= BT — 2R 2\ MOVl 5
. N e [4 ]commitment: K93, 29 commit fraud and money laundering
commit ORE) T ~BRRTD [ ] committed: ~Ic 0L CL 5 PRk R S YL DIRE I
rely AR B, ~ BRI S [4 lreliability: {255 ME rely on cloud services

[ ]reliable: {E4EM:DH 5

ISR Y—E RIEIET D
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. _ - [ 4 Yverification: iEE verify email addresses
verify EHREET D [J% Junverified: HaESFLTY V2L A= VT RLAZRREET 5
. _ [4 ldisruption: T, Ak disrupt the company’s services
disrupt ERBISED. BASED [ disruptive: fetfirs BT —CRE WSS
~ = pushes a notification to the user
push ZRLHT. BET5 P R A R E T
charge ~EERTH ERTH arrest and charge the criminals
9 CAE TN JERH R, 555
limit ~%[RETSH. BRI [ 4 Nlimitation: FRSR. IR limit access to the internal assets
(4 IBR S, HiIBR [ 7% llimited: BRESAV7Z, BRIEHI72 WERE FE~DT 78 A% IR 45
switch ~EYEZS switch focus on new targets
(4 JisHe, 21> F BIUWERINEE X D
register TR EET S [4 Jregistration: 4% the domain was regAistered by someone else
9 & e ZDORAL AN L > TGRS LT
oo _ [4 Jmaintenance: #E&F, 2 f maintain offline backups of data
maintain ZHERTTD. BT D [4 Jmaintainer: A5 — F e HDF TG NI T T 5T
- "~ e utilize third—party packages
utilize ERATS [4 ]utilization: FI| /1] PR =T D — %I A5
establish ~BHETTS [4 Jestablishment: fe <7 . H4[ establish persistence and perform lateral movement

Kt e ESL L BURBAZATO
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wipe the hard drive

wipe (T —5728) ZHIBRT 5 [4 lwiper: VA3 — (F—ZHIbr~1Dx7) N R4 ZIRTAT DT — 25
. LS . s mgdify the dgfault configuration
modify EEETD [4 Imodification: 28 5 F o LN DI AL 7
triager ~DE>NNTFERD an issue triggered by last month’s updates
99 (4151 %4 NIA— B OF v T T — TR LT
. e N R 13 [4 Jexfiltration: (7 —# D) FFHHL ., fiiH  |exfiltrate sensitive files

exfiltrate (727 l) BEPRMSED 10 birated: HHILY HE T A LA S5
~THIONRT = S Y. prompt the user to click on the “Enable Content”

prompt (¥ Lk . HEEOD [ lpromptly: (=, RIS N MESE ) ¥ [ AL e PS5
_ . . the attackers embed login forms into their phishing pages

embed THHALe, DAL UREH (1T 47— A0 T AT e DDA TS
SIS ) SNk seek access to the company’s environment

sz . . N this attack has expanded to other organizations

- . > i engage in phishing and other kinds of frauds

engage WCHEDD, ~%ED [4: ]engagement: ) R e A A e

replace ~ B~ CEVER S [4 Jreplacement: B0z . iz replace outdated standards with newer variants

RPN D ZEHEZHT LB DIZIR A Z D
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seem ~LBbILD [il)scemingly: fiizr2nik, e bix TS version doesnLseem o be affecied
demand DEERTS [ Jon-demand: 77~ K00 demand  ransom payment
defend ~BT i Ldetonder: D deend - commere vebsies

(% defensive: B> w5

Riad ik i o ol s
pose TEEST bt Mo e

~ — P RAN RV A b T
promote | ~#lEHETS [ vl Wit R AR T LR
emerge e e [4 Jemergence: 1% cmerse I 1he evhererine space
trust E%%EETZ) [7% Juntrusted: {5 C&7z0> Qo???ﬁi%é%ﬁiggggg gloe) .
achieve ~EERT D WETS (4 Jachievement: i, & s n secaation
coordinate ~% TS, T LiFB [4 Jcoordination: 4% . 134 a joint operation coordinated by the FBI

FBI 233H2E L 7= 3 [ /R
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aim ~#%J85, BT aim to prepare security professionals
(41, B X2V T HMEOFRAE BT
. . .. g a sample submitted to the VT
submit ZHRHTS [4 Jsubmission: #2H! VT (T8 H &L B
admit ~%TWHD. AND [4 Jadmission: A2 . A%, ABared admit to being a victim of a ransomware attack
S PO I TP LY T YRR T I ERDD
~IZBfRT B y ARG this incident concerned criminal activity
concern CAITENTE [ Jeoncemed: FAFELCL22% ZOA TN R BB 5
.. am TR NP NN inject the card skimmer into the webpage
inject EHEATSH AENTS [4 Jinjection: VEA, AoV =ria Web e R 23— L5
[4 ]allegation: E5E. FRLALT . o
allege ~LEHETD [ Jalleged: ~=4 vHiCTL % b e
[Fll]allegedly: (52 5315EZATIL . =
[4 Jautomation: H &L
_ [# ]automated: B @S- automate crawling of the websites
automate ZHBIETS [J¥ Jautomatic: EI®0>. F B Web (ko sm—Y2 7 % BB
[&]]automatically: B EFIIZ
~%ATH . purchase products from fake websites
purchase [ 1A [ Jpurchaser: fif A PR ARG AT AL L £5
A S . oA th t luded
conclude ~LHEROTD [4 Jconclusion: #& %E%%E?gg#\%%%%};fb %
demonstrate ~Ft . TS [4 Jdemonstration: 1 the video demonstrated the exploitability of the bug
AN N R . ZS

T OENE N7 OFE M ATREMEAREA LT
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- S T the servers are located in various countries
locate IZES [4 Nlocation: $57T, FTfEHl FDH U b DI B XL TN
request N’Sf%*'@‘é\ BETS this appcreq\uestS too many permiss\\ions
(4 1255, V=2 ZOTTINERTHHFANELTED
; . . . . seized 10 servers used by the threat actor
selze ’Eﬁ'ﬂﬂ'@‘f)\ &@U [ZI]SGIZUI‘G. WW %@77&~ZP{%%LVCU\7L\: 10 @#—/\—%}Eﬁﬂbf:
~ = [4 lhandling: #%\ >, #21E handle personal data safely
handle it N L [ 4 Jhandler: /~> KT — (PN T el et %)
combplete ~E5ETTH [7% lincomplete: 554272 complete the sign—up process
P (120, 5ekte [#]completely: 542 BEDOFREEAE T 5
. ~FRET., LGRS . e e review the incident response procedure
review s TR, il Vi Ireviewer: =7 AT RGP R
R [4 lemployee: TEEE the samples employed anti—analysis techniques
employ LR BRTD (4 Yemployer: & 1.\~ & AT B A0 R S U
. e [4 Jauthentication: F2EiF identify, authenticate and authorize
authenticate RIS S [/ lunauthenticated: FRFAESIL T 2W ikl FRALE R I &ATD
search ~%B3, RETD search for available papkages
(4 1SR, /R FIH A RE72\ r — VB R T 5
invest ~ BB [4 linvestment: #%& invest millions of dollars in promoting its products

[4 linvestor: &5

B OWAEDT- OB E TRNEE TS
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crash ~FET A 759 a2t crash the device firmware
[4 ]CEE -7 sTLD) 7T = FORLAD T 77— N7 =T Z 45
range ~hH~IZ kS5 ransoms range from $ 100k to millions
(4 14aPH HRAOERET 10T RADLEE TR K 5
extend ~EPIRT B, LT Eg }zﬁzggoﬁ%&éﬁ YLAEREHE extend macro protection
[ lextensive: [\, [t ~7uETARER LR TS
~ s C e extort their victims multiple times
extort BB, $TVERD [4 Jextortion: 38, W40 W T L
~ T enable and enforce MFA
enforce ’Egﬁg‘ﬂ“é\ %ﬁﬁj—é [Zl ]enforcement. inT %%ﬁéﬁﬂﬁ%ﬁ’;ﬁﬂ: . 9@4%”‘3_5
~LFHET 5. RELD g rated as “high” it
rate L Tl i Irating: £Fl, ft5s PRAIIE T LIS AT
advance EHT5 [4 ]advancement: A, J& Advanced and Persistent Threat (APT)
[4 1A, A [## ]advanced: #4097, 3B 15 TR 70 18
direct ’V%EI‘EHE‘TZ)\ ~~EBNTS EE }gﬂ:ggtig: ig?;‘ J7Te users may be directeod to fake support desks ‘
[ )i (5 directly: FrEEL 2P —=REDPR—FFAZICRNSNDBZ D DD
e BYRA : [4 lattachment: an attached ZIP file contains DOC file
attach WSS, BOMTD W (7 AV), T HyTF Ak WS ZIP 77 AMZIE DOC 77 A RASTINS
authorize ~BEATS. RS 525 [4 Jauthorization: 27, A make sure only authorized users can access

[# Junauthorized: 2RI &IV TRV, FRIEZR

HFRIEN T — =PI N T /A TEAIICTD
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. ) 7 . e ze{ro—qlay vulnerability
vulnerability Heg5 [ lvulnerable: fifi557e BT A MEgsik
N [#)]threaten: ~% %4 threat intelligence
threat L [ /¥ lthreatening: #i3% BIAL TV 2 A
. threat actor
L— — .
actor WERESN—F TIH BT —
issue RIRE (R . report issues
(#]~%2%1T77% MR ET5
both customers and providers
customer BE. ;5| 5E % L7 A B — D S
victim o victim’s email address

WEHDA—L TR

account ThHIUh, A §tolen account credentials
7h RE WENTT 7 SORBGEE ]

[#h]organize: ~% kL35, A% 1L9% |targeted organizations

organization AL [ /¥ Jorganizational: #H#k FRAICS MU

2FA code

code a—R,. HF5 - o
NG RO
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breach (F—4%D) F. @%’ data breach
[B ) ~%RELT —4EEHHT 5 e H
feature M. BEE anti—analysis features
[E]~%7E0l35, K+ 5 R AT #4 HE 0D RF 15
. s g NP large—scale phishing campaign
campaign EOIER, ¥y ~—r KRBT 42 7 ni—
[Eh]govern: ~Z#IET 5, HEEHT 5 multiple government agencies
government  BiAY (% governmental: ECHF0> B BOFHER
. e o . a freely available tool
tool BEE, Y—v [ 4 Jtoolkit: > — /L A HIE AT XD YL
fix 10 flaws
flaw KK 10fE O Kz AE ES 5
open source intelligence (OSINT)
source HipT BRI LA 7Y D= A
ransom demands
ransom FR& A DBk
. A cybersecurity firm JohnDoe
firm e Var RGN F 2T (3
BE, TR . the final step in the process
process [4 ]processing: #LEE, /il T. SR OD  0 By

(8]~ 2B+ 5, FhiEalTo




ESPE

g
a

&= R

. AEER, BEAE . o1 avy publish the details
detail e PSP [/ 1detailed: F¥:H72 IS T
5 law firms
law %= BB PT
agency KR federal agency
HESBUT OB RS
NoF ABETRT T A ” < . the patch for RCE vulnerability
patch (8]0 F 25 [P lunpatched: /A 10> Ve ha— RIS E 550 F
scam TEHK [4 )scammer: FEHKFAT glilgr;agrécﬂztscams
- . - fraud detection mechanisms
fraud ?ﬁﬂ( [ﬂ:/]ﬁ"audulent. u"ﬁ,ﬁ;’(@ ?’Eﬁk*ﬁ%ﬂ)‘ﬁ::%b«
5 freeze accounts used by fraudsters
fraudster TSR FEHHTC BT S L C U 1 A T
. = the default settings
setting RIE., RiE FI AL IDRE
. s images uploaded to the C2
image B, AA—=Y C2 F— |7 T E— RS- il
policy Fét. [24. RE(DEZY) vulnerability disclosure policy

fasa BRI Et
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massive amounts of variants

variant ("\7/1/'73':7772(1: @)E@\ Aﬁ@ k%mﬁ%i
. AT . 1 ema . oil and gas industry
industry BE3E ER [7% lindustrial: PEZ£D, T¥ED A R R
individual BmA individuals are being increasingly targeted in BEC
DEMEAD, 8% FTETELOMEAL BEC DFEHIIZ/2>TND
.. A TR ) privilege escalation (elevation)
privilege itk [/ lprivileged: FiEDH% MEPRS-#%
7 these types of vulnerabilities
type B AT INHDEAT Dfagstt
critical infrastructure sector
sector ER. 2 WAL TS
Sia the US Department of Justice
department N KEFES
. . " o‘nline identity monitoring gervice )
identity R (L) ABISAL TV DRI S BT 55— %
i B S Ak e cryptocurrency theft
cryptocurrency |BES@ [4: Jcurrency: 1815 R DL
content HE. 3Ty change the clipboard content

IV T IR—=RONKEEET D
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access to large enterprise network

nterpri e e A
enterprise B3 KIA T NI — 7 ~DT /2%
[ %) ]disconnect: Heiik Wi connection between networks and third—party systems
connection Bfge, o av [4: ]connectivity: #E: SR, e e T D
[7¥ ]connected: BEFis7-, @7~ IR =T EY RS =TADUAT BhEDBHE
form e FRAE . 74— all forms of transactions
SHE. . TRCOBEOINI Y Ivar
s different encryption methods

meth . o p

ethod ke RN
option B, AT var [7% optional: {EE &R D ;%g%ﬂ option
. . N S artificial intelligence (Al)
intelligence HEg, A TIV = TR

ST AT D) the c?mputer ogtage caused iisues at some clinics i
outage AT L7ED) ik A2 —FOWBIEICED, —H0s) =y CRIBA LT
\ identity theft
hef LY ‘
theft Gt B BOGE
consumer WEE target consumers and small businesses
HEE /NI FEE LR ST D

capability s [7% |capable: 4 7175%% the malware displayed advanced capabilities to evade detection
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Tactics, Techniques and Procedures (TTPs)

tactic BRI BRI - B2 - FIE
measure *‘T%‘ %ﬁg\ BEHEFE T FHE takg measures to counter threats
[E]~Z2HETD LA SETRC Ay R PN NS U Tt
. - . e bfuscation techniques to evade detection
3 — 2 - HiEE7 0 on 4 B’ ;
technique FIE, TI=v7 [ /% ltechnical: H:flf)7e P N A P
e D, [Eh]certify: ~ZFEAT 5, SRETD code signing certificate
certificate AR [4 ]certification: FIEFH (), 387E a—REAGEE
L [/% ladditional: :Ehn®D in addition to website outage
addition 7 Al Jadditionally: A% T Web RO IEIZHZ T
. o [4 Jadministration: &P, & gain administrator privileges
administrator HHE [7# ]administrative: & 2L, & D B R DRHEZ T D
4 N Trickbot distribution channel
channel 5 N e Trickbot ODFCEHRH
. = AP . the evidence collected so far
evidence FEHL [ )evident: BASA ~ Gl AE ST SEAL
B, Rt huge amount of money
amount [B](to ~T)~iciEt2 EAEDF54:
affiliate I AL /X— arrests of Ransomware—as—a—Service affiliates

(B~ 5

RaaS AN AL 28— dt




BHEE 2R E3PERS 52 B
| = o - tens of millions in losses
0ss BE, L [ Jlose: ~%25, AlT5 BT BT I
entit 70l D)3 governments and other entities
ity NSARRIE D) BORF D b0 E 1
value 1B, ffE B contain an invalid value
(8] ~A5HlE 75, BEHTD RIERMEE & A TND
role e play a key role
A
authority YR, MR [ 7 Jauthoritative: X4 R D, #EE DHD g}ge%i)f%cation Authority (CA)
B A S BT the best approach
approach [ H0ii o s, Bt WD IS5
supply i [4 1supplier: V7714 Y— supply chain attack
[#h]~%24592 [4 Jsupply—-chain: 37 I 14 F =—> Y FIAF o — B
; » . [#)]behave: EHEES cause unexpected behavior
behavior 28, ROF [ 7% ]behavioral: #R2EE\ D THIL 72V B O JRK L7025
h A7 FET ZF— Internet-based fraud scheme
scheme FERZ, BIoC S, A% B — b L COREROHL
instance B, A RBE A for instance
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ilit 24 ability to analyz\\e complex and large datasets
ability ®h T K& T2 — 5L b TS B )
&, He C s AL 2 the funds and their movements are being traced
fund (B~ 17 & il 2 (4 Munding: ¥Rt #iE % 4 b2 DBBNLEB ST
. BE . .= the stolen files contained patients’ personal information
patient [P 2t [% Ipatience: 2t YEN T 7 A S O A S £ TV
rim 3% )eriminal: 41 5E - orgiinized crime g‘OI}p )
crime o V- Yeriminal: JLIE, S0 LSRR L —
. EBEE., Suz—n AT e high profile targets
prOflIe [@J]iﬂﬁ%%ﬁ%< [ﬁ/]hlgh profile: j,é%fcf\ )\H%%I< %D%E@&)ét%lﬂ’ﬂ
opportunity e [J¥ Jopportunistic: H 1 .57 Opportunity, Motivation and Rationalization
’ He2s - Bk - IE 21k
function HRE. BES [4 Jfunctionality: FEREME have two different functions
(G2) [7 = [ 7% Jfunctional: F&fED 2D HEIHRERER o
; BB, BT Y . ; the interest of ransomware actor
= - il e - z -
interest [ B0k A 2 = 547 [E)interestingly: BHBEZR N &) Ay T
7020 g % =5 terms of use
term FIHE D)K., B, FE FIF H
volume B RYa—A the volume of suspicious network traffic
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QI tax season
tax Eﬂﬁ [Zl ]taxpayer. TR Fle 7 B 2 0D I 4]
el = [&Eh]permit: ~%FF 7] 95 require additional permissions
permission Eidal] [ Ipermissive: £\ BMOFF A2 LEET S
A A insider threat
insider NEDO AN, 2B AL LB B
task L=, AR organize and manage tasks
(B ](fE) 254D HEHFEERRIEL, EHTD
C e _— e financial and medical institution
institution HeEE, Hitk [4: Jinstitute: #FZEHT Gl - 125 R B
" ” . the new zero trust strategy
strategy BRI [ /¥ Istrategic: HEMSG D LB RS % M
4 the initial infection vector remain unclear
vector . 7 B D RHAR A L E T2 12> ZDLTU VL
. = after the article published
article s ZORFRE RSN
cost ZH expect additional costs
[Eh](EH) 300D BN & RaiATe
court kD a court order
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. . . s health insurance information
insurance ey [4: Jinsurer: PRERZEF R RO
M the value of the stolen assets
asselt RIE, T Vs i B Ll
ress g press release
P (8]~ %45 TLRVY =R, HERE
advantage (take advantage of~T) take advantage of newly disclosed vulnerabilities
9 ~&FIAT5 L ARSI WETIEAFIR CGEM) 35
N 0 regardless of the attack path
path &R, (77 AN D)SR WP L
lure %ﬁi’i’}%ﬁ;—f&)@) lures related to the tax season
NN HETE R A DRI BR L7350
N there is no patch or workaround for this vulnerability
workaround (B8R | AR AR ZOMEERMEIT I Sy T ROE R 300
emergency RAEE %“/%r ggzjﬁy directive
surve (T r—helicds) A conduct surveys
y (8] ~% S5, TS TR MY 2
sanction il bypass sanctions

(h ]~ (il e i 2 s
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bug bounty program

1% - o e e e

bounty BRE WeTB BRI /37 /3L T 4T 0T 0
. N use a different credential for all log—ins
credential | RREEM FATORY A TRAB N B
. » o the Presidential election
) -
election e 23 [Eh]elect: ~%& .5 Fophr
B mgnitor the security status of the device
status R FAARDLF 2T A DIRIEL BT S
. e s . =z complaints from enterprise users
complaint =16, HiF [®)]complain: 3CA)Z=9 o 1A
[Eh ]proceed: #7945 response and notification procedures for incidents

I A — PRI £L N
procedure FIE, FHhES [7% lprocedural: Ffix Eo AT U POX G BENFIA

. in the first quarter of last year
quarter eSS WEAE D 55— DU 12

. o — “ Executive Order 14028
instruction S R, Al [ Jinstruct: ~%#2 % you can find detailed instructions here
¥ ¥ ' FOFEMRHIIZZIZHD

price iy 28 rising cryptocurrency prices
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[Eh )prioritize: ~& %35 . .
. N = o e customer safety is the top priority
priority BRE, BETEZL ((i/iofag(l)pzﬁ.)%fdﬁﬁ@ & DA e EIHCh D
- highlight suspicious log entry
entry Abn,EH [ ]enter: ~IZAD AT A % S
. . he was sentenced to five years in prison
prison H#BY 543 SEEDR A ST
[4 Jeffectiveness: A &N .
effect PN 2 [J¥ Jeffective: A 2072, 25972 %ﬁ%@féﬁ%ﬁ% effects
[ il ]effectively: ZhEAIC = R e
[E)]succeed: %Zhd % L
9 8 he attempt with little success so far
success BEh [ ¥ Jsuccessful: pZhL7- the atte X ool
[EU]SUCCGSSfUHY: 5i<\ %‘F%J:< 4@k_53?>iwﬁk%bfb \fotl/ \uitzf
elevation (HETR D) BHs [#h ]elevate: (FER) ZH- S5 privilege elevation vulnerability

[7% elevated: GGE[EDY) BV
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ﬁgﬁ'na.l - Hll EE.I
= §£ =r - =
BAFE =17 S BEE&EEE = 1
malicious EEZDbH5 malicious attachments
EEOLLIIWMA T 7 A
critical BT, Bednire critical vulnerability
a7 fess ik
remote EBD. EREHHD [&]]remotely: =[ET Remote COd%E)E‘iCUtiOH(RCE)
Ve —ha—R3FE T
available |8 [%]availability: A M latest available version
FBRETRS (¥ Junavailable: FIf - AF-C/et R TR R ATV
i} 3 li .
personal fEAD [ Il Ipersonally: f&# Af)IZ ?Eler}s,\c}%E Eirlformatlon
multiple 28D on‘multiple platform
BEDOT Ty 7+ —LT
. ANFED AKRD - L . public spaces
. . - s A, A financial, health d i
financial S8R RO [% ]ﬁnanc? St nancial, healthcare and manufacturing sectors
e (! financially: ff 51 Lol FE - WIS R
fake 5D fake job posting
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due (due to~DFET) We have disabled your account due to inactivity.
~%ZREELT HERASN TN RWDOTT I ML ELT-,
. B0 MO ETIPN social security nuilber
sensitive M BUREEO steal sensitive data
’ - e T — 2%t
likely &)_'0%5& the likely reason
[El]FBE5< HVEH7RPEH
N - CEs the most recent backup
recent BiED [l Irecently: foilT B0 oy T o
private NED FAAD [&l]privately: JEZABH T, AT private key
SHIZHEATE further investigation
further T ER SR
execute several commands
several WDDD WD T R T
. BIERR = Sy . potential security issues
potential [4 Ve [l lpotentially: HHEHTI- WAEN % 27 4 EORIE
legitimate EHBO [4 Jlegitimacy: 1F 3414 impersonate legitimate software
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HEE B B 1 A1
ongoing ETHD £?§i$g£§?$5$§$fi&~y
current BED, H&HD [El]currently: BiAEIX %gﬁ%}fﬁ%;iiﬁ?
federal EED E@Q;EE%S%%H of Investigation (FBI)
significant £, EER [ ]significantly: 1< PSRN S i e b
corporate EAD, £ED [4 corporation: V£ A Zg%ﬁ%};%g %%;g%nl%t vietims
previous 560, BIFID [ Jpreviously: LA RS SRR
HIWIED. B3 U Tamceraimy: i kT e n i
specific Ko B A [ )specifically: 5= DDoS attacks against a specific target
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[4 lawareness: &=k, JO<ZE

the vender is aware of the problem

aware ~ERSTNS [ Junaware: 457720 N — IR AL TS
initial B0 [ ]initialize: ~ZFIHHLT5 initial access to victims’ networks
[ &Il linitially: FefIZ, HIE WEHDFNT =T ~OHHT /A
. . medical software vender
medical EED ERE Y TR = T R —
- [4 Jsuspicion: &V this file looks suspicious
A} > f — > = >~
suspicious BbDL, A2 7l 1suspiciously: 5t UITIC ZOTFAMEREICRLD
. itk cumulative update
cumulative RED [#)]cumulate: ~%FEA Hi1aD N
. a former employee
former A, D S 3=
. = = T e buffer overflow leading to arbitrary code execution
arbitrary EED [ & Jarbitrarily: {12 (EEF Do R TAC T2 18D Aoy T s e 1
. 7 o . ) - massh;e st\:al/egand ongoing attacks
massive KRB [Fll Imassively: KB el CHE T £ 0D g
. . - . . in this particular case
particular BT, FrED [ &l Iparticularly: 4! - D DI
nUMerous £%D this update fixes numerous issues
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responsible ~D - . N ibility: it is un\kr}own‘ what group is responsible for the attack
p HRTHA, BEERHD [4 Jresponsibility: ZAT: BTN L 7 ST V2 2ol DA G
senior gD senior Product manager
* EhTas s —Tr—
sophisticated N - s .. g 7 highly sophisticated z‘erof‘day attack
p vemEhr [7% lunsophisticated: PEfESIL TR X o C RS LT P T
| | VR MR R T E%}illegal: 5{&2@& T business information including legal documents
ega IR D, BED Bl llegally: 0912, AIEHIIZ N
’ ity 0 s S e e Y

Known D [ﬂ%]well—known: F<ansng- Known Exploited Vulnerabilities Catalog

BEH [ Junknown: 710> B 00D S S LT Wy
entire DR o . N en‘gire cgrporate networks
false A0 - - P S to avoid falLse positives

b0, M1 [ Jtalsoly: PRE>C, AR LB b1
severe g 7 ity T a new report about a severe Securi‘iy issue

A ekt S PR L% 207 ¢ ORI BT B LU LA —

_ [4 lconfidence: 1§ . 1% i olud .
confidential D [4: ]confidentiality: F&%: 1 ‘fgﬁg%’;@emm documents
[7% ]]confident: fE{EL T\ 5% SRSt

immediate BNESD . B [5 limmediately: H[Z | receive an immediate response
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. T i = . . T T R, in a typical environment
FEID g ) - manual vulnerability scan
manual [ ]~ =Tl [l Imanually: )T FECOWEEIMEAF v
. ~lr . according to the latest report
according kg S LS
N s s nearly half of small business owners
nearly ZEAE [J% Inear: ¥\ SN i 0 0D I 5y
increasinal e [ Jincrease: #1145 as cyber criminals use increasingly sophisticated methods
gy FoH YA N JUERE O FIEN £ £ VLT BT
. . ” . Ciaga approximately one million customers
approximately |[BBLZ [/¥ Japproximate: 3355% D BEBEZ 1005 AOFEE
rather ~IVtlL5 this seems to be a wiper rather than ransomware
ZAUET Y AT 2T X0T LATA/R—D LTS
. -1y Unfortunately, there was no backup.
unfortunately | R&ERIZ&IC R LAz R 7T TV T
SN Therefore, English skills are required for security engineers.
therefore Lo LIto T, EXalT AT V=T (CRMEO AR A DR BN ET,
roughly U [ Jrough: FLE72 roughly 10 million individual devices
— — 7 . 2R
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reportedly ExbnBEr Azl (-4 Jreport: ~% W47 Hisd this attack reportedly took place in the morning
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