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(4 Netlogon D¥FHEDFHE DS
https://msrc.microsoft.com/update-guide/ja-JP/vulnerability/ CVE-2020-1472

9 Attacks exploiting Netlogon vulnerability (CVE-2020-1472)
https://msrc-blog.microsoft.com/2020/10/29/attacks-exploiting-netlogon-vulnerability-cve-2020-1472/

(0 [AD EIEE[EIF] CVE-2020-1472 Netlogon DI IHH A 4~ X DIFE
https://msrc-blog.microsoft.com/2020/09/14/20200915_netlogon/
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https://www.ipa.go.jp/security/vuln/icat.html

8 Adobe Flash Player #7R— M TIEHRR—
https://www.adobe.com/jp/products/flashplayer/end-of-life.html
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O ) E— MERRL I YA N—HELNRIE FLU—JEMT
https://www3.nhk.or.jp/news/html/20201112/k10012708711000.html

(10 XD SSLVPN HFOMETIEICE Y 2EEME
https://www.jpcert.or.jp/at/2019/at190033.html

(1) Palo Alto Networks &g DRSS (CVE-2020-2021) IZDWT
https://www.jpcert.or.jp/newsflash/2020063001.html

(12Fortinet % FortiOS @ SSLVPN #EEDHETE (CVE-2018-13379) OFE%AZ T2 KA MIBAT2BEROLMICOWVWT
https://www.jpcert.or.jp/newsflash/2020112701.html

(13 Pulse Connect Secure DHEFTMEANDHERPBEERMLEDOER%E
https://www.jpcert.or.jp/newsflash/2020041701.html
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19 Zoom DEEFTHERRICDOWT
https://www.ipa.go.jp/security/ciadr/vul/alert20200403.html

(9 FLO—0%T5BOEF1Y T4 LOFEEEE
https://www.ipa.go.jp/security/announce/telework.html

19 Web RFEHY—EREFERATIHEOEF2Y T4 LOZEEFIE
https://www.ipa.go.jp/security/announce/webmeeting.html

N F L7 — 0 EAOHEHREEICHE L TOBRFHRCERLE)
https://www.nisc.go.jp/active/general /pdf/telework20200611.pdf
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https://www.ipa.go.jp/security/vuln/report/notice/guideforvendor.html

G199 IpA ;. TRERI T THA MDEY A
https://www.ipa.go.jp/security/vuln/websecurity.html

20 PA: TIPA £%a7 - 7AVS IV JHBEE]
https://www.ipa.go.jp/security/awareness/vendor/programming/

€20 |PA ;. THESSIERBRSE Y —IL AppGoat
https://www.ipa.go.jp/security/vuln/appgoat/
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Ty vavIiICEAYTIREMN
MLy R 7 OKRASHEIAILRNR Y — for

13| JVNDB-2020-008931 L 7.8 8,321
Mac ICHERRFIE DHETIE
CMONOSJP ICH 2701 MRV TF 4

14 | JVNDB-2020-008821 . L 6.1 8,010
VU DHEEEME
JavaFX @ WebEngine QY R—X Y MCEED

15| JVNDB-2020-000047 o 6.8 8.8 7,933
Java XV v RRITHEREIC /L B MM
XOOPS BEY 21—JL XooNlps IC8 T BEHDI

16 | JVNDB-2020-009467 - L 6.3 7,796
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IR

fir

g4 b

CVSSv2
EAX(E

=ZEHE GOT2000 ¥ —XD TCP/IP #8EIC

17 | JVNDB-2020-006469 L
BT 2EHOMHEME
WordPress 7> %' 1 > Live Chat - Live support

18 | JVNDB-2020-000068 |IC&F370RY A1 NYITA M7= ) DI 2.6
9
phpMyAdmin IC&13 320X h2 Y T5 4

19| JVNDB-2014-003893 . 3.5
PRl C5L
Apache Struts 2 ICH—E2ZRIFE (DoS) Dif

20| JVNDB-2020-000055 4.3

EElkd

RI2IFERDOHMRAFEEL SIE L BBEENRIFRTT I EADE D > LAISHEZRLTW

=

#£3-2. BERNDERBEREEL SINE L B REBAD T I/ 2R LA 54 [2020 &£ 10 B~2020 £ 12 A]

1 | JVNDB-2020-007128 |HiRDB (Z&13% DoS M58tk =L =L
Hitachi Command Suite ##&. Hitachi Automation
Director. Hitachi Configuration Manager. Hitachi

2 | JVNDB-2020-007127 . | &L =L
Infrastructure Analytics Advisor & & U8 Hitachi
Ops Center EG@ICH T B EHDMHEEM
Hitachi Infrastructure Analytics Advisor & & O

3 | JVNDB-2020-006617 |Hitachi Ops Center Analyzer ICHIF 370X YA RL =L
NROYTT4 VT DHRBHMNE

4 | JVNDB-2020-005743 |Cosminexus HTTP Server IZ& |+ e85 L L
Cosminexus HTTP Server & & U Hitachi Web

5 | JVNDB-2019-010374 L =L

Server IC& T BHETEM

NEGI=

2019/10/11

79It R

4,474

4,467

4,327

4,270

4,266

E 1) CVSSV2 EKREDRZEICL 2B

CVSS &EA{E=0.0~3.9
BAE=L NI CGEE)

CVSS EAfE=4.0~6.9
FAE=L NIV (BE

7 2) CVSSv3 EXEDFZEICL BT

CVSS EAfE=0.1~3.9 CVSS EA{E=4.0~6.9 CVSS &K {E=7.0~8.9
REE=FR RAE=ES

RAUNE=EE

Z3) ARBOEICLZBNT

2019 FD AR
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