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* Business Email Compromise The $26 Billion Scam (IC3)
https://www.ic3.gov/media/2019/190910.aspx
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H = Finance M&A - wi—% (HTML 255)

Tl - AT Q ERLEWMERRAALTEEN

7 L B 0 @ Gy 2019/11/20
Finance M&A
w
Good morning Mrs.-,

I am now in business trip and | need you to assist me on a confidential matter.

We are currently working on a new acquisition, and one of our Ia\n.n,,ﬂer,_ was supposed to
contact you in order to provide you with all the necessary instruction.

Have you received any email or call today?

Best Regards,

Chief Executive Officer

Sent from my Smartphone

2-3 FHl 1 HEEHLDA—)L(HEEE) 1EE
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Trdll - AT Q EFLEWMEREAALTOEN

gy T S -

Re: Finance M&A

Hi,

I am informing you that we are in the process of acquiring a foreign company in order to expand our international activities.
Owver the last few months, we have been working on the merger following the rules and regulations imposed by the Market
Authorities, and any leak of information will cause the cancellation of the project.

We are almost done with payments, and we were supposed to complete the acquisition from our HQ, but for fiscal reasons,

our financial advisors have asked us to find another solution.

| chose you to be the only one involved in our company in order to assist me and to keep the confidentiality of this matter.
¥You must understand, it is crucial for the company this operation is executed swiftly, efficiently and with extreme discretion.

The official announcement will be held at the end of the month at our global HQ with the presence of all the authorities
concerned.

Can | count on your professionalism and your discretion in this operation?

Best Regards,

Chief Executive Officer

Sent from my Smartphone
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LBEHOERBICHLTEADNTWREOEHERILTLVET,
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& Mozilla Thunderbird - m| *
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=AM _--@-.cum <host-uranus@encrypted-gateway.cc =i  EE = EE IOt~
[=% MNew corporate development initiative 2020/03/26 1529
=2 I < <o
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I hope you are coping fine in the midst of the COVID-19 pandemic. This chaotic
situation is indeed concerning.

As this challenging period unfolds, we have taken many steps to safeguard our
business. We are also looking ahead and are ready to pounce on opportunities in
the distressed markets.

We are now in the closing stages of acquiring the assets of a foreign company
and have mandated ocur legal team and bankers to work on its execution. I would

require your help with certain issues.

This is a highly sensitive and confidential matter and I need to count on your
discretion.

Thanks and regards,

Sent from my iPhone

]
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Cear -

[ certainly hope this email finds vou well, With the unpredictable and fluid situation
around COVID-19, the word is navigating through an uncertain perod with few
precedents. We are desply concerned ahout the pandemic’s impact on our business and

our emplovess’ health and have molled out several mitigation measures.

As we brace for further disruptions during this uncertain period, we must also seize the

opportunity to prepare for the sventual business recovery once the cnsis abates.

We are now in the closing stages of acquiring the assets of 3 forsign company and hawve
mandated our legal team and bankers 1o work on its execution. I would require vour help

with certain issues.

Yourdiscretion in this matter is much appreciated as this is a very sensitive and

confidential matter,

Thanks and regamds,

sent from my IPhone

2-9 IEA—)LDHI(2020 &£ 4 BIZHFELI-4—IL)
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—EORELL, —BEFENEELTOVET . T 4bhb. A—OREEN. XEFOICHEIOFT ML AR
LIEDFEEEIMYAALELDTHAIEHERLTLET &,

¢ HAN—IEFREF A= 7T 47 (U-CSIP) ZEAIRIR[2019 & 10 A~12 A] (IPA)
https://www.ipa.go.jp/files/000080133.pdf

16


https://www.ipa.go.jp/files/000080133.pdf

5 - AL TODBIET A A—IL I TIHGL EDA—ILEZYFITTOSRESE (AfE) THY., £D
WEBELFFOETYTT LGNS BHROBBARTRYICHEZRYRLTVET . CCTRALI=A—
IR THAERBAENBRBICBZAELTH KBEZBOINESTRHYFEA,

7
BE: FEOOFTIVAMNNAREIEOIKREERTHE DR RA—)LEERK
IC3 AY2020 £ 4 A 1 BICARALIEEME °. BKXUFBI A 2020 5 4 A 6 BICARALETLAVY—X ZH T, HiE oD
FIOANABRLEENERLTVNDRAEERTHE SHRRA—IFFRICOVTEENFUM LA TOET,
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FHETRHISTIELLVIEERLTLS,
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BARICERENENLD TBABETY,

® Cyber Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual Environments (IC3)
https://www.ic3.gov/media/2020/200401.aspx

1° FBI Anticipates Rise in Business Email Compromise Schemes Related to the COVID-19 Pandemic (FBI)
https://www.fbi.gov/news/pressrel/press—releases/fbi—anticipates—rise—in—business—email—-compromise—sch

emes—related—to—the—covid—19—pandemic
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" Cyber Criminals Conduct Business Email Compromise through Exploitation of Cloud—Based Email Services,
Costing US Businesses More Than $2 Billion (IC3)
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